
C5250/4=387 - LECTURE 1- LOGISTICS + BASICS

(January 9,2018 )

f
at least  in the lecture  notes

AGENDA During
this course we are also

going
to

�1�

Logistics learn a little bit about SLUGS and SNAILS
.

�2� Course Pitch Why
? BECAUSE I SAY so

.

�3� Basic problem in coding theory Today
's GASTROPOD FACT :

�4�Formal definitions There is such a thing as a

"

SEMI - SLUG
,

"

which

is partway between a

slug
and a snail .�5�

Rate vs . Distance :

Hamming bound It has  a shell
,

but  it's too small to fully *  now ,

retract  its body
into

. outgrew it
,

but

thesisthan
�1� LOGISTICS

. This course meets Tlth 10:30 - 11:50

• The COURSE WEBPAGE is at Web
.
Stanford .edu/nmarykw/c1asses/Cs250_Wl8

.
 

That is where
you

will find :

-

logistics info S tentative schedule

- Lecture holes and Homework assignments

- HIGHLIGHTS :

. 3 HW assignments .

Each take 2 weeks
.

First  one Will be released THURSDAY

. Final project .
This will be in teams of size 1-3

people

. No required textbook
.

I will post notes and
reading .

�2� COURSE PITCH

"

ALGEBRAIC ERROR CORRECTING CODES
"

- -
- communication

It
I

-

storage

% Error " "kY° " " a fundamental # ⇐

( aotgnotnffnimttomaetgmn

I. Algebraic techniques
are a fundamental tool for designing

Eccs
.

-

cryptography
-

pseudorandomness

Basically ,
This course is about the

following
fact : - etc. . .

LOW - DEGREE POLYNOMIALS

DON'T HAVE TOO MANY ROOTS
.

As we will see
,

this fact is stupidly useful throughout
CS and EE

.



[ Course Pitch ctd . ]

In this class We will discuss :

a
• Basics of Error Correcting

Codes : combinatorial bounds + existential results

What

are  codes ?
. Some basic abstract

algebra
[ finite fields -

nothing fancy]

www.aq, {
• The Classic polynomial codes : Reed . Solomon and Reed . Muller

them
?

• [ If time we will mention ] fancier
polynomial codes :

Multiplicity Codes
,

Folded RS Codes
, POKIA~t.IM#ntneais+s

→
°

Algorithms for
manipulating

these codes in various
settings

: may object  to  

my

How
do

calling Polar Codes

weaken
?

Unique decoding ,

list
decoding ,

local
decoding

"

fancy polynomial
codes

.

'

!
.

but
 

I 'm

wnydo

x.
Applications ! going toadojntay

...

we
care

?

In this class we Will Not discuss :

.

Nitty gritty
details of any

one application
( this is a THEORY course )

. LDPC codes
,

Turbo codes
,

Raptor Codes
,

Fountain Codes
,

...

[ See Montanari 's course EE 388 for all that
good stuff . ]

At the end of this course :

YOU SHOULD HAVE THE TOOLS TO USE

ERROR -

CORRECTING CODES

IN YOUR OWN RESEARCH / LIFE .

That means :

•

Enough familiarity with
terminology ,

constructions
, algorithms ,

and notions of decoding
to pick up a research

paper

and understand it
.

•

Exposure to lots of examples of how ECCS can be

Useful in a wide
variety of settings

.



�3� The BASIC PROBLEM in CODING THEORY

The picture looks like this :

CODEWORDC

of

length..

- ENCODE

MESSAGE X
BBC.gg

SOMETHING BAD HAPPENS

of length .
CORRUPTED CODEWORD T

.

maybe some entries
got

deleted
, changed ,

etc
.

The goal :

GIVEN I
,

FIND ( SOMETHING ABOUT ) X.

EXAMPLE : COMMUNICATION

thyme

:@
<

eF@wMtEwfs4nafYmagYanm.I
. .

Alice has some

/
2. Alice encodes 3. Alice sends

¥message
x X hermessageasc CIOBOBOW

ifshe would like a noisy channel ;

tosendtobob
.

AUCE
Bob hearse /\

BOB



EXAMPLE : STORAGE

*
Eo

.⇒

www.go

# =
tag

X
or

- &heronries

who

1. Suppose x is a file
.

2
.

x is stored ; say
on a CD 3

. Something
bad

or in a RAID
array

. happens . .
.

4
.

I still want x !

THINGS WE CARE ABOUT :

�1� We should be able to handle the SOMETHING BAD
,

whatever that means
.

�2� We should be able to recover WHAT WE WANT TO KNOW about x
.

�3� We want to MINIMIZE OVERHEAD : km should be as small as possible .

�4� We want to to all this EFFICIENTLY
.

Question What are the tradeoffs between 0-40 ?

It depends on how we model
things

:

• What is the SOMETHING BAD ?

. What
exactly

do we WANT TO KNOW ?

• What Counts as EFFICIENT ? What kind of access do We have to E ?

Today we 'll look at one
way

of
answering

these
questions .

There are

many legit ways ,

and we will see more throughout the quarter.



�4� FORMAL DEFINITIONS

Let [ beanyfinitesetandletn > obeah
integer.

DEF
.

A CODI C of BLOCK LENGTH n over

an ALPHABET [ is a subset CE£
"

sometimes I will
say

"

length

"

instead of
"

block
length

.

"

So far
,

this is not a
very interesting definition .

EXAMPLE 1
.

C= { HELLOWORLD
,

BRUNCHTIME
,

ALLTHETIME }
-

is a code of block length 10 over 'E={ A ,B
,

. . ,X .KZ }
.

EXAMPLE

.2
.

( 0,0
,

0,0 )
Tthisisnot

-

avery interesting
( 0,0

,

I
,

1)
code

, although
it

( 0
,

I
,

0,1 ) does capture the

C= {
i%

:b;D} :*;hg .

¥:*
'

hits .

( , ,o , 1,0 ) E={ Qt } .

This second( 1

,
1

,
0,0 ) -

If E- { on }
,

we 

say
example IS

( 1

,

1

,

1

,
1) Cia BWARYCODE

.

a bit more

interesting
.

Whatdoesthishavetodowiththe picture
from before ? [

tnisoney
]

Consider the map ENC :{ 0,1 }3→{ 0,134
given by

:

coioewordcofkngthn-
ENCODE

ENC : ( X
, ,Xz

,
Xs ) l→ (X

, ,Xz
,

Xz
,

XitXztXz mod 2) MESSAGE  ×
BBC.gg

SOMETHING BAD  HAPPENS

- -
of length k

message
× codeword C

.

For example ,
ENC((0,1 ,

I )) = ( 0,1 , 1,0 )
.

CORRUPTED CODEWORD i
.

maybe some  entries
got

 deleted
, changed ,

etc
.

Then C= IMIENC )
.

That is
,

Cisthesetof all codewords that could

be obtained
using

this
encoding map

.



The second example can
actually

be used for error correction
.

suppose You see :

oqsebaodn.LT

The SOMETHING BAD that happened

obscured this entry '

This
, .sc#edanERAS0RE

'

What is the missing bit ?

It must be a 1
,

since 0 + Defray +0=1 mod 2
.

We know which bit

got erased
,

but We

don't know what its

original value was .

suppose instead
You

• :

o o o 1

Then we Know SOMETHING went
wrong

( at least one bit was flipped ) but

We are not sure what it was
.

K This is called an ERROR
.

One bit
may

have been

Changed ,
but We don't

We
say

That the code in EXAMPLE 2 can DETECT one error
. know which one .

But it cannot CORRECT one error
.

Let's see a code that can .

EXAMPLE 3
.

Consider the
encoding map

ENC :{ 0,15'→{0,137
an mod 2

ENC : ( X
,

,
Xz

,
Xs

,
Xq) l→ ( X

,
Xz

,

×3
,

4
,

Xz+Xz+X4
,

X
,

- Xz¥xq
, Xitxztxy )

Let
C= Im ( ENC )

.

So CE {0,137
,

aka C is a BINARY CODE of LENGTH '7
.

PUZZLE : I took some CEC and flipped at most one bit
,

to obtain :

E = ( 0 1 1 1 0 L 0 )

What is C ?

.

Answer on next
page

...

@
The  suspense

-
is

killing me !



PARTIAL SOLUTION : 0101010 checks Out
.

So that could have been c.
. .

But
why

is that the
only possibility

?

Before we answer this
,

we need more terminology .

DEF
.

The HAMMING DISTANCE between x. yet
is

Alx ,y ) :=[Y⇒1{ xityi } -
None :

this  is  a metric
.

In particular,

The RELATIVE HAMMING DISTANCE between x. yes
"

is
it  obeys the

Sky) :=tn&I1{x#y , } , Algy .

triangle inequality .

DEI
.

The MINIMUM DISTANCE of a code CEE
"

is

min Dlc ,c
'

)
Ctc

'

Sometimes I'll just
in C call this

"

distance
.

"

CLAIMS The Code in EXAMPLE 3 has minimum distance 3
.

If this claim is true
,

it solves the puzzle

:
atleast

3
•

Any two codewords are at
0101010

" ↳
• ~ least 3 apart .

distance •

-
•

"

anyotheriec .

• So if e is only
I

away

DISCLAIMER
^( at least 2 from C

,
it must be at least8=0111010I will frequently draw 2

away
from

any
other C

'

.

pictures as though Hamming
distance is Euclidean • So c= 0101010 canbetheonly

distance
,
and {0,13

"

is 1122
. possibility .



ENC : ( X
,

Xz ,X3
,
XD H ( ×

, ,Xz
,

Xs
,

Xy
,

XztXstX4
,

X. + Xz+Xy ,
X ,+Xz+Xy)

Proof of CLAIM :
can be visualized like this :

X ,tXz+X4
Notice that eachcirdesumsto Omod2

.

×
,

SUBCLAIM .
It suffices to show that

cnenicnyawtfc) 33
.

Y Xy

XztXztXy

\wtw=#nnmcero x. + xztxy
×2

PI .

Notice that for this code
,

if aec and bec
,

then atlzec
moaz C Each cell holds

( aka
,

C is a LINEAR SUBSPACE of Fz
"

- we 'll come back to that )
.

one bit  of the codeword
.

So suppose
that F  g c

'

e C wl Akc
' ) <3

.

ynonzen

Then Ctc
'

e C
,

and D( 4 d) = wtktc '

)
.

So F C "eCw/ wtcc "

) <3
.

[ this shows that  if the distance of the code is <3
,

thencqnigggwtle

"

) <3 as well ]
.

SUBCLAIM
.

f CEC
,

wtk ) =3
.

PI ( for now ) by staring .
If the

Weight of a nonzero codeword is 1 or 2
,

then there's some circle that doesn't sum to 0 mod 2.

FILLED
IN

Garff
=

 " 1
"

&
.

•

• go .

Bros
dad

a.

LEGIT CODEWORD LEGIT CODEWORD
-

NOT LEG }
of WEIGHT  4 of WEIGHT 3 this  circle does  not

sum to 0 mod 2
.

(You will
prove

this more
rigorously

on

your
homework)

.

That
"

proves

"

the claim
,

so we
have solved the puzzle . Hooray

!

What was the point
?

MINIMUM DISTANCE is a reasonable
proxy

for robustness
.

• In EXAMPLE 2
,

the code had minimum distance 2 (check this ! ) and could CORRECT 1 ERASURE

and DETECT 1 ERROR
.

• In EXAMPLE 3
,

the code had minimum distance 3
,

and Could CORRECT 1 ERROR
.



More generally ,
a code with distanced can :

• correct € d- 1 erasures

• detect  e d- 1 errors

• correct  ←

( ¥ ] errors

for these two
,

the Cinefficient) algorithm
is : For this one

,
the l inefficient ) alg . is :

"

if
you

see i.return cecthat 's closestbe
"

"

If # C
, say

that
something

is

wrong
.

"

The
picture

looks like this :

d- I

.
g

• . Lazy -
These hammingballs

7 g
r

of  radius Late ] centred

at codewords are

disjoint

(
e.

\ teed.IE?Et:ei
disjoint ,

but they

each contain  exactly
one  Codeword

.

True codeword c Some other codeword C
'

• If C is the
"

Correct
' '

codeword and ⇐ L¥J errors are introduced
,

we
may

end
up

with CT
.

Since all the
•\

balls are disjoint ,
we can find c from CI .

4¥

• However
,

if ⇐ d- 1 errors are introduced
,

we
may

end
up

with E .

Now it's
possible

that E came from ( or that it came from c

'

; we can't tell . However
,

since each
a.,•

ball doesn't contain
any

codeword other than its Center
,

we can tell that something

went
wrong

.



Returning to

this,
we can now clarify the first two

things
.

↳ 1 from earlier)

THINGS WE CARE ABOUT :

�1� We should be able to handle the SOMETHING BAD
,

whatever that means
.

�2� We should be able to recover WHAT WE WANT TO KNOW about x
.

�3� We want to MINIMIZE OVERHEAD : kln should be as small as possible .

�4� We want to to all this EFFICIENTLY
.

If we want :

01 We should be able to handle L¥ ] Worst . CASE

EKRORS
or d- I WORST . CASE ERASURES

�2� We Want to recover ALL OF X ( aka correct the errors  or erasures )

Then we should
say 1@ We Want MINIMUM DISTANCE d

.

Next we  will more on to �3�
.

Aside
.

A natural
question

at this point is
,

"

what if I don't want to

handle Worst . Case errors / erasures ?
"

for example
,

if
my

code has

Minimum distance d
,

and I have two codewords :

C = ( 0 0 0 0 0 0 0 0 0 o o o o 0 ) e {0,15

C
'

= ( I I I I 0 0 0 0 0 0 0 0 0 0 ) e { 0,15

-

d
-

Then if an adversary
chooses to flip the first two bits

,
we 'd be confused

.

But instead
say

two bits
get flipped at random

.

The probability We get

Confused is
Goff

,

which
might be quits !

The random . error model ( also called the
"

Shannon model
"

or

"

Stochastic model
"

)

is natural and important
! We will discuss it a little bit in this class

. However
,

most of our focus will be in he worst - ease model ( also called the
"

Hamming
model

"

or

" adversarial model
.

"



Moving on to �3�
,

what do we mean by
"

overhead
"

?

DEF .
The MESSAGE LENGTH ( sometimes called DIMENSION ) of a code C

over an alphabet
 

E is defined to be k= logk ,
ICI

.

This definition makes sense with our operational understanding
:

(messagexoflengthk over E) th ( codeword c EC )

⇐k

possibilities ICI possibilities

So klk=Kl aka h=
log ,aKl .

Def
. The RATE of a code C ' E

"

with block
length noveran alphabets is

R= log ,qKl = message length k
-

block
lengthen

n

So if R is close to 1
,

that's GOOD . Not much overhead
.

And if R is close to 0
,

that's BAD
.

Lots of overhead
.

Def .
A code with distanced

, message length
k

,

block
length n

,

and alphabets is called a ( n ,k
,

d )
. ,

code .

QUESTION
.

WHAT Is THE BEST TRADE - OFF BETWEEN RATE AND DISTANCE ?

This
question is still open

for binary codes !

But there's lots we  do know
.



�5� RATE vs. DISTANCE : HAMMINGBOUND
.

What is the best tradeoff between rate and distance we can hope for ?

The HAMMING BOUND
gives one bound on this

.

Let's return to the picture we
had before

,
with disjoint Hamming

balls

of radius Ld÷ ] :

as

• •

• •

•

• as
*

\

(
we

,
ce En

. We have KI disjoint Hamming balls of radius L¥J
.

•

There can't be too
many ofthemorthey wouldn't all fit in 2

"

.

Tobeabitmore precise
:

DEF
.

The HAMMING BALL in 2
"

of radius e about XEE
"

is

Bank ,e ) : - { yes
"

: Dlx ,yKe } .

The VOLUME of Bek ,e ) is Vohq ( e.nl :=1Bg( x.e) /

Notice that IBENK ,e)| does not depend on X
. Notes

• Sometimes Iwilldrop

Say that Kkq .
Then

the "E"
 '

fomthe

Bg( X. e) notation

e . Sometimes I will write

Volqle ,n)= 1+1 ! ) tqtltlndtfttt "tl
"

e)

IFH
Baken ) ifit 's

of affine
elements

"
all the elements

"
all the elements of E

"

more convenient to talkabout

of [
"

ofweightl.

HE
"ofweight2

"

of weight
e. relative distance

.



So that means that if a code CEE
"

has distanced and
messagelength k

,

where Ktq ,

let .

Volg
( L¥t ,

n ) ←

qn

-
-

total volume in the • s
total volume in @

so taking logs of both sides
,

, logqdcl ) +
logq (Volq ( L¥J

,

n )) s
n

(
loggad ) = k

⇒ Rate = In ← 1.
logqwot.CL#n))

n

(
This is called the HAMMING BOUND

.

Back to EXAMPLE 3
,

which was a ( 7
,

4
,

3)
a

code

• We have Ldztj =1

£ K
"
d

a

q

• Volz ( 1,7 ) = 1 + ( It 1=8

° So

kz E 1 - l9g(I 
= 1 - 317  

= 417
.

° And in fact £= 417
,

so in this case the
Hamming

bound is
light

!

Notes about this example :

• When the
Hamming

bound is tight ,
we

say
the code is PERFECT

.

• EXAMPLE 3 ( which is perfect ) is a special case of something
called a HAMMING CODE

.

• You Will explore this more on
your

homework
.

(Probably)
.



That's it for today .

QUESTIONS to PONDER :

�1� How would
you generalize

the code in EXAMPLE 3 to
larger

n ?

�2� What is the best bound
you

can come up
with on the rate of a code

C e { 0,13
"

with distance d ? Can
you

beat the
Hamming

bound ?


