
CS 2501 EE 387 - LECTURE 12 - LIST RECOVERY

AND LECTURED

NGENDA_ GASTROPOD FACT

@ FINISH  up GURUSWAMI - SUDAN Snails are considered

�1� LIST - RECOVERY a gourmet food in French

�2� APPLICATIONS !

cooking ,
and are eaten in

- Subhnear . time GroupTesting
( HW )

many
cultures

.

Roasted snail

[ Applications
to list - DECODING ... shells have been found in archaeological

teary hitters
,

two ways .
sites

, suggesting
that this has

- Cute approach 10 IP . lmceback
. beengoingonfra longtime

!

Recall that last time we proved ,

@£°°EeuMVotd

THM
.

Frau r > 0
,

RS codes of rate Rare ( t.FI
,

MR )
List . decodable

,
and the Guruswami - Sudan algorithm

can do the list -

decoding in time polycn ,r )
.

We did this via the following algorithm :

CIURUSWAMI - SUDAN ALGORITHM
.

Choose aparmekrr

Suppose

that
'

1. INTERPOLATION STEP
.

FndapolynomialQlXidwithH.htdegreeDfkn.rTrjsothat@Ki.y

.

. 1=0 with
multiplicity

r for it
,

. . ,n .

2
. Root . FINDING STEP

.

Relumallf so that QCX ,
HXI 1=0

.

[ Notice that there are edegykl )eD/k a  

MR of these
. ]



OBSERVATION : There is no reason that the A 's need to be distinct
.

What we actually proved was :

THM Let { Hiiyi ) : it
,

...

,
M } eFg2 be

any
subset }

.

Then there is an efficient algorithm
Which will return all

polynomials fk ) of degree
< k

,

so that :

fkikyi for at least t=F4kh .i 's
.

Moreover
,

there are at most r.ph such
polynomials .

Before M=n
. But ! It might be useful to have M > n

... for example
,

if the di 's are not distinct
.

DEF
. A code CEFG

"

is ( tail
,

L ) - LIST . RECOVERABLE if :

for all 51,52
,

...

,
Sn E Fg with lsikl Fi

,

1 { Cec 1 Ciesi for at least tvaluesofi }|£L .

PICTURE :

y
CEC

ADVERSARY : IOE tins"Fthhs}g.nl?j%e2 .

-
. .

anything;D

You :

00¥
Aha ! There are not too

many
codewords that meet all of those

constraints ... and hereareallofthlm !

} ,



1ntheconlextofRScodes.thepidureisthisADVERSARYid@ByImthinkingofalow-degreepolynomialthatgoesthnughonlyYipts.F.t

×

of ×

- x ×

- x

- × × ×

- × x

- X X

• • • • • •

4 xz a an evalpts

You :

Pg
Thaearenottomanyofthosgandheretheyare !

Fo ! ×

M=××f\- x

I¥¥¥*-

Xt
×

• • • • • •

1

4 xz 9 xn

evalpt
And

,

the Gumswami . Sudan algorithm precisely
sdvesthis problem

!



COR
. Rsglnik ) is (±n,l

,

L ) - list . recoverable as long as

t

>
rent and L = 21h . e)

"
R

.

Proof : Replace M
by

n .l and choose r =znlk
.

(
and

maybe
nselhe

SOME Notes ABOUT List Recovery :

fuotthattis an

integer .

1. List
recovery

is
interesting

even if t=n
.

2
. If l - 1

,
this is just list -

decoding again

3
.

We need ↳ l [ why? ]

4
.

The THM above for RS codes
requires

R ' He
,

since at best

ten
,

and We 'd need n > efnk .

5 . That turns out to be
tight for RS codes

...

but we can do better

for other codes !

Fun EXERCISES :

. Show that there exist high . rate 4,4 - list . recoverable

Codes for reasonable l
.

C Hint : try a random code ]

. Show that RS codes of high rate are Not 4,4 - list .

rec .

[ HINT : BCH codes form a big list of codewords Whose

symbols all live in smaller lists
.

]



Sketches of

�2� List . Recovery is USEFUL !
Today

wewillseesomet APPLKAMONS !

APPLICATION 0 : SUBUNEAR - TIME GROUP . TESTING ALGORITHMS ( on your
HW )

APPLICATION 1 : APPLICATION to LIST - DECODING .

[ Extremely sketchy - See Gumswami .

lndyk

,

"

LINEARTIMEENC.
{ List . DECODABLE CODES

"

Consider a code With the following STOC 2003 for more details ]
.

encoding procedure
:

d

a-
•

)
• x

• • X

-

•

d(•xp
8 S ← This new symbol⇒

- P •
• in 8D

aggregates
RECOVERABLE

-

CODEC
-

• • &

Symbols from every

EE
"

y • •

message - neighbor.

x f • •

teen
p eels'dY

Degreed

bipartite expander

graph

To decode
, suppose there are a few errors :thisnaturally sebupalist .

recovery

problem for C
.

Fangman.tw
. j

-

•

• We are
guanleed that the good codewords

*Even
.

-

•

agreed a lot of the inner lists bk

CODE C
• •

ee

-

• •
of expanding of the expander.

message -

x
•  •

teen a Edt
"

Thus
,

this whole thing gives
a list . DECODING

algorithm .



The GOOD THING about this :

- We can tolerate
way

more error than we could without this

expander trick Cit 's
"

distance amplification
"

)

The BAD THING :

- The rule takes a factor . of . d hit
.

But ! You can fix that other
thing

and use this framework to
get

constant - rule codes that correct a H - e) fraction of errors
't

in LINEAR time [Gumswamitndyk
'

03 ]

* Overlarge alphabets ,
and the

Subsequent Work has used a similar " constant
"

in
"

constant rate
"

is

framework to
get

rule R
,

list . decodable 2-20
' " " '

up to a 1- R fraction of errors
.

APPLICATION 2
.

HEAVY HITTERS
.

g
"

universe
"

PROBLEM
. Given a data stream X

,
,Xz

,
...

,
Xm

,

Where Xie U
,

where IUKN
,

find all the X so that I { it Xi=x}|> Em
.

r

Easy
! Store a histogram ( f , ,

fz
,

. .

,
fw ) which counts the # of elements

. )
Or

, just store x
, ,

...

,
xm and do the count on the

fly .

Suchan x is

called an

"

E-
heavy

. hitter
.

"

CARH
.

You have limited (
say logarithmic ) space .

Hard !
Actually you

need RCN ) space to solve this problem "n .



NEW PROBLEM
. I Approximate probable heavy

hillers )

Given access to a data dream ×
, ,

-

,
xm EU

,
with IUKN

,

find a set SEU so that
,

with
probability

99400 :

• Fx with I { it x. x 31 > em
,

XCS

• IS 1 < %

Notice by Markov 's inequality , there are at most He x 's so that

|{ i / xi=X }1 > em
.

So this is

allowing
us to return a superset of those

,
with some failure

probability .

THIS Is Do - ABLE
!

)
We will just give a sketch of the sketch here .

See the original paper by Comode + Muthnknshnan

Here's a classic solution
,

called COUNT . MIN - SKETCH
.

<
Armor details

...  or

just Google
"

count  min sketch
.

"

Let T=O( log ( N ) )

DATA STRUCTURE :

• Arrays A
, ,

...

,
At

,

'

eachof length 4k
, initialized 10 0

.

• Hash functions h
, ,

. .

,
ht ,

hi : U → [ 4k ]
.

UPDATE :

. When
you

see XEU
,

for each i. I
,

... ,T
:

Ai [ hi ( x ) ] +  = 1

QUERY : Estimate

* times x appeared =

until
,

Ai [ him ]

and return all the
things

with
big

estimates .



Picture looks like this : X Y Y ZYYYWXYYY
.

...

YY

x If h±( × )= bucket 1

AI x Z yy w

1 2 3 4 s 6  
%

h1( Y
) = buckets

Yyyy
CK . . .

yyYy
W

Az xx Z

:
yyy

zAT339 xx
w

Each bucket just stores the count of the # items in it
.

Now
,

HOPEFULLY
,

each heavy
hitter is

"

reasonably
"

isolated in at least

one bucket linthatnoothrheavyhitterlandstherelvd ,

and then the min

isagoodbet
.

FUN Exercise : Show that this Works Whp
.

( If
, say ,

tnehashfnsare uniformly random
,

although you don't really need that )
.

SPACE : 0 ( Tty
)

) a log (N )l0g(M) Note
. Cheating bkwealsoneedbslure

= thehi 's
, but itlumsoutthatsok

-
NOTEZ

. Canimpnvethist lgU¥+1ylm)
.

Tameyswlol
'
't ) buckets

each
,

and each bucket holds

an int  in [ m ]

tHls1sANANEsoMEDAtAstRuuUREatdtaitatitmeYutdYrdnfYmYeYhYgButaspresenkdtnereare2tningslistrecoveycanhdpwith.2@Underanaddilionalassm.wecanmakethisDETERMlN1sTktEXACT.seeaVelson.Nguyein.WoodneffY47f0rnonexactdetuMinislic.w1spaa0dlgMQBeHerquerylimeTherearebeHoalgsoutthergbutthisoneisrealcute.a

nduses RS codes
.



@
DETERMINISTIC CONSTRUCTION .

The randomized part is the hashfhs
,

so we 'll havebreplaathose ...

...
with a Reed - Solomon code !

IDEA
.

Fx a ,
-

, x. e

ftp.sayn.y?9mmtynfl=kgniesFfnesri9MEts

.

Let k .

. en -1
,

so that Rsqlnik ) is ( I
,

"
e.

L ) - list . recoverable

,
fnnasonabal

Set :  • U - { feF[× ] :

degcf) < k } PREY

#
=qh=sizeofU

• hjlf ) = f (g) e-

Fg , frjt , -,n .

q=4k-
= # buckets

_n=

"

T
"=

# tables

Samedataslmdure
. The

recovery algorithms
:

For j=l ,
. . ,n

:

µ
In Rslingo ,

Let Sj={ p
: Ajfptem } Sj= p

:
theeweatleastem

Run
Rslistnecooywllisbs,

1
{ imamsftp.tgstedd

Relumthe results

.

THM
.

Assume that the frequency distribution drops off quickly enough
:

fed "

hisisnotokd 'll£ fneqk ) < EM
EM

×§×fem=mX :

freqlxkem ↳
for example EM -

2

Then this algorithm exactly
rdumstke

2k u

GqW^| This one is ok . Not

heavy
hitters

,
with : muchmassinlnetail .

UPDATE
 

TIME : 0(log( MK )
EM

yg[
QUERY time :

poly (109Wh
. )

.

u

SPACE : 0 (1094111091J ) bits
.

Examples notpartoftnm statements



Pt, First
,

let's see

why
this works

.

Fran "

item
"

( aka
, polynomial ) f

,
let Ff deride the frequency off .

CASEI
. Suppose Ft = em

,
Sox is an E .

heavy
. hitter

.

Then fldjlesj for all j=l ,
. . ,n

,
so the list -

recovery algorithm

WILL return f.

My
cast 'z

. SupposeFf < EM
, soFisNota heavy

hitter
.thereare < ' K Actual

heavy
hitters

,
g , ,

. . ,g ,
a

.

• f agrees
with each of those in £k places

•since n > kk
,

there is at least one
j sit

. fldjltgikj ) fit
,

.

,
}

.•That means that here is
somej

sit . Aj [ ftgl ] receives no

Contributions from
any

of the
heavy

hitters
.

• CLAIM : If Aj[ p ] has no contributions from the
heavy

hitters
,

then

Aj [ p ] < En
.

pf .

Follows from
our ASSUMPTION

.

Even if ALL the non . HH contributed
,
that's stilkem

.

• Thus
, Ajffldj ) ] < em

,
so fkj ) ¢ Sj

• Then the list
recovery algorithm will NOT return f. task

Now let's establish the parameters . .

UPDATE
 

TIME : Need to compute fld;) fj ,

§ ( n ) =§( 109 ( Nk )

QUERYMME :(To find all heavy hitters) : Run Gumswami - Sudan
, pdyln)

=

poly ( Bly)

SPACE :

q
tables

wlq
buckets each

,
so 0 ( q4og(ml ) =O(log4Ndlog(m)_ ) .



This approach does not have optimal space ,

and it
requires

an
.

additional assm
,

BUT IE is :

• deterministic

}Noh .at#somesortofassmisneassaY
• exact logettneseuyocw )

space .

•

really
cute ! !

@Back to the randomized
, approximate setting .

As
presented CMS has a slow

recovery algorithm
:

• For XEU :
^

Estimate

fxasfx( lffxisem
.

, indudexintheheavyhilterslist .

.

which takes line 0( N )
, really

not
good

.

There are better days
known :

VANKLACMS CMS +
"

DYADKTRKK
"

[
Yfsgeunfentklfhonhpybisn]

RSHSTRECOVERY

( whatwesaw ) ( the classic Soln . )
( bestzknowof )

( today )

is

UPDATE

logl N ) logy N ) log.CN )

OHOGCMK

. )

QUERY
N pdyogav ) ,e PdYl09(N% poly ( 1091% )

SPACE

1og( mg
1og4M/ log.CM/e

YOGCN
)qzE

.

*
big . Oh 's suppressed ^/

What we 'll see today

isn't the best-Known
,

but

it's competitive and

very
once !



Here's '
the idea

.

CANN: we will need tweak this slightly
.

Let C =

Rsq ( ni k ) wl h=
¥

,
so it is

(1. ÷
,

L ) - list - recoverable with tpdyln )
.

Again choose
qan

.

Again let U . { fe Fq[X ] : degfkk }

DATA STRUCTURE :

. Maintain n different COUNFMIN - SKETCH data structures
,

CMS
1

,

CMSZ
,

...

,
CMSN

,

which have a universe M
'

=Fq ,

and the same parameter e
.

e Each has :

UPDATE : O( log(g) )

QUERY : 0 (g)

SPACE : 0 ( 109¥ + lgcm ) )

. So the SPACE for my data structure is O( Gloyd + Olqlogcmll)

=O( logavke )
UPDATE STEP :

. When fell appears
:

for i= 1
,

...

,
n :

L
CMS

i. UPDATE ( flxi ) )

. So the UPDATE TIME is O( nftlpoly evaluation) + TKMS update)))

=D( log(NH )



QUERY STEP :

Let Sj  
= QUERY ( CMS ;) Xthesymbdsp that

frequently
occurred as fcxj )

Run Gumswami . Sudan on the Sj 's
. Xfindallthef 's that

might
have

andrelumtheoutput
.

)

been responsible for those
p

's
.

Notice that lSjl< He
,

since that's the
guarantee

of CMS
.

Since the = 42
,

Gumswami - Sudan applies .

QUERY TIME : 0 ( nig ) +
polyln ) =

poly( 109111)

And finally , why does this work ? CAIN: ITDOESNTQUITEWORKYET
.

Here's lnepicmre :

UPDATE ( f )

f- ↳ fly, ) fky
)

fky, )
fkyn

)

CMS±
.

"

CMSZ
.

"

.  . .CMSN
.

"

CMSN

.

"

Thet.tn
. ,

In

QUERYC )
+ + t t

Guruswami - SUDAN → { f. fz
,

... ,fL }

If f is an e . heavy hitter
,

then flail is an e . heavy . hitter for Cmsi
,

ti
,

and so ftdilesi ti
,

and so GURUSWAMI . SUDAN returns f in the output list
.

If f is NOT an e . heavy hitter
... em

,
well

,
there

arpdylnlmanysuchftnatendup

in the output list ! Oops ! so that doesn't quite work . Exon next
page

. "



Thefxislo keep one more CMS
,

tnisoneforlheunivesell :

UPDATE C f ) : f

⇒tg, ) fky
)

fky, )
fkyn

)

CMs±
.

"

CMSZ
.

"

...CMSN
.

"

CMSN

.

"

CMS

one 't¥
.gg?ynyI;¥'↳

/ )
| Initialize L=0 /

for it
,

. . ,L :

Use CMS to estimate the frequency offi
If it's > Em

,
add fi to L

t

Final list L

NI
,

this has output list
size

s He
,

because CMS will
only say

"

zem
"

for

at most 2k of the fi
'
s

.

HOORAY ! That's what we wanted
,

AND it's really fast !



@ APPLICATION : Identifying attackers in Dos attacks [ Based on Dean . Franklin - Stubblefield '
02 ]

Suppose the set
up

is :

g
Normal users

f
Bad

guys tying any
out

a denial . of . service attack
.

¥ ¥ ¥ ¥ ¥ ¥ Fs E E E E Fs E E

/ 1 1

IMP
-
/

g#t# these red

edges are-dh#
www.mail#JAombIY

*#
€

← You

*
.Bin: How can

you
(with the help of he routers)

, identify the bad
guys

,
and block

their packets in the future ?

Here's acute ( but
grossly

over . simplified ) version based on RS codes
.

Say there are n<
of

routers
,

and each router is addressed by some de Fg .

for example ,
let's take

q=
232

,
so that

every
water has a 32 . bit address )

.

NAIVE SCHEME :
Every time a router handles

a packet ,
it appends it 's address

.

This works :

But the downside is that the

¥¥O

Ifwnmafmtnfafhbtxof!?9Iw .

packets get REALLY
big ,

32 exhibits

I'm not
going

to accept any more
for each router they stop at

.

packets with that path
!



Instead :

. Each packet gets
TWO field elements appended

.

1
.

Packet ID -

. the firsttwulerchooses this at random
.

* How does a  router know

it  is first ? It  doesn't
.

2
. Current path ID

- this is initialized to 0
.

One  
way to

get
 around this

is 10  randomize - a  router

{
Packet ID

just guesses
that it  is first

- Palm

. The Mk for a router is : ( packet . stuff ,K, p )
with some small probability .

This can be made to work
.:

- this  water 's ldisj

t

(packet . stuff
,

x
, 13 .x+j )

That means that what happens lvapadatis :

( p , x. 01

-

:
2

f ( p ,
&

, yz )

:
( p ,x

, f. x+H )

Jo

(
p ,

d
, yz°X2+J ,  

.

Xtyo )

\
Pg

ooolpixifkbuthat
is

,
each path has associated bit a POLYNOMIAL f( X )

.

At the end of the day
,

What you see is :

i. f. IN ) KGKD ( ahlol ) ( y , fdy) )
← In this example

,
the paths

* wikipedia.MY#YnYniYh*n3kmammindiaY.guiYh
I IQfylot ) (g. hlg )) ( S

, f. I s ) ) ( t.gs )) somewhere
upstream .

( a ,hkN ( e

,g(eH(ghlgD(
g. gcg ) )



That is
, you

are
given .a

bunch of
points ( di

, yi
) so that the

"

BAD
"

paths

Correspond to polynomials that
pass through many of these points

-

and
you want to find these bad

polynomials
.

That's what the Gumswami - Sudan algorithm
does !

K
,
f. IN ) KGKD ( Q

,
hH0) ( y , fsly) )

*
nytimes.it#idIiiiHIYrmiiiwi*.mf - fixative.li

"

* ( s
, f. ( s ) ) ( s.gg ))

drawn

differently

L Gumswami - Sudan

{ g ( Xl
,

hk )
,

f. ( X) }

.

I'm not
going

10 allow
any path

that ended
up goingthrough

*

;www.mediafire.knh

That's it !

QUESTION To PONDER

What can list -

recovery
do for

you
? ? ?


