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GASTROPOD FACT :

AGENDA Snails and
slugs dehydrate very

@ HAMMING BOUND (again ) quickly .

That's one reason they

�1� LINEAR ALGEBRA over { 0,13 ?
produce mucus

- it keeps the

�2� FINITE FIELDS Moisture in !
µq⇒°⇐°€euMk¥nagkhFeu

�3� LINEAR CODES
. .

@ Recall all this notation we had from last time :

n : block length
k :

message length ( ken )

d : distance ( den )

E : alphabet

A CODE is a subset CEE
"

.

Its elements are called CODEWORDS
.

If KKKIK
,

the RATE of C is kh
.

QUESTION from last time :

What is the best tradeoff between rate and distance

?
( Still open

! )

In particular ,
recall EXAMPLE 3 from last time :

ENC :{ 0,134→ {0,137
, given by :

ENC : ( ×
, ,×2 , Xz

, Xy ) 1→ ( X
, ,

Xz
,

Xz
, X¢ ,

122+213+214 mod 2
, XitXztX4mod2 ,

X
,

+

Xzffaxq )
C :=

Image ( ENC )
.

C is a binary code of length 7
, message length 4

,
distances

,
rate 12=44

.

We
say

it is a 17,4 ,
3)

a
code

.

Kbids 4g Is 12=417 the best we can do for n=7
,

d =3 ? ?



What is the best tradeoff between rate and distance we can hope for ?

The HAMMING BOUND
gives one bound on this

.

Let's return to the picture we
had before

,
with disjoint Hamming

balls

of radius Ld÷ ] :

as
"

• •

• •

•

• a
*

\

(
ae

,
ce En

. We have KI disjoint Hamming balls of radius L¥J
.

•

There can't be too
many ofthemorthey wouldn't all fit in 2

"

.

Tobeabitmore precise
:

DEF
.

The HAMMING BALL in 2
"

of radius e about XEE
"

is

Bank ,e ) : - { yes
"

: Dlx ,yKe } .

The VOLUME of Bek ,e ) is Vohq ( e.nl :=1Bg( x.e) /

Notice that IBENK ,e)| does not depend on X
. Notes

• Sometimes Iwilldrop

Say that Kkq .
Then

the "E"
 '

from the

Bank ,e ) notation

e . Sometimes I will write

Volqle ,n)= 1+1 ! ) tqtltlndtfttt "t(
"

e)

IFH
Baken ) ifit 's

of affine
elements

"
all the elements

"
all the elements of E

"

more convenient to talkabout

of [ ofweightl.

HE
"ofweight2

"

of weight
e. relative distance

.



So that means that if a code CEE
"

has distanced and
messagelength k

,

where Ktq ,

let .

Volg
( L¥t ,

n ) ←

qn

-
-

total volume in the • s
total volume in @

so taking logs of both sides
,

, logqdcl ) +
logq (Volq ( L¥J

,

n )) s
n

(
loggad ) = k

⇒ Rate = In ← 1.
logq(W#L¥t))

n

(
This is called the HAMMING BOUND

.

Back to EXAMPLE 3
,

which was a ( 7
,

4
,

3)
a

code

• We have Ldztj =1

£ K
"
d

a

q

• Volz ( 1,7 ) = 1 + (7) 1=8

° So

kz E 1 - l9g(I 
= 1 - 317  

= 417
.

° And in fact £= 417
,

so in this case the
Hamming

bound is
light

!

Notes about this example :

• When the
Hamming

bound is tight ,
we

say
the code is PERFECT

.

• EXAMPLE 3 ( which is perfect ) is a special case of something
called a HAMMING CODE

.

• You Will explore this more on
your

homework
.



ASIDE So far we've mentioned the Hamming
model

, Hamming
bound

,

Hamming

distance
, Hamming

balls
,

andHamming codes
.

Who was this
guy Hamming

?

Richard Hamming (1915-1998) was working
at Bell labs

starting
in

the late 1940 's
,

where he was
colleagues

with Claude Shannon

( of the
"

Shannon model
"

which We also mentioned )
.

Hamming Was Working on old - school computers (
calculating

machines)
,

and
they

would

return an error if even one bit was entered in error
.

This was extremely frustrating ,
and inspired Hamming

to study this

rate -

vs
- distance

question ,
and to come up

with
Hamming

codes
.

�1�
LINEAR ALGEBRA

over { 0,1 } ?

EXAMPLE 3 ( from now on
,

THE HAMMING CODE) has a really
nice form :

.

md ,

*
ENC : ( X

,
,

Xz
,

Xs
,

Xq) l→ ( X
,

Xz
,

×3
,

×4
,

Xzt Xs + Xq
,

Xi -

X3tXq ,
Xi +212+214)

ENC : I l→ @
,

some linear fnofx (mod21 ) .

-

aka
,

we can

Write
this as XHGX ( mod 2)

,

where G is some matrix
.

1 0  0  0 X
,

ENC ( × ) =

01

°  ° xz ( mod 2 )
800!

° B

1 ×4

0 1 1

11
0 1 1

G
- ' ' ° '

Note : Some people write

G is called a GENERATOR MATRIX
.

.

.

x G c

SUPPOSE FOR Now that
 "

linear algebra
Works mod 2 .

"

aka
,

G is short and fat .

Then this view is
pretty

Useful
.

In this class
, generator matrices are

tall and
skinny .



Whyisthisauselulwaytolookat things
?

etus pretend that linear algebra
"

works
"

mod 2
,

and see what We can do
.

LINEAR CODES

Last time we saw that C is closed under addition : ifcec
,

CEC ,henc+cEC .

This view makes that
very

clear :

G × + G
×

, G xtx
'

÷' also in C

Aka
, C=span( COISCG ) ) is a LINEAR SUBSPACE

,
of DIMENSION 4

.

Aswesaw last time
,

if C is LINEAR
,

then distance (C) =minwt( C )
.

×  

This can

makeitmuck

PARITY CHECK MATRICES
.

easier toTheotherwaywelookedatlhisexamplewastQEiQ@QgDtIxEYnnedTIEannda-C6Weobservedthata1ltheCirdessummedloOmod2.A

notherwayofwritingthat
:

e

First circle 's constraint  →

° I I 1 I 0 0 G

Second circle 's constraint  →

I ° I I ° I 0 4 = µ mod 2
.

I I 0 I 0 0 I GThird circle 's constraint  →
- -

H
4 0

Cs

:
7

Aka
, c c. C ⇒ Hc=O

.

( mod 2)

Aka
,

CEKERCH )
.

Question : Does C=Ker( H ) ?



1 0  0  0

0 1 0  °

ANSWER Hess
,

C=Ker( H )
.

p
8 ;;;

← It's
easy

to see

01
11 dimkolspunklk 4

1 0 1 1

Why
? Dimension

counting
! dim (C) =4

.

1 1 01 since the
identity matrix

G
is just silting

there
.

. dim ( Kerth ) )= 7 - dim ( rowspanlhl) = 7-3=4

. So CEKEKH )
,

and dink ) =dim( Kerth )
,

↳ ° ' l ' 1 00

I 0 I / O 1 0

⇒ C=Ker( H )

11
i 01001

H is called a.PARITY - CHECK matrix of C
. Again ,

it's
easy

to see

-

dimcnwspanlhll =3

PARITY . CHECK MATRICES are USEFUL
.

because of the identity .

�1� It makes it easier to scene distance of C.

CLAIM : dist (C) =3

Proof :

As before
,

suffices to show Min wtkl =3
.

CECKO }
0 I I I I 0  0 0

Suppose CEC has wt 1 or 2
.

Then 1 o i l o i o o

/ I I 0 I 0  0-1 0

But then

either
one column of His 0 ( NOPE )

"

of
the sum of two columns of H is 0 mod 2 c

aka there is a repealed column ( Nope )
wtk '=ln2

Sotcec
,

wttc ) > 3
.

Now
,

the codeword 0101010 has
weight exactly

3
,

so this is light B

�2� It gives Us a nice
decoding algorithm .

T Puzzle : Given i= 0111010 which has suffered one bit flip
,

what is c
?

Same puzzle
as last time

.



/
ERROR vector

which
haswtl

.

Solution to Puzzle : Write E =
ctztmodd

ON THE
° 1 I 1 I 0 0 1

ONEHAND :

1 ° I I ° 1 0
=

I mod 2

| I I 0 I 0 0 I 1 0

÷:
on

ON THE OTHER HAND :

H

(
. .

)
H

!=
thwhenoluzmhoata"i

.

Since
!

is the 3rd column of H
,

the error occurred in positions .

So this
gives usan efficient

decoding algforc
!

THE POINT SO FAR :

Assuming that
"

linear algebra works
"

in { 0,1 }mod2
,

this linear .

algebraic viewofthingsisveryuseful
!

HE QUESTION : Does linearalgebrimakesense
"

over { 0,13 mod 2 ?

C And what does that mean ? )



What's the problem
?

Why
wouldn't it work ?

To see the potential ) issue
,

consider What happens for {0,1/2,3} mod 4.

NON .

EXAMPLE ( WARNING ! FALSE STATEMENTS BELOW )

Let G-

( };]
be a generator

matrix, mod 4
.

Define
.

C = { Gjoxaylxe{ an
,

3 } } cdspanl G) .

So dim (C) = 2
.

( The columns are not scalar multiples of

eachother
,

aka
, they

are
linearly independent )

But consider

it -

.

f :: of,

.

now we
have

f ::

ftp.gf.it::]-
.  .

.

H G ( mod 4)
And H

certainly
seems to have rank 2 also

.

( The rows are not scalar multiples of each other)
.

So then by
the same

argument ,

C =

colspan (G) = Kerch ) .

So 2 = dim (C) = dim ( KEKHI) =3 - dimlnwspanthl) =3

-2=1
.

OH NO ! !



WHY WAS THIS A NON - EXAMPLE ?

What went
wrong

? Linear
algebra does not  " work

"

over {
0,112,33gal

4
.

ASIDE :

. In particular,
several times in that example we said (

something
like) :

' You
can make

"

nonzero vectors Y and Ware linearly independent iff it work a

there isno X st
'

' V = XW
.

little bit .

The algebra

. Another definition of linear independence : buzzword is

"

nonzero vectors V and Ware linearly independent iff
' ' module "there

is no nonzero X
, ,

Xz Sit . A ,Vt7zW=0 .

. Over R
,

these are the same :

Proof :

Suppose F XI
,

Az +0 sit .
A ,V+AzW=O . Then V=f?I-)W .

Conversely ,

if Z x sit
.

V=XW
,

then Choose 72=7 , x±= -1

and
a ,v+XzW=0 .

• But over { 0,1 ,
2,3 } mod 4

,

these are not the same .

2. (2Mt z.pl/=fH=fgfmod4,

✓ W

even thoughv and W are not scalar multiples of each other
.

• The Proof above breaks :

What
does ftp.) mean ?

( 312 mod 4does not immediately make sense)
.

This does not bode Well for algebraic coding theory
if even

linear
algebra

doesn't work
...



�2� FINITE FIELDS

FORTUNATELY
,

all that stuff that We did mod 2
actually

Was Ok !

The difference between { 0,1 , 2,3 } mod 4 and { 0,1 }Mod2

is that { 0,1 } mod 2 is a FINITE FIELD
.

Informal definition of a field :

A FIELD is

any
set ofelements that

you
can

add
,

subtract
, multiply

and divide like
you

want to

.

Formal definition of afield :

DEF A AEUI F is a set of elements
, along with operations +

,
x

,

C.
"

addition
"

and
"

multiplication
"

) so that :

T X ,y ,
ZEE :

• ( Associatively ) ( Xty ) it Z  = X + ( ytz )

( x ×

y ) ×Z  = X × ( y
×Z )

• ( COMMUTAMVITY ) X+Y=Y+X .

X×y=y×X
.

• (DISTRIBURVIM ) Xxlytz ) = (
Xxy

) + ( xxz )

• ( IDENTITIES ) There is an element
 "

0
"

andan element "1
"

so that

Xto = X txett

x. 1  
= X FXEF

. ( INVERSES ) HXEF
, Fyst . xty -0 (Let's call tnisy

"

- x
"

)
t

,y±efF
, Fyst . X.

y=1
( Let's calltnisy

*

tx
"

or "x
" "

)



Familiar examples of fields : R
,

¢
.

A FINITE FIELD is a finite field
.

(aka
,

afield that is finite) .

Familiar example : { 0,1 } mod 2 .

(
Theonlythinglocheckis

the inverses : -0=0
,

-1=1
,

l
'

'=l
. so we 're good

! )

Familiar non
- example : { 0,112,3 } mod 4

.

( 2 has no multiplicative inverse : 0.2=0 There's no
way

to get 1 ! )
1.2=2

2

;
2=4 EO mod 4

32--6=2 mod 4

"

THEOREM :

"

Linear algebra
"

Works
"

over finite fields
.

^

ENOUGH

There are
something

that don't
.

Most
notably , orthogonality doesn't mean what

you
think it means

.

Thevedor ( I ) is
orthogonal

to itself over ( { on } mod 2) !
WEIRD

.

Before we
go

into more details
,

WHEN Do FINITE FIELDS EXIST ?

ARE WE STUCK IN { 0,1 } mod 2 ?

Theorem
.

For
every Prime power pt ,

there is a unique
't

finite field

With pt elements
.

We call this field HIT .

There are no other finite fields
. \ Ypmioarnnmemdte

Proof .
Exercise .

Some people

7

Callitgflptl .

(
Not

really
- I'll post some

reading if
you

are GF stands for

interested
,

but if
you

are not
you

can

"

Galois field !

taketnisthmon faith .

I might Use this

sometimes .



EXAMPLE

Fs  ={ 0,1 , 2,34 ] mod 5
.

Again ,
the

only interesting part is the inverses :

0+0=0

1. 1  
= 1 1+4=0

2. 3 = 1 ( 6mod5 ) 2+3=0

3. 2 = 1 3+2=0

4. 4 = 1 ( 16 mod 5) 4+1=0

So
,

for example ,
'z=3mod5 So

,
for example

,
-1=4 modes

.

More generally , Fp={ 0,1 ,
.

.

, p
-1 }

modp .

EXAMPLE Fit is NOT {0,1/2,3} mod 4 .

Instead
,

it is { 0,1 ,j,j2 }
,

with :

t 0 I
y j2 × 0 I

y j2

0 0 1 J 82 0 0 0 0 0

1 I 0 J
'

y l 0 1 of j2

j j j2 o I J 0 j y2
1

j2 j2 j
l o f 0

g
'

1 j

FUN EXERCISE : Check that this satisfies all the axioms
.

More
generally , Fpt is NOT the same as { 0,1 ,

. . ,pt
. Bmodptwhent > 1.

FUN EXERCISE : If you
haven't seen finite fields before

, provebothofthe
"

more
generally

"

statements
.



�3� LINEAR CODES

Now that we have the appropriate language
about finite fields

,

we can formally

define the
things

we were
talking

about before with the
Hamming

code .

All the definitions you
know + love for linear

algebra over K make sense over finite fields :

Let F- be a finite field
.

Then :

• IF

re
{ ( x

, , ,
xn ) : xief }

FYLIIYTN
'aF¥na§ . A subspace ve #

heisman

subset that is closed under addition ! scalar multiplication .

any subspace VEE
"

is a VECTOR SPACE

over IF C in the
aka

,
TYWEV

,
theft

,

Vttw E V.

sense that they • Vectors v
, ,

. . ,vt
e IF

"

are LINEARLY INDEPENDENT if ttx
, ,

. .

,
At EF that

satisfy the

axioms  of  a

are not all 0
,

Eixivit 0
.

Vector  space that

You knew .

• for v
, , ,

we #
n

,
their SPAN is span ( v

, ,
. . ,vt)={ Eiixivi : Xie F)

Landor just
read on Wikipedia:

• A BASIS for a subspace ✓ EIF
"

is a collection of vectors Y
,

. . ,Vt EV st
.Vector

. space # Definition

- Y
,

... ,vt are linearly independent

- V = spank
,

. .

,
Vt ) .

• The DIMENSION of a subspace ✓ is the number of elements in
any

basis of V.

T
FUN Exercise : Prove that this is well-defined

.

leg ,
all bases have the same size )

.

DEF
.

A LINEAR CODE C of length n and dimension k over a

finite field F is a k . dimensional linear subspace of F
.

"

the?Yha¥I¥ )

NOTE : We have overloaded k (message length & dimension)
.

In fact this makes sense
.

If C is a k - dimensional subspace over F
,

Men

ICI = IFIK
,

hence k = log , # ,
Kl =

log ,s ,
Icl =

message length
.

x
Why

?
Every Cec has a

unique representation as ,§Aik
. for a basis

% . . yvk .

That's HFIK choices for the xi .



nxk

OBSERVATION .
If C is a linear code

,
over F

,

then there is a matrix Ge IF

so that C= { G. x :
xelfk } - :

colspan
(G)

.

-

pronounced
"

column
span .

"

The span of the columns

Proof  of OBSERVATION : Choose the columns of G to be a basis of C .

of G

-

DEF
.

A matrix Ge Fnxk
so that C= { G. x : xe #

k
} is

called a GENERATOR MATRIX for C
.

Note : There can be
many generator matrices for the same code

.

They all describe the same code
,

but
they implicitly

describe different

encoding maps .

For example ,

1 0
0  0 1 0 0 0

0 1 0  0 1 1
0 0

0  0 1 0

0 0 I 0

G=

0001
. and oo i , are both

generator
0 1 1 1 I I 0 1

to 11 G '=
i o o i matrices for the

Hamming
code

.

1 1  01 I I I 1

(FUN EXERCISE : Check!)

However
,

some generator
matrices

may
be more useful than others

.

For example ,
G above corresponds to a SYSTEMATIC

encoding map
.

This means that Encq : ( X
, ,Xz

,
X

} , Xq ) H ( X
, ,

Xz
,
Xz

,
Xy ,

stuff )
.

←
message

shows
up as the

first part of the codeword .

G
'

still corresponds 10 a legit encoding map ,

but it's not
systematic .

DEF . If CEF
"

is a linear code over A
,

then Ct is the DUAL CODE :

Ct = { veen : < v. i. of a. C }
.

÷
This is the standard inner product :

< yes =£i! ,

vi. ci

E : If dim(C) =k
,

then dim ( Ct )=n . k
.

( Just like over R )
.

. Fun Exercise : Prove this
.

( Given that bases  and dimensions

make  sense )



OBSERVATION .

If C is a linear code of dimension k
over F

,

then there

is a matrix He Fnkxn so that

C={ ce IF : He = 0 } aka Gkerf H ) .

roof  of OBSERVATION : Let H be a matrix Whose rows are a basis for Ct
.

DEF
.

A matrix HeFK
" × n

so that C={ ce F
"

: He = 0 } is called a

PARITY CHECK matrix for C
.

The
rows of H ( or  

any
vector v sit

. < v. c > = 0 the C) are called PARITY CHECKS
.

Note : Again ,

there is not a
unique panty

check matrix for  a
code C

.

SOME FACTS : ( FUN EXERCISE : Verify these ! )

If C e F
"

is a linear  code over F of dimension k
w/ generator

matrix G and

parity
- check matrix H

,
then :

• H .

G = 0

• Ct is a linear code of dimension n - k with
generator matrix HT and

parity
- check matrix GT.

• The distance of C is the minimum weight of
any

nonzero

codeword in C : dist (C) =

yenienyo}Ei=,1{ Cito } .

• The distance of C is the smallest number d so mat H has
c  of

a
linearly dependent

okmy.io= a M.MY?YEfaD

d cols of H



That's all for today
!

QUESTIONS
to

PONDER

�1� Does there always exist a generator matrix G so that G looks like 0¥
}! , .

If so
,

how would
you find it

efficiently ?

What about nonlinear codes ? Is there always an
encoding map so that

k
Aka

, /
mes he

the
message

x
appears as part

 of ENCK ) ?
apaeasase+

fnstpafsagsthe

�2� How would
you

structure a linear code if
you

wanted to decode it
%

"

efficiently
from L¥J errors ?

( What about
generalizing

the
Hamming

code that we saw ? )


