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AGENDA_ GASTROPOD FACT :

�1� GV Bound The largest known slug species is

�2�

Efficiency
? Limaxcinereoniger ,

which lives in

�3� Detour : Mctliea
cryptosystem

Europe and can
grow up

to afoot
long

!

�4� Off to
asymptpia

! '

tEfy@kfzsEEEnEinhE.t
�5� A .

ary entropy
.

00 Recap .

Last time
,

we saw LINEAR CODES :

e={f±g×: xetth}={ ⇐ Fi : H

.

° }
(

Gisa GENERATOR MATRIX

%
is a

PARITY - CHECK MATRIX
.

• Linear
algebra works

great
if Fg is a field

.

• This is
Super

useful .

Today : A few useful
things

one can do with linear codes :

- GILBERT - VARSHAMOV BOUND

- MCEUECE CRYPTOSYSTEM
.

arteohnically ,

this is a useful

thing you
CAN'T do with

linear cooks
.

,
combinatorial

(Plus
, afewvthingsyou

can't do with
any

codes
,

useflor otherwise)
.



@
The GILBERT VARSHAMOV BOUND

So far
,

we have seen the HAMMING BOUND
,

which is an

upper bound on the rate of a code
.

( aka
,

an IMPOSSIBILITY RESULT)
.

We can match it for n=7
,

k=4
,

but what about in
general

?

Next
,

We 'll seethe GILBERT . VARSHAMOVBOUND
,

which

is
a POSSIBILITY

RESULT
.

THM ( GILBERT . VARSHAMOV )

for
any Prime power q ,

and for
any

den
,

there exists a

linear code C of length n
, alphabetize of ,

distanced
,

and rate

NOTE : You can remove the

Rz | - log q( Vdq ( d -

bn]I words "

Prime power
" and

- "

linear "

and the statement

N is still true .

compare this to the Hammingbonds Which

Tiffany
difference

R ← 1.

logq(Wg(L_¥tn)
)

is this part .

n

We will talk more about the relationship between tree two later
,

but for now just notice that RGV <
RHAMMING

,
so

math is not broken
.

e 'll
prove

the GV bound now - it's
pretty easy

!

However
,

it's NOT KNOWN if we can do belter in general !

OPENQUESMONDo there exist
binary

codes that do better

than the GV bound ?



This is
called the

PROBABILISTIC

METHOD .

Proof of the GV bound
.

T.DE#:Arandom_ linear code Will do the trick with probability }
So

,
in particular,

there exists a linear code that works !

Let C be a random subspace of Fqn
,

of dimension k.dk
" ⇒

Let G be a random
generator

matrix for C.

USEFUL FACT : For
any

fixed Xto
,

G. X is Uniformly random in Fg

"

\{ 0 }
.

Informal proof : Because of all the symmetry ,
how could it be

any
other

way
?

formal proof : Fun exercise !

ow
,

distkkenenigyogwtktixmeiftgyogwtkx
)

For
any given xto

, by the USEFUL FACT
,

P{ WHG . x ) < d}=aP{G.xeB.co,dH }
G

y
number of choices

=

VOIQ ( d -1
,

n ) for G. xwl wt  Edt=
number of choices for

of
g. x total .

So
by the Union bound

,

P{ Fxettgk : wtkx ) < d } < qk . Volqld - bn )
.

nq
Thus

,
we win as long as this is €1 .

Taking logs
of both sides

,
we win if

k - n + log g(

Volqtttn
) ) < 0

So choose k =
n -

logg (Volq ( I . I
,

n ) ) -1
,

and we are done
.

ABB



�2� EFFICIENCY ( ? )

• If C is linear
,

we
have

an efficient encoding map
XHGX

The  computational cost  is one matrix - vector multiply

• If C is linear with distance d
,

we can DETECT .cat errors
efficiently

:

lfwttekdt and CEC
,

ten Hate ) = He +0
,

so

just check if HE ¥0 .

• If C is linear with distanced
,

we Can CORRECT Edt ERASURES efficiently :

We have

¥ ←

say these
are

←

the
erasures

T/\
X -

- n - Id -1 ) rows are

still Ok

:.

⇒ n Because the distance is d
,

there is

ffaetenjdaoefa

n%" {
×

exactly
one c'eF" that is consistent

rows

cj

de with these
equations ,

and hence

G
'

is full rank
.

⇒ Solve this linear  system
G 'x=c ' for  ×

.

• If C is linear with distanced
,

Can we ASIDE : Can we still solve linear

CORRECT L¥ ] ERRORS
efficiently

?
systems efficiently over

finite fields? Sure !

• It worked for the 17,4
,
3) a-

Hadamard code ! All
your

favoritealgorithms
• But what about in

general
? (

eg ,
Gaussian Elimination )

only

need addition
,

subtraction
,

multiplication and division
,

so

that still works over Fq .



° Consider the following problem :

Given Ee Fgn
,

and Ge Fgnjkfndxettskst.

A ( G. x
,

I ) is minimized
.

aka
,

find the codeword closest to a received word E
.

• This problem (called MAXIMUM -

LIKELIHOOD DECODING for LINEAR CODES )
is NP . hard in

general [Berlekamp . Mctliea . van Tilburg 1978 ]
,

even if

the code is known in advance and
you

have an arbitrary
amount of

preprocessing
time [ Bruck - Noar 1990

,
Lobstein 1990 ]

.

It's even NP - hard

to approximate ( within a constant factor ) ! [ Arora - Baba
'

- Stern - Sweedyk 1993 ]
.

• Even computing the minimum distance of linear codes is NP hard !

• This all sounds bad
,

but remember that NP . hardness is a Worst - case

condition . There exist linear codes that are (probably ) hard to decode
,

but

that doesn't mean that all of them are .

• We will spend most of this class talking
about how to get efficiently - decodable

codes
.

But first let's see one application where the hardness is a
good thing

.

Note :

Actually ,
it's not

really
clear what

"

NP hard
"

or

"

computational efficiency
"

Means here
.

( Besides the fact that We did not define them )
.

In particular ,
these notions make sense as the input size

grows
.

What 's
growing

?

We'll come back to this in a moment
.



begin{ detour }

�3� APPLICATION : MCELIECE CRYPTOSYSTEM

suppose that Alice and Bob Want to talk SECURELY
.

Now there is no noise
, just an

" EAVESDROPPER Eve
.

@Disenable00¥

%÷i* X
X EVE is

ALICE listening but is
BOB

not the intended

recipient

. In PUBLIC KEY CRYPTOGRAPHY
, everyone

has
a public key and a private key .

e To send a
message

to Bob
,

Alice
encrypts

it
using

Bob 's public key .

.

Bob decodes it with his private key .

. We hope that this is secure as
long as Bob 's

private key stays private .

HERE Is shut A SCHEME
, using binary linear codes :

• Bob chooses : GEEI
"

is the generator matrix for
an (appropriate)

efficiently
decodable

,
binary linear code C

.

from tenors

• Bob

chooses
: . A random invertible Se Fakxk

• A random
permutation matrix Petty

. Bob 's

private
key : ( S

, G , P )

. Bob 's public key
: £ = it

,
,

and t

1

P G S

• Alicechafes a random vector ee HE
"

with wtlekt

• Alice sends Bob Ex + e

To decrypt Alice 's

message
G^x+e :

• Bob computes P
. '

( Ex + e) = Gsx + Pile = Gsx + e
'

,
where

wtle
'

)=t
. Bob uses his efficient decoder for C to find S - x

• Bob computes X = S
.

'

. Sx



HERE Is shut A SCHEME
, using binary linear codes :

• Bob chooses : GEEI
"

is the generator matrix for
an (appropriate)

efficiently decodable binary linear code C
.

G We 'll see some soon

↳
say ,

decodable from t errors .

• Bob chooses :
. A random invertible Se Fakxk

• A random
permutation matrix Petty

. Bob 's private key : ( S
, G , P )

Scheme continued ...

To send a
message

xettzk to Bob :

• Alice chooses a random vector ee # with wt (e) =t

• Alice sends Bob Ex + e

To decrypt Alice 's

message
G^x+e :

• Bob computes P
. '

( Ex + e) = Gsx + Pile = Gsx + e
'

,
where

wtle
'

) = t
. Bob uses his efficient decoder for C to find S . x

• Bob computes X = S
.

'

. Sx

Why might this be secure ?

.

Suppose Eve sees G^x+e
.

She knows Gantt
,

so

this

problem is he same as decoding
the code ^C={Cixlxefhk}

from terrors
. WE HOPE THIS Is HARD

.

Note :

"

Decoding Cfxte is hard for Eve
"

is Not the same as
"

Maximum likelihood
decoding

of

linear codes is NP . hard
.

"

first,
we have some promise that there Were e terrors

.

Second
,

NP . hardness is a worst - case assumption : for
crypto we need an

average
. case assm

.

The assm that
 "

Decoding
^GXte is hard

"

(for an appropriate choiceof G) is called

the MCELIECE ASSUMPTION
.

Some
people believe it and some don't .

lend {detour }



�4� OFF TO ASYMPTOPIA

We'll return to computational issues later - but first we need to talk

about What we mean by
"

for large
n

"

.

So for now let's return to the

Combinatorial
question

:

WHAT IS THE BEST TRADEOFF between RATE and DISTANCE ?

So far we've seen two bounds :

fciivtdrsehtmov
r Hamming

1. - tn ' logadvolg( d- I
,

n )) .

⇐
Optimal kln < 1 - tn . logq (Voight ,

n ))

for KI =

of

So for particular d
,

k
,

n
,

these KH Us something ...

but what do they

tell Us in general
? And what does

"

in general
"

mean ?

We are
going

to think about the following limiting parameter regime
:

n
,

k
,

d → A
so that £n→R and

£ → S approach constants
.

Motivations :

(1) It will allow Us to better understand what's possible and What's not

(2) In
many applications,

n
,
kd

arepretty large and R
,

S are the
things we want to be

thinking
about

.

(3) H will let Us talk meaningfullylngonusly
about computational

complexity
.



DEF A FAMILY of CODES is a collection C = { Ci }iF
,

where

Ci is an ( ni
,

ki
,

di
)q.

code
.

The RATE of Cis RK ) 's

fig
.

kiln.

The RELATIVE DISTANCE of Cis SK) : '

-

ftp.dilni

NOTES :

• We Will
frequently abuse notation and refer to Casa

"

code,
"

and we 'll drop the

subscript i and
just

think about mk ,
d → •

.

• The alphabet of Ci might depend on i. ( But if it doesn't will say
the whole family

has alphabet  size
q ) .

EXAMPLE .
In

your
homework

you
will

investigate HAMMING CODES
.

The ith code Ci is a ( I -

1
,

2
'

'

- i -1
,

3)
a

cock
.

(The 174,31code from last week was G) .

The RATE of this family is ftp.2izii#=1 .

I

The RELATIVE DISTANCE is fine %i . ,

= 0
. 1

Our Question : What is the best trade . off between R(C) and 8(C) ?

C in the
asymptotic  

setting
)

Easier
question : Can we obtain codes with RCC ) ¥0 and f(C) 3,0 ?

DEF . Such a code ( with RK ) > 0
,

SK) > 0)

is called ASYMPTOTICALLY GOOD .



fcntabrsehtmov
r Hamming

�4�
of

- ARY ENTROPY 1-
 '

aeogadoegldtn))
⇐ optimal kin ⇐ 1 - tn . logo (Wada ,  n ))

for kl=q

Now that we have an
asymptotic parameter regime ,

how should we parse
the

GV and
Hamming

bounds ?

In particular,
what is

Hogg
( Vdq ( L¥J ,n )) in terms of S

,
if folk ?

"

this 2k¥
'

lnjllqhi
,

but that is not
very helpful .

DEF
.

The
g-any entropy

function Hq :[ 0,1 ]→[ 0,1 ] is defined by

Hqlxkxlogqlqi ) -

xlogqlxl
- H .

xlloggltxl .

This generalizes the BINARY ENTROPY Function Hdx ) = Hk )
,

which
you may

have
seen .

The reason we care (for this class ) is that Hgk) captures Volqfxn )
nicely

:

PROP
.

Let
g.

2 be an integer,

and let Oep ⇐

t.iq .

Then

lil Volqln , pn
) e qnttdp

)

C in Volqln , pn ) >

qn
' Help ' -

only
A function for)

is  ocn ) if

Arnt → oasn  →  a

See ESSENTIAL CODING THEORY
,

Chapter 3 for a proof .

[Proof idea : mess around with the binomial coefficients and Use Stirling 's formula
. ]



1 - .
. -

- - - . -

oo
-

- • .  -

•
. . . .  . .

Hixnooksgtimken.MY
:

$11
H:

'
16 lb Yz 2/3 516 1

×

Some useful properties
[ You can see these by taking Taylor expansions ] :

yp
 is  

reasonable
and

•

Hq is
really big ,

then Hqlp )
=p

.

logqlq . I ) +
logglslutt ) + logqlslutf

)÷
69 eventually the

plot looks likeLHEYoo.to?oYYYYt
really small

• If qis
reasonable and

p
is

really
small

,
then Hq(p )

=p
. logqlqttplogql "p ) + Il .

p ) logql#
÷04 ' '

this tennis

"
Pllnlq)

the largest =0( p )

a plogql"p )

( so
, near Oantnosecuwes look like

xln.ly#y
)

Now
,

we can take limits in the GV and
Hamming

bounds to obtain :

Thm ( HAMMINGBWND) Fr
any family

Thm ( GVBOVND) let
q=2 . Frany Oesettg ,

C of g- any
codes

,
and for

any
0< eel -

Hgls )
,

there

R(C) £1 -

Hg(81012) cxisba
g- any family of codes CY

S( c) =S and

^(
Proof : follows

by taking limits

in the
Hamming

bound
. R (C) 31 -

Hq (f ) - E
.

Proof : FUN EXERCISE (giventhenonasymplvlicversionf



Nolde
: this answers  our

NOW

it's easier to
compare these two bounds

.

earlier
question .

There do exist

Rtak )

1
asymptotically good

codes !

Now
,

can we find some

(
The best binary

explicit ones with efficient alys
? ?

Codeslivehere somewhere

\¥rmn"any:b's
. 7

( i i > S ( Relativedistance)
Yz 1

GV bound

for
binary

codes

SOME QUESTIONS
.

Question Are there families of codes thatbeatthegvbwnd ?

ANSWER 1 : Yes
. Frqs49 ,ANSWER2 : ? ? ?

'  '

Algebraic Geometry Codes
" For

binary
codes

,
we don't know

.

beat the GV bound . OPEN PROBLEM !

outshone Canwenfnd explicit constructions of

families ofcodesthatmeettcegvbound ?

ANSWER ! for large alphabets
, yes .

ANSWER '2
.

? ? ?

( We 'll seesoonf OF
binary codes

,
recent work

of [Ta- Shma 2017 ] gives something

doseinavery particular parameter

regime . . . butingenoal ,

OPENPROBLEM !



QUESTIONS to PONDER

�1� Can
you

think ofstrategiestoimprove Hamming
V Plotkin ?

r
family of

�2� Is it possible to have a

✓ codeswith S > 1-
'

q
and R > 0 ?

-


