CS107 Final Exam
Question Booklet

CS107 Winter 2019 – Instructor: Nick Troccoli
You may not use any internet devices. You will be graded on
functionality – but good style saves time and helps graders
understand what you were attempting. You have 180 minutes.
We hope this exam is an exciting journey.

Note: DO NOT WRITE in this booklet. Only work in the answer
booklet will be graded.

1) Floats

25 Points/180 Total

Note: you may need to scroll to fully view blocks of code.
While generally useful for high-precision computation, in areas such as machine learning where
precision is less important than runtime, 32-bit floating point numbers are unnecessarily costly
due to their size. For this reason, there is active research into smaller floating point
representations that still provide suﬃcient precision.
One such example in a 2018 paper published by IBM is an 8 bit float called FP8 that is
structured the same as an IEEE float, but with 1 sign bit, 5 exponent bits, and 2 mantissa bits,
and an exponent bias of 15. Use this format to answer the following questions below.

A) What is the corresponding (simplified) decimal number for the FP8 float 0 10011 00 ?

B) The smallest amount by which you can increment a float such as with FP8 is by incrementing
the significand by one bit. For example, the next largest representable float to the one from part
A would be 0 10011 01 . What is the corresponding (simplified) decimal number for this new
number?

C) If we take a much larger FP8 float and calculate the diﬀerence between it and the next largest
representable float after it, would that diﬀerence be larger or smaller than the diﬀerence between
the floats from parts A and B? Why?

D) D) Regardless of bitwidth, floats exhibit strange behaviors when performing arithmetic. What
is the output of the following program, which uses regular IEEE 32-bit floats?
void print_equality(float x, float y) {
printf("%s\n", x == y ? "true" : "false");
}
int main(int argc, char **argv) {
float a = 1.0;
float b = 1.5;
float c = 1 << 31;
float inf = +INFINITY; // floating point +infinity
print_equality(a + b, 2.5);
print_equality(c - a, c + a);
print_equality(inf + inf, inf);
print_equality(a + (c - c), a + c - c);
return 0;
}

2) Generics

30 Points/110 Total

Note: you may need to scroll to fully view blocks of code.
Sorting data is an extremely common operation – for this reason, generic sorting functions like
qsort are extremely useful. In this problem, your task is to write a type of data sorting function
called insert_sorted that is provided a sorted array and must insert a new element into this
sorted array according to a provided comparison function.
A generic insert_sorted function in C would therefore have the following signature:
bool insert_sorted(void *base, int nelems, int elem_size_bytes,
void *elem_to_insert, int (*cmp_fn)(void *, void *));
It takes in the following parameters:
base : a pointer to the first element in the array to insert into. You can assume the array is

correctly sorted according to the provided comparison function.
nelems : the number of elements in the provided array
elem_size_bytes : the size of a single provided array element, in bytes
elem_to_insert : a pointer to the element that should be inserted into the provided array
at the correct sorted position if it is not already in the array
cmp_fn : a function pointer to a comparison function in the format required by qsort and
other generics functions. It accepts two parameters, both pointers to elements in the array,
and returns a negative number if the first element parameter should come before the
second, 0 if the element parameters should be at the same position, or a positive number
if the first element parameter should come after the second.
insert_sorted 's job is to find the appropriate position for the element, and insert it into the

existing array at that position. You may assume that there is enough existing space in the
provided array to do this. If the element already appears somewhere in the array, however, it
should not be inserted.
The function should return true if the provided element was inserted into the sorted array, or
false otherwise.
Here are some examples of using the function:
Inserting the value 4 into [1, 3, 5, 7, 9] with a comparison function that orders
numbers in ascending order should modify the provided array to contain [1, 3, 4, 5,
7, 9] .
Inserting the value 0 into [1, 3, 5, 7, 9] with a comparison function that orders

numbers in ascending order should modify the provided array to contain [0, 1, 3, 5,
7, 9] .
Inserting the value 1 into [9, 7, 5, 3, 2] with a comparison function that orders
numbers in descending order should modify the provided array to contain [9, 7, 5, 3,
2, 1] .

A) Implement the generic C insert_sorted function. Your implementation should compile
cleanly and not have any memory errors or leaks.

B) Implement the compare_ints function that could be used as a comparison function for
insert_sorted with an array of int s. It should order elements according to the following
criteria:
Even numbers should be ordered before odd numbers
If both numbers are even or both numbers are odd, then the numbers should be ordered in
increasing order of absolute value. (Reminder: C has a provided int abs(int) that
returns the absolute value of an integer).
Your implementation should compile cleanly and have no memory errors or leaks.

3) Assembly

45 Points/180 Total

Note: you may need to scroll to fully view blocks of code.
Consider the following code, generated by gcc with the usual -0g and other settings for this
class, and use it to answer the following questions:

00000000004005f3:
4005f3:
41 54
4005f5:
55
4005f6:
53
4005f7:
41 89
4005fa:
48 89
4005fd:
48 8d
400601:
e8 e7
400606:
89 c1
400608:
41 8d
40060d:
45 85
400610:
41 0f
400614:
c1 fb
400617:
01 c3
400619:
ba 00
40061e:
eb 06
400620:
8d 1c
400623:
83 c2
400626:
39 ca
400628:
7c f6
40062a:
be 61
40062f:
48 89
400632:
e8 09
400637:
48 85
40063a:
75 09
40063c:
c6 45
400640:
bb 00
400645:
89 d8
400647:
5b
400648:
5d
400649:
41 5c
40064b:
c3

fc
f5
7e 01
ff ff ff
5c 24 03
e4
49 dc
02
00 00 00
53
01

00 00 00
ef
fe ff ff
c0
02 00
00 00 00

push
push
push
mov
mov
lea
callq
mov
lea
test
cmovns
sar
add
mov
jmp
lea
add
cmp
jl
mov
mov
callq
test
jne
movb
mov
mov
pop
pop
pop
retq

%r12
%rbp
%rbx
%edi,%r12d
%rsi,%rbp
0x1(%rsi),%rdi
4005ed <strlen@plt>
%eax,%ecx
0x3(%r12),%ebx
%r12d,%r12d
%r12d,%ebx
$0x2,%ebx
%eax,%ebx
$0x0,%edx
400626 <foo+0x33>
(%rbx,%rdx,2),%ebx
$0x1,%edx
%ecx,%edx
400620 <foo+0x2d>
$0x61,%esi
%rbp,%rdi
400440 <strchr@plt>
%rax,%rax
400645 <foo+0x52>
$0x0,0x2(%rbp)
$0x0,%ebx
%ebx,%eax
%rbx
%rbp
%r12

A) Fill in the C code below (also included in the answer area) so that it is consistent with the
above x86-64 code. Your C code should fit the blanks as shown, so do not try to squeeze in
additional lines or otherwise circumvent this (this may mean slightly adjusting the syntax or style
of your initial decoding guess to an equivalent version that fits). All constants of type
signed/unsigned int must be written in decimal. Your C code should not include any casting.

int foo(int n, char *input) {
int x = strlen(_________);
int sum = x + _________;
for (int i = ______; _________; __________) {
sum += ___________;
}
if (_________________) {
input[________] = '\0';
sum = ___________;
}
return __________;
}
B)The assembly code includes several “push” and “pop” instructions. What kind of registers are
being pushed (and popped), and why is gcc required to push and pop them, given how those
registers are used in the body of the function?
C)In assembly in general, both the jmp instruction and call instruction seem to reroute
execution flow. What is the diﬀerence between these instructions? When is one used vs. the
other?
D)For many operations, the same assembly instruction, e.g. add, can be used for either signed
or unsigned values, but this is not true for all operations. The declaration of n is changed to
unsigned int and foo is recompiled. Identify which line of C code in foo generates diﬀerent
assembly and describe how the assembly changed.

4) Gaming The System

30 Points/180 Total

Note: you may need to scroll to fully view blocks of code.
A popular online game has called you in for help - it seems that their logic for granting players
in-game currency is somehow faulty, giving some players more than they're supposed to start
with! Hearing about your success helping with a bank's faulty ATM system, they're eager for
your assistance.
They've narrowed down the issue to a single function, for which they have provided you with the
source code. The function is supposed to take in as a parameter the entered name of the player
(you can assume that this parameter always comes directly from user input), shorten (if needed)
and lowercase the name, and print out how much money they start with. Luckily the code is well
commented, but they have heard reports where for certain entered usernames, players get $97
instead of $65! How can that be, they say? The number 65 is even hardcoded (boo) into the
source!
/* Given a player name, should get just the first 7
* characters, lowercase them, and use that as the player
* name. Also initializes the player's wallet to have $65.
*/
int print_player_info(char *name) {
int wallet = 65;
// Copy at most a certain number of chars from name
char short_name[9];
strncpy(short_name, name, sizeof(short_name) - 1);
short_name[sizeof(short_name) - 1] = '\0';
// Lowercase each character
for (int i = 0; i < strlen(name); i++) {
short_name[i] = tolower(short_name[i]);
}
printf("Welcome!
return wallet;
}

You have $%d\n", wallet);

You start investigating with GDB, and uncover the following information about the program
state:
$ gdb stack
Reading symbols from stack...done.
(gdb) b print_player_info
Breakpoint 1 at 0x400666: file stack.c, line 13.
(gdb) r Nolan
Starting program...
Breakpoint 1, print_player_info (name=0x7fffffffecf6 "Nolan")
at stack.c:13
13 int print_player_info(char *name) {
(gdb) p &wallet
$2 = (int *) 0x7fffffffe97c
(gdb) p &short_name
$3 = (char (*)[9]) 0x7fffffffe970
...
After combining this information with the code, as well as an ASCII table you have handy (see
below), you find the issue! Answer the following questions about this vulnerable program below.

A) Write a note to the game developer explaining how to get $97 at the start of the game instead
of $65.

Write a note to the game developer with a 1-line fix for how to prevent this issue.

5) Heap Allocators

50 Points/180 Total

Note: you may need to scroll to fully view blocks of code.
You are working on designing a custom heap allocator for a system with a very limited amount
of memory. One goal you come up with is to allow client programs to request “temporary
memory” that can be reclaimed by the heap allocator if needed. Unlike with malloc , where the
allocator cannot touch the allocated memory until it is freed by the client, with temporary
allocated memory, if the heap can’t find any suitable free blocks for an allocation, instead of
failing, it could satisfy the request with a temporarily allocated block instead. This might be
useful if, for instance, a program reads a large file into heap memory, but, as the file is stored on
disk, it could re-create the data later if the allocator urgently needs the heap space for
something else.
With this in mind, you flesh out the design of your allocator, which looks like the following:
All requests are rounded up to a multiple of 4 bytes and all returned pointers are aligned to
16-byte boundaries. The minimum payload size is 16 bytes.
Each block has an 8-byte header storing the payload size. Additionally, because block
sizes must be multiples of 4 bytes, the rightmost (least significant) two bits of the payload
size are unused. For this reason, we use both of these bits to store whether a block is free
(00), temporarily allocated (01) or fully allocated (10).
The allocator maintains an explicit free list as an unsorted doubly-linked list stored in the
payloads. A global variable points to the header of the first free block in the linked list (or
NULL if there are no free blocks), and another global variable points to the header of the
last free block in the linked list (or NULL if there are no free blocks).
The first 8 payload bytes of each free block store a “next” pointer to the header of another
free block. The last free block on the list stores NULL as its “next.”
The next 8 payload bytes of each free block store a “previous” pointer to the header of
another free block. The first free block on the list stores NULL as its “previous.”
Below are the allocator's global variables, constants and type definitions:

#define FREE 0
#define ALLOC_TEMP 1
#define ALLOC_FULL 2
typedef size_t block_header;
typedef struct free_payload {
block_header *prev;
block_header *next;
} free_payload;
static void *heap_start;
static void *heap_end;
static block_header *free_list_head;
static block_header *free_list_tail;
Each of the parts below has you implement a separate function as part of this allocator design.
For full credit, you can (and should) call other functions in this problem as needed rather than reimplementing logic.

A) Implement set_header_status . Given a pointer to a block’s header and an integer for a new
status (such as FREE, ALLOC_TEMP, etc.) it updates the header information to store the
provided status.
void set_header_status(block_header *header, int status);

B) Implement get_payload . Given a pointer to a block’s header, it should return a pointer to its
payload.
void* get_payload(block_header *header);

C) Implement set_previous_free_ptr and set_next_free_ptr . Given pointers to two block
headers, set_previous_free_ptr should update the first block such that its pointer to the
previous free block points to the second block. set_next_free_ptr acts in the same manner,
except it updates the first block such that its pointer to the next free block points to the second
block.
void set_previous_free_ptr(block_header *header1, block_header *prev);
void set_next_free_ptr(block_header *header1, block_header *prev);

D) Implement add_temp_block_to_freelist . Given a pointer to a block’s header, it should
insert the block at the back of the free list. You should make sure to update the free list’s two
global variable pointers as appropriate. You may assume that the provided header’s status has
already been updated to ALLOC_TEMP.
void add_temp_block_to_freelist(block_header *header);

E) Implement mytalloc . Given a requested memory size, you should return a pointer to an
allocated block of memory of at least the requested size. Internally, you should make sure to
update all state as appropriate to indicate that this is a temporary allocation. You can (and
should) build on top of mymalloc, which you can assume has been correctly implemented to
perform all necessary updates to allocate memory for the user non-temporarily. For instance, it
searches the freelist from front to back to find and remove a free or temp block of adequate
(aligned/rounded) size, including handling splitting of free blocks, etc., and returns a payload
that internally has been recorded as a full allocation. Note that mymalloc may return NULL if the
request could not be satisfied.
void *mytalloc(size_t requested_size);

