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Outline for Today

● Approximate Membership Queries
● Storing sets… sorta.

● Bloom Filters
● The original approximate membership query 

structure – and still the most popular!

● Data Structure Lower Bounds
● Is the Bloom filter “good?” How much can it 

be improved?



  

Where We’re Going



  

Web browsers can store a list of malicious URL domains using
one byte per URL, guaranteeing any bad URL will be flagged,

with a false positive rate of 2%. How is this possible?



  

Spellcheckers can store a list of all words in English using
one byte per word, never flagging a correctly-spelled word, and

flagging 98% of mispeled words. How is this possible?

Every gun that is made, every warship launched, every rokcet 
fired signifies, in the final sense, a theft from those who 
hunger and are not fed, those who are cold and are not 
clothed. This world in arms is not spending money alone. It is 
spending the sweat of its laborers, the genuis of its scientists, 
the hopes of its childen. The cost of one modern heavy bomber 
is this: a modern brick school in more than 30 cities. It is two 
electric power plants, each serving a town of 60,000 
population. It is two fine, fully equipped hospitals. It is some 
50 miles of concrete highway. We pay for a single fighter plane 
with a half millon bushels of wheat. We pay for a single 
destroyer with new homes that could have housed more than 
8,000 people. This, I repeat, is the best way of life to be found 
on the road the world has been takig. This is not a way of life 
at all, in any true sense. Under the cloud of threatening war, it 
is humanity hanging from a cross of iron.



  

Approximate Membership Queries



  

Exact Membership Queries

● The exact membership query problem 
is the following:

Maintain a set S in a way that 
supports queries of the form 

“is x ∈ S?”
● You now have a ton of tools available for 

solving this problem:

Red/black trees  ·  Skiplists
B-trees  ·  Cuckoo hashing



  

Exact Membership Queries

● Suppose you’re in a memory-constrained 
environment where every bit of memory counts.

● Examples:
● You’re working on an embedded device with some 

maximum amount of working RAM.

● You’re working with large n (say, n = 109) on a 
modern machine.

● You’re building a consumer application like a web 
browser and don’t want to hog all system resources.

● Question: How much memory is needed to 
solve the exact membership query problem?



  

A Quick Detour
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Goal: Design a simple data 
structure that can hold a 
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Bitten by Bits

● Solving the exact membership query 
problem requires approximately n lg |U| 
bits of memory in the worst case, 
assuming |U|  ≫ n.

● If we’re resource-constrained, this might 
be way too many bits for us to fit things in 
memory.
● Think n = 108 and U is the set of all possible 

URLs or human genomes.

● Can we do better?



  

Approximate Membership Queries

● The approximate membership query 
problem is the following:

Maintain a set S in a way that gives 
approximate answers to queries of the 

form “is x ∈ S?”
● Questions we need to answer:

● How do you give an “approximate” answer to the 
question “is x ∈ S?”

● Does this relaxation let us save memory?

● Let’s address each of these in turn.



  

(ε, δ)-Approximators

● Many of the approximators we’ve built in the past are 
(ε, δ)-approximators that make this guarantee:

Pr[ |Â - A| > ε · size(input) ] < δ
● This is what we did with the count-min sketch, the 

count sketch, and cardinality estimation.
● In the case of set membership, though, we’re 

estimating a single boolean value. What would it mean 
to measure the “distance” from our estimate to the 
true value?
● We can’t say something like “x is 95.7% in S” – or at least, 

we’d like to avoid doing so.

● Therefore, we won’t be using that model here. Instead, 
we’ll pick a different approach.



  

Our Model

● Goal: Design our data structures to allow for 
false positives but not false negatives.

● That is:
● if x ∈ S, we always return true, but

● if x ∉ S, we have a small probability of returning true.

● This is often a good idea in practice.

AMQ
for S

Database
for S

Yes?Is x ∈ S? Yes!

No
No!                    

Yes!

          No!



  

Our Model

● Assume we have a user-provided accuracy parameter ε ∈ (0, 1) 
and a set S ⊆ U of size n.

● Goal: approximate S so that
● if we query about an x ∈ S, we always return true (no false negatives);

● if we query about an x ∉ S, we return false with probability 1 – ε (we 
allow for false positives); and

● Our space usage depends only on n and ε, not on the size of the 
universe.

● Question: Is this even possible?

AMQ
for S

Database
for S

Yes?Is x ∈ S? Yes!

No
No!                    

Yes!

          No!



  

Bloom Filters
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Number of bits: m
(We’ll pick m later.)
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(We will no longer set m = n · ε-1, because that analysis
assumed we had one hash function. We’ll pick m later.)
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The Bloom Filter

● Create an array of 1.44n lg ε-1 bits, all initially 
zero.

● Select lg ε-1 hash functions, each of which maps 
items to bit positions.

● Hash each of the n items to store with the hash 
functions, setting all indicated bits to 1.

● To see if x is in the set, hash x with all lg ε-1 hash 
functions to get a set of bits to test, then return 
true if they’re all set to 1 and false otherwise.

Bloom Filter

Bits Per Element

1.44 lg ε-1

Hashes Per Query

lg ε-1



  

The Bloom Filter

● What does 1.44 lg ε-1 look like in practice?
● With 4 bits per element, we have ε ≈ 0.146.

● With 8 bits per element, we have ε ≈ 0.0214.

● With 16 bits per element, we have ε ≈ 0.000458

● In other words, we can get extremely low error 
rates using surprisingly few bits per element.

● Accordingly, Bloom filters are used extensively in 
practice.

Bloom Filter

Bits Per Element

1.44 lg ε-1

Hashes Per Query

lg ε-1



  

Looking Forward

● As always:

Can we do better?
● To improve our Bloom filter, we can either 

make
● improvements to the query time, or

● improvements to the space usage.

● Let’s look at each of these in turn.
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Claim: In some ways, Bloom filters have 
faster queries than the worst-case cost 
suggests. In others, Bloom filters have 

slower queries than the worst-case cost 
suggests.
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Looking Forward

● As always:

Can we do better?
● To improve our Bloom filter, we can either 

make
● improvements to the query time, or

● improvements to the space usage.

● Let’s look at each of these in turn.

Bloom Filter

Bits Per Element

1.44 lg ε-1

Hashes Per Query

lg ε-1
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Claim: Bloom filters use close to the 
information-theoretic minimum number of 
bits for AMQ, but there’s still significant 

room for improvement.



  

How much memory is needed to solve
the approximate membership query problem?

Earlier, we saw that storing n elements from
a universe U requires at least n lg |U| bits,

assuming |U|  ≫ n.

That bound doesn’t apply to us, since
that isn’t what we’re doing here.
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size roughly ε|U| containing 

our set S.



  

 

U

       Ŝ
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How much memory is needed to solve
the approximate membership query problem?

S

Clever Idea: We can exactly 
describe a set S of size n using 
an AMQ, plus some extra bits.

Clever Idea: We can exactly 
describe a set S of size n using 
an AMQ, plus some extra bits.

First, write down an AMQ for 
S with error rate ε. Assume 

this needs b bits.
 

This AMQ encodes a set Ŝ of 
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Misses/Q

lg ε-1

Where We’re Going

Bloom Filter
(1970)

Bits / Element

1.44 lg ε-1

Hashes/Q

lg ε-1

?
(2014)

1.05 lg ε-1 + 3.15
(for sufficiently small ε)

3 2

?
(2020) 1.23 lg ε-1 4 3

?
(2021)

1.08 lg ε-1

(for sufficiently large n)
5 2

?
(2021)

1.03 lg ε-1

(for sufficiently large n)
6 2



  

More to Explore

● Counting Bloom filters allow items to be 
added or removed from a Bloom filter 
without rebuilding the filter from scratch, at 
the cost of extra space overhead.

● d-Left counting Bloom filters are a 
space-optimized version of counting Bloom 
filters that use a clever technique to reduce 
the number of items hitting each slot.



  

Next Time

● Cuckoo Filters
● Adapting cuckoo hashing for AMQ, and 

outperforming the Bloom filter in practice.

● XOR Filters
● Rethinking Bloom filters to improve space 

utilization.

● Spatial Coupling
● Graph families with nice properties.
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