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What's AlOps

Service Desk
(Engage)

éo AlOps definition (Gartner) AlOps

Machine Leaming

Big Data

Adoption has increased with the
uptick of digital transformation

» . Improve engineering Alifomation
p, Business value efficiency and service (Act)

guality; Reduce COGS :

Business \Value

Source: Gartner 3
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AlOps Problem Space

Q Detection Qj Diagnosis

e Prediction OO Optimization




AlOps Products




Azure - a global cloud
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AlOps at Azure

Motivation

e Scale
* Complexity j|>

¢ Quality Engineering

Empower Building & Operating
Services at Scale

9



B® Microsoft

AlOps Methodologies: From Data to Actions

Data

e Customer ¢ Detect ¢ Mitigate/Resolve
e System e Diagnose e Avert future pain
» DevOps process ® Predict e Optimize resource allocation
e Optimize ¢ Improve architecture & process

=
=

Insights Actions
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Infusing Al into Systems & Operations

AlOps

Al for Systems Al for DevOps Al for Customers

* Efficiency e Code intelligence e  Customer prediction and

*» Resilience Regression prevention engagement
Resource governance o  Customer support intelligence
Monitoring and alerting
Auto-diagnosis

Al-Serving Platform

Online Serving Data & Model Management Resource Management

11
M. Fontoura et al, “Toward intelligent cloud platforms and AlOps”, AAAI-20 A
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Al for System Resilience

> Scenario — Platform resilience

* Reduce VM service interruption caused
by physical host reboot

» Approach
* Hardware failure prediction
* Memory leak detection

* Physical host recovery only pauses VM
execution

* VM live migration

» Result & Learnings
PI’OjECt Ta rdlg rade * \/Ms: can survive host reboot and

continue running

* Improved VM service availability
12



Al for DevOps (Sample Solutions)

Intelligent
Development

| Sankie
Effective localization

Safe
Deployment

SR
/ iu] \
i

Gandalf

Automatic stop

Picture curtesy of addteq.com
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Intelligent Anomaly
Detection

AiDice

Monitoring & Diagnosis

Intelligent Live
Site Management

Fast mitigation/fix

13 q:
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Incident Management Procedure

Incident Reporting Incident Triage Incident Mitigation
Incident .
7 Lifecycle \
| |
| > to Engage |
\ TTD TTE TTM )
e Detection : Engagement | Mitigation —

Z. Chen et al, “AlOps Innovations of Incident Management for Cloud Services”, AAAI-20
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Gandalf Safe Deployment

Problem Goal

Manual assessment: labor intensive, Systematic, data-driven solution

time consuming, error prone for deployment management ] ARy
KEY TECH —— A ?

wimis i im
R )

=TTz Eosmmme
Measures Rollout
BEE s Records

Manual deployment

« Robust anomaly detection with ensemble weighting
- Temporal/spatial-aware correlation with exponential decay

assessment
Rollout
Records Various health signals Deployment events
Any ) ) : ) )
Deployment teams anomaly Anpmgly detection with ensemble Tempora]/Spat|aI—aware cqrrelatlon with
caused by weighting for robust health model exponential decay for precise assessment
4 N td ,~t _ o—uindow.size
el M = ]m‘-\hug Pt ‘u’:{ Y f(s,c,t) = (;fl - :w,-,,.dn”- —-b+a)-f(s.c)

Features

o]
Various health signals Anomalies

Binary decision model

Z. Li et al., “Gandalf: An Intelligent, End-To-End Analytics Service for Safe Deployment in Large-Scale Cloud Infrastructure”, in NSDI’20 g is
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Mobius: Online Anomaly Detection

Problem Goal
Traditional thresholder alerts generate noise in detection Improve signal to noise ratio
KEY TECH
« Model recommendation from a model pool based on workload characteristics

Feedback loop for continuous improvement and adaptation to dynamic workload

Holt-Winters Streaming Least Squares
* Target Scenario: * Target Scenario:
Alert Setup Detects extra elevation or Detects unusually high
degradation on top of change velocity within
I Feedback seasonal patterns. sliding window
Machine * Technigue: « Technigue:
n - Learning Toolkit Exponential smoothing Linear regression
- ST N Recommendor ruis B L - — o Ramhiadini e ~
o ) . — | Post-Detection ehar pelran
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J. Zhang et al., “Mébbius: Online Anomaly Detection and Diagnosis”, KDD’18
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AiDice
— Efficient Incident Identification

Problem Goal

Needle in a haystack: Hard to detect & locate emerging Actionable alert with precise

issues from an enormous attribute combinations )
Issue location

Sudden "burst”

Problem Formulation
Select attributes combinations from neighbors with heuristics

Daily aggregation of Service Interruptions

S
i
USA bM1 S5D

e search based on objective function
XRXX=XX=XX Australia MEL21 SSD
XRXX=XX=XX usA DC1 HDD
J0O0-XX-XX India BL1 $SD
YOOKXX-XX Uk SN6 Hybrid
J0O0-XX-XX usa bDM1 HDD
,,,,, hed
g
iDice: Problem Identification for Emerging Issues, ICSE 2016 ‘ \ f

Country = USA

L :

Country = USA
DiskType = SSD

Object Function Best from Multiple Selection

1) Randomly sample k combinations from neighbors

e A
Routing o365 servi. R = PB+a In— 2) Select the one with largest obj among k samples ¢
Ps
where
Py = Vxe
X = ——
Ve

Vye: # of interruptions for current combination during a time period ¢ Efficiency with informative guide

Vz: # oftotal Interruptions for-during;a time perlod £ 3) Maintain a forbidden list consisting of recently visited solutions

17
J.Gu, C.Luo et al, “Efficient Incident Identification from Multi-dimensional Issue Reports via Meta-heuristic Search”, ESEC/FSE’20
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Al/ML Platform - Resource Central

ML and prediction-serving system for improving resource management

RC clients: Platform resource managers

O D) Power
( ) VM scheduling Cluster selection ..
oversubscription
J = e
ﬁ? R Server VM rightsizing
B 3 maintenance recommendation

R.Bianchini, M. Fontoura et al. “Toward ML-Centric Cloud Platforms”, Communications ACM, Feb 2020
18



COMMUNICATIONS

oF THE

ACM

Home / Magazine Archive / February 2020 (Vol. 83, No. 2) /| Toward ML-Centric Cloud Platforms / Full Text

HOME | CURRENTISSUE | NEWS | BLOGS | CPINION | RESEARCH PRAI

CONTRIBUTED ARTICLES

Toward ML-Centric Cloud Platforms

By Ricardo Bianchini, Marcus Fontoura, Eli Cortez, Anand Bonde, Alexandre Muzio, Ana-Maria Constantin, Thomas
Moscibroda, Gabriel Magalhaes, Girish Bablani, Mark Russinovich

Communications of the ACM, February 2020, Vol. 83 No. 2, Pages 50-59

10.1145/3364684

Comments
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Cloud platforms, such as Microsoft Azure, Amazon Web Services
(AWS), and Google Cloud Platforn, are tremendously complex.
For example, the Azure Compute fabric governs all the physical
and virtualized resources running in Mierosoft's datacenters. Its
main resource management systems include virtual machine
(VM) and container (hereafter we refer to VMs and containers
simply as "containers") scheduling, server and container health
monitoring and repairs, power and energy management, and
other management functions.

Back to Top

Key Insights

p . z
Cret: Marel Clmens e
is in defining exactly how and where ML
should be infused in these platforms.

® Leveraging ML-derived predictions
has shown promise for many resource
managers in Azure Compute. Having a
L .:‘ general and independent ML framework/
[ > system has been key to increasing

‘ - )\_ . \ adoption quickly.
- i —Ti ® Many research challenges remain
e

open, including how to make action-
prescribing ML general enough for wide
e applicability in cloud platforms, how to
— manage (potentially partial) feedback at
e 3 scale, and how to debug misbehaviors
Play (k) (especially when the ML is tightly
integrated with resource managers).

@y CAqhxttlieb. 2020-Toward .-

P ) 027/348 Youluhe Cloud platforms are also extremely expensive to
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AlOps in Azure: Summary

* AlOps is critical for digital transformation and an emerging innovation
area

e AlOps is a multi-discipline research area involving software engineering,
systems, machine learning, big data and visualization

* AlOps is comprehensive: from making the system smart and resilient to
enhancing developer efficiency and improving customer experience

* AlOps is what makes modern clouds scale and efficient to support the
next generation of Computing

e AlOps calls for close collaboration between the industry and academia
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Announcement
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' ICSE21 Workshop on Cloud Intelligence

In conjunction with the 43rd International Conference on Software Engineering

May 29th, 2021 Virtual (Originally Madrid, Spain)

Home  Call For Papers  Accepted Papers  Organizers  Program 2021 v

Cloud Intelligence

AI/thor Efficient and Manageable Cloud Service

May 29th, 2021 Virtual (Originally Madrid, Spain)

https://cloudintelligenceworkshop.org Registration deadline: May 239, 2021
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. The 4th International Workshop on Artificial Intelligence of Things

In conjunction with the 27th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining (KDD 2021)
Virtual conference, Aug. 15-16th, 2021

Home  Call For Papers  Organizers KDD 2021 ~ AAAT 2020

Artificial Intelligence of Things
Learn and share enabling technologies of Al powered IoT.
Connect with experts in the field.

Virtual conference, Aug.14-18th, 2021

https://aiotworkshop.github.io Submission deadline: May 24t, 2021
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