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Azure is the world’s computer

Presenter
Presentation Notes
Azure is the world’s largest computer
With billions of windows device connecting daily as well as millions of application users from some of our keystone applications like M365 as well as critical workloads from top enterprise customers, governments, and entities
Azure today is a fundamental part of how society operates in this modern age



200+ 4M+66+

Presenter
Presentation Notes
We’re building the world’s computer with more than 66 regions, over 200 datacenters and hosting more than 4M servers. 
The data centers are connected with each other through 100,000 miles of optical fibers and sub-ocean cables.



4

Presenter
Presentation Notes
Each data center has hundreds of racks, which hosts dozens of nodes. Each node hosts dozens and hundreds of VMs. We do have telemetry in place to monitor each component. However, the volume of data collected quickly exceed human’s attention span.
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Dynamic Thresholds Learning Normal BehaviorStatic Thresholds

A few data sources Massive data sources Any data source

Time Series performance data vs. Event Correlation and consolidation

Domain specific anomaly detection vs. Domain agnostic anomaly detection

Time Based correlation vs. Context based (relevance & priority)

Anomaly Detection vs. Self-Healing Autonomous Operations 



Big data and ML driven IT 
operation automation process

Adoption has increased with the 
uptick of digital transformation

Business value
Higher efficiency 

Higher Service quality

Lower COGS

Source: Gartner

AIOps – Gartner’s definition
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Presenter
Presentation Notes
AIOps is a terms coined by Gartner. It refers to union of big and ML driven IT operation automation process…



Customers

DevOps

Systems

• AI for Systems
Building high-quality services with better reliability, 
performance, and efficiency

• AI for DevOps
Achieving high productivity in DevOps via empowering 
engineers with intelligent tooling

• AI for Customers
Improving customer satisfaction with intelligence and 
better user experiences

AIOps – Azure’s definition
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Presenter
Presentation Notes
In Microsoft, we have been innovating AI/ML technologies to effectively and efficiently design, build, and operate cloud services at global scale. Our AIOps definitions have been extended accordingly to cover not only AI for DevOps but also AI for systems and AI for customer intelligence. 
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Presenter
Presentation Notes
.We have been sharing our AIOps experience and solutions at Azure reliability blog channel hosted by  Mark Russinovich, the Azure CTO.



Ponemon Institute© Research Report
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https://www.vertiv.com/globalassets/documents/reports/2016-cost-of-data-center-outages-11-11_51190_1.pdf
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Data
• Customer
• System
• DevOps process

Insights
• Detect
• Diagnose
• Predict
• Optimize

Actions
• Mitigate/Resolve
• Avert future pain
• Optimize resource allocation
• Improve architecture & 

process

Presenter
Presentation Notes
The key of our AIOps methodology to applying AI/ML solutions to derive insights from data collected to enable our engineers to detect issue early, diagnose them efficiently, and mitigate/resolve them fast. Even better, it supports predictive maintenance and enables us to prevent issues before they happen and avoid customer impact. Last but not least, the AIOps application lead to continues resource, process and architecture improvement through optimizations.
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Predicting, Preventing and Resolving Incidents With AIOps - DevOps.com

https://devops.com/predicting-preventing-and-resolving-incidents-with-aiops/
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Pre-Release
• SLO/SLI and other signals in pre-main are used to 

identify regressions and alert the developer before 
code is moved to production

• Test/Validation signals can be used for identifying 
or predicting probability of defects

Deployment
• Change signals can be used to predict the 

probability of the code as potentially causing 
customer impact or impact to other services

• During SDP, anomalies are detected during rollout 
across regions and notify service owner of delta

Production
• High quality SLI signals or other signals to enable 

the system to detect an anomaly & understand its 
customer impact, send notifications to customers, 
systematically pinpoint probable cause using 
diagnostics signals, and initiate mitigation 
determined by service team

Opportunities

Instruments code 
with high quality 

signals

Code emits health 
signals in 

development

Anomalies are 
detected in pre-

main 

System notifies of 
regressions or 

anomalies

Defect prevented & fixed

Code starts to 
rollout through 

SDP
Regional anomaly 
detected during 

SDP

Defect prevented & fixed

Code deployed to 
Production

Change signals 
used to determine 
defect probability

Anomaly 
detected from 
service signal

Customer 
communication 
automatically sent 
based on resources 
impacted

Diagnostics signals 
auto-run to pinpoint 
probable cause

Action triggered 
based on service 
mitigation

Incident created only if 
additional human 

intervention needed

James
Cloud 
Developer

AIOps in Practice 
An increasingly autonomous health system that detects, diagnoses and mitigates issues before they impact the customer. 
Enable this by shifting left the service health systems of prediction, detection and diagnostics. 

Presenter
Presentation Notes
The goal of AIOps is to have an autonomous service health system that detects and mitigates issues before they impact the customer. For this we have to shift our service health systems of detection, prediction, diagnostics to the left. 





Impact assessment

Azure BRAIN

Efficient outage management

Fast and actionable anomaly detection

Auto-communication

Diagnostic experiences

Root cause service identification

Automatic impacted service identification

Automatic Alert correlation

Auto-Mitigation

Azure Services

Infrastructure 
devices

Critical Environment 
and Mechanical

BRAIN

Customer Experience

Network of Intelligence

21
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• Large-volume and heterogeneous non-uniform data
• Huge # of data sources
• Different schema/domain/version
• Missing or dirty data

• Extremely imbalanced samples
• small # of abnormal samples
• Anomalies are rare but impactful

• Lack of canonical ground truth
• No single source for reliable ground truth
• Extremely costly and hard to label

• AI system and Human interaction
• Conflict between Automation and Manual operation
• Confidence and trust on the AI System

• No universal intelligence for diverse scenarios/domain
• Hard to scale to many services
• Utilize ensemble of ML models

• Existing or legacy Service Monitors
• Moving teams to something new needs 10x

Challenges

Abnormal:Normal
1:10,000
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• Incident detection: a binary classification problem
• Input: alerts reported by selected monitors in a recent time 

window​
• Output: 1 if there is potential ongoing incidents; otherwise, 0​

• Sample construction​
• Construct samples using a sliding window (3h)​
• Label = 1 if the window is overlapping with incident impact 

duration; otherwise, label = 0​
• Feature extraction: ​

• Alert signals: alert count, alert burst​, alert source
• Engineer activities: diagnosis log count, notification count​
• Others: region, working day, hour in day​

• Classification model: BRF (Balanced Random Forest)​

Ex: Outage Detection/Prediction using 
Alerts
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• Good Data In is necessary for any AIOps System
• ​Garbage in = Garbage out

• Service Level Objectives (SLOs) are goals set on a small number of 
key customer-centric Service Level Indicators (SLIs).
• They measure the customer experience of a service and determine whether 

we are meeting the promises made to our customers
• Standard Metric across all Azure Services typically expressed as a metric or a 

ratio that can be monitored and measured over time to determine the 
service's health and performance

• SLIs have different categories of data types that can be measured as a value 
type or percentile type including:
• Availability, Success Rate, Latency, Throughput, Capacity, Traffic Rate

The Importance of Standard Metrics
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Presenter
Presentation Notes
Sample CoPilot experience enabled by AIOps and LLM:
Security
Cloud health 
Log intelligence 
Incident summary



Customer
Feb 12, 11:45, Impact Started

Executives

Kept informed of 
customer impact, 
progress of the 
investigation and 
mitigation12:27 - Engaged on a Sev 3 incident 

based on their monitor. Tries to 
determine what’s going on and does not 
understand the upstream and 
downstream dependencies 

Database 1 DRI

Database 2 Manager

10:18 (next day): Auto-engaged once 
the outage was declared

Post 
Mortem

2 weeks later the postmortem for 
the outage presented along with 
the details on the number of 
hops to find the right team and 
Time-To-Engage metric; 

1

12:35 - Engaged on a Sev 2 incident 
based on their team’s monitor. Tries to 
determine what’s going on and does not 
understand the upstream and 
downstream dependencies. Finds some
issue with VMs being stuck in a bad state

Database 2 DRI

2

15:20 - Engaged via Request Assistance 
as per ask from Database deployment 
team

Application 1 DRI

3

5

21:56 - Engaged via RA to help approve 
infra updates on critical resources

Database 1 Engineering Manager

4

6
17:42 - Engaged to help with Networking 
issues, but they couldn’t help

Networking DRI

8

9

22:42 Communications sent to Database 2 
customers. Getting list of impacted 
subscriptions was a challenge

Customer
18:17 Manual Communication sent to 
impacted customers

Customer Team
17:23: Auto-engaged once Database 
1 declares outage

22:22 Auto-engaged once Database 2 DRI 
declares outage

7

10

Customer Team
10:18 (next day): Upgrades Severity 
to Sev-1 since DRI's found new rings 
with the same issue in additional 
regions.

11

11

14:20 (next day): Engaged per ask from 
Database 2 deployment team

Deployment DRI

14:50 (next day): Engaged via RA by AIM 
as per ask from Database 2 deployment 
team

Deployment DRI

2:37 (2 days): Engaged per ask from 
Database 2 deployment team

OS DRI

18:15 (next day): Engaged per ask from 
Database 2 deployment team

Compute Manager DRI

12

13

15

16

17

17:36 - Engaged to help restart 
Networking in a few nodes but they 
couldn’t restart the notes due to 
permission issues

Host Networking DRI

13:08 (2 days later) Engaged again to help 
with the Networking issue

16:20 (next day) – Ensured correct version 
of the agent was deployed in the Gen8 
nodes and confirmed customer impact 
mitigation

Database 1DRI

11:43 (3 days later) – Ensured correct 
version of the agent was deployed in the 
Gen8 nodes and confirmed customer 
impact mitigation

Database 2DRI
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Detection Lack of Customer SLIs Diagnostic Customer Communications

• 5+ hours to declare outage as Sev
1,  relying on human judgement

• Long TTD due to Manual incidents 
correlation

• Lack of standardized, accurate and 
reliable understanding of the health

• No centralized way to look at service 
health across the fleet

• Multiple teams joined incident bridge to 
understand true owning services and root cause

• Dependencies not well understood
• Troubleshooting and Remediation still requires 

DRI toil and manual touches

• TTN = 6+ hours as impacted customer 
information was not easily available

Le
arn

ing
How AIOps can solve a Manual Detection

SLI +
Auto Detection

Auto 
Comms

Auto Cross 
Service 

Diagnosis

Auto 
Mitigations

0 1 hour 2 hours 3 hours 4 hours 5 hours 6 hours 48 hours

Impac
t
Start

TTM = 72 Hours
TTD = 6+  Hours
TTN = 6+ Hours

72 hours

TTE = 40+ Hours

EX
PE

RI
EN

CE
TI

M
EL

IN
E
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• First version of BRAIN deployed in Production in early 2019 and 
onboarded ~60 major Azure services in two years

• Major TTx improvement -> Higher reliability and better customer 
experience

• Incident/Alert Auto-correlation -> Less noise for On-Call engineer

AIOps Benefits & Results

72%
TTM Reduction

58%
TTN Reduction

100%
Auto-Comm 
percentage 

increase

25%
Incident noise 

reduction

98.26%
Detection Recall

98.83%
Detection Precision
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 Fast Outage Analysis of Large-Scale Production Clouds with Service Correlation Mining, ICSE’21
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