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Digital Signatures and Elliptic Curves
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With n, x, y, 2 € N and n > 2 the equation x" + " = 2" has no solutions.
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“We will therefore take a stroll through the history of

mathematics, encountering ! rst the ellipse, moving

on to elliptic integrals, then to elliptic functions,

jumping back to elliptic curves, and eventually

making the connection between elliptic functions

and elliptic curves. We will then ! nally be in a

position to ! nd out why no elliptically-shaped planar

curves may ever be called elliptic curves.”
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a= (x?-n?)/y b=2nx/y c=(x*+n?)/y

yz =iy R
If nis a congruent number, the elliptic
curve is a
a rational point where y# 0. It follows that
such a point has infinite order.

Euclidean Group with infinity as identity
a—a=ow

In 1984 after 500 years, Sr.. Andrew Wiles ultimately

succeeded in proving Fermat's Last Theorem




Elliptic Curve Arithmetic
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p: The prime number which defines the field in which the curve operates

Appendix A of NIST standard

Public Parameters
For Elliptic Curve Cryptography

1. p: The prime number which defines the field in
which the curve operates, F,.

2. a, b: Curve parameters

3. G: The generator or base point. A distinct point of
the curve which resembles the "start" of the curve.

4. n: The order of the curve generator point G.

5. h: The cofactor of the curve. (How spread the
rational points are).

Elliptic Curve Crypto: FIPS 186-3

Al Curve P-256

p = 11579208921035624876269744694940757353008614\
3415290314195533631308667097853951

n = 11579208921035624876269744694940757352999695\
5224135760342422259061068512044369

b 5ac635d8 aa3a93e7 b3ebbd55 769886bc 651d06b0 cc53b0f6 3bcelcle
27d2604b

Px = 6bl7d1£2 el2c4247 fBbcebe5 63a440£2 77037dB1 2deb33al
f4a13945 d898c296

Py = 4fe342e2 fela7f9b BeeJebda 7c0f%16 2bce3d357 6b3lSece
cbb64068 37bf51£5

Ox = c97445f4 Scdef9f0 d3elSele 585fc297 235b82b5 beBfflef
ca67c598 52018192

Oy = b28ef557 ba3ldfcb dd2lacdé e2a%le3c 304f44ck 87058ada
2¢b81515 1e610046

—Slide from Dan Boneh

Consequences

* Loss of confidence in NIST standards
* Google, SilentCircle moving to non-NIST crypto

= DIB curve 25519

* Several countries pushing for their own crypto:
* Russia (GOST), China, Brazil, ...
« Difficult Interoperability: extra complexity

* Trouble with hardware implementations:
e.g. SafeNet Luna boxes

—Slide from Dan Boneh

How was the NIST curve secp256rl generated?

FIPS 186-3 appendix D.1.2.3:

SEED= c49d3608 86e70493 6a6678el 139d26b7 819£f7e30

|-

?7?
secp256r1 parameters

Speculation: what if 1-in-108 curves can be broken ??
= NIST: could iterate until weak curve generated

—Slide from Dan Boneh

Elliptic Curve Diffie-Hellman Algorithm

Bob
Alice (dp, Pg)
(da, Pp) Pp=dpG

Py=d,G

Message
(X, y)
d,dgG




Elliptic Curve Digital Signature (ECDS)

Running time

RSA

polyno

Length
Integer to be factorized
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(dy, Py)
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Pa Bob
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Hashing
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Compute the point
d,=x? (dy,dy
Performance of ECC and RSA (DH)
Digital Signatures
Key Size Key Signature Signature
(NIST recommend) JGeneration Generation Verification
Time (sec) (sec) (sec)
ECC RSA/DH JECC |RSA ECC RSA JECC RSA
(bit) | (bit)
160 1024 0.08 0.06 0.15 0.01 J0.23 0.01
224 2048 0.18 |7.47 0.34 0.15 J0.51 0.01
256 3072 0.27 9.8 0.59 0.21 J0.86 0.01
384 7680 0.64 |133.97 |1.18 1.53 1.8 0.01
521 15360 1.44 |679.06 §3.7 9.2 4.53 0.03
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