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Digital Signatures and Elliptic Curves
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“We will therefore take a stroll through the history of 
mathematics, encountering ! rst the ellipse, moving 
on to elliptic integrals, then to elliptic functions, 
jumping back to elliptic curves, and eventually 
making the connection between elliptic functions 
and elliptic curves. We will then ! nally be in a 
position to ! nd out why no elliptically-shaped planar 
curves may ever be called elliptic curves.”�
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p: The prime number which defines the field in which the curve operates 

Elliptic Curve Arithmetic Public Parameters 
For Elliptic Curve Cryptography 

1.�p: The prime number which defines the field in 
which the curve operates, Fp.  

2.�a, b: Curve parameters 
3.�G: The generator or base point. A distinct point of 

the curve which resembles the "start" of the curve.  
4.�n: The order of the curve generator point G.  
5.�h: The cofactor of the curve. (How spread the 

rational points are).  
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—Slide from Dan Boneh�
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SHA-1 

secp256r1 parameters 
??? 

Speculation:   what if  1-in-106   curves can be broken ?? 

 �  NIST:   could iterate until weak curve generated  
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y2 = x3 + 486662 x2 + x 
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Elliptic Curve Diffie-Hellman Algorithm 

Message 
(x, y) 
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Elliptic Curve Digital Signature (ECDS) 

Bob  

e = Hash 

Hashing 

Invert  
     s 

Compute the point 

RSA 
EC 

Integer to be factorized 

Performance of ECC and RSA (DH)  
Digital Signatures 

Key Size  
(NIST recommend) 

Key 
Generation 
Time (sec) 

Signature 
Generation 

(sec) 

Signature 
Verification 

(sec) 
ECC 
(bit) 

RSA /DH 
(bit) 

ECC RSA ECC RSA ECC RSA 

160 1024 0.08 0.06 0.15 0.01 0.23 0.01 
224 2048 0.18 7.47 0.34 0.15 0.51 0.01 
256 3072 0.27 9.8 0.59 0.21 0.86 0.01 
384 7680 0.64 133.97 1.18 1.53 1.8 0.01 
521 15360 1.44 679.06 3.7 9.2 4.53 0.03 
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