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What is Fake News?
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https://virtual.2020.emnlp.org/tutorial_T2.html
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https://bnt.bg/news/75-of-young-people-in-europe-cannot-tell-real-news-from-fake-news-221270news.html



Disinformation, misinformation and malinformation

5https://firstdraftnews.org/long-form-article/understanding-information-disorder/



6https://firstdraftnews.org/long-form-article/understanding-information-disorder/



How do we know what information is fake/real?
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Fact Checking When It Comes to Fake News
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(Wang, 2017)



Can we really detect fake news? 
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Pérez-Rosas, Verónica, Bennett Kleinberg, Alexandra Lefevre, and Rada Mihalcea. "Automatic detection of fake news." arXiv preprint arXiv:1708.07104 (2017).



Can we really detect fake news? 
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Pérez-Rosas, Verónica, Bennett Kleinberg, Alexandra Lefevre, and Rada Mihalcea. "Automatic detection of fake news." arXiv preprint arXiv:1708.07104 (2017).



Fake News Detection


Would it be too late? 

12



Combating Unverified Information

Who are producing such fake news?


Who are spreading it?


Why do they do it?


Where do they do it?


How do they do it?


Who do they want to “harm” or “influence”? 


What do they plan to do next?


Is this part of something “larger”? 
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Proactive Ways to Combat Unverified Information

Inform/Protect users via technology (e.g., misinformation detection and visualization)


Who has the responsibility here?


Debunking and Fact-Checking


What’s the pros and cons here? 


Prebunking and Intervention 


Incentives to sign up 


Regulation 
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Prebunking to inoculate against misinformation

Screenshots from the emotional language video (studies 1 and 6). All videos can be viewed at https://inoculation.science/inoculation-videos/

Roozenbeek, Jon, Sander Van Der Linden, Beth Goldberg, Steve Rathje, and Stephan Lewandowsky. "Psychological inoculation improves resilience against misinformation on social media." Science advances 8, no. 34 (2022): eabo6254.

The goal with prebunking. Source: WHO via https://firstdraftnews.org/articles/a-guide-to-prebunking-a-promising-way-to-inoculate-against-misinformation/



Watermark using randomized algorithms for AI-Generated Content
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Example credit: https://twitter.com/tomgoldsteincs/status/1618287665006403585

https://twitter.com/tomgoldsteincs/status/1618287665006403585


Watermark
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Kirchenbauer, John, Jonas Geiping, Yuxin Wen, Jonathan Katz, Ian Miers, and Tom Goldstein. "A Watermark for Large 
Language Models." arXiv preprint arXiv:2301.10226 (2023).



Does it always work? 
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Kirchenbauer, John, Jonas Geiping, Yuxin Wen, Jonathan Katz, Ian Miers, and Tom Goldstein. "A Watermark for Large 
Language Models." arXiv preprint arXiv:2301.10226 (2023).



Dynamics around Unverified Discourse

Specific users might be affected more


Attack may happen more often


Coordinated misinformation 


Trust crisis …
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