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Introduction

Onion Routing without PKI consists of two parts: distribution of symmetric keys by the source to every node in the path and then doing actual onion routing (straight forward once keys are distributed).

Key distribution
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(from http://www.lcs.mit.edu/publications/pubs/pdf/MIT-LCS-TR-1000.pdf)
In the above figure, S and S’ are in the control of the sender. The information meant for each node is split into two parts e.g. Iz1 and Iz2 are meant for node Z. All the information in a given stage is obtained from the preceding stage e.g. node Z obtains its information from node W and V; Z is then able to reassemble the information which yields its own key (from Iz1 and Iz2) and some more information (Ix1 and Iy1) to be forwarded to nodes X and Y. (note: For key distribution it doesn’t matter where the receiver R is put in the graph because this graph is for key distribution and not for the actual data forwarding)
Some terminology which will be used frequently later:

"L" is the number of stages (3 in the above figure),
"d" is the key splitting factor (2 in the above figure)

"f"  is the fraction of malicious nodes in the network

Adversary modeling
It will be assumed that the adversary will not deviate from forwarding messages but will only observe traffic in collusion with other adversary nodes. The adversary knows about parameters “L” and “d”.

Adversary cannot correlate information if its nodes are not in consecutive stages, this is because there is no identifier in the message as such which can give any clue as to which session the message belongs to, however the adversary node can figure out who the immediate source or the destination of the message is, and if it is one of its nodes, then it can say with full confidence that the message belongs to the same session. 
It can be seen that if an adversary has control over all the nodes in a given stage (e.g. Z and R); it will be able to figure out the keys for all nodes in the succeeding stages. 
If the adversary doesn’t control all the nodes in a stage, it is as good as controlling only one node in that stage, this is because to decode messages, all the “d” parts should be available. 
The best case scenario for the adversary is to get control of all the nodes in the first stage, this way it can figure out who the source is (the destination too) as well as all the keys for all the nodes in the graph, but the likelihood for this is slim. The next best thing which can happen is that the adversary has one node in each of the stages; this will also break the source anonymity completely. Otherwise the adversary is left with its nodes distributed in the graph and the best it can do now is to form the largest chain possible from its nodes such that each node belongs to consecutive stages and hope that the first node in the chain is in the first stage. 

Results
Each line in the figure below denotes a graph with “L” stages with “d” splits. It shows the source anonymity achieved in the presence of varying fraction of adversary nodes. The general trend is that anonymity decreases as the fraction of malicious nodes increases, in fact it falls rapidly below 0.5 when this fraction is in the range 0.2 – 0.4. Here the maximum value of “L” was 20, maximum value of “d” was 20, “f” was incremented at an interval of 0.05 for each “L, d” pair. More than 20 adversary nodes couldn’t be analyzed because of the computation time and space requirements, so for higher values of “L*d”, only low values of “f” could be analyzed.
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Anonymity: depends on “f”
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The above figure is same as the one before but depicts only a few representative scenarios. Lines of same color are for the same value of “N” (L*d). For the lines of same color, the ones which lie lower correspond to higher value of “d”. 
It can be seen that for the same “N”, higher values of “d” lead to lower value of anonymity, this is because adversary has more likelihood of having its chain start in the first stage because “L” decreases when “d” increases, and also an adversary nodes has a higher chance of finding another adversary node in neighboring stages because the number of nodes in each stage increases as “d” increases.
The higher the “N” value, the faster the anonymity falls as can be seen by comparing the slope of blue lines (N=48) and red lines (N=12). 
For the same value of “d”, higher “N” leads to higher value of anonymity because “L” is more for higher “N”.

For low values of “f”, higher values of “N” have higher anonymity, but as “f” increases, higher “N” falls more rapidly than lower “N” and so for higher values of “f” lower “N” leads to higher anonymity.

Anonymity: depends on “L”
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This figure shows how for a given low value of “f” (=0.1) and “d” (=3), source anonymity varies with respect to “L”.

Anonymity increases because the adversary has to make longer chains to be able to successfully predict the source. If “L” increases, the adversary nodes are spread out and it is more difficult to form unbroken chains with nodes in consecutive stages. Broken chains render adversary nodes useless because the adversary cannot correlate information from unconnected chains.
Anonymity: depends on “d”
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This figure plots the source anonymity for different values of “L,f” pairs when “d” is varied. Lines of same color depict same values of “L”. 
Lines with same “L” value which lie lower correspond to higher values of “f”. As expected, if “f” increases, for same value of “L” and “d”, anonymity decreases.

The slope of lines with different “L” values but the same “f” values is about the same, which means that “d” degrades anonymity linearly when “L” changes. Or in other words, to get better anonymity decreasing “d” has far more benefits than increasing “L”.

Analysis Methodology
In the paper, anonymity is defined in terms of entropy which is 
Anonymity = H(x)/Hmax =  (∑x −P(x)log(P(x)))/log(N). 
where P(x) is the probability of a node being the source/destination and N is the number of nodes in the whole network. This definition works well for simulation exercises in which large numbers of runs are performed on an assumed network of large number of nodes in which a fraction “f” is assumed to be malicious. L*d are picked randomly (some of which would turn out to be malicious) and then anonymity is evaluated for each run of these runs. 
For our purposes we have defined anonymity a bit differently to suit the method of analysis undertaken here. For a given graph defined by the parameters “L”, “d” and “f”, anonymity is defined as 

Anonymity = 1 – p;
p = the probability that the adversary is able to guess the source after considering all the possible permutations of adversary nodes in the graph defined by “L”, “d”, “f”.
State explorations tools like Murphi and AVISPA were not suitable for this analysis and so to do a “formal” analysis the only method left was to do an exhaustive brute force analysis which was done with three C++ programs and Perl scripts to automate the process.

The analysis would in essence generate all instances of a graph defined by parameters “L”, “d” and “f” and then calculate “p” as defined above and then calculate anonymity = 1 – p. Counting all possible permutations is computationally expensive so to ease the computation the analysis was performed in three steps, each step would make use of results of the previous step. “L” was varied from 1 to 20, “d” was varied from 1 to 20, “f” was varied from 0 to 1 in increments of 0.05, a maximum of 20 adversary nodes was modeled so all cases with L*d*f > 20 were skipped.

Given “L”, “d”, “f”, the third step would enumerate all possible placements of adversary nodes in “L” stages – this would result in 2^L possibilities. For each of this placement, the length of the longest chain which could be formed by adversary nodes was observed and frequency calculated from calculations done in step two. E.g. for L=5, d=2, f=0.4:
The following output demonstrates how for each possible placement, the longest chain was found and its frequency calculated. For the line 0x6, the 4 adversary nodes could be placed in 2 consecutive stages; because d is 2, adversary would be in control of both the stages and so the effective chain length would be 3 in this case. The frequency of such occurrences would be 1 (at the end the sum will be multiplied by 4! * (10 - 4)! to give the actual frequency). 

vine1:~/cs259/proj/code/chains> ./chains

chains <L> <d> <f>

vine1:~/cs259/proj/code/chains> ./chains 5 2 0.4

generating L = 5 d = 2 f = 0.4 m = 4 in file L5d2f0.4

anonymity 0.492063

vine1:~/cs259/proj/code/chains> cat L5d2f0.4

L=5 d=2 f=0.4 m=4

0x0 (00000)  0 0  0 0  0 0

0x1 (00001)  1 0  1 0  1 0

........
0x5 (00101)  2 1  1 0  3 1

0x6 (00110)  2 1  2 0  3 1
........
0x1e (11110)  4 16  4 16  5 0

0x1f (11111)  5 0  5 0  5 0

The summary is then stored in the file S:L5d2f0.4. The output shows that the frequency of chains of length 2 is 16 (to be multiplied by 4!*6! as before). The probability that the adversary was able to predict the source with chains of length 2 would be 1 / (5 – 2 + 1) = 0.25, and so its contribution was 0.25*16*4!*6!/10! = 0.0190476. The final line says that there were 76 (*4!*6!) ways in which the adversary was in control of the first stage and was successfully able to figure out the source and its contribution came to 76*4!*6!/10! = 0.361905. So the value of p turned out to be 0.507937 and so the value of anonymity was 0.492063.
vine1:~/cs259/proj/code/chains> cat S:L5d2f0.4

L=5 d=2 f=0.4 m=4 p=0.507937 a=0.492063

0 0    0

1 0    0

2 16    0.0190476

3 32    0.0507937

4 32    0.0761905

5 0    0

B 76    0.361905

vine1:~/cs259/proj/code/chains>

The second step was used to generate the frequencies of “m” adversary nodes when the split factor was “d”. This is the same as finding the number of all integer solutions to the equation 
x1 + x2 + x3 + … xi = m; where none of the integers has a value greater than “d”.
E.g. for m=4, d=2: The following output shows that for placement of m=4 nodes in l=3 stages, with at most d=2 nodes per stage, there are 12 possible ways in which at least one of the stages has d=2 nodes. For l=4 stages, there are 16 ways in which there are no stages with d=2 nodes in it and 0 ways in which there are d=2 nodes in at least one stage.

vine1:~/cs259/proj/code/arrangements> ./arrangements

arrangements <m> <d>

vine1:~/cs259/proj/code/arrangements> ./arrangements 4 2

reading partition file ../partitions/p4 for m = 4

generating m = 4 d = 2 in file m4d2

vine1:~/cs259/proj/code/arrangements> cat m4d2

m=4 d=2

0 = 0 0

1 = 0 0

2 = 0 1

3 = 0 12

4 = 16 0

The second step uses partitions of “m” to calculate the frequencies. All the possible partitions and there permutations are generated in step one. E.g. for m=4:
vine1:~/cs259/proj/code/partitions> ./partitions

partition <n>

vine1:~/cs259/proj/code/partitions> ./partitions 4

opening p3 partition for input

opening p4 partition for output

vine1:~/cs259/proj/code/partitions> cat p4

4

3 1

1 3

3 1

2 2

2 1 1

1 2 1

2 2

1 3

1 2 1

1 1 2

2 1 1

1 2 1

1 1 2

1 1 1 1

1 1 1 1

vine1:~/cs259/proj/code/partitions>

Generating the results

All the three steps above are automated by the use of Perl scripts. Unzip, untar onion.tar.gz and then do the following.
vine1:~/cs259/proj/code> cd partitions/

vine1:~/cs259/proj/code/partitions> ./partitions.pl

vine1:~/cs259/proj/code/partitions> cd ..

vine1:~/cs259/proj/code> cd arrangements/

vine1:~/cs259/proj/code/arrangements> ./arrangements.pl

vine1:~/cs259/proj/code/arrangements> cd ..

vine1:~/cs259/proj/code> cd chains/

vine1:~/cs259/proj/code/chains> ./chains.pl

vine1:~/cs259/proj/code/chains> cd ..

vine1:~/cs259/proj/code> ./onion.pl

processing S:* files

sorting results file

generating plot file plot, gnuplot file onion.plt

vine1:~/cs259/proj/code>

this will generate the files onion.plt, plot for the first figure, onion1.plt, plot1 for the second figure, onion2.plt, plot2 for the third figure, onion3.plt, plot3 for the fourth figure.

