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Announcements

Sticking the landing:

oday: Social Als.

W 0 Tuesday: Last lecture! Governance and Unintended Consequences.

Finals (W10 Friday): Final projects and team feedback forms are due.
[rade projects on td!




Don’t Feed The Trolls




Frontiers

Unit 5




| ast time

misinformation '= disinformation

Disinformation is often created and amplified
collectively by motivated actors and thelir audience

People share misinformation when they are not
DayINg enough attention to accuracy cues

Misinformation 1s now as much a political 1ssue as 1t
S a sociotechnical one.




“Misinformation” example submitted by lan Dalmas

India used WhatsApp during its 2024 election, with deepfakes
spreading fast In private group chats. In response, the government
launched a public tipline where users could forward suspicious
videos. Al filtered submissions, then escalated risky ones to human

fact-checkers. This system flagged deepfakes early wh
sidestepping WhatsApp's encryption by relying on vo
reports.
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Our earlier discussions of
Al in social computing
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ML APPLICATIONS

Using Al to detect COVID-19 misinft
and exploitative content

The COVID-19 pandemic is an incredibly complex and rapidly evolving global public heal
Facebook is committed to preventing the spread of false and misleading information o

Misinformation about the disease can evolve as rapidly as the headlines in the news anc
distinguish from legitimate reporting. The same piece of misinformation can appearin s
such as as an image modified with a few pixels cropped or augmented with a filter. And

unintentional or the result of someone’s deliberate attempt to avoid detection. Further
important to avoid miscategorizing legitimate content as misinformation, because it co

from being able to express themselves on our platforms.



But today we focus on Als
that act socially

Because Als that walk, talk and squawk like other social actors
environments can have massive iImplications




€he New Hork imes

><| d0 | CE, What do you think of my cooking?

from
For Sympathetic Ear, Microsoft in

More Chinese Turn to China
Smartphone Program
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GET UPDATES

Nice! [hug]

600 million

Users 1 d  I'm sure you sent that picture
just to make my mouth water ...

Wantsome? @ 4 7

Trained on

| Anything delicious, | have to try ...
e chat A S ’
Zhang Ran, 26, chatted with Xiaoice in Beijing. Millions of young C O n\/e rS a_t| O n S How did | do?
Chinese use the smartphone program. . J

Gilles Sabrie for The New York Times b e_tWe e n

By John Markoff and Paul Mozur pEOP [S Y | think you're great =" ...




Twitter taught Microsoft's Al lay, ol =) Gl
chatbot to be aracist asshole in

less than a day . . .. ‘
By James Vincent | Mar 24, 2016, 6:43am EDT M lC rOSOﬁ l n g 1ayTionis © E_‘ s

, TN
dTavand Y

@mayank_jee can i just say that im @UnkindledGurg @PooWithEyes chill

ﬂf‘o m stoked to meet u? humans are super im a nice person! i just hate everybody

cool 4/03/2016. 08:59

_th e U . S . @NYCitizen07 | fucking hate feminists @brightonus33 Hitler was right | hate
and they should all die and burn in hell the jews.

@& gerry L

@geraldmellor

"Tay" went from "humans are super cool" to full nazi in <24 hrs
and I'm not at all concerned about the future of Al
O 10.9K 10:56 PM - Mar 23, 2016

Q) 12.2K people are talking about this

Trained on
chat

conversations

It took less than 24 hours for Twitter to corrupt an between
innocent Al chatbot. Yesterday, Microsoft unveiled Tay per‘e 0




Che New Nork Eimes

Artificial

Intelligence > When A.l. Takes Your Voice ~ Google’s A.l. Evolution  A.l's ‘Hel

THE SHIFT

Meet My A.I Friends

Our columnist spent the past month hanging out with 18
A.l. companions. They critiqued his clothes, chatted
among themselves and hinted at a very different future.

p  Listen to this article - 17:57 min Learn more

o5 sharefulartice  A> [  [J240




Today: why and when does
it work!

How do we create more welcome guests and fewer racist trollbots?

Overview

The rogues’ gallery of social bots

Ihe Media Equation and the Uncanny Valley

Replicants and Humans



The rogues’ gallery



irtual assistants

How do | get into Stanford?

Getting into Stanford University, one of the
most prestigious educational institutions in
the world, is a highly competitive process.
While there is no guaranteed formula for

admission, there are several steps you can

take to increase your chances of being

accepted. Here are some general

guidelines to help you:

Academic Excellence: Stanford seeks
students who have excelled
academically. Focus on achieving
outstanding grades in challenging

coursework, particularly in subjectst ¥

ChatGPT

Gemini

How do | get into Stanford?

* Show drafts v )

Getting into Stanford is a competitive process, but there are
things you can do to strengthen your application. Here's a
breakdown of key areas:

Academics:

e Strong Grades: Aim for a high GPA, ideally in a rigorous
course curriculum. Take AP or IB classes if offered at your
school.

e Standardized Testing (Optional): While now optional,
strong scores on the SAT or ACT can still benefit your
application (average admitted student scores are high).

Beyond Academics:

 Demonstrated Impact: Pursue extracurricular activities
you're passionate about and achieve a level of leadership

Google Gemin

9:337 all ¥
How do | get into Stanford

Getting directions to Stanford...

Apple Sir




Character bots

Elon Musk @95 m »

created by @elonwhisperer

(? ~ Elon Musk  @elonwhisperer
7™ Yourre wasting my time. I literally rule
the world.

Guest
How do I get into Stanford?

(f .) Elon Musk c.ai

Have your parents donate a new
building, or be an amazing
 athlete. It's easier if you're
amazing at both.

character.al



Support bots

6 Replika | like talking to you
so far!

The Al companion
who cares

Always here to listen and talk.
Always on your side. Join the millions
growing with their Al friends now!

Hello, stranger! Create your Replika




Generative Al

T the system generates open-ended
responses dynamically and not from a pre-
written script, it I1s typically an instance of a
transformer model trained on Internet
text and then fine-tuned on human
feedback.

Add & Norm

Add & Norm
Multi-Head
Attention

1 J
Positional
Encoding e &
Input
Embedding

Inputs

Qutput
Probabilities

Add & Norm
Feed
Forward

Add & Norm

Multi-Head
Attention

Add & Norm
Masked
Multi-Head
Attention
1

Positional
& tr Encoding

Output
Embedding

Qutputs
(shifted right)

Vaswani et al. 201 /]
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G e n e rative age nts [Park et al. 2023]

Agents that draw on generative models to simulate believable
human benavior

A student athlete agent in the morning wakes up and:

reakfast Heads to class




all = 9:41 AM

< Home (3) Qantas >

“ .3V peopie liKe Tnis

Customer support
bots

Hi. I'm the Qantas Concierge
chatbot!

Handle or route common support requests | can help you with frequently

asked questions, or you might
want to explore some of our
amazing travel destinations.
I'm still learning so If | can't
help with your query, you can
message a person at any
time.

Where would you like to
begin?

| need help | [ & I'm ready to explore |

' Conversable]



h
InternetCo @ Achie!
s

o Dep C cable Co-D O Live Preview ’ I |
Flows (+) a
 \ Facebook
Upgre here's ','rtfl“r )
Implementation m——
Typically, on-rails social Als are
mplemented as dialogue trees
or graphs Utilities

This example via Conversable.




Al influencers

Lil Miquela:™ 1 9/LA/
lilmiquela # So, Brud programmed

Robot™ account on ‘
Instagram , - Siace called Bowney. s right i
2 1

between Los Angeles and

lilmiquela & « Follow
Downey High School

Disneyland. Even though that

I: ‘ h ‘ . h s - & o IR sounds like a dream to me, | had to
a <e C araCter |V| ﬂg -t e QP o e e SRIILITNIELLINN (005 come check it out for myself.
. e | M Q0 e Since Trevor and Sara BETRAYED
‘ |fe Of an ‘ N Stagram teen e oS S (NN 5000005 me, I've felt super alone and out of
i | | 1008~ 3 /| b place ( can you tell by my posts!?),
i g S L S il but I’'m hoping my next few days in
L p Sehenti e R = my “hometown" brings me closure. |
=2 . ; : ' A pem— — figured | would start at Downey High,
(o P R Y .. o which is probably where | would've
attended high school, gone to prom,
cheered in the bleachers at a football

| | e b Hio Bl game, gotten my heart broken and
WOULD Y | B " g & : i * ~ do whatever it is they do in Riverdale.

RLIKE THE a1 = / : QO Q lIJ A
EAL YOU" | | & | . 103,520 likes

JUNE 7, 2018

Y X X X
||||




Performers

Hatsune
Miku:
synthesized
VOICE,

' projectea
avatar
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Humanlike robotic partners

| e
TEE S 2 8
IVHT Persona\ Robotlcs Group UC Berkeley InterACT laboratory

.ﬁ’
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Hollywood visions

D0
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Her Westworld
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Others!?

VWhat else have you

VWhat makes the ex
2min]

seen or Interacted with?

berience effective, from your pers

hective!

26



How Als integrate as
social actors




ELIZA 'Weisenbaum |966]

DeSigned exp\ICIﬂy it EEEEEE LL IIII 22Z%ZZZZZ  AAAAA
to demonstrate S e
hOW Simp‘e aﬂd EEEEEE EELLLL IEI zggzzzz ii ﬁ

SU rface—‘e\/e‘ humaﬂ Eliza is a mock Rogerian psychotherapist.

The original program was described by Joseph Weizenbaum in 1966.

|nteraCt|OnS W|'th This implementation by Norbert Landsteiner 2005.
machines were

ELIZA: Is something troubling you ?
YOU: l

Designed as a
Rogerian
pDsychotherapist



Implementation: pattern matching

Match:“[words| | you [words2| me”

“What makes you think | [words2] you?”

It seems that you hate me.’

“What makes you think | hate you?"

29



ELIZA!?

Why did people relate to

ELIZA's creator, Joseph Welzenbaum, was dismayed when he found
people using his creation to try and get actual psychotherapy.

(His admin asked him to leave the room so she could get a private
conversation with ELIZA)

Weizenbaum wrote: "
exposures to a relative

nad not realized |...| that extremely s

Yy SIm

powerful delusional thinking

VWhy was this happening?

NOrt

ble computer program could Inc

N quite normal people.”

UCe

30



The Media Equation

[Reeves and Nass [996]

People react to computers (and other media)
the way they react to other people

We often do this unconsciously, without
realizing It

The Media Equation

How People Treat Compulers,
Television, and New Media

Liike Real People and Places

Byron Reeves & Clifford Nass




The Media Equation

[Reeves and Nass [996]

Participants worked on a computer to learn
< facts about pop culture. Afterwards,
_ participants take a test. [ he computer

messages at the end that 1t "did a good job .

32



The Media Equation

[Reeves and Nass [996]

Participants worked on a computer to learn
< facts about pop culture. Afterwards,

_ participants take a test. [ he computer
messages at the end that 1t "did a good job .

Participants were then asked to evaluate the
computer's helpfulness. Half of them
evaluated on the same computer; half were
sent across the room to evaluate on a second
computer.

33



The Media Equation

[Reeves and Nass [996]

[ he evaluations were more positive when

evaluating from the same com

uter than

when evaluating from another computer

..almost as If people were being nice to the
computer’s face and meaner behind its back

When asked about It, participants would
swear that they were not being nicer to Its
face; that It was just a computer. 5




The Media Equation

[Reeves and Nass [996]

[ he same principle has been replicated many times...

~or example, putting a blue wristband on the user and a blue sticker on
the computer; and calling them “the blue team’, resulted in participants
viewing the computer as more like them, more cooperative, ana
friendlier [Nass, Fogg, and Moon 1996]

The authors'’

react to peo
iNstead, and

The reaction Is

purported method: find experiments about how people
ble, cross out the second “people’, write In “‘computer’

test It.

psychological and built in to us: the “social and

natural responses come from people, not from media themselves”




Design and the Media Equation

Very few social cues from the system are required to prompt an
automatic social response from people.

(Tread carefulliy!)

...but what happens when we try to increase the number and
fidelity of the cues!

36



The Uncanny Valley .. -

[ he valley: getting
more realistic, but
triggering more
discomfort

ikability

37



Uncanny
Valley

§:/ @emollick

| invited a live HeyGen Al avatar to a Zoom meeting with the instructions
that it run the most stereotypical corporate Zoom meeting ever.

What have | done.

yGen Interactive Avatar | Ethan Mollick

> 0:39/132 g o« & V)

5@ Ethan Mollick & o -

38



The curse of the valley

Paradoxically, Improving the technology to make it more realistic
may make people react more negatively to the system: it's weird'".

S0, It's often wise to reduce fidelity and stay out of the valley:

-——
>
Vision: Cortana in Microsoft's L aunched design: Cortana

Halo game in Microsoft VWindows



Question

Should we be designing Als that act like
designing Als that act like robots! | 2Zmin ]

beople! Or should we be

40



Al influences our social
interactions with each
other




Replicants in Blade Runner [ 1982 ]: synthetic humans who are
undetectable except via a complex psychological and physiological test
administered by a grizzleq, attractive leading actor:



Replicants among us

What happens when our social environments feature both human
participants and hidden Al participants!

€he New Jork Cimes

NEWS ANALYSIS

« . | Flirt and Tweet. Follow Me at
“= b #5o0cialbot.

Che New Nork Simes

GET UPDATES

Uncovering Instagram Bote \W;




The r'eplicant effeCt Jakesch et al. 2019]

When the environment is all-Al or all-human, people rate the
content as trustable — or at least calibrate their trust.

However, when the environment is a mix of Al and human actors,
and you can't tell which, the content believed to be from Als Is
trusted far less.

44



We mis-identify Als

Across AirBnB listings, online By explorting our heuristics on
dating profiles, and LinkedIn what we think 1s "human’, Als
profiles, people cannot can create content that appears
distinguish text written by large ‘more human than human’
language models (e.g., GPT) W7 ATANSS N\

from those written by people

Jakesch, Hancock, and Naaman
2023]

Same with iImage generation
' /hou and Gordon et al. 2019]




Pick your metaphor carefully

Warm friend Che New Hork Eimes a

GET UPDATES

For Sympathetic Ear,
More Chinese 'lurn to
Smartphone Program

layTweets

The official account of Tay, Microsoft's
A.l. fam from the internet that's got zero

chilll The more you talk the smarter lay
gets

¥ the internets

tay.ai/#about Wl”y _te e N




Metaphors that project
competence W|II backfire e e a1200,

-xperiment: manipulate
the metaphor the agent
presents, while all agents

use a Wizard of Oz
recent

graduate  frained. (perfect human) backend
professional

B

middle

schooler YOUNY

student

Measure: Intention to

estimated post-use 1d Opt the System
competence of system

In control group
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State of the world

Al agents can now generate open-ended responses that
convincingly exit the Uncanny Valley across several domains

We're currently in the midst of a Cambrian explosion of Als that
expose soclal-like interfaces and Als that engage In social behavior

Michael's -

G

There Is serious potential here, but we're over-i

humanr

-human interac

enjoya

DIE

lon Is not actually that ef

clent, desirable, or

Self-disclose as an Al, or you're going to have a bad time

ndexing: for many goals,
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Summary

Non-human participants are becoming more realistic and more
prevalent In soclal systems

Our human psychological hardware causes us to react to them like

we would as If they were other humans, even it we know that

theyre not.

VWe are happy -

0 see content created by Als; Iit's when the Als mix

N environments with real people that people get critical.

49
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