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INTRODUCTION


Today, as many technological advancements change the face of society, we become aware of how these innovations have permeated to affect all aspects of our lives.  Beyond revolutionizing our individual day-to-day activities with relatively recent phenomena as the Internet, technology has become a major concern to large organizations such as the government.  One critical area where the use of high-tech research and development has been widely discussed is the defense industry.  


The United States is home to many of the largest defense contractors in the world as well as the largest defense budget.  However, the notion of innovative means to warfare is nothing new.  This paper will explore the historical background of situations where countries have had distinct technological advantages in warfare and some of the outcomes relating to this asymmetrical warfare.


The paper will also look at the present and discuss some of the technologies that are emerging today in the market for potential widespread military use.  As the United States continues to invest in such weaponry and gadgetry, there has been significant political debate and economic ramifications.  These controversies will also be discussed in light of potential implications of military innovation.


Furthermore, we will move on to look at the global situation today with technological asymmetry and how there is a marked rise in terrorism in an attempt to provide resistance to these well-armed, high-tech organizations.  We will look at future trends in the defense industry and discuss where high-tech warfare is leading us.


Overall, as the United States considers its position as an advanced technological military giant, it must consider all of the far-reaching effects that will be discussed.  It may be inevitable that the U.S. will continue to focus much of her attention on high-tech warfare, but we will explore both the positive and negative consequences of doing so.

BACKGROUND

Asymmetrical Warfare


Whenever discussing high-tech warfare, the issue of asymmetry comes up.  The term “asymmetrical warfare” initially appears to suggest a situation where one adversary is completing dominating another.  However, the actual meaning of the term is a little subtler than that.  We could define strategic asymmetry as utilizing any sort of difference to gain an advantage over one’s opposition.  This does not refer to technology alone.  

For example, when looking into history, Genghis Khan and his Mongol forces used superior mobility, operational speed, intelligence, synchronization, training and morale to defeat his enemies in lightning campaigns.  He also used technology in the form of the superior Chinese engineering when necessary in sieges.  Other conquering civilizations such as the Romans, Aztecs, and Zulus used superior technology, discipline, training and leadership to win battles [1].  While today technology can be interwoven with all these aspects, especially relating to operational speed and intelligence, there are other aspects of warfare that can be decisive in winning battles.

This is clearer when we look at the traditionally weaker side in these battles.  For instance, rebels in anticolonial wars also relied on a form of asymmetry.  They used guerilla operations, protracted warfare, political warfare, and a willingness to sacrifice - strengths that their adversaries with superior numbers and technology may not have.  Such strategies are illustrated in the Maoist People’s War, the Intifada, and the fighting in Northern Ireland [1].  This suggests some of the downsides of asymmetrical warfare if one side succeeds in dragging the fighting on.

When viewing general strategy, a material asymmetry is often beneficial for the stronger side.  There are two main aspects of asymmetry – material and psychological.  Although material asymmetry is not everything, the two concepts are interrelated in how a material asymmetry often generates a psychological advantage.  Also, advanced technology can be decisive in conflicts when the side that is less developed cannot adapt to accentuate whatever strengths they may have.  For example, technology made a huge difference in the Matabele War in 1893-94 when in one case, 50 British soldiers were able to fight off 5,000 Matabele warriors with only 4 Maxim guns [1].  The Matabeles were not able to use their superior numbers to defeat the British.  However, often during extended wars, clever enemies often find ways to work around asymmetric technology.  We will look into an example of this later.

Alexander the Great


When looking at U.S. fighting capabilities today, historian and classicist Victor Hanson, who has been cited by Cheney, has compared the leap in technology with “the transition from Greek phalanx to Alexander’s Macedonian army, which synchronized infantry and cavalry, javelin, sling and pike in new and lethal ways” [2].


The Macedonian army was a clear example of one that used asymmetrical warfare to its advantage.  In contrast with the Greek method of Hoplite fighting where they would line up armies and rush at each other, using only infantry in mountainous terrain, Macedonia and Thessaly had a well-trained mobile cavalry because of the flat terrain they often fought in.  Alexander went out to conquer Persia, whose fighting style emphasized missiles (such as archers or javelin throwers).  The Persians had a difficult time trying to adjust to a different style of fighting where the Athenian charge covered ground too quickly to make archers very effective.  Their inability to adapt to the Macedonian system of shocks with the phalanx and cavalry contributed to their demise [3].  This illustrates the benefits of having a well-adapted fighting force with superior, modern tactics when faced with an enemy that cannot take advantage of asymmetry.


Alexander was often outnumbered, so size was not on his side, but he worked well with tactics and interplay between different systems.  One could also view Alexander as having a technological advantage when the offensive strength of the Macedonian army, the Companion Cavalry, was well armored and had lances that could outreach the opponent’s javelins.  The Persians tried to neutralize this advantage by arming their troops similarly, thus trying to remove the asymmetry that lay with how well the troops were armed.  However, the Persians were not as well trained with these weapons, so this created another asymmetry that Alexander could exploit [3].  It was Alexander’s superior ability to adapt to different terrains and situations that made his army so great.  By the same token, when examining the U.S. forces, it is important to remember to not focus exclusively on technology so much as to neglect how it all fits into the many aspects that make an effective fighting force.


Despite the greatness of his army, after Alexander’s death, the empire quickly fell apart.  There were several Greco-Macedonian kingdoms in the east – the Ptolemaic East, the Seludic Empire, and Greek Bactria.  There were disputes between Alexander’s officers and the soldiers over who should be the heir to the empire.  Alexander’s system of government had been to place a Macedonian governor in the conquered lands, early on, but he later changed his system to making the ruler Persian and having the Macedonians and Greeks be in charge of financial and military affairs [4].  The rapidity of the deterioration of the empire goes to illustrate the difficulty of maintaining a government in a situation where the occupied places are resisting.  Even during life, Alexander had troubles with already conquered cities rebelling when the main body of his forces was elsewhere.  In applying this to today’s situation, such as with the United States and Iraq, we can see that despite the strength of our military, it is a difficult feat to successfully change a government.

Roman Empire


We can take brief look at another strong empire, which experienced asymmetrical warfare and eventually fell.  The Roman Empire was vast and almost continually had to work to maintain control, especially in the outskirts, fighting in Germany and in England.  However, they also had quite a bit of internal trouble from the Jews.  From 66-135 AD, the Jews under Roman rules rebelled at least 3 times, in a savage resistance where they incurred heavy losses.  They were unique in that Roman province in that they refused to be assimilated into the Hellenistic culture.  Judea/Palestine embraced national identity enough to challenge Roman rule; they had uncompromising political and religious institutions [5].

The Jews alone weren’t responsible for overthrowing the Roman Empire, but their resistance is an example of another type of asymmetry that could run through many countries and eventually lead to the decline of the imposition of an outside country.  The Jews’ strength lay in their religious conviction and the unity that came with the belief that they absolutely had to resist no matter the cost.  An example of how ferociously they clung to their beliefs is reflected in the siege of Masada, where the Jews were holed up from the Romans.  All of the people inside committed suicide rather than fall under Roman dominion [6].

We speak today of religious fanatics and suicide bombers who are willing to put everything on the line to fight for their cause.  The Roman Empire eventually fell because of persistent resistance, and people who did not want to be under Roman rule.  Despite their great army and heavy combat superiority, the strength of rebellion against them eventually led to the decline of Rome.  In the same way, in the modern world it is difficult to eliminate the asymmetry of an opponent’s will.

Vietnam War


Perhaps one of the clearest examples in recent history where one side had a great technological advantage, yet failed to gain victory by that, is the Vietnam War.  The United States greatly outgunned the North Vietnamese/Viet Cong forces, yet the situation led to their losing the war, despite inflicting heavy casualties.


The Unites States was equipped with weapons such as the Bell-UH1 helicopter, which was designed to fly and maneuver in the jungle.  We also had the B-52, which made bombing runs, but did not do as much damage in the situation as it might in conventional warfare.  The U.S. also used F-4’s, artillery, and tanks, which ended up not playing as large a role because of the soggy terrain [7].  Overall, the conditions that they were fighting under did not lend itself well to the technology that the United States had.


In comparison, the Communists had MiG-21, which was a maneuverable Soviet plane.  They also had some artillery to shoot down and disrupt the United States air forces.  Although the North Vietnamese were not as well equipped, they were able to play the psychological game well.  They created homemade booby traps that did not create as many casualties, but effectively traumatized enemy troops [7].  Vietnam was a ground force war, and their guerilla tactics were better suited to the jungle environment.  Even though the United States had far superior air power with their jungle helicopters and fighters, and delivered bomb tonnage way beyond what was seen in World War II, the North Vietnamese won despite an absence of an air force on their side [8].  The United States could not adapt their technology in response to the fighting style.


Vietnam was a time when electronic warfare was important.  Both sides made efforts to react to moves by the other side.  The United States had laser and TV-guided bombs while North Vietnam had SAM (surface-to-air missile) arsenals.  The U.S. used equipment to detect electromagnetic energy to find and destroy the SAM sites.  The North Vietnamese responded by aiming SAMs without radars on, thus rendering the U.S. detection equipment useless [9].  This interplay shows how adapting technology can be useful in warfare, so technology in itself and understanding how it works can gain tactical advantage.


However, we cannot blame the failure to utilize the technology on the technology itself.  There were many policy issues that went along with it.  Although the United States had the most powerful air force, there was a hesitation to bomb with impunity that led to confusing policy that possibly contributed to eventual defeat.  The initial idea was that the United States would serve in an “advisory” position by sending a Military Assistance Advisory Group to help train the South Vietnam Army to defend itself.  The U.S. became involved in earnest when the Rolling Thunder bombing campaign began, but it did not work well because the military advisors over in the United States would choose the targets, but by the time the details got to Vietnam, the Viet Cong would have left the area [9].  Basically, the United States would not change its command organization although the micromanagement was negating the strengths of having a tactical advantage of an air force.

It would be simple to focus entirely on how the United States lost the Vietnam War despite the technological asymmetries, but another way of looking at the war is by seeing the number of casualties.  The following shows the casualty rate during the war:

	Force
	KIA
	WIA

	U.S. Forces
	47,378
	304,704

	ARVN
	223,748
	1,169,763

	South Korea
	4,407
	17,060

	Australia
	469
	2,940

	Thailand
	351
	1,358

	New Zealand
	55
	212

	NVA/VC
	1,100,000
	600,000


Table 1.  Number of forces killed and wounded in action during the entire war.

One can notice that the North Vietnamese casualties make up approximately 12-13% of the population, which is far beyond the United States casualty rate.  As of January 1, 1961, the United States had 440,029 forces while the NVA/VC had 332,000 troops (and an unknown number of support) [10].  Overall, the United States and her allies lost fewer troops in the war.  Technology may have helped preserve American lives, but it may have resulted in many deaths overall.

From the light historical sampling it appears that technology has played a role in giving armies an advantage, but there are many different kinds of asymmetries that all play a role in how successful the army is.  Such asymmetries include adaptability, strength of conviction, knowledge of terrain, communication, and speed of reaction.

TECHNOLOGY


As discussed, technology is merely a part of what makes an effective army.  But as the United States continues to focus and invest heavily on new technologies, we need to know what they are and how they fit into the military scheme.  There are other factors that are in play; some say the “truly radical innovations… will be in the organization and, indeed, the very concept of war” [11].  The field of technology encompasses information technology, which relates to military command and control.  These all funnel down into command interaction with long-range precision weapons, unmanned aerial vehicles (UAVs), automated battlefields, and space weapons [12].

UAVs


Unmanned aerial vehicles were born out of the need to gather battlefield intelligence.  In history, information gatherers were scouts on foot, but today we have sensors on vehicles with people, as well as sensors on UAVs.  The concept of UAVs arose early in the military’s past, being conceived in World War I.  Reconnaissance drones started coming into use in the 1950’s and the Vietnam and Cold Wars spurred the development of programs.  The 1980’s gave birth to the Pioneer system, which is still in use today [13].


The Pioneer system was used primarily to support the Navy and Marine Corps.  They help target the 16-inch guns on battleships.  They now also provide near real-time reconnaissance, surveillance, target acquisition, battle-damage assessment, and battle management.  Overall, the Pioneer serves in an intelligence gathering and relaying capacity.  It is limited by its five-hour operational time and its use of line-of-sight communications, which means it cannot communicate across the horizon [13].


The next generation of UAVs started with the Predator, which has many of the same qualifications, except it has a twenty-hour functional time and can use satellite communications, which means it can operate beyond line-of-sight.  The current UAVs that have just been developed and tested are the Global Hawk, Darkstar, and Outrider.  Global Hawk is a high-altitude large UAV which is not stealthy, so is vulnerable to surface-to-air missiles.  Darkstar has the benefit of being stealthy so can be used for relatively clandestine information gathering [13].  

SRI has currently been developing the MAV (micro air vehicles), which are propelled by bird-like wings.  Flapping wing propulsion has actually proven to be more energy efficient at smaller stales than the usual propeller-driven designs [14].  These MAVs could be very useful in reconnaissance and surveillance missions because of their small size.


Over time the role of the UAV has expanded.  Currently they are used to find, identify, and direct precision munitions to the target (target designation), aim lasers at targets so another platform can fire, collect information, relay messages during battle, jam and locate enemy radar, and monitor areas without worrying about chemical, nuclear, and biological contaminants [13].  As research in the areas of autonomous systems, perception, and artificial intelligence improves [14], there is a lot of potential for the role of UAVs and other autonomous platforms to expand to further interactions between the drones and their environments.

Autonomous Robots


In addition to UAVs, there is a whole family of ground robots that are used today in military combat.  One example of this is the Packbot, which is an unmanned ground vehicle that was developed for the primary functions of military reconnaissance, tactical law enforcement, and explosives ordnance disposal [15].  Packbot has been produced by iRobot and was used in the war against Iraq.


SAIC is a company that focuses on unmanned vehicle technology.  The company is quick to point out the benefits of having these vehicles penetrate previously inaccessible sites and offer strategic options.  It is developing both semi- and autonomous robotic platforms that can enter these previously physically prohibitive areas, or serve as an extension of a human soldier [16].


One of their devices that is in current use by the United States military is the HMMVW, a specially configured scout vehicle which offers reconnaissance and tactical behaviors.  It has sensing devices built in and can drive a route, independently negotiating obstacles and reacting like a warfighter.  It can also provide transport of weapons platforms and offer logistic support.  The benefits of having such autonomy is that there are fewer risks to personnel and less cost, while continual operations are possible [16].


The Packbot belongs to the same family as the SUBOT and Throwbot.  The latter comprise of teams of different mobile robots that can do docking maneuvers using a small robot of more limited capabilities in sensing and processing with a larger, more complex robots like the Packbot.  These ranges of capabilities are important in complex and dynamic urban operations.  The SUBOT is a small mobile device that weights less than 2 kg and has a small video camera.  It can crawl in small places to gather information.  Throwbots are used in restrictive areas which are caused by natural disasters or hazardous spills [16].  They can all maneuver around various types of terrain, lay down a cover of smoke, test for chemical weapons, peer around corners, learn to right themselves when flipped, and follow their tracks home [17].


The current direction of development is focusing on robots with greater independent capabilities.  The TMR (Tactical Mobile Robotics) program for DARPA (Defense Advanced Research Projects Agency) is trying to reduce the need for human interface with robots, which could be hampered by communications dropouts [16].  This implies a need for increased perception, mobility, and alternative planning capability for the units.  The great hope is that as robots are gradually able to accomplish individual tasks in the military, they will be able to get them to work together [17].  However, there is no indication that anyone seems them replacing soldiers in the future.  Hopefully the autonomous robot will be a device that is used to prevent deaths.

Laser Cannon


The United States is currently working on a joint venture with Israel to develop laser cannons that would be able to shoot down short-range missiles.  The United States government has budgeted $57 million for this endeavor after a recent Israeli delegation successfully lobbied Congress to approve funding for this joint U.S.-Israel Nautilus laser weapon.  Israel will also contribute funds, although the amount is unknown.  The laser was successfully tested in February 1996 at the U.S. White Sands Missile Range, but the new funding is needed to transform this technology into a practical weapon [18].


Israel’s motivation for developing this project is to protect its northern borders from Katyusha rockets fired by Hizbullah, a terrorist group which currently has 11,000 rockets aimed at Israel.  Congress was primarily convinced to fund this project by the potential use of this technology in the war on terror [18].  This goes to show that Congress is developing all these weapons with the purpose of using them in warfare in some foreseeable time in the future.

Although the U.S. appears to be developing all of these advanced, diverse types of technology, other nations are doing similarly.  For example, some countries are developing the capability to infiltrate advanced computer-controlled weapons systems.  By doing this, they are working on technologies that will allow them to “attack” United States commercial and military computer infrastructures [19].  So among all of the technologies that the U.S. is developing, it needs to create ways to protect against this to eliminate that asymmetry. 

POLITICAL

High-Tech Vision


The current administration under President Bush is heavily pushing a high-tech military.  The Joint Chiefs of Staff announced Joint Vision 2010, which emphasizes the importance of informational superiority.  They have a vision of a continual process of collecting, processing, and disseminating an uninterrupted flow of information.  They have mentioned that technologies such as UAVs are helpful because they allow the collection of such information without endangering lives [13].  The lower risk to humans allows it to be easier to accept greater risks that come with aerial reconnaissance, and makes it easier to make national decisions.  

The emphasis of the new direction in military investment is no longer the explosive superweapon such as the long-distance bomber or the H-bomb of the past.  The great threats come from the ordinary computer, which can cause havoc in the virtual organization of the battlespace as well as the commercial marketplace [11].  Hence, it is crucial by the vision to be well on top of the new information technologies.

Vice President Cheney and Secretary of Defense Rumsfeld have been very vocal proponents of this high-tech military.  Rumsfeld has been pushing for military “transformation”, stating a vision of a “faster, more deployable force, buttressed by new technologies and unconventional thinking” [2]. 

There have been debates over having a more technologically advanced military versus a just bigger, beefier military force [20].  Rumsfeld’s vision called for an additional $9 billion to be invested in high-tech military.  This was in contrast with a push by the military to add 50,000 more troops with that budgeted amount (as of February 2002) [21].

High-Tech Dangers


The argument over whether a more technologically advanced military is the way to go has pointed out several concerns.  One such argument is that reliance on technological superiority for security can provoke dangerous responses that end up actually being a greater threat to U.S. security.  Some examples given include that if Russia could not match these high-tech conventional capabilities, it could maintain its present nuclear arsenal or decide not to ratify and implement the START II Treaty.  Other countries that do not have nuclear weapons could be encouraged to acquire biological or chemical weapons.  It is a natural response to the created asymmetry for nations to hoard excess military equipment and troops [20].  By doing so, they hope to quantitatively offset some of what they perceive as their qualitative disadvantage compared to the United States.


The other potentially dangerous response is having other nations resort to terrorism.  This could be seen as an effective and cheap counterstrategy [20].  Even a proponent of having “cheaper, quicker, smarter weapons that took full advantage of American leadership in information technology” [11] warned that as the U.S. perfected these precision weapons, it would be forcing its enemies to rely on terrorist activities which are difficult to target, thus rendering the weapons less effective.  He also questioned whether the Pentagon with its set command hierarchy would be able to adapt to this new form of warfare [11].  Those who argue in favor of having a bigger military instead say that to counter terrorism falls in the realm of the military, and that the “principal tool to be employed against terrorists is the infantryman” [8].  Regardless of whether having a larger or more technologically advanced military is more effective, making great strides in military technology has its potential repercussions.

Response – Moral Right


There has been a great deal of criticism relating to the direction of the Bush regime in spending so much on technology in the military.  The general opinion from several newspaper articles appears to be that “peace, order and good government cannot be imposed on developing nations by unilateral imposition of philosophy or force of arms” [22].  This idea was explored earlier by looking at historical examples where outside governments failed to maintain a lasting rule.


Beyond the question of whether the United States would be able to succeed through the military in establishing an empire is whether we have the right to use our new governmental “framework” to police global security.  This implies a long-term U.S. hegemony where we would be using our high-tech and nuclear weapons to dominate the militarization of space, and thus go on to dominate other countries.  This ambition has been attributed to Cheney [23] and the Bush administration’s push towards a ballistic missile defense.

Low-Yield Nuclear Weapons


Another push by the Bush administration involves the development of low-yield nuclear weapons and the improvement of earth-penetrating bombs that could be used to hit targets that are hardened and deeply buried in the earth.  In order to move forward with this, the administration would have needed to repeal the Spratt-Furse Amendment which prevents the “research and development which could lead to the production by the United States of a new low-yield nuclear weapon” [24].


In the initial FY2004 Defense Authorization Bill the Senate Armed Services Committee had suggested a version of the bill that would repeal the ban and devote $15 million to developing a high-yield “robust nuclear earth penetrator” weapon.  The idea for this would be that it would have a practical use in combating terrorism.  Eventually this was amended to allow studies of new low-yield nuclear weapons.


The Natural Resources Defense Council’s opinion on low-yield nuclear weapons with improved penetration characteristics is that it is politically, technically and militarily unjustifiable.  Following similar arguments against the perfection of high-precision weapons, it would politically hamper the U.S.’s ability to curb nuclear proliferation, and make it seem more permissible to have nuclear weapons in a combat situation.  In a way, this goes counter to the previous Bush’s disarmament movement in 1991 when there was a large U.S. and Russian removal of nuclear weapons.  Also, it would destroy underground sites, but would generate a great deal of fallout by doing so, thus potentially harming more civilians [24].


The current administration’s push for a high-tech military is generating significant political response.  The argument in favor of such an investment is that it would risk fewer lives, and any price is worth that while the counter-argument seems to say there is the danger of more lives being lost overall with this new technology.

ECONOMICS


A great thrust by the United States to develop a high-tech arsenal would also have significant economic ramifications.  The U.S. currently leads the worldwide arms sales, largely due to the large size and capability of the American companies.  Of one hundred of the largest arms-producing companies in the world, forty-three of them are U.S. companies [25].  We can see the current breakup in the share of the world arms sales in Figure 1:
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Figure 1.  The breakup of world arms sales as of year 2000 [25].

A significant reason for the success of U.S. arms sales also is America’s large military budget.  Some of the arms manufactured by American companies will end up going to the U.S. military, which spends much more than other countries.  Figure 2 shows some of the countries with the biggest military budgets:
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Figure 2.  Military budget of some of the countries with bigger budgets 

(taken from years 2000-2002) [25].
The United States has about a six times greater budget than Russia, the next country.  Although the size of the military budget may not indicate strength of military, it does relate to how much of the economy is tied in with the defense industry.


The 2003 Department of Defense budget proposal by Bush reflects his focus on developing new technologies.  For example, there is $7.8 billion going towards missile defense, $9.9 billion for Science & Technology programs, and $1 billion for unmanned vehicles (surveillance planes, underwater systems, etc.) [26].  Such development of high-tech weapons creates a cycle that feeds on itself.  Our arms-trade policy supports the export of high-tech weapons to other countries to support the U.S. defense industry.  The arms manufacturers in the U.S. go on to say that they need to create the even more advanced weaponry to counteract the weapons that are out in the world and are a potential threat to the United States [20].  This appears to be the general structure of the U.S. arms industry.  Hence, the American economy is dependent on other countries importing their arms to drive their defense industry.

Globalization


In the arms market, there is a general trend towards globalization, following the world economy in general.  There has been a change in the world defense industry following the disarmament caused by the end of the Cold War.  This led to plant closures, job losses, exits from the arms industry, mergers, and restructuralization.  There was also a huge shift for defense contracting and systems integration from national to global companies for various capabilities including air, land, and sea equipment [12].


The implication of globalization is that there is more competition.  Large transnational corporations often to better in world-wide markets, and this cross-national economic activity leads to globalization of finance and investment, as well as labor markets.  This affects civil industries as well as defense industries.  There is more pressure on countries to seek markets throughout the world and to find suppliers, possibly overseas, that will be able to provide the least cost.  This is a big change from an industry that has traditionally relied on the home market and selling their products to the national arms force [12].


This shift towards globalization has made it more challenging for the U.S. arms industry.  Previously, the United States had a competitive advantage by being able to take advantage of economies of scale.  The general rule is that doubling the cumulative output will reduce unit production costs by ten percent.  The U.S. often buys a large number of units, i.e. 3000 Joint Strike Fighters have been commissioned, while other smaller countries require a lot fewer units.  Hence the United States was able to incur lesser costs for more units.


However, now that more countries are cooperating, they can achieve a similar effect.  When countries collaborate, they cut down research and development costs while combining orders.  The European Union (EU) has started a number of collaborative aircraft and missile projects (i.e. the four nation Eurofighter), thus using the economics of collaboration to compete more effectively with the United States [12].


In addition to the rise of collaboration, the current high-tech trend is for higher unit costs while ordering a smaller number of units.  This increases the pressure to reduce unit costs as mentioned earlier through importing and collaborative purchasing rather than buying from a national defense industry.  While the U.S. may still initially have an advantage by being able to offer high-tech equipment at competitive prices and delivery dates, Europe is responding by mergers and restructuring to form a smaller number of large groups (i.e. BAE Systems and EADS – European Aeronautic, Defense, and Space Company) [12].  In addition to combining suppliers, another challenge is for the European government to combine national demands into a single European Defense Market.

Boeing v. Airbus


One solid example of this push toward consolidation by other countries at the potential cost of U.S. industry is in the airline industry.  In 1998, there was consternation in the U.S. when British Airways decided to start buying passenger jetliners from Airbus – a deal that was worth $11 billion.  Prior to that, British Airways had been the only European airliner that had not bought from Airbus even though British Aerospace was involved.  This movement toward European solidarity is clear as Prime Minister Blair predicted that Airbus would overtake Boeing in the airline market and linked the Airbus purchase with prospects of a combined European effort to build combat aircraft [27].


The rise of Airbus was confirmed as in 2003, Airbus had received more orders for commercial jets than Boeing for the third year running.  The airline industry had been proving an unreliable source and Jim Lewis, senior fellow at the Center for Strategic and International Studies, claims “The defense market is where they’re going to have reliable revenues.” [28].  Boeing plans to emphasize its profile as a defense system integrator and focus more on the promising market of UAVs.  At the same time, EADS is trying to boost its defense business.


The whole Boeing/Airbus situation reflects the state of a global market where high-tech devices are raising production costs and the pressure to scan the market for better deals.  This is encouraging other countries to band together to challenge the dominance of the U.S. arms industry.  In the long run, this has the potential to hurt the U.S. industry, although one could argue that the competition is good.

TERRORISM


Perhaps one of the most often used responses to the technological asymmetry today is terrorism.  Countries that do not have the technology to counter powerhouses like the United States must resort to other tactics on order to have a chance.  As cautioned earlier by those commenting on Bush’s plan for a high-tech military, creating such a large asymmetry encourages such responses.  There is a clear rise of terrorist incidents, as evidenced by the situation in Israel (see Figure 3):
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Figure 3.  Terrorist incidents and deaths in Israel in the past five years [29].

Perhaps almost as disturbing as the vast jump in the number of incidents is the casualty rate per incident (see Figure 4).  This almost seems to suggest that each incident is becoming more successful at killing more people.  With the rise of means such as suicide bombing, terrorists appear to become more effective.
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Figure 4.  Averaged number of deaths per incident.


Israel makes an interesting case study, as it is currently a hotbed of terrorist activity.  Table 2 shows the incidence rate of various Middle-Eastern countries:

	Country/Area
	International
	Domestic
	Total

	Bahrain
	0
	1
	1

	Egypt
	1
	2
	3

	Iran
	5
	3
	7

	Iraq
	4
	22
	26

	Israel
	200
	22
	222

	Jordan
	5
	6
	11

	Kuwait
	3
	0
	3

	Lebanon
	13
	32
	45

	Occupied Territories
	59
	642
	701

	Saudi Arabia
	3
	1
	4

	Turkey
	20
	448
	468

	United Arab Emirates
	1
	0
	1

	Yemen
	19
	31
	50


Table 2.  Terrorist incidents by country, broken up into international and domestic incidents [29].

Israel’s international rate is much higher relative to other countries.  Compared to many of the other countries listed, Israel has a fairly developed military.  It is possible to consider that the asymmetry is encouraging terrorist activities as opposed to direct military opposition.  America’s alliance with Israel probably perpetuates this situation.


One means that terrorists seem to favor more recently is suicide bombing.  We can look at different weapons that are favored (Table 3):

	Region
	Explosives
	Remote-detonated
	Suicide
	Firearms
	Knives &
	Biological
	Attack on
	Chemical

	
	
	explosives
	Bombing
	
	Sharp Objects
	release
	agriculture
	release

	North America
	9
	0
	0
	1
	0
	12
	0
	0

	Eastern Europe
	406
	20
	2
	147
	1
	0
	0
	0

	Latin American
	642
	9
	1
	450
	1
	0
	0
	0

	South Asia
	423
	14
	12
	566
	42
	1
	0
	0

	Southeast Asia & Oceania
	152
	4
	1
	97
	5
	0
	0
	3

	Africa
	112
	1
	3
	19
	0
	0
	2
	0

	East & Central Asia
	29
	0
	1
	17
	1
	0
	0
	1

	Western Europe
	1516
	14
	0
	146
	6
	0
	0
	0

	Middle East/Persian Gulf
	820
	13
	93
	503
	32
	0
	4
	0


Table 3.  Incidents with different weapons, broken down by region [29].

The overall global terrorist incidence rate shows a drastic increase (Figure 5).


[image: image5.wmf]Total Incidents Per Year

10

1179

730

706

1532

2631

265

0

500

1000

1500

2000

2500

3000

1

2

3

4

5

6

7

           

 1997       1998       1999       2000        2001      2002       2003


Figure 5.  Terrorist incidents per year [29].

We can compare this with the suicide bombing incident rate (Figure 6):
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Figure 6.  Suicide bombing instances per year [29].

The rate of increase for suicide bombing appears to be increasing at a faster rate than the total incidents, although it is difficult to tell from the few number of sample years.


One question is why the suicide bombing rate is raising so much.  Reasons have been described on both personal and organizational levels.  Personal motivations include belief in a cause, personal notoriety, anger, revenge, etc.  Organizational motivations include a greater number of casualties than other types of terrorist attacks (i.e. in 2000 to 2002, suicide attacks represent 1% of the number of attacks, but caused 44% of the Israeli casualties) [30].  The high casualty rate with relatively low material cost is the terrorist reaction to the technological asymmetry.  They are financially inexpensive, have a relatively simplified plan, and can be intimidating to the target population.  The larger casualty rates cause physical and psychological damage and can increase the likelihood that the government will be forced to respond.  Suicide attacks are also effective because they draw more publicity than other types of attacks; they draw attention to the cause of the organization.


This response to asymmetry was also used against the United States.  In the recent war on Iraq, there has been a distinct shift in tactics by the opposition.  Prior to August 2003, postwar violence consisted of traditional guerilla fighting with weapons such as rocket-propelled grenades, remotely detonated explosives, gunfire, and attacks on Iraqi infrastructure.  However, following August 2003, there have been attacks on civilian ‘soft targets’ such as the Jordanian Embassy or the UN Headquarters using terrorist suicide attacks.  Experts claim this change in style may reflect a broadening of strategy from the guerilla insurgency against the U.S. to a more coordinated terrorist campaign that could involve other nations [30]. 


The postwar casualties in Iraq have been 301 U.S. soldiers, 85 coalition troops, and about 1921-2106 Iraqi civilian deaths [31,32].  However the deaths of both sides are actually less asymmetrical than they seem because a vast portion of the Iraqi deaths are from other Iraqis.  So these guerilla tactics seem fairly effective in causing deaths.


The next issue becomes how we should react to this increased terrorist threat.  Offensive measures include pre-emptive strikes against the organizations that are causing the attacks.  This requires steps such as intelligence collection and working to reduce their ability to recruit new suicide candidates.  Defensive measures involve preventing attackers from getting at the target [30].  However, it is possible to consider a preventative measure – not to incite terrorist attacks in the first place, although at this point it is difficult to ascertain how feasible this is.

CLOSING

In closing, we have examined asymmetric warfare, looking more specifically at technological asymmetries.  The United States currently dominates the high-tech defense industry, which is a position that is not without controversy.  The benefits of the U.S. developing this technology are they could risk fewer lives and have a greater information gathering capacity that can help them make informed decisions.  Also, one may argue that other countries will push forward to develop high-tech weapons anyway, and we should not fall behind.  

Some concerns as the current administration pushes to further develop the military technologically are there have been political responses that indicate furthering such asymmetries will lead to unfavorable global responses, such as terrorism or the weapons buildup of other countries.  Economic responses include the consolidation of other countries to compete more effectively with the United States.  In the long run, despite the benefits, high-tech development leads to risks that may negate their use with the rise of terrorism and other types of warfare.
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