EE374

Blockchain Infrastructure Stanford, Spring 2025

Homework #3

Due: Fri, April-25-2025, 11:59pm — Gradescope entry code: R57ZN7

Please upload your answers timely to Gradescope. Start a new page for every problem. We
strongly suggest LaTeX to type your answers. For the programming/simulation questions
you can use any reasonable programming language (please no assembly, brainfuck, etc. ©).
Comment your source code and include the code and a brief overall explanation with your
answers. A tentative point distribution (in % of the total) is provided in brackets. For most
problems there is more than one valid way of solving them!

1. (40%) We did a partial analysis of Nakamoto’s private attack on the k-deep confirmation
rule in lecture 3, and we will complete it in this problem. As in the lecture, the attack
begins at time 0, and it is on the first honest block b, at level 1. The adversary has a
fraction 8 < 1/2 of the mining power, the honest and adversary miners mine at rate A\,
and )\, blocks per second respectively, and the network delay is assumed to be 0.

a)
b)

What is the relation between 3, Ay, and \,?

Let E,, be the event that m adversary blocks are mined before m honest blocks
are mined. Using what you learnt in the lecture, present a good bound on the
probability of E,,.

Let F' be the event that the private attack succeeds on reversing the confirmation
of block b under the k-deep confirmation rule. Express this event in terms of the
events Fp,, m=1,2,....

Using your answers from previous parts or otherwise, show that the probability of
F decreases exponentially with k. (Hint: The union bound may be useful here.)

Simulate the longest chain protocol under Nakamoto’s private attack, and estimate
the confirmation error probability for & = 5,10,15,20 and for adversarial hash
power fraction 8 = 0.3,0.45. Compare your results with the analytical bound you
obtained in the previous part. (Hint: Make sure to repeat the runs of the protocol
sufficiently often to generate reliable estimates of the error probabilities.)



2. (30%) Nakamoto’s private attack was discussed in the context of reversing a confirmed
block at level 1. In this problem, we will consider a more powerful attack applicable to
blocks at arbitrary levels. This is an attack which is Nakamoto’s private attack combined
with a pre-mining phase. The attack is focused on reverting a transaction TX included
in the block of the public chain at the i-th level.

e Pre-mining phase: Starting from the genesis block, the attacker starts mining blocks
in private to build a private chain. When the first honest block h; is mined on the
genesis block, the attacker does one of two things: i) If the private chain is longer
than the public chain at that moment, then the adversary continues mining on
the private chain; ii) if the private chain is equal or shorter then the public chain,
the attacker abandons the private chain it has been mining on and starts a new
private chain on h; instead. The attacker repeats this process with all honest
blocks hg, hg, e hi—l‘

e Private attack phase: After block h;_1 is mined, the attacker will start Nakamoto’s
private attack from the current private chain it is working on, whether it is off h;_
or the one it has been working on before h;_; depending on which is longer.

Answer the following questions. You may assume the same setting as in Problem 1.

a) Suppose 5 = 0.3. What is the probability that the attacker will switch to h; when
it is mined? What is the expected level at which the attacker is mining when h;
arrives?

b) Suppose honest (h) and adversarial blocks (a) are mined in the order:
ai, az, hl? as, h27 h37 a4, as, h4-

Draw the evolution of the block tree, always including both honest and adversary
blocks.

c¢) Simulate this attack for large i and estimate the confirmation error probability for
k = 5,10,15,20 and adversarial hash power fraction 5 = 0.3,0.45. Compare these
results with those in Problem 1d). Are there significant differences? Why?

3. (30%) The chain quality of a blockchain is defined as the fraction of blocks in the public
longest chain that are mined by honest nodes. Suppose that the honest mining rate is
Ap, and the adversarial mining rate is A,. Assume zero delay (A = 0) so that all honest
blocks will immediately be known to everyone. In the lecture, we have seen the following
lower bound on the chain quality:
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Recall the selfish mining strategy: The adversary always mines on the longest chain, but
keeps their blocks private. Every time an honest block is mined, the adversary displaces

where g =



the block by releasing one of their private blocks (if it has in the meanwhile pre-mined
at least one adversarial block). Assume that when there are multiple longest chains
of equal length, the adversary can choose which longest chain the honest miners will
adopt. Under this assumption, the most favorable situation is that the adversary’s block
becomes the new longest chain, where honest miners will mine their next block. If the
adversary does not have any blocks in private when an honest block is mined, it starts
a new private chain on the new honest block.

a) Suppose honest (h) and adversarial blocks (a) are mined in the order:
at, h17 a2, as, h27 h37 h47 Gy, h5'

Draw the evolution of the block tree under this attack strategy, always including
both honest and adversary blocks. Indicate the longest chain after all these blocks
have been mined.

b) Simulate the system and plot the CQ as a function of 8 to confirm that the above
strategy achieves the chain quality in the lower bound, as argued in class.



