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Lecture 2: Introduction to Bitcoin



Agenda

❖ Reading: Nakamoto’s Bitcoin whitepaper

❖ Today’s goals:

❖ Two problems Bitcoin solved:

❖ Data integrity – application layer

❖ Data agreement – consensus layer

❖ Two cryptographic primitives to solve them:

❖ Digital signatures

❖ Cryptographic hash functions







Peer-to-Peer Ledger



Data integrity and data 
agreement

❖ Data integrity: Data is legit.

❖ Data agreement: among all nodes and across time.

❖ This is the “double spending” problem and is solved 

by a consensus protocol. 



Data integrity: digital 
signatures



Verifying



Digital Signatures

Boneh & Shroup 2023



Forgery Game

No (computationally bounded) attacker can forge a signature 

on any chosen message.



UTXO model

pk1 ---- pk2--- pk3 --- pk4  -- ……….. 



Double spend

❖ Paul sends two correctly signed messages:

❖ Paul pays John 1 bitcoin.

❖ Paul pays Peter 1 bitcoin



Inconsistent Ledgers



Challenges

❖ Synchronization ( decentralization)

❖ Sybil attacks (permissionless)



Data agreement: 
Proof-of-work longest chain 

protocol

Genesis
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Block verification

❖ Data integrity: each transaction spends an UTXO with a 

valid signature.

❖ Data agreement: proof-of-work is valid.   


