


Goals of class

o Basic unclerstancling of common modern

networking, technologg and termino|059
« What makes Stanford’s network

“sPeciaI”

This class is reduced from a 9-hour class to a 90-minute class. The old, outclated, 9—hour Presentation
can be found at httPs://www.stamCorcl.edu/grouP/networking/NetConsu|t/lntroNet/
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Not Goals of Class

* Deep unclorstancling of notworking
» Server administration

* Sotting up your ComPuter

+ How to use omail) WC]:)) e

* Troubleshooting

» TCP/IP details @nother Tech Briefing)




What is a “Network”?

* A network is a way to get “stutf”

between 2 or more “things”

* Examples: Mail, phone system,

conversations, railroad system,

highwags and roads.




Computer thworking Models

* Moclels, also called Protocol stacks, rel:)resentecl in lagers, help to

understand where things 2@ right or wrong,

% APPlication

6 Presentation APPlication Application

D Session

& TransPort TransPort
Protocol B s UMD e J

2y Network Network

Z Data Local Network Data

] Phgsical (LAN) Phgsical

€351 7~|a96:r model

D@D 5~lager model

Simpliﬁed ‘1’/5~|89€Y‘ model

OS] (OPen Sgstems Interconnection) mnemonic: All PeoPle Seem To Need Data Processing. it you ever take

ateston networldng, 3ou’” have to now this, otherwise, use the simpliﬁed model.
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Protocol Concel:)ts

° Protocols are sets omc rules.

o W
o W

hat do you want to do? (Applicatioxw)

nere are you going? (Acldressing)

+» How do you get there? (Media tgpes)

+ Did you gct there? (Aclmow edgments,
Brear checking)




qugsical Layer wayer

* Nowaclags: Prettg mucl‘mjust @at tertiat e or
Catb) twisted Pair copper wire and microwave

(wireless).

o Other: f:iber~ol:>tic (multi~mocle or sing|e~
mode) coaxial copper (thick- and thin-net),
Cable Modem, Plain Phone sl eke.




Twisted Pair (Cat5/5e Cats) !
+ (Unshielded twisted Pairs. Twists in wire keep down interference (From
fluorescent lights, for example). Eabhe has more twists than Cath, costs

a bit more, works better for Gigabit, can exceed the 100m limitation for
100Mbit ethernet. Caté even more S0, but Caté is very thick.

»-ath and 4 are older, fewer twists, similar to Phone, onlg goocl for
10Mbit. Phones work on Cat5/5e so current Universitg standard is
Catse (or Caté for special situations) evergwhere. You can mix them, S0

don’t worry about buging Catéjumpers i}cgou want.

* Good for up to 100m, we dort like to go over 80m when wiring a
builoling though.

* Standard connecter: R

* Star topologg: each user gets their own Path, casy to troubleshoot,
costs more than a shared topologg. Troubleshooting costs so much
that bus and ring (sharecb toPologios are Functiona“y dead.

e et i g R —
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Twisted Pair (continued)
* Common Terms: 10BaseT, 100baseT, 1000bBaseT. The “T” is for Twisted

Pair, the number is the speecl, the base is “baseband” and ask someone

with an EE clegree what that means.

* 8 s’cran&s, = Pairs. A COUPIC of different stanolarcls, but 568A and 5685
are the most common. Stanford uses 568D (For 568A,, swap the labels

for Pairs 2 and Sy but no real functional difference):

Strands: 1 2. 3 4 5 6 7 8
| 568B: ’
Pairs: VAN RS S
(ora Hgé')' : Bl (Brown)
............ §(grcen)

10BaseT and 100BaseT onlg use Pairs 2 and 5, 50 you may see some cables with
onlg & strands, but since 1000T (gigabit) uses all Pairs, don’t keep those cables. .
B . ,9 i Pt e R P i




Phgsical: Wireless

S ETCEmS: 8OZ.Hb, 802.11a, 802.11g, 80Z.1In (coming soon: 802.16 a.k.a. “WiMax”)

* (ses microwave radio waves in the 2.4Ghz (SOZ.HB and g) and 5.+Ghz
(802.11a and n) bands to transmit data. These are unregulated
Frequencies) so other things (corc”ess Phones) etc.) canuse the same

Frequencies, but hoPeFUM one or the other is smart enouglﬂ i) hop

Frequencies to st39 clear of the other. 802.11b and e devices can use the

same access Points easilg. 802.11a/n requires separate (or clual)

antennae. 802.1In 1sn’t quite “reaclg” 36’&

* For the most Part, completelg and utterlg INsecure. Verg casy to

CaPtUFC someone CISC)S clata. Make sure 9OUF aPPliCatiOﬂ IS secure

(SSL, SSH, etc.)

> Although 802.11b at HMEPS is the slowest (both 802.11a and gclaim

54!\/113[35, 12~ZOMBP5 n Practice) it’s the cheapes’c and most ubiqui’cous,
SO 9ou’” still ind some at Stanford. New ITS wireless is 802.11g (some a).
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Data L89 CE (Lager 2)

v Tlﬂe data lager takes the I’s and O’s hancﬂecl it !39 ’che Network Iager and
turns them into some kind of signal that can go over the Phgsical Iager
(electrical cUrrents light Pulses, microwaves, etc.) It also takes this signal

and turns it back into I's and 0’s to pass up the stack on the recci\/ing
end.

* [fthere might be more than 2 devices on the connection, some form of
aclclressing scheme is requirecl to get the Packet to the riglﬂt

destination.

* Some data lagers: Token Ring, FDDI, LocalTalk, and the overwhelminglg

most common data Iager Protocol: E‘chemet.




Data Lager: Ethernet

* CSMA/CD: Carrier Sense, Multiple Access, Collision Detect. Simp|el

* Since Ethernet was clesignecl to be on shared meclia, with 2 or more
users, and the “more” Par‘c can be very ]:)ig (that’s the “Multiple Access”
Part) you have to listen to see if anyone else is ta”<ing before you talk
(Carrier Sense) and if you and someone else start ta”dng at the same
time, notice it (Collision Detect), say “excuse me” stop and try again

later. A Politc free for all with rules.

» Ethernetis IOMbit (1o million bits per second) onlg. Fast ethernet,
which has nearlg the same rules, is 100Mbit onlg. Gigabit ethernet is
1000Mbit onlg. Some Network Interface Cards CNIE s éan speak at10
or 100 (ancl sometimes 10 or 100 or 1000) but each end has to be using
the same speecl or there’s no connection. 10Mbit at one end and
100Mbit at the other end worn’t work.




| Fthernet: Addressi ng,

* Since there can be many users on an ethernet network, everyone has to

have their own unique address.

+ Thisis called the Media Access Control (or MAQ) address, or
sometimes ethernet address, Phgsical adolress, aclaPtor aclclress,

hardware addres, o

* |t'sa 12~cligit (48 bit) hexadecimal address that is unique to that
ethernet aclaptor and no other in the world. It can be written as
00:30:65:8%:Fc:0a or 00%0.658% fc0a or 00%065:8%Fc0a or
OO~§O~65~35-—FC~Oa but theg all mean the same thing.

* Thefirst 6 Cligits are the Vendor code, (003065 belongs to APPIC)) the
last 6 are the individual inteface’s own. Like a car’s VIN. See httl:)://

coger.com/ mac_ﬁnd/ to look up some vendor codes.
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Ethémet: *‘lnclmg your
Address(es)

]

) J

On Windows 95/98, from the “run” menu type “winipocg”

On Windows NT, 2000, XP and Vista, open a command window and

tgpe “iPcomqg /all” (Vista shows lots of extra Junk) Make sure you get the one
for the actual ethernet adaPtor not the loonack or:PEE!

On MacOS 9, open the TCP/IP control Panel and select “Get info”

On MacOS X and most Unix or Unix-like systems, from a terminal, type
hcconﬁg ~-a.

Instructions with nice Pictures are at http: //www.stanford.edu/
services/ess/ PC/ sunet.html and httl:): //www.stanford.edu/services/

ess/mac/sunet.html

& Just tgpe “ess” In your browser.
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Ethemet addresses: now
what‘?

+ To send someone a message, start with a broadcast R ke

asking “where’s Bob?” Evergone’s supposed to look at broadcasts.

* “Bob’ replies, in his reply, he includes his ethernet address. Since every
ethernet Packet has the destination and sender address Iistecl, “Bob”
lmows your address (From your broadcas’c Packet) so doesn’t have to
start with a broadcast.

* For the rest of the conversation, gou’” Put each other’s address as the
destination (ancl yours as the sender), so the conversation can pass

along the etherne’c meclia be’cween you.

*» Who's “Bob” and how did he get that name? That’s a Iager ) (Network)
Problemj lagerz (Data) doesn’t care.
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| 5
Hubs vs. 5w1tclﬁes

* Hubs are shared media devices. Everyone sees everyone’s Packets,
you're onlg supposed to pay attention to those speciﬁca”g directed to
you, or to broadcasts. Not too secure, but cheap. Most wireless still

qualiﬁes asa “hub,” while actual wired ethernet hubs are becoming hard

to find.

* Switches aren’t shared, most of the time. The switch pays attention to
the Packets and makes a list of the “sender” ethernet addresses and
makes a table (it removes old data after a while). When a Packet comes
along whose destination address is in the table (because that host has
recentlg “talked” and identified itself) the Packet onlg goes to that
Por’c. Unknown Packets and broadcasts still go to all Ports, but overa”,
there are nearlg no collisions and is genera“g more secure. Switches are

NOwW much more common than l’1Ub5.

i S = e — L — | - e — T - -
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N CtWO f’l( Lag &5 i (Lager %)

* Network Packets can be routed. This means theg can be Passecl from
one local network to another. Data Iager Packets can’t be routecl,
theg’re local onlg. Yol computer can onlg get data lager Packets on its
data lager interface, so network lager Packets have to be stuffed inside
the data lager Packets. This is called “encapsulation” and is whg a
lagered model is so handg.

» When you link computers up, via Iagers 1 (P]ﬁgsical) and 2 (Data) you
geta network. When you link networks up, you getan internetwork. You
need the Network lager 3) to get data between all the little networks

(oFten called subnets) of your internetwork. There’s one internetwork

| »
s (There was a recent

so well known, it drops the “work” and gets a capital

co”cgc Jcoparc!g final “answer” about the lntcmetworkl)

* Network Lager Protocols: Internet Protocol (IP) and some others that
aren’t used any more (APPleTalk, Netware, etc.)

- - . ety R, R e -
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Network Lager: [

» The Internet Protocol ENE the Network lager Protocol used on the
Internet! It’s so handg that most everyone uses it on all their networks

big and small.

. Designecl for huge, ever~expancling networks of networks. Works
pretty well with unreliable links, routes can be re-built when links 2@

dOWﬂ.

* ARP: Address Resolution Protocol. Turns an IP number into an ethernet
number, very imPortant. Instead of asking “Who'’s Bob?” you ask “Who’s
172.19.4-15” and if you geta replg, associate the ethernet address with
the IP address in your arp table, and now you can keep sendinggour

data to the intended recipient via the correct ethernet address.

- Remember: the onlg Packe’t you can actua“g sencl on ethernet IS an

ethernet Packet, evergthing else has to be stuffed inside it.
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P Aclclressing

* |P addresses consists of 4 “octets” such as: 171.64.20.23

* FEach “octet’” consists of numbers between 0 and 2959 oE@E) and FF in
hex! Don’t ask why ethernet is in hex but IP Isn’t, thegjust are.)

* [t works sort of like the Phone system, with “area codes” to the left,
then “Preﬁx” etc. but more flexible. On campus, your computer will
know that “171.64.” means «Stanford” while it will ﬁgure out that “20”
means “Pine Hall” and will learn that “23” means the computer called
“networking.” It does this via subnet masking (n this case,
255.255.255.0), which isn’t covered in this class.

* Stanford’s Network ranges are: 171.64.0.0 through 11.67255:55,
12:8312 0.0 through ST 997D and a few others.
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[P Domain Name Resolution
(DNS)

* Since most People find it easier to remember names instead of numbers,

A% numbers Geibl anc:l almos‘c alwa95 S associatecl with names.

* Your computer) however, needs a number, so the Domain Name System

(DNS) exists to make everyone happg.

* A name, such as networking.stamcord.edu te”s you the first (or toP)
level domain (.edu) for educational institutions) the second level domain
(s’camcorcb and the actual host’s name (networking). it you want the
number for a host name within stamcord.eclu, 9ou’” ask one of our DNS
servers to gjve it to you. if you need to 2@ outside stan{:ord.eclu) 9ou’”
still ask our servers, but tlﬂeg’” ﬁgure out which other server(s) should

get your request, send it to them, and will send the replg back to you.




NS Servers

®5 Sige you need the DNS servers to turn names into numbers, you rea”g

need to know the numbers of the DNS servers.

S Sl (S (Dgnamic Host Conﬁguration Protocol), not covered in this

class, can hand this information to you automatica”g.

* Stanford’s main DNS servers for campus users are:

* Caribou, 171.64.7.55

* Cassandra, 171.64.7.77

* Cilantro, 171.64.7.99

o a5 A A
* We have others, but these are the most imPortant ones for most campus
People.

P — | —— e e S

2




P Routing. “How do you get there

3
from here?”

* As mentioned beFore, you can onlg send ethernet Packets out of your

ethernet intencace, and ethernet Packets st39 on your local network.

* You can Put anlP (Network lager) Packe‘c inside of an ethernet (data
Iager) Packe’c) but someboclg’s got to pass it along and that

somebod9 's a router.

> E\/erg 2 number not on your |oca| network will “belong” to your router
in your ARP table.

* ngou want to talk to someone outside your local network, 90u’” send
that ethernet Packet to your router’s ethernet address and trust that it
will work afterwards. 1t’s out of your hands now. You know what’s “local”

or “not” bg the subnet mask.




More routing.

* Routers keep tables of networks, often many and often Iarge.

* Routers know: - Networks clirectlg connected to them (sometimes one
or two, sometimes a hundred or more), 2- Networks connected to their

“friends and neighbors” and B The “default route” for evergthing else.

* When your ethernet Packet arrives at the router, it takes the Network
Packet (and all its contents), looks at the destination IP number,
checks its tables, and sends a new ethernet (or other Iager 2) Packet
(Where the “sender” is now the router, not 9ou) out the (hoPeFullg)
correct interface. That may go to the final host if it's on one of the
routers Clirectlg connected networks, or to another ROBIEET; which does
the same process, until your Packet gets to the router responsible for
that local network, who then sends your Packet to to the intended
host. Whether your final destination host is in the next builcling or on
the other side of the world, it works the same way.

- e — . ety R, R e
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Who's my rollech -

* We serve most People on campus with onlg a handful of routers, each

one serving many different networks.

*» We have divided the campus into Operational Zones (OZ’s) and group
similar departments into the same OZ. Each OZ has two routers (and

two departmental ﬁrewa”s) in two Iocations For reclunclancy.

* At Starncorcl, we use “network +1” as the router. That’s not universal, but

convenient.

*» DHCP will hand you the correct router information, it’s your friend!




It rea”g can’t be a networking class

without Ping and traceroute

* Piﬂg ancl Traceroute are two somewhat USC]Cul tools 1Cor looking at and

learning about your network.

* Ping sends a small Packe‘c to a host which may or may not choose to
replg to it, and times how long the Packet takes to get back. Lack of a
replg doesn’t indicate a Problem with the host or network.

* Traceroute asks all routers along the Path between you and the
destination host if theg’cl like to respon& to you, and times how long
each of 5, requests take to get back to you. Some routers may not
responcl, but may still pass the traceroute Packet along, and many
hosts will not replg to the traceroute inquirg atall. Lack of a replg
doesn’t indicate a Problem with the host or network.

.25 i







Resources

2 J Networking Web Page: httP: / /www.stanford.edu/services/network/

» | ots of links. Check out SUNet reports for lots of statistics on

our network.
* | NA Guide: httl:)://lnaguicle.stamcorcl.eclu
* StanFord’s wireless networks: httl:): 787 wirelessnet.stanford.edu
+ Wireless Guest feature: ht’cp: ek wirclessguest.stan?or&.edu
* Essential Stanford Software: http: //ess.stanford.edu

+ |nstructions with Pic’cures on how to get your computer onto the
network.

*» Tech Brieﬁngs: httl:):/ /techbrieﬁngs.stamcorcl.eclu
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