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CASSIDIAN
One of the four pillars of EADS

Standing alongside Airbus, Astrium and Eurocopter, we benefit from the strength and
synergies of our co-Divisions, and contribute to the overall success of the Group

=ADS

Louis GALLOIS

Employees*: ~ 120,000
Revenues*. ~ €43 bn

|
| | | |

&, AIRBUS €& EUROCOPTER & CASSIDIAN € ASTRIUM

Tom ENDERS Lutz BERTLING Stefan ZOLLER

Francois AUQUE

Employees*: ~ 62,000
Revenues*: ~ €28 bn

Employees*: ~ 16,000 Employees*: ~ 28,000**
Revenues*: ~€4.6 bn Revenues*: ~€5.9bn

Employees*: ~ 15,000
Revenues*: ~€4.8bn

* in 2010
** with MBDA consolidated at 100%
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EADS Divisions
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@ AIRBUS

» Globally leading aircraft manufacturer

* Since 2000, Airbus commercial deliveries have
grown by 60%

» Backlog more than doubled in one decade (now
equaling 6 years of production)

& ASTRIUM ¢ S

e Europe's leading space provider

» Largest space employer in France, Germany,
Spain and the UK

e Having increased its revenues 2x
and EBIT 4x since the year 2000
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€ EUROCOPTER

» Leading helicopter manufacturer
» Accounting for 1/3 of the global helicopter fleet

* Having delivered about 4,000 helicopters
throughout the past decade

X
& CASSIDIAN

« Worldwide leader in security system deliveries and
Systems Integration

) e Security of Critical Infrastructures and Natural

Assets

e Security of Deployed Forces
* Major Event Security

* OEM of Military Air Systems incl. Unmanned Systems
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CASSIDIAN
Major Sites

Helsinki .

More than More than More than More than More than

15,000 2,800 700 400 80

suppliers patents registered projects all around customers and countries where we
the world partners run activities
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30 years of UAS within EADS and EADS UAS Portfolio

HALE = High Altitude Long Endurance
MALE = Medium Altitude Long Endurance

80

Altitude (ft)

HALE \
UAS

Surveillance and
Reconnaissance
worldwide

Surveillance and

Reconnaissance
theatre of operation

Strategic/Tactical
Support of ground
operations

Local support of
ground troops/ army

Sl e
!"" > o ‘/ UAS

|

|

Tactical
UAS
|
| [
200 3,000 6,000

Endurance (Km)
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What makes Unmanned Systems so attractive?

 Flight Endurance 24h / 48 h or even Days

» Optimum usage of flight profile

Long
Operating Time

@ » General reduced risk (no pilot on board)
@)  Application in risk areas ( e.g. nuclear stations,
fire fighting, vulcan , war zones etc.)

Reduced

Human Risk
- * Reduce Total Ownership Cost

: )

e * Reduction of Through Life Costs

Cost » High potential of technology insertion
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Distribution of Flight Systems over Market Segments

« Today e« Tomorrow

Status 2000 Status 2050

Business, ___ wmiitary, 2

Miliary, Airlines, 3
M 55 Gen Av, 9l

Contribution of UASS to
Air Traffic
0.05 %

Source: FAA Forecast for FY2025

Page 8

Contribution of UASS to
Air Traffic
38 %
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Civil- Commercial Application Forecast of UAS within Europe

Units

120

B Communications
100 & Broadcasting

W Agriculture, Forestry
a0 & Fisheries

1w Earth Observation
60

B Energy Sector
401

B Fire-fighting
201

| Government

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 Source: Frost & Sullvan

Year

The civilian market is restrained by the present absence of standards and regulations.
As these are introduced the relevant segments will have the potential to grow rapidly

Source: Frost & Sullivan, Study analyzing the current activities in the field of UAS
w/o micro- and mini UAS
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The successful insertion of UAS within the civil airspace will face

reai Cna IIBIIgEb'

Technological Challenges

» Level of Autonomy in particular
with increasing complexity of missions

e On-board Sensor Technologies

— Sense & Avoid

— Situational & Condition Awareness

» Automated Target Tracking and
|dentification

» Secured Communication

AT Regulations and Certifications
» Absence of regulations covering ATM and
airworthiness

» Un-coordinated and fragmented approach
[Industry and End Users) to cover UAS
civil business development

* efc.

Through Life Cost

» Design for Service to ensure:

vv\.a

— low cost / FH

— predictable through life cost

— provide affordable service solution
approach (e.g. turn key solutions)

Social Acceptance
e Civilian: Concern — Susbpicion

hedchnd LA

— Perceived public safety risks
— Suspicion concerning privacy
[surveillance society]

» Public acceptance will follow with the
recognition of the benefits that UAS can
bring to the society.
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Key Success Factors for UAS Civil Application

Tl e Insertion into Air Traffic Management

il
N ;-le .  Flying in non segregated airspace

SESAR (EU)
Certification

NextGEN (U.S.)

C/" — » Total Cost of Ownership

L .

< Y

c: é 5* » Through Life Support Cost

Cost  Cost per Flying Hours

G CASSIDIAN
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Design for Service Approach

Analytical
Tools

[ Primary Systr.n

Equipment

v

Business
Acumen

Systems

Aircraft System Payload / Mi¥®on Sy Engineering

Design and

Architecting

Ground Control System
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Sim. based
J
DeS|gn for SerVICe \/O\/ H\A/ in | 0N
Elements V&LV ! Fivy i LUUpY |
Framework - \
Flight Test
- J
----------- Tarjet ; ‘ ‘
Servi Em— System Design & -
ervice ervice stem Design .
: ys !9 Enables & Analytics
Offering Reqts. Service Architecture
A
Optionl — Concept of — Simulation Model to provide — Enhanced Health Monitoring |- Maintenance Mgt.
Integrated Operation design performance indicators Materiel S : Mat
Svstem & B : : — Materiel Support Mgt.
|SyS services |~ €oncept of — Perform Design & Trade Enhanced Diagnostics
. Employment Studies _ Enhanced Prognostics — Technical Support Mgt.
Option 2 .
Contract for |~ Maintenance | _ gelect Open System — Through Life Support Mgt.
Availability Concept Architecture for primary System | — Integrated
- Information Management —Th h Life S t
A Fl _ rou ife Suppor
ﬁ:—:‘vc/acl: &Fleet |- Cost Targets | _ geject Open System Mgt. ° P
— Safety & Architecture Operational — Business Intelligence
Option 3 Certification Enabling System Decision Support — Fleet Management
Contract : : : o :
for Capability |~ Define KPIs |~ Provide Service Solution — Exploitation of Information | _ pata- Information Mgt.
Concept - E2E Maintenance &
— Scalability Support Value Chain — Contract and Risk Mgt.

— Interoperability

— Select Service Solution
Design Elements

Business Needs

Create & Design

Capability Evaluation
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DEFENDING WORLD SECURITY
Relationship Service Requirements and Design Requirements

» Operational Performance Parameter (Top Level Requirements]

Contract)
» Operational Availability [AQ]
» Mission Capability Rate [MCR]
» System Effectiviness [SEF]

» Service Performance Parameter

(Logistics / Service Effort)
* Logistic Maintenance Ratio [LMR]
* Maintenance Index [MI]
* Mean Waiting Time [MWT]
* Mean Time between System Aboart [MTBSA]
» Mean Logistic Delay Time [MLDT]

» Design Parameter (L2 / L3 Design)
* Mean Time between Critical Failure [MTBCF]
* Mean Time between Failure [MTBF]
* Mean Time between Maintenance [MTBM]
* Mean Time to Repair [MTTR]
e Turn around Time ]TAT]
 Diagnostic (Prognostic) Capabilities

SEF

MTBSA

Ao

MWT Ml

LMR

MTBCF MTBF MTBM

MTTR MTTM DA & PA

Operation

al Performance Parameter

Service Performance Parameter

Design Parameter

G CASSIDIAN
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Diagnostic and Prognostic Requirements as a Function of Service

Performance

| Constant Prognostic Coverage |
Fleel Mizsion Capability

Pragnostic Accuracy [%] 40 @ Diagnostic Accuracy |%]

Systern Logistics Maintenance Ratio

ALMR [%]
=
L=]

_ 100
5

Prognostic Accuracy [%) 40 0 Diagnostic Accuracy [%]

Systern Availability

Prognosfic Accuracy [%] 40 O

System Maintenance ndex

50

Prognostic Accuracy [%] 40 0

Diagnostic Accuracy [%]

100

Diagnostic Accuracy | %]

System Mission Capability

Progniostic Accuracy [%] 40 g Diagnostic Accuracy %)

System Mission Efectivenass

Prognastic Accuracy [%] 40 0 Diagnostic Accuracy [%)]
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Survey of Certification Standards related to ISHM
e V&V Guideline

« V&V Strategy of CBM Maintenance Credit by Vertical Lift
Consortium Industry Team (May, 2011)

o Certification of HUMS as per FAA's Advisory Circular AC 29-2C
MG-15

e Guideline for complete life cycle

« Aeronautical Design Standard Handbook for Condition Based
Management for US Army Aircraft (ADS-79B, 16 January 2011)

— CBM Development for Legacy A/C
— CBM Development for new acquisition

G CASSIDIAN
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System Design of Simulation based V&V CBM / ISHM Framework

A/lC
System Design
\'/ Operational & Cerification Besion tearaton Component | | Component || Readiness
CBM Rqts. & V&V Rats. o1 9 " || Verification. | | Verification. ISHM.
Component S ——————= _ .
Selection “ "\
\‘/ 1
& V&V_Strategy
RCM/CBM v/ (Integration Test Bed,
Analysis <. Test Rig & Flight Test)
(o) .
%,

Verificationand Validation Process.

G CASSIDIAN
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Diagnostic and Prognostic Development

A=

=@

=
-
-
—

Candidates Business Case

Validation

DEFENDING WORLD SECURITY

+ 1: Candidates Selection and Business Case Evaluation

+ 2: Review of Specification and FMECA for selected Candidates
« &: Development of Simulation Model

* 4: Support Development of Simulation Framework

« §; Review and Development of suitable Diagnostic Approaches

« € Development of Prognostic Capabilities for selected Failure Modes

Selection Analysis Simulation Framework
« 7. Test and! Improvement of Model-Based Achievements
I\hhtomncl
lhlul « §: Configuration Management for Data Storage and Handling
i Components ' ¥ Dynamic % o IH.d.Im :::-‘ i1l. = |1 1 oW ey
—  |system Response ndex _ |- / Rin
5 i m T LW b = —>
_ Fallmmgs : Fallure A FE (o, [ 5= SRR K ricl] 1 L e
Specification FMECA mm ] |j0n RModel mm Di':t;m::ics D?agenu::cs Pr:g;'ny;sl:t;s Crr:)-r::Ir:tlicocn xp;:::; rSe:yr;pe
s on Improve Recallbrate suppart
Simulation Data-Based Model-Based Prognostics
Approach Approach
Anatycic-:al Data Recorded Data Data Classification
and Evaluation

System Design of Simulation based V&V ISHM Framework
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ISHM V&V Simulation Framework

-Pfognosﬂc & Dlagnostic
- *HLR>ORA H

&N anagement

(Start/Stop)
-eFault Injection

?5. *Mission Planmng SUDPU"t
| Ul

’5—.»...—1.-.»-..:...

-
-ies? R/Iodule . ynly for Sim)

 +Automated Test

Ethernet Ethernet

OSA-CBM (Ethernet)

@ AN

Hydraulic / Actuation Ethernet
System FDM
EDHP_LH EDHP_RH ECS
CKT_LH CKT_RH oG % S
LHA RHA Interface Node ISHM
SHM [ umc |[RIU || MPMC | Central Unit
RUDDER ELEVATR
FUEL Mil Bus A429 Ana/Dis Ana/Dis A429 Mil Bus
Simulation Model AMC

G CASSIDIAN
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Agenda
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Steps to Cerification

examples

Certification involves processes to obtain the approval of the Regulatory Authority that the
applicable airworthiness requirements and operating regulations are met.

Regulatory Authorities

civil military

For UASSs, the regulation/standards are:
— Airworthiness: STANAG 4671 Edition 1 (derived from manned aircraft standards)

— Integration into airspace: Eurocontrol spec 0102

Quialification is the process to validate and verify that a product (an SHM system for
example) complies with a specified set of performance and airworthiness requirements.

For UASs, commonly used qualification guidelines are:

— Structures: MIL-STD A-886x, DEF-STAN 00-970 Partl Sec. 3, FAAAC 20-107A (Composites)
— Systems: DO-254, DO-160D (hardware), DO-178B (software)

G CASSIDIAN
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Safety Objectives according to STANAG 4671 ed 1

Relationship between probability and severity of failure condition effects

Catastrophic | Hazardous Major Minor No safety

Frequent >10%/h
Probable <103/h ¢
Remote <10*/h ¢
Extremely Remote <105/h ¢
Extremely Improbable | < 104 /h

Unacceptable
% Acceptable

DESIGN ASSURANCE LEVEL (DAL) ACCORDING TO STANAG 4671 ed 1

Degree of redundancy
DAL allocation for system and I Double failure/errors
each portion of the system architecture | omge ) o
failure/errors | two or more independent/dissimlar
portions
Catastronhic | DALB DAL B for the system and, Once the criticality of a structure
-ALastrop ) DAL C for each portion . . .
— - or system is determined, a Design
) ] DAL C for the system an . .
Hazardous DAL C DAL D for each portion Assurance Level (DAL) is assigned.
Failure
Conditions Major DALD DAL D for the system .and.
e DAL D for each portion
Classification
Minor DAL E DAL E
No Safety Effect DALE @ c SSI DI N

AN EADS COMPANY



Certification Standards for On-Board critical System

DEFENDING WORLD SECURITY

TYPE OF IVHM SUB- ASPECT OF STANDARD /
SYSTEM CERTIFICATION GUIDANCE SHMREQUIREMENTS
On-Board Critical System [ S/W Development RTCA/DO 178B
(A) Level Aor B Applicability

H/W Development RTCA DO-254 . pompostte Structures
-hosts direct action Level Aor B
functions System Engineering MIL-STD-1629A Functional
-fault-tolerance (FMFCA) * Probability of Detection
-redundancy management MIL-STD-2165 P WAL @ SIEEEl ot

-closed-loop reconfigurable
control

(Testability)

V&V guidance of HUMS

AC-29-2C, MG-15

function (FAA’s advisory
circular)

CBM guidance ADS-79 B or C (US
Army)

Interface (OSA-CBM) ISO-13374

BIT/BITE Function MIL-STD-1591

Integrated Diagnostics

ARINC 604, 624-1

Environmental

RTCA/DO 160D

Integrity of Data

RTCA/DO 200A

Damage Size

* BITE Architecture

* Real Time onboard in flight
measurements

* Diagnostic Accuracy

* Prognostics for Metallic
Structure

HW / SW Interfaces
* Interface with existing
data acquisition systems
or onboard flight system
* Open System Architecture
e.g. OSA CBM

continue see next page
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Certification Standard for On-Board Non-critical System

TYPE OF IVHM SUB-SYSTEM ASPECT OF STANDARD /
CERTIFICATION GUIDANCE SHM REQUIREMENTS
On-Board Non-Critical System | S/W Development RTCA DO-178B _ [continue ] _
(C) Level C-D Emgronmental (In Flight)
-hosts deferred action on-board H/W Development RTCA DO-254 ,V?g?gt%ﬁwre
functions Level C-D » Electro Magnetic
-could be used for CBM System Engineering MIL-STD-1629A Compatibility
automation or maintenance (FMECA) ’ CH)“m'd'.ty’ Water Proof
.. * Operational Shock Testing
decision support. MIL-STD-2165
-the ultimate responsibility for (Testability) Installation
critical decision is vested with the _ » Sensor Installation
maintainer in ground V&V gU|dance Of AC'29'2C, MG'15 e Surface C|eaning
HUMS function (FAA’s advisory « Adhesive &Sensor
circular) Application
CRN ninidanca ANC.70 R nr C [(11Q * S_ensor l.:)ro.teCtl.OE. .
\vLJ1iIVI Huuuu.lluu r\ws/o 1 v [ = Vi v \\J\J ° Mechanlcal and Electrlcal
Army) Installation
Interface (OSA—(.:BM) 1ISO-13374 Human Machine Interface
BIT/BITE FunCtlon MIL'STD'ngl ° Disp|ay1 |nterpretaﬂon etc.
Integrated Diagnostics | ARINC 604, 624-1 * Information Dissemination
- * Traceability
Environmental RTCA DO-160D
Integrity of Data RTCA/DO 200A
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SHM Cerification Process
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o

and Assessment

and Assessment

REQUITSITING
Development & Certificatio™ Plan
Validation Iltem
Validation of

requirements at §
he next highest §

Item Software
Design

Iltem Hardware
Design

Mechanical
Design

Certif. Summary
Item

WEAPON 1| sysTEMm ITEM 5 5 i weapoN |
- H i H \

Example of SHM functions: Validation and Verification of
« Overloads Monitoring and Detection * Intended Function
« Fatigue Monitoring and Assessment i i * Environmental requirements
« Accidental Damage Detection on are of fundamental importance!

. _ Vs, S _ J
» Environmental Damage Detection ‘%} e<°\°@ /

Bottom Up
Certification
Requiremnts
Verification

CERTIFICATION PROCESS

SHM Certification Process
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Example — to derive and understand SHM Certification Rqts. 1/3

Selection of candidates

Design consider SHM technol. for monitoring

\ | &

T
In Service

Candidates for SHM

Relevant Monitori AlC
Components Usage DS;‘Z"g Operatic Structure Design Damage Reliability Centered
it Maintenance (RCM) -
SHM System e Characterisation B
TestResults Design Design
PR l/sane
. iva Al Y Maintenan = Maintenance Line Maintainer Team ~=  System Support ~a Structural Engineering
Reliability Centered Maintenance (’ o
ce planning
program
Maintenance
- ~Program (Condition
I
Maintenance Program Reliabili based)
(Condition based) ty v
: v _ S:nter Plan ) Execute repair Unknown Damage
Scheddied Maimtonance Maint maintenance  Mantenance . task Characteristics
(SHM) gine action (CBM) work order
nance ;
(RCM) - A ONA A
= SHM
Minor Damage
Structure Structural According to Assess —Request for_ a—
o " g ¢ A iowabie 1 - Engineering Engineering
component Component/—— Repair Manual Allowable Damage  Repairability s —
Condlition upport
System OK . complex Damage
A
n \ L Non-repairable
Damage
SHM = "
t emova ]
system Maintenance work Replacement ) Repairable Damage
order
Repairability 1
aadvice Desi z /
Repair according G
k . to repair Developr_nent
" instructions el
__ Non-repairable ) J
— Damage Repair Instructions
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SHM Function within ISHM —
— containing from

DAPU Health Assessment
upwards

OSA-CBM
+ A
5
o
g
=

i An/D
T

Arinc ——
MIL

RIU #1-N

\
Anidis p F

ARHA [+

Sub < g Sub Sub Sub | <
System || | ™\ |System N System | System N & |

4RHA
"BIT

E
o0

"BIT

LRU| 5| [LRU| | |LRU|H [IRU| 5 ,L&E LrU|E||LrulEl [LRU|E
\ Hrrrrrrrrrri e i
< ~—
. .\ ~<]
Air Vehicle [t |5 AV COMMS| Z 'ﬁ\

Damage size
= vs. Criticality
vs. Safety?
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Conclusions

At Cassidian, a Design for Service approach has been developed to provide
more confidence and creditability in the through life support cost of UASs.

Within this framework, UAS SHM systems play an important role because
— SHM reduces direct operating and life cycle costs

— SHM systems contribute to the fulfilment of aircraft airworthiness requirements

The end effect is to reduce UAS mishap rates and supporting the integration of
UASSs into national and international airspace outside of restricted areas (CAT 3).

Qualification of an SHM System for Certification is only possible with mature
SHM technologies
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