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Abstract—For the Global Positioning System (GPS), signal-inspace (SIS) user range error (URE), the pseudorange inaccuracy
attributable to the ground control and the space vehicles, is one
of the major error sources affecting positioning accuracy and
integrity. As SIS anomalies occur occasionally and UREs of tens
of meters or even more have been observed, knowledge of the
SIS anomalies in history has a great importance for not only
assessing the general GPS SIS performance but also developing
next generation GNSS integrity monitoring systems.
Our prior work has identified many potential GPS SIS
anomalies in the last decade by comparing broadcast ephemerides
and clocks with precise ones. However, this approach is prone to
false anomalies. In this paper, we develop an automated process to
verify previously identified GPS SIS anomalies using the ground
observation data from the International GNSS Service (IGS).
For each potential GPS SIS anomaly, our process first
determines 10–32 preferred IGS stations, and retrieves their
observation and navigation data. Then, the SIS UREs are
computed by deducting non-SIS UREs, such as tropospheric
delays, ionospheric delays, and multipaths, from total UREs.
Finally, the observation data from each IGS station generate a
decision among “anomalous,” “normal,” and “untracked;” these
independent decisions are combined to determine if the potential
anomaly is true, false, untracked, or paradoxical.
We apply this process to the 31 potential SIS anomalies found
during the past eight years. The results show that 26 potential SIS
anomalies are true, 1 is false, and 4 are untracked. In addition,
the SIS UREs computed from observation data provide deeper
insights into the SIS anomalies, such as the exact start and end
epochs of the anomalies. Case studies of two interesting anomalies
and the resultant receiver responses are provided at the end of
the paper.

I. I NTRODUCTION
With hundreds of millions of users, the NAVSTAR Global
Positioning System (GPS) is so far the most widely used
worldwide radionavigation system. Although GPS has proven
to be a very accurate and reliable positioning service, it
still exhibits a certain level of errors. One of the major
error sources is the signal-in-space (SIS) user range error
(URE), the pseudorange inaccuracy attributable to the ground
control and the space vehicles [1], [2]. More specifically, SIS
URE includes broadcast ephemeris and clock errors, satellite
antenna variations [3], and signal imperfections [4], but not

ionospheric or tropospheric modeling errors, multipaths, or
any errors owing to user receivers. SIS UREs are dominated
by ephemeris and clock errors because antenna variations
and signal imperfections are usually at a level of millimeter
or centimeter [3], [4]. SIS UREs affect positioning accuracy
and integrity, especially for stand-alone Standard Positioning
Service (SPS) users. Normally, GPS SPS users can assume
that every broadcast navigation message is reliable and a URE
resulting from a healthy SIS is at meter level or even submeter level [5]–[8]. In practice, unfortunately, SIS anomalies
occur occasionally, and UREs of tens of meters or even
more have been observed. These anomalous SIS could lead
to hazardous misleading position solutions for unaugmented
GPS receiver [9]–[11]. Knowledge of the SIS anomalies in
history has a great importance for not only assessing the GPS
SIS integrity performance but also developing next generation
GNSS integrity monitoring systems.
As broadcast ephemeris and clock errors dominate SIS
UREs, potential SIS anomalies are typically found by comparing broadcast ephemerides and clocks with post-processed,
precise ephemerides and clocks because the latter can be
considered as truth [7], [12]–[17]. This method was referred
as to a “bottom-up” approach in [13]; in this paper, we would
like to give it a more intuitive name: “space” approach. One
problem with the space approach is that false anomalies may
be claimed because broadcast ephemeris/clock data obtained
from a global tracking network sometimes contain errors made
by receivers or data processing software [18]. These datalogging errors could result in about 10 times more false
anomalies than true anomalies [14], [17]. Although we have
developed a data cleansing algorithm based on majority voting
to recover original broadcast navigation messages [14], [16],
[17], there is still a concern of false anomalies caused by
any residual data-logging errors or rare errors in precise
ephemerides and clocks. Another problem with the space
approach is that false anomalies may also result from a satellite
indicating an unhealthy state through the use of nonstandard
SIS [1], [19] because neither broadcast nor precise ephemeris
and clock data include the information about the satellite

trackablity. The third problem with the space approach is that
the precise ephemerides and clocks are usually given at 15minute intervals, a very low sampling rate that can hardly
support a detailed and accurate depiction of the SIS anomalies.
A solution to the above three problems with the space
approach is the “top-down” approach [13], referred as to a
“ground” approach in this paper. In the ground approach, SIS
UREs are derived from ground observation data via deducting
non-SIS errors from the total pseudorange errors. However,
most implementations of the ground approach required too
much manual intervention, such as selecting a data source by
hand and verifying an anomaly by eyes [7], [13]. In this paper,
we aims at an automated process to verify the potential SIS
anomalies identified in our previous papers [15]–[17] using the
ground observation data from the International GNSS Service
(IGS) [20].
The rest of this paper is organized as follows. Section II
thoroughly describes the verification process. Section III
shows the verification results and compares them with the results of the space approach. Section IV presents in-depth case
studies on two interesting anomalies. Section V summarizes
this paper.

via deducting non-SIS errors from the total pseudorange errors.
In the last step, the SIS UREs experienced by each preferred
IGS station generate a decision among “anomalous,” “normal,”
and “untracked;” these independent decisions are combined to
determine if the potential anomaly is true, false, untracked,
or paradoxical. The whole process is fully automated, as a
manual intervention is only needed when a potential anomaly
is determined to be “paradoxical.”
For the rest of this section, Subsection II-A, II-B, and II-C
will describe the three steps respectively.
A. Determination of preferred IGS stations
As shown in Fig. 2, the IGS tracking network is made
up of more than 350 volunteer stations all over the world.
A GPS satellite can usually be tracked by 30–150 stations
simultaneously. In order to reduce the computational cost, for
each potential anomaly our process computes the SIS UREs
based on the data from 10–32 preferred stations. These stations
are selected according to the following requirements:
•
•

II. V ERIFICATION P ROCESS
Fig. 1 shows the whole verification process. For each
potential anomaly, the space approach in our prior work [15]–
[17] has provided the following information:
• The pseudorandom noise (PRN) signal number and the
space vehicle number (SVN) of the anomalous satellite;
• The start time and the duration of the anomaly with a
resolution of 15 minutes;
• The broadcast and precise satellite orbits and clocks at
15-minute intervals;
• The broadcast user ranging accuracy (URA).
Accordingly, the first step in the verification process is to
determine preferred IGS stations based on the above information and the coordinates of all IGS stations. Then, the GPS
navigation and observation data collected by these preferred
IGS stations are downloaded from an IGS archive site, Crustal
Dynamics Data Information System (CDDIS) [21]. The second
step is to compute the SIS UREs of the anomalous satellite

•

The station must be active when the anomaly occurred;
The station must be in the footprints of the anomalous
satellite through the whole anomaly event, or as long as
possible;
The station should experience as large anomalous SIS
UREs as possible.

Among the three requirements, it is easy to meet the first one
by checking the filenames in the CDDIS server. To coordinate
the last two requirements, we propose a simple criterion that
a station is more preferred if the sum of the absolute values
of the anomalous SIS UREs observed by this station is larger.
For example, supposing there was a 30-minute anomaly, and
Station A experienced 15-meter and 20-meter SIS UREs for
the first 15 minutes and the last 15 minutes respectively, while
Station B experienced 30-meter SIS URE for the first 15
minutes but was out of the footprints of the satellite for the
last 15 minutes. Then, Station A is more preferred because
15 + 20 > 30. However, if Station B had experienced 40meter SIS URE for the first 15 minutes only, it would have
been more preferred because 15 + 20 < 40. Although this
criterion seems to be arbitrary, it is very efficient and effective
in processing the real data.

Anomaly information by the space approach
Coordinates of IGS stations
Determining preferred IGS stations
IGS observation & navigation data
Computing anomalous SIS UREs
Anomaly verification
Fig. 1.

The whole verification process.

Fig. 2.

IGS Tracking Network as of Mar 17, 2012 (adapted from [22])

The criterion can be implemented as follows. Assuming that
we want to verify a potential GPS SIS anomaly of PRN p occurring at {t1 , . . . , tn } (epochs at 15-minute intervals) on Day
d of the Year y, a list of preferred stations can be generated by
the following algorithm.
1: for all IGS station s such that s has the GPS navigation
and observation data on Day d of the Year y do
2:
Assign an initial priority value of this station ws ← 0
3:
for all t ∈ {t1 , . . . , tn } do
4:
if station s in the footprint of PRN p at t then
5:
Compute the SIS URE e of PRN p observed by
s at t {using the station latitude, longitude and
elevation provided by IGS [22] and the broadcast
and precise satellite orbits and clocks provided in
our prior work [15]–[17]}
6:
if |e| < 4.42 · URA UB then
7:
e←0
8:
end if
9:
Update the priority value ws ← ws + |e|
10:
end if
11:
end for
12: end for
13: Sort the IGS stations in descending order for the priority
values ws
For each potential GPS SIS anomaly, the above algorithm
gives a list of the IGS stations whose navigation and observation data can be used to verify the anomaly. In addition,
these IGS stations are sorted from the most preferred to the
least preferred. Therefore, our process sequentially downloads
the receiver independent exchange (RINEX) navigation and
observation data from the first 10–32 station in the list, and
computes SIS UREs for each station.
B. Computation of anomalous SIS UREs
1) Ranging error model: For a single-frequency GPS receiver, a measured pseudorange ρ can be modeled as [23]
ρ = r + c(bu − bs ) + I + T + ,

(1)

where r is the true range, c is the speed of light, bu is the
receiver clock bias, bs is the true satellite clock bias, I is
the ionospheric delay, T is the tropospheric delay, and  is
a composition of all unmodeled effects, modeling errors, and
measurement noises except the SIS URE.
An SPS receiver typically derives real-time satellite orbits
and clocks from broadcast navigation messages, the true range
can be written as
r = r̂ − e ,
(2)
where r̂ is the “true range” based on the broadcast ephemeris,
and e is the broadcast ephemeris error projected onto the
line between the receiver and the satellite. Similarly, the true
satellite clock bias can be written as
bs = b̂s − c ,
s

(3)

where b̂ is the broadcast satellite clock bias, and c is the
broadcast clock error.

Plugging (2) and (3) into (1), we can obtain
SIS URE = e − cc = r̂ + c(bu − b̂s ) + I + T +  − ρ. (4)
The values on the right side of (4) can be computed or
estimated as follows.
ρ
r̂

bu
b̂s
I
T


is pseudorange measured by the receiver.
is the distance between the satellite position computed from the broadcast ephemeris and the estimated receiver position;
is the estimated receiver clock bias;
is the broadcast satellite clock bias computed from
the clock correction terms in the navigation message;
is the ionospheric delay estimated from the
Klobuchar model1 [24];
is the tropospheric delay estimated from the Saastamoinen model [23];
cannot be fully estimated, but a portion of it, the
receiver code multipath, can be alleviated by a carrier
smoothing.

According to [23], the total estimation error for the right side
of (4) is around 5 meters. This accuracy is acceptable for the
purpose of this paper because anomalous SIS UREs are always
larger than 10.6 meters.
2) Estimation of receiver position and clock biases: The
above analysis of ranging error model shows that we need
the receiver position and the receiver clock biases in order
to estimate the SIS UREs. Usually, a RINEX observation file
provides the receiver position in its header. Unfortunately, not
all IGS stations have a survey-grade receiver position in the
header of their RINEX files. In this paper, we use the following
method to cope with this problem: (1) estimate the receiver
position from the observation data; (2) if the estimated receiver
position is within 5 meters of the receiver position given by the
header of the RINEX file, then use the given receiver position,
otherwise use the estimated receiver position.
Since the receivers in IGS network are usually static, a
receiver position can be accurately estimated by averaging
many position estimates. In this paper, we estimate a receiver
position using three days of data around the day when the
anomaly occurred. To avoid any interference due to outliers,
not only is the anomalous satellite excluded in the computation, but a 10% trimmed mean2 is also used to average the
position estimates.
With a known receiver position x, the pseudoranges obtained after accounting for satellite clock bias, ionospheric
delay, tropospheric delay, and multipath can be modeled as
1 Although dual-frequency pseudorange measurements can provide a better
estimation of the ionospheric delay, this paper prefers a single-frequencybased model because (1) the GPS SPS performance standard [1] is defined
only for L1 C/A, and (2) the semi-codeless/codeless L2 P(Y) pseudorange
measurements are usually more noisy and less reliable than the L1 C/A
measurements.
2 Also referred to as truncated mean. A 10% trimmed mean is the mean
after discarding the samples at the 5% high end and 5% low end. In fact,
as a robust estimator of central tendency, the trimmed mean is a compromise
between a mean and a median.

TABLE I
D ECISION TABLE TO MERGE THE INDEPENDENT DECISIONS INTO THE

[23]
ρ̃(k) = ||x(k) − x|| + bu + ˜(k) ,

(5)

where k = 1, . . . , K is the index of the K available satellites
at this epoch (excluding the anomalous satellite), and x(k) is
the satellite position. A minimum-mean-square-error estimator
of bu is given by the weighted mean
1
bu = PK

k=1

K
X

wk


wk ρ̃(k) − ||x(k) − x|| ,

FINAL VERIFICATION DECISION

Final decision
True
False
Untracked
Paradoxical

Number of IGS stations that decide
Anomalous
Normal
Untracked
≥1
=0
≥0
=0
≥1
≥0
=0
=0
≥ 10
≥1
≥1
≥0

(6)

k=1

where the weights wk = 1/ var(˜
(k) ) can be derived from the
signal-to-noise (SNR) ratio, satellite elevations, etc. using the
algorithms described in [23], [25].
C. Verification of anomalies
In this paper, a GPS SIS anomaly is defined as a threat of
an GPS SIS integrity failure [1], [16], [17]. Accordingly, an
anomalous GPS SIS behavior is defined as a fulfillment of all
the following conditions:
• The SIS URE exceeds 4.42 times the upper bound (UB)
on the broadcast URA [1], [26];
• The broadcast navigation message is healthy, i.e.,
– The RINEX field SV health [27] is 0, and
– The URA UB ≤ 48 meters [1];
• The time of transmission is in the fit interval of the
navigation message [26];
• The L1 C/A signal was tracked with a reasonable SNR
[1].
Similarly, a normal GPS SIS behavior is decided when the last
condition is fulfilled but any of the first three conditions is not.
When the L1 C/A signal was not tracked with a reasonable
SNR, the decision is “untracked” because (1) the SIS might
be normal as the satellite could indicate an unhealthy state
through ceasing transmission or using nonstandard code or
data [1], [19], or (2) the SIS might be anomalous as the
satellite could be blocked by a build-in integrity monitoring
function of the receiver. Therefore, for each potential GPS SIS
anomaly, the observation and navigation data from one IGS
station give one of the three decisions: anomalous, normal,
and untracked.
As mentioned in Subsection II-A, each potential GPS SIS
anomaly are verified by checking the RINEX observation and
navigation data from 10–32 preferred IGS stations. Because
the data from each of these stations give an independent
decision, the final verification decision is made by merging the
10+ independent decisions. Table I shows the decision table
that our process uses to combine these independent decisions.
According to Table I, a potential GPS SIS anomaly is proven
to be “true” if the observation data from at least one of
the 10+ preferred IGS stations show anomalous SIS UREs
while the rest stations could not track the satellite during the
anomaly event. Similarly, a potential anomaly is proven to
be “false” if the observation data from at least one of the
10+ stations show normal SIS UREs while the rest could
not track the satellite. An “untracked” decision is made when

no IGS stations in the footprints of the anomalous satellite
could track the satellite; the anomaly is, although not proven
to be false, most likely to be false. Besides, a “paradoxical”
decision is made when some IGS stations show anomalous
SIS UREs and some show normal. Our process can alert us
to check a “paradoxical” manually. This is the only case in
which a manual intervention is needed. Fortunately, we have
not encountered any “paradoxical” in this paper.
III. V ERIFICATION R ESULTS
We apply the automated verification process to the 31
potential GPS SIS anomalies3 during the past eight years4
found in our prior work [15]–[17]. Table II shows a sideby-side comparison of the verification results with our prior
results found by the space approach. It can be seen that
• 26 potential anomalies have been verified to be true;
• 1 potential anomalies have been verified to be false
because the satellite was normally tracked with SIS UREs
smaller than 3 meters;
• 4 potential anomalies are most likely to be false because
they were not tracked through the whole anomaly event.
These results show that our prior work is of great value. Moreover, the number of true SIS anomalipes per year demonstrates
excellent GPS SIS integrity performance in the past 4 years,
much better than that before 2008.
It should be noted that for a certain SIS anomaly, different
stations may observe different anomalous SIS URE behaviors.
For each of the 26 true anomalies and the false anomaly, the
values of start time, duration, and maximum SIS URE in the
verification results of Table II are based on the RINEX data
from the station listed in the “Reference” column.
Comparing the verification results of the 26 true anomalies
with our prior results, we can see that the anomaly start time or
duration derived from the ground approach sometimes disagree
with those from the space approach. One of the reasons is that
the IGS daily observation data are recorded at a sample interval
of 30 seconds, while the precise ephemerides and clocks used
in the space approach are usually given at 15-minute intervals.
The different sampling frequencies naturally cause that the
start time given by the ground approach is earlier than that
3 The clock anomaly of Space Vehicle Number (SVN) 23/PRN 23 occurred
on Jan 1, 2004 [11], [28] was missed by our process in [15]–[17] because
the IGS precise clocks for PRN 23 on that day were absent. The values such
as start time, duration, and maximum SIS URE for this potential anomaly
in Table II are derived from a comparison with the precise ephemerides and
clocks from the Center for Orbit Determination in Europe (CODE).
4 No potential GPS SIS anomaly was found for 2011.
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A. SVN 29/PRN 29 anomaly on Mar 1, 2007
Fig. 4 shows the SIS UREs (blue dots) of SVN 29 computed from the observation data of the IGS station faa1,
compared with the SIS UREs given by the space approach
(red circles). We can see that the SIS UREs computed by
the ground approach highly match those computed by the
space approach. The ground approach shows that the anomaly
started at 14:38, when the SIS UREs exceeded 4.42 URA UB,
and ended at 14:46, when the satellite became untrackable.
Therefore, the anomaly lasted for only 8 minutes. At 17:07,
the satellite became trackable again and started to broadcast
a new navigation message with an unhealthy flag. The space
approach gave a duration of 150 minutes for this anomaly
because, without the information about the satellite trackablity,
it thought that the anomaly started at 14:45 and ended at 17:15.

Fig. 3. Duration of the GPS SIS anomalies. For nearly half of the true
anomalies, the duration given by the ground approach is significantly shorter
than that by the space approach.
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IV. C ASE S TUDIES
This section presents in-depth case studies of the
SVN 29/PRN 29 anomaly on Mar 1, 2007 and the
SVN 33/PRN 03 anomaly on Jul 31, 2006. We selected
the SVN 29 anomaly because its duration given by the ground
approach is significantly shorter than that by the space
approach. We selected the SVN 33 anomaly because not only
it is one of only a few anomalies that was not notified via
the Notice Advisory to NAVSTAR Users (NANU) [16], [17],
but it also led to various receiver responses.
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The last apparent disagreement between the ground approach and the space approach is the maximum SIS URE.
One reason for this disagreement is that, as just mentioned,
an anomaly might end earlier than the space approach thought,
and the SIS UREs did not actually grow to as a large value as
the space approach found. Another reason is that the maximum
SIS URE in the ground approach are affected by meter-level
estimation errors.
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SIS UREs of SVN 29/PRN 29 on Mar 1, 2007.

B. SVN 33/PRN 03 anomaly on Jul 31, 2006
Fig. 5 shows the SIS UREs of SVN 33 observed by two IGS
stations, hrm1 and kuuj. The anomaly experienced by hrm1
started at 22:13 and ended at 23:04, when a new navigation
message with a 48-meter URA UB was broadcast (ironically,
this navigation message led to the SIS UREs around 2 meters).
Accordingly, the maximum SIS URE that hrm1 experienced
was 13.14 meters, very close to the value given by the space
approach (see Table II).
In contrast, kuuj experienced a very different story because
it did not receive the new navigation message with the 48meter URA UB. The SIS anomaly started at 22:20 but lasted
till midnight, culminating in a SIS URE of 19.38 meters. The
observation data show that kuuj kept tracking the satellite
since 20:22; it is unclear why kuuj missed the new navigation
message.
In order to know if there are any other receivers having
the same problem as kuuj, we screened all the navigation
data collected by the IGS network on Jul 31, 2006. To
our surprise, among the 245 IGS stations that were tracking
PRN 03 around 23:00, 29 stations missed the new navigation
message. Although the navigation message handover problem
may occur very rarely, it implies that it is probably a more

Our case studies show that an unexpected anomaly can appear
when a receiver misses a navigation message. We hope that
the results presented in this paper will help not only numerous
GPS users but also the development of next generation GNSS
integrity monitoring systems.
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timely and reliable way to alert users via making the satellite
untrackable than issuing a new navigation message.
V. S UMMARY
In this paper, we developed an automated process to verify
potential GPS SIS anomalies using the IGS ground observation data. Given the basic information about each potential
anomaly, our process can automatically select 10–32 preferred
IGS stations, retrieve their observation and navigation data,
compute SIS UREs, and decide if the potential anomaly is true.
We apply this process to the 31 potential GPS SIS anomalies
found from Jan 1, 2004 to Dec 31, 2011. The results show
that 26 potential anomalies are true, 1 is false, and 4 are untracked. Moreover, the number of true SIS anomalies per year
demonstrates an improving SIS integrity performance over the
past eight years. A comparison between the verification results
and our prior results shows that the SIS UREs computed from
observation data provide more accurate information and deeper
insights of the anomalous SIS behaviors, especially when
an anomaly was ended by making the anomalous satellite
untrackable. We also studied the SVN 29/PRN 29 anomaly on
Mar 1, 2007 and the SVN 33/PRN 03 anomaly on Jul 31, 2006.
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