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ABSTRACT
The growing dependence of critical and safety-of-life systems on GNSS makes the ability to rapidly detect and localize the
presence of GNSS interference events increasingly important. Ground-based GNSS jammer detection can be used to detect
local interference sources. However, this approach is limited by line of sight (LOS) and hence applying it to large areas is
costly in both time and money. A complementary technique is to use airborne GNSS receiver data as provided by Automatic
Dependent Surveillance—Broadcast (ADS-B). As these receivers are at altitude, their LOSs can cover a wide ground area. The
drawback to this method is that ADS-B was not designed for this purpose and the messages contain limited information for the
assessment of radio frequency interference (RFI). This paper develops and demonstrates an algorithm for real-time detection
and localization of GNSS interference sources using ADS-B. We implement and demonstrate this capability using recorded
ADS-B transmissions from known interference events.

This paper demonstrates detection of an interference source within few minutes of the onset of transmission and identification
of the location within small degrees of error in latitude and longitude. The algorithm does not require prior knowledge about
the interference source, it only assumes the source has omnidirectional radiation with continuous transmission. The algorithm
generates a probability map for possible locations of the RFI source. This information can then yield the most likely information
of the interference source including location and transmitted power.

This paper tested the algorithm on a recent interference event that occurred around Denver International Airport (KDEN). This
incident resulted in multiple aircraft reporting loss of transponder function and ADS-B issues within 30 NM of KDEN. The
tested result showed fast detection and identification of the interference threat.

I. INTRODUCTION AND BACKGROUND
ADS-B is a surveillance system that consists of aircraft based transmitters that broadcasts the GNSS derived position on Mode-S
Extended Squitter (Mode S ES) on the 1090 MHz frequency band. There are also ground stations that support reception of
ADS-B transmissions for air traffic control. The primary airborne position message is broadcast every 0.4 – 0.6 sec and can be
received by other aircraft and ground stations. ADS-B is already widely in use by commercial aircraft in Europe and the U.S.A.
by 2020 [1]. Therefore, the ubiquity and openness of ADS-B provides us widespread GNSS information.

ADS-B messages only provide basic information such as position or velocity, they do not contain information from the GNSS
receiver such as carrier to noise ratio (C/No). However, ADS-B messages have some built-in parameters which indicate the
integrity and accuracy levels of the reported GNSS measurements. We could infer information about GNSS reception from
those parameters. RTCA DO-260B [2] specifies the standards for ADS-B avionics. It states that if no new GNSS position data
is received within 2 seconds of the previous data update, the ADS-B transmitting subsystem will clear all but the altitude and
status subfields of the airborne position message. The position message could continue to be broadcast based on other navigation
systems, but the value of integrity and accuracy parameters should drop. Therefore, we can expect to observe a loss of airborne
position and/or a decrement in reported integrity and accuracy level as the aircraft enters the area impacted by interference.



1. Accuracy and Integrity Level Indicators
Two commonly used integrity and accuracy parameters are Navigation Accuracy Category–Position (NACp) and Navigation
integrity category (NIC). NACp describes the estimated horizontal and vertical position uncertainty (EPU) of the reported
position. It is sent every 2.4 to 2.6 seconds in the operational status message. NIC specifies an integrity containment radius that
the current horizontal position is guaranteed to be within, with 99.999% probability. It is sent every 0.4 to 0.6 second in the
airborne position message. Figure1 shows the tables for NACp and NIC. On the left is a table for NACp and its corresponding
95% accuracy bound. On the right is a table for NIC and its corresponding size of containment radius [2]. According to
ADS-B equipment performance requirements defined in Title 14 of the Code of Federal Regulations (CFR) Part 91 [1], under
normal circumstances, the aircraft’s NIC value must be ≥ 7 (containment radius less than 0.2 nautical miles). When NACp or
NIC equals to 0, the corresponding errors are much worse than typical GNSS performance. For GNSS to perform this poorly,
other than incorrect setting of the ADS-B system, it is likely that the aircraft has been severely affected by the jammer. In this
effort, we use NIC to estimate the quality of GNSS reception. This decision is made based on some of our previous studies
in characterizing ADS-B performance during interference events [3]. One clear reason is that NIC comes with the position
message directly but NACp is part of the operational status message which is broadcast less frequently. Therefore, using NIC
value makes sure that each position point will have an associated quality indicator.

Figure 1: Relation between NACp and size of 95% accuracy bound (on the left) and relation between NIC and size of containment radius
(on the right)

2. Interference Events
In this project, we gathered ADS-B data from two known interference events. The first event occurred around KDEN on January
2022. Figure2 shows how that interference event affects aircraft GNSS reception and hence ADS-B outputs. On the left is a
top view picture of aircraft flight tracks passing KDEN during regular days, and the plot on the right shows data collected from
days with interference. The color of each dot represents corresponding NIC value. During regular days, all aircraft have NIC
value greater than or equal to 7, but during interference events, aircraft will also have low NIC values such as NIC = 0 (dark
blue) which can be observed at the center of the plot on the right .

Figure 2: Top view of ADS-B data collected within one day from KDEN at nominal(left) and jammed(right) conditions



The second event happened within Cypriot airspace on December 2020 as shown in figure3. There is ongoing significant
and known GNSS interference that occurs in that airspace [4]. The magenta star shows the possible location of interference
source identified by C4ADS using satellite data [5]. The location of interference source is roughly at the center of the blue
region(NIC=0). One challenge comes with this dataset is the imbalanced distribution. Due to the lack of coverage of the ground
ADS-B receiver, most of the ADS-B data we collected is to the southwest side of the interference source, therefore, it leads to
an open area to the northeast side of the interference source, and it becomes difficult to fully understand the situation for this
interference event.

Figure 3: Top view of ADS-B data collected from Cypriot airspace on December/14/2020

This paper demonstrates two different algorithms for detecting and localizing interference source. One algorithm monitors the
given airspace in real-time and updates the probability of where and how the interference source should be. Another algorithm
searches for the most likely location and power level of the interference source using a snapshot of ADS-B data collected during
a longer period of time. These two algorithms allow us to obtain immediate result within only 30-seconds time window and
have more intuitive understanding of the jamming situation from the probability heat-map.

II. RELATED WORK
Several groups have investigated the use of ADS-B on detection or localization of GNSS interference events. Aireon is able to
provide alerts of potential GPS interference events by monitoring change of Navigation Accuracy Category–Position (NACp)
parameter from ADS-B message [6]. EUROCONTROL has investigated the use of ADS-B to determine GNSS affected regions
in the eastern Mediterranean. They developed a grid probability model, based on ADS-B trajectory gaps, to identify possible
location of the RFI source [7]. As a starting point, we proposed using convex optimization to identify possible location of
interference source [8]. The main idea is to minimize the distance between the outer boundary of jammer impacted region and
the starting position of flight path outages.

The work in this paper builds on our prior ADS-B interference detection work [9] and expands that capability into rapid detection
and localization of interference sources. The main concept of our previous work is similar to the first method in our algorithm
which relies on Bayesian updating to identify the interference situation that has highest probability. In this paper, we refined
the probability mass function we defined in the previous work and modified the updating process to consider the correlations
between ADS-B points from same flight. In addition, we designed another method which calculates the minimum non-linear
least squares solution of jammer characteristics such as location and transmitted jamming power. Both methods allow us to
preform estimation using data collected from shorter time period and therefore achieve real-time detection and localization.

III. APPROACHES
1. Bayesian Updating
The overall objective of this algorithm is illustrated in Figure4. It divides the target airspace into small sections and performs
real time monitoring on each section. It updates the probability of whether the interference source is located inside that section
based on data collected from each 30-seconds time window. The overall probability among all sections inside the airspace plus
no jammer situation will sum to 1. Therefore, once the probability among all sections exceeds 50% we can say that there is



interference source underneath current airspace, and the section with highest probability shows the most likely location of the
RFI source.

Figure 4: Overview of Bayesian updating algorithm

a) Inferred probability mass function from NIC
To update the probability, since ADS-B data does not provide direct information about received jamming signals, we need to
infer information about the GNSS reception from NIC. We used data collected from Cypriot airspace, shown in Figure3, to
analyze the probability of seeing certain NIC value given jammer location and transmitted power.

Figure5 shows the probability mass function(PMF) we generated. C4ADS has identified the location and power level of the
interference source, and we used that information to calculate the received jamming power(Pr) at each ADS-B data point. We
then separated data points into groups based on the Pr values. Within each group of the points, for each NIC value, we counted
how many numbers of points have that NIC value and divided that number by total numbers of points within the group. Each
color group has probability sums to 1 and we smoothed out the probability to avoid extreme values such as 0% or 100%. The
detailed information about how we performed the calculation is shown in our previous paper [9]. The resulted PMF shows
the probability of having a specific NIC value at a level of received jamming power. During the implementation process, we
calculate the received jamming power at a position point and use the corresponding measured NIC value to identify what is the
probability associated with that point.

Figure 5: Separate ADS-B data points into different groups based on Pr and generate correpsonding PMF of each group

b) Bayes estimation
With the probability mass function, we can associate NIC measurement with probability and perform Bayesian updating. Within
each 30-seconds time window, assuming we have measured new ADS-B points ∈ Rm, then the probability of jth scenario being
true is:



P (scenarioj |NIC = N̂ic) =
P (NIC = N̂ic|scenarioj)P (scenarioj)

P (NIC = N̂ic)
(1)

where N̂ic ∈ Rm is a vector of all NIC values from current "m" ADS-B data points, P (scenarioj) is the prior probability of
that scenario being true, and P (NIC = N̂ic) is the probability of current overall picture of NIC values being true. Noticed
that all scenarios should start with a prior probability of zero as there is no information about the interference at the beginning,
in addition, P (NIC = N̂ic) is same probability among all scenarios as they are seeing same set of 30-seconds data points.
Therefore, finding the scenario with maximum P (scenarioj |NIC = N̂ic) is equivalent to finding the one with maximum
P (NIC = N̂ic|scenarioj).

To calculate P (NIC = N̂ic|scenarioj), we first separate all points with respect to flights. Within each flight, we calculate the
geometric mean of all points: Pk =

∏Nk

i=1 Pi(nic = nici|scenarioj). Pi is the probability of each single data point, we used the
probability mass function, shown in Figure5, to look up Pi value based on NIC value at current point(nici) and the estimated
received jamming power from scenarioj . To estimate receiver jamming power, we used Friis formula: Pr = PtGtGr(

λ
4πd )

2.
Pr is the received power in watts, Pt is the transmitted power in watts, λ is the transmitted signal wavelength in meters, d is the
distance between transmitter and receiver in meters, Gt, Gr are the transmit and receive antenna gain. Assuming we observed
total n flights and those flights are independent from each others, then we can multiple probability of each flight together,
resulted in following formula for posterior probability:

P (NIC = N̂ic|scenarioj) =
n∏

k=1

Pk where Pk =

Nk∏
i=1

Pi(nic = nici|scenarioj) (2)

The final step is to normalize P (scenarioj |NIC = N̂ic) among all scenarios, including the scenario of no jammer, such that the
overall probability of all scenarios equals to 1. Then the scenario with highest probability shows the most likely location and
power level of the interference source.

2. Least Squares
The second method solves minimization of non-linear least squares problem of the jammer characteristics such as location
and transmitted power. Figure6 illustrates the overall concept. The objective function is to minimize the difference between
estimated received jamming power(P̂r) and the measured received jamming power(Pr) at same position point. After forming
the objective function, we used Gauss Newton method to search for global minimum point which tells us the most likely location
and transmitted jamming power of the interference source.

Figure 6: Overview of least square problem



a) Inferred Pr from NIC
Since ADS-B data does not provide direct information about GNSS reception, we need to first estimate the relation between
NIC and received jamming power (Pr). Figure7 shows two plots from the book Understanding GPS/GNSS: Principles and
applications written by Kaplan, E. D., and Hegarty, C. [10]. On the left shows how much jamming power can be tolerated by
the GNSS receiever as a function of tracking threshold C/No. Common onboard GNSS receiver has a tracking threshold of
C/No around 25dB-Hz, that means the aircraft should at least receive −115dBW jamming power when being jammed. Plot on
the right shows jammer transmitted power versus impact distance, so for a jammer with 100W , it could form an impact region
covers 100km distance.

Figure 7: Estimation of received jamming power from NIC

Based on the above information, as well as the empirical data we collected from Cyproit airspace, we created following table of
how much jamming power should be received at given NIC value.

Table 1: Estimation of received jamming power at given NIC value

NIC Pr Range [dBW]
0 [-100, 0)
1 [-105, -100)
2 [-110, -105)
3 [-115, -110)
4 [-120, -115)
5 [-125, -120)
6 [-130, -125)
7 (-∞,−130)

b) Objective function
Given a snapshot of data points, assumed total m data points, each contains information about the aircraft location as well as
the measured received jamming power inferred from NIC value: xa, ya, za, Pra ∈ Rm. We used Earth-centered Earth-fixed
coordinate system (ECEF) in our algorithm. The unknown states we need to estimate are jammer location and transmitted
jamming power: x, y, z, Pt. Start with an initial assumed jammer location and power, we can predict the received jamming
power at each aircraft location using Friis formula. Then the objective function is to minimize the residuals between estimated
P̂r and true measured Pr:

minimize RTWR

where R = Pr − P̂r ∈ Rm

Pr =
GtGrλ

2

(4π)2
Pt

(x− xa)2 + (y − ya)2 + (z − za)2

(3)



W in equation3 is a weight matrix that allows use to design the mechanisms behind the model. The weight matrix in our
algorithm is the inverse of the covariance matrix R. The diagonal elements represent the variance for each received jamming
power inferred from NIC value: σ2

i = (Prmax−Prmin

2 )2. Recall that given a NIC measurement, we have estimated a range of
possible Pr values and we only use one number which is the mean value as the Pr corresponding to that point. Therefore,
We need to add variance to consider this noise from the estimation process, as we do not have direct measurement of true Pr.
The off-diagonal elements considers time correlation of data from same airplane: ρij = e

−|ti−tj |
τ , where −|ti − tj | is the time

differences between point i and point j. τ is a hyper-parameter which sets how long do we consider the time correlation, if two
points have time different greater than τ , we treat them as independent of each other. The overall equation of ρij means that
the correlation gets smaller when points that are far apart in time. Therefore, the overall weight matrix can be represented as
following, assuming that we have two airplane, airplane A has three points and airplane B has two points, then the weight matrix
should be as following:

W = R−1 where R =


σ2
1 ρ12σ1σ2 ρ13σ1σ3 0 0

ρ21σ2σ1 σ2
2 ρ23σ2σ3 0 0

ρ31σ3σ1 ρ32σ3σ2 σ2
3 0 0

0 0 0 σ2
4 ρ45σ4σ5

0 0 0 ρ54σ5σ4 σ2
5


σ2
i = (

Prmax − Prmin

2
)2

ρij = e
−|ti−tj |

τ

(4)

c) Gauss Newton
To solve the least squares problem, we applied Gauss Newton method to search for minimum point of our objective function.
Recall that we have non-linear residual function: R =

∑m
i (Pri − P̂ri)

2, we need to linearize this function. The first step is to
convert power unit from W to dBW, since P̂ri is calculated from Friis formula, by taking 10log10, we can convert power unit to
dBW, then each ith element or row of the residual function becomes:

ri = log10(Pri)− [log10(
GtGrλ

2

(4π)2
) + log10(Pt)− log10((x− xi)

2 + (y − yi)
2 + (z − zi)

2)] (5)

The algorithm will start with an initial assumed jamming condition X(0) =


x(0)

y(0)

z(0)

P
(0)
t

, then at each iteration, it can linearize the

residual function near current state, assuming at kth iteration:

r(X) ≈ r(X(k)) +Dr(X
(k))(X −X(k)) = A(k)X − b(k)

where A(k) = Dr(X
(k))

b(k) = Dr(X
(k))X(k) − r(X(k))

Dr(X
(k)) =

[
2(x−xa)
ln(10)d2

2(y−ya)
ln(10)d2

2(z−za)
ln(10)d2

−1
ln(10)Pt

]
r(X(k)) = log10(Pr)− log10(P

(k)
r )

(6)

Then the residuals at current iteration is ∥A(k)X − b(k)∥2, and the state for next iteration can be updated using:

X(k+1) = (A(k)TWA(k))−1A(k)TWb(k) (7)



IV. RESULTS AND ANALYSIS
1. Bayesian Updating
The main application of this algorithm is to monitor a given airspace and update probability of having jammer based on ADS-B
data collected from 30-seconds time window. Figure8 shows a sampled screenshot taken at 21:14 UTC. The bottom plot shows
the historical plot of variation in jamming probability in current airspace with respect to time. The red line is the probability
of having a jammer in current airspace and the blue line is probability of not having a jammer. The algorithm starts with prior
probability of 10% of having interference (red line) at 21:07 UTC, this prior probability is posterior probability obtained from
data collected before 21:07 UTC. Notice the overall probability of having interference source increases as time passing by, and
it reaches 95% at 21:14 UTC. The upper left plot is a window shows what ADS-B data point we’ve observed from the 21:07
UTC to 21:14 UTC. The upper right plot shows the probability of each scenario at 21:14 UTC. The sub-grid with highest
probability is the most likely jamming situation. Recall that at each location, the jammer has different power levels combined
with it. In the monitor, we only show the most likely power level at each location. In other words, at 21:14 UTC, there is about
70% probability that the jammer is located within the sub-grid centered at (-104.47◦, 39.8◦), and the most likely transmitted
jamming power is 20 Watts. The overall probability of airspace contains interference is about 95%.

Figure 8: Screenshot of real-time RFI detection monitor at 21:14 UTC

Figure9 shows the historical results we observed from the Bayesian updating algorithm. The bottom left uses green text to
label all the situations with numbers. Recall that each location also has different jamming powers associated with it. The red
text shows which scenario or situation has been identified as most likely jammer situation during the entire 3hrs of history
from 21:00 UTC to 23:59 UTC. These scenarios are 19, 21, 27, 28, and 36. The bottom right shows the transmitted jamming
power associated with these local maximum situations. Since each location has hidden jamming power options associated
with it, notice that even though scenario 21 appears to be local maximum at 200th time window and 340th time window, the
corresponding jamming power are different, one has jamming power of 20 watts and the other is 10 watts. The upper plot shows
how probability varies for local optimal scenario within each time window. The x-axis is the time in terms of time windows,
recall we used 30-second time window, therefore, the 30th time window means we are at time 900seconds after 20:00 UTC
which is 20:15 UTC. The magenta line at the beginning time is indicating that there is about 0% probability that the airspace
contains jamming event. This is because during that time, from 0th time window to 140th time window, we only observed
ADS-B points with NIC value ≥ 7 which means it is most likely that there was no interference at that time. Then after few time



windows, we started to observe ADS-B points with small NIC values and the overall probability of having a jammer started
to increase. Once the overall jamming probability has achieved 50% threshold, then it started to show the probability of most
likely scenarios among all possible combinations. Recall that the probability of all scenarios sums to one including the scenario
of no jammer. Therefore, when the overall jamming probability has achieved 99%, the local optimal solution can still have
small probability if the overall confidence on identifying which one is most likely is low. In other words, all N scenarios share
the total 99% probability as 99%

N . For instance, at 320th time window, scenario 19 is the most likely jamming situation with
only around 1% probability, that means at that time, even though the algorithm knows that there was interference but it cannot
identify which jamming situation is correct.

Figure 9: Overall probability variations of local optimal solution

The final result of this algorithm is shown in Figure10. The most likely jamming situation we obtained is at a location contained
by the 28th sub-box with a jamming power of 20watts. The true measured information about the interference source is not
publicly available, as for our internal comparison, our estimated location is closed to the true location but the estimated power
level is slightly higher than the true power. The overall probability of having a jammer at our estimated location is around 50%
and the other 50% probability is distributed among the rest of jamming situations. In addition to the final result, as for the speed
of detection, multiple pilot reports (PIREPS) were received at 22:25, but we are able to identify the existence of interference
event at 21:15 which is about an hour ahead of the time. By looking at the ADS-B data we collected, the first NIC=0 data
point appeared at 20:58, if we use that as the time when the jammer started transmission, our algorithm is able to identify the
existence of that source within 20 minutes at most.



Figure 10: Final interference localization result using Bayesian Updating

2. Gauss-Newton Method
This algorithm perform searching for local minimum residuals on a snapshot of data collected from 2.5hrs time period. Figure
11 shows the objective function at each possible state X = [x, y, z, Ptopt]

′ with using optimal Pt values. Red means smaller
residuals and therefore lower region on the surface plot of the objective function. This visualization of the objective function
gives us better understanding of the overall jamming situation in the selected airspace, and it looks like the center region of the
airspace has higher probability of containing the interference source, which matches with the result we obtained from Bayesian
updating. The magenta star on the left plot shows the global minimum location of the objective function, and our searching
algorithm should converge to this point to prove that the entire algorithm works correctly.

Figure 11: Heat map of the objective function at local optimal Pt

Figure 12 shows the result we obtained by running Gauss Newton method for 15 iterations. Plot on the left shows how optimal
jammer location varies from iteration to iteration. The colored circles are the optimal jammer location at each iteration. The
arrow shows the moving step. The blue circle is the starting point or the initial assumed jammer location, the dark pink circle
is the final location at the 15th iteration. Notice that the location does converges to the global minimum. Plot on the right
shows how residuals and transmitted jamming power(Pt) varies for each iteration. Notice the residuals stops decreasing after 5
iterations which shows convergence of the algorithm. In addition, the final optimal Pt value we obtained is around 20W which
matches quite well with what we obtained from Bayesian updating method.



Figure 12: Convergence of Gauss-Newton method to global minimum

V. CONCLUSION AND FUTURE WORK
The final Localization results from both algorithms are within reasonable range to the true location. Both algorithms also
have similar results which confirmed the stability. In addition to localization, our algorithm is able to identify the existence of
that source within 15 minutes of the first observation of NIC = 0. It took couple hours until facilities received multiple pilot
reports(PIREPS). Furthermore, both algorithms can generate heat-maps of the possible interference source situation within the
airspace. This provides better situational awareness.

As for future work, we would like to collect more real-life data to test and improve our algorithms, as it is not enough to have
test result from only one interference event. In addition, at current stage, we rely on empirical data to infer GNSS reception
information from NIC value, to have a more robust and accurate algorithm, we would like to perform some experiments to
find out the distribution of NIC value versus received jamming power by feed different levels of jamming signals into GNSS
receivers in our Lab. The experiment results will be used to upgrade the probability mass function as well as NIC versus Pr

table. Other than that, we will also consider effects of flight configurations and aircraft fuselage on jamming signals in order to
have more realistic modeling on received jamming power.
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