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ABSTRACT
Automatic Dependent Surveillance – Broadcast (ADS-B) reports from aircraft have been examined by several groups for their
capabilities to identify regions affected by radio frequency interference (RFI) [1] [2] [3]. RFI events that happen near airports
could cause denial of GNSS based landings for aircraft and create a severe impact on the safety of aircraft operation during some
vulnerable segments. Therefore, it is important to rapidly localize any GNSS interference sources and identify the geographical
impact area. Using already existing aircraft reports of position from ADS-B is a highly desirable approach that could rapidly
and inexpensively be implemented nationwide or even globally.

This project has two main objectives. First, we developed a method of interference source localization which is applicable
for different types of interference source using ADS-B data. Specifically, the mathematical model was designed without prior
knowledge on the power level of RFI sources, making this factor as parameter to identify. Although this approach increases
complexity, it allows our models to be more flexible and general. Second, we built an interference event simulator which
generates ADS-B data from simulated aircraft flight tracks that may be affected by simulated RFI events. By building this
simulator, we can then test our models for different scenarios including multiple jammers. Identifying and obtaining real-world
ADS-B data from these types of events is difficult. Therefore, we rely on simulated data to better test our models for these
special cases. To make the simulated data reasonable, our simulator also adds noise and includes erroneous outputs that we
have observed during the investigation of real-world interference events.

I. INTRODUCTION
ADS-B is a satellite-based surveillance system used by commercial aircraft and was made mandatory in Europe and the U.S.A.
by 2020 [4]. It broadcasts position and velocity messages based on positions from certified GNSS based position estimates.
These messages are transmitted every 0.4 – 0.6 sec through Mode-S Extended Squitter on the 1090 MHz frequency band.
Nowadays, several companies and associations provide access of ADS-B data, such as The OpenSky Network [5] which has
a ground network of ADS-B sensors/receivers over the world. Therefore, the ubiquity and openness of ADS-B provides an
available and widespread source of GNSS information from aircraft and a means to identify and localize RFI sources.

GNSS provides the basis for safety-of-life service in aviation. RFI source can disrupt aircraft operations and result in unavail-
ability of service including approach and landing. This sudden loss of navigation can be monitored through ADS-B reports on
the ground side. Figure1 shows how interference event can affect ADS-B outputs.



Figure 1: Impact of interference event on ADS-B performance

Several groups have investigated the use of ADS-B on detection or localization of GNSS interference events. Aireon is able to
provide alerts of potential GPS interference events by monitoring change of Navigation Accuracy Category–Position (NACp)
parameter from ADS-B message [1]. EUROCONTROL has investigated the use of ADS-B to determine GNSS affected regions
in the eastern Mediterranean. They developed a grid probability model, based on ADS-B trajectory gaps, to identify possible
location of the RFI source [6].

This project expanded upon some of the concepts developed in prior research [3] [7] and developed new approaches for RFI
source localization using ADS-B data. The overall concept is as following: given an airspace with suspected interference event,
assume that the RFI source could be anywhere on the ground with unknown power level, at each possible location combined
with different power level, We estimate how the assume jammer could affect surrounding aircraft, and then we calculate the
probability of our estimated result matching with true result based on ADS-B data collected from that airspace.

II. APPROACHES
1. Information from ADS-B data
According to DO-260B [8], Navigation Integrity Category (NIC) is a parameter in ADS-B airborne position message which
indicates the integrity level of current position information. This parameter is related to the Required Navigation Performance
(RNP) information from the GNSS receiver. It indicates the size of the containment radius of the current reported position.
Imagine drawing a circle centered at reported position, the actual position has 99.999% probability of being somewhere within
the circle. Therefore, the smaller the containment radius is, the higher the accuracy the information has. Table1 shows the size
of the containment radius corresponding to each possible NIC value.

Table 1: NIC value and corresponding size of containment radius

NIC Containment Radius
0 Unknown
1 Rc < 37.04km (20nm)
2 Rc < 14.816km (8nm)
3 Rc < 7.408km (4nm)
4 Rc < 3.704km (2nm)
5 Rc < 1852m (1nm)
6 Rc < 1111.2m (0.6nm)

Rc < 926m (0.5nm)
Rc < 555.6m (0.3nm)

7 Rc < 370.4m (0.2nm)
8 Rc < 185.2m (0.1nm)
9 Rc < 75m
10 Rc < 25m
11 Rc < 7.5m

Given a suspected RFI event, one way to check whether or not an aircraft has been jammed at one position is to check the



ADS-B equipment performance requirements defined in Title 14 of the Code of Federal Regulations (CFR) Part 91 [4]. One
of the requirements is that, under normal circumstances, the aircraft’s NIC value must be ≥ 7 (containment radius less than 0.2
nautical miles). Therefore, if there exist multiple data points with NIC values less than 7, that could be a clear indication of
existence of RFI sources. Our previous studies in characterizing ADS-B performance during interference events indicated that
this rule is a quite reasonable means of identifying RFI events [3].

2. Mathematical model for RFI event
Once we have identified a region with ADS-B position points with low NIC values, we can calculate the jamming power received
at each location using following equations.

a) Signal line of sight
The first step is to check if current aircraft position is within the radio line of sight(LOS) of the RFI source.

RHR[km] = 4.12[
km√
m
] ∗ (

√
h[m] +

√
a[m]) (1)

where "RHR" is the horizontal distance between jammer and aircraft, "h" is the ground elevation/height of jammer in meters
and in this project we assumed h = 0, "a" is the critical altitude of aircraft in meters. If the altitude of the aircraft is lower than
the critical altitude, then the aircraft is outside line of sight of the jammer. In other words, the jammer will not be able to impact
the flight and vice versa. Figure 2 illustrates this equation.

Figure 2: Implementation of line of sight equation

b) Power level
Once the aircraft is within the line of sight of the jammer, we then consider the power level of the jammer. In the analysis in the
paper, we assumed that the RFI source has omnidirectional radiation with continuous transmission, and no additional significant
masking caused by other obstacles. Therefore, the impact region of a RFI source can be illustrated as in Figure 3. "ri" is the
imaginary effective impact radius of the jammer, "d" is the distance between the aircraft and the jammer. When the distance
between the jammer and the aircraft is smaller than the effective impact radius, given that the aircraft is within the line of sight,
the aircraft should be affected by the jammer.

Figure 3: Representation of impact radius as function of jammer power level



c) Free space path loss
For position points that are within line-of-sight and the impact region of the jammer, we then calculate the amount of jamming
power received at each point. We use the free space path loss equation [9] which shows the power loss of a signal from the
transmitter to the receiver in a space without signal blockage:

PL =
Pt

Pr
= (

4πd

λ
)2

1

GtGr
(2)

where Pr is the power received in watts, Pt is the power transmitted in watts, PL is the power loss ratio, λ is the transmitted
signal wavelength in meters, d is the distance between transmitter and receiver in meters, Gt, Gr are the transmit and receive
antenna gain.

In this project, we treat RFI source as the transmitter and the GNSS receiver on the aircraft as the receiver. Assuming Gt and Gr

are both equal to 1, if we know the distance d between the aircraft and the jammer, we could calculate Pr which is the amount
of jamming power received at one position point.

3. Relating NIC with Received Power(Pr)
In this project, we tried different test cases about jammer power and jammer location. For each scenario, we calculate jamming
power received by each aircraft and we can compare the estimated result with true result based on NIC values collected from
ADS-B data.

In order to do that, we need to find out the relation between NIC and Pr based on empirical data. The real-world data we collected
contains ADS-B data from interference events happened in Cypriot airspace [10] and the estimated true possible location of the
interference source has been identified by C4ADS using satellite data [11]. Figure 4 is a sampled plot showing the air traffic
in selected airspace on 12/14/2020. The color of each point represents the corresponding NIC value. The possible location of
interference source identified by C4ADS is marked by the pink dot. Since we have information about aircraft positions, NIC
values, and true location of the jammer, once we estimated the transmitted jamming power(Pt), we can then calculate Pr values
of each point and find a relation between Pr and NIC.

Figure 4: Top view of air traffic in selected airspace

The first step is to separate aircraft position points into groups based on levels of jamming impact which is indicated by Pr. From
equation [9], Pr is proportional to the inverse of the distance squared, therefore, grouping data points with similar distances
allows us to group similar Pr. Figure 5 shows the grouping result, the legend on the left shows the color and the averaged
distance of each group, the legend on the right shows the averaged Pr of each group. During the calculation of Pr values, we also
estimated the transmitted power(Pt) from the jammer. We started by assuming a C/No tracking threshold of 25[dB-Hz], then
according to the book Understanding GPS/GNSS: Principles and Applications [12], the maximum tolerable jamming power at
the aircraft would be Pr ≈ −115[dBW]. We then calculated the Pt that would result in Pr ≥ −115[dBW] for affected points.
This leads to our estimate of Pt = 1000[W]. Noticed that points that are in blue, red, green, black, and pink correspond to



points with NIC values less than 7 and mostly equal to 0 in Figure 4, which were under RFI impact. In addition, these points
have Pr values larger than or equal to −115[dBW]. Therefore, using Pt = 1000[W], the corresponding affected region aligns
with what is observed from ADS-B data.

Figure 5: Separate aircraft position points into different groups

The second step is to generate the probability mass function(PMF) of NIC values for each Pr group. For calculation simplicity,
we set all values of NIC > 7 to NIC = 7. This is because NIC > 7 does not provide additional information about interference
event, as long as NIC values are not less than 7, we will treat them as points that are not affected. In order to calculate
the PMF for each group, we need to find out P (NIC = nici) with nici ∈ [0, 1, 2, ..., 7]. This can be calculated by dividing
numbers of points with NIC value equals to nici by the total numbers of points in the group. For instance, in the group
of blue points with averaged Pr = −97[dBW], NIC values of all data points are equal to 0. Therefore, P (NIC = 0) ≈ 1,
P (NIC = 1) ≈ 0 , ..., and P (NIC = 7) ≈ 0. To avoid extreme cases, we approximate probability of 0 as 0.01 and probability
of 1 as 0.99. Within each color group, the probability mass function sums to 1. Figure 6 shows the PMF of the group of pink
points(averaged Pr ≈ −115[dBW]). We performed above calculation for points that are within line-of-sight and points that are
outside line-of-sight separately, because points that are above the line of sight are much more likely to be jammed than those
below.

Figure 6: Probability mass function of NIC for points with Pr ≈ −115[dBW]

Figure 7 shows the PMFs of each group with side-by-side bars on same plot, legend shows the color and averaged Pr value of
each group. PMFs in the plot on the left are applicable for points that are within line-of-sight and PMFs in the plot on the left
are applicable for points that are outside line-of-sight



Figure 7: Probability mass function of NIC for different groups of position points

III. CALCULATION
Now that we understand the relation between NIC and Pr, we can calculate the probability of each scenario being true and
return the one that has highest probability.

1. Create all possible scenarios
The first step is to enumerate all possible scenarios to assess. These scenarios are meant to span the possible interference
situation and the goal is to find the scenario (jammer power and location) that has the highest probability given the data. This
process can be implemented by performing an iterative grid search which is illustrated in Figure 8. Different jammer locations
are placed at discrete grid locations on the ground, each representing one possible location of the jammer. Discrete power levels
are also evaluated which is illustrated as effective jamming radius as depicted in Figure 8.

Figure 8: Create all possible scenarios within selected airspace

2. Adjusting PMFs for each scenario
The next step is to adjust the probability mass function based on an assumed Pt value at each scenario. The PMF generated in
section II.3 uses Pt = 1000[W] which is treated as a reference jamming power Ptref . For each scenario, although the value of
Pt is different, we can still use the same probability distribution curve as if Pt = Ptref = 1000[W], but the way we determine
which group/ PMF curve one point belongs to has changed. According to free space path loss equation, if the transmitted power
changes from Pt to Ptref , to receive same amount of power Pr, the distance from aircraft to the jammer should decrease by
d

dref
=

√
Pt

Ptref
. That means if we say group one has averaged distance of d in reference scenario Ptref = 1000[W], then for

current scenario Pt, group one has averaged distance of
√

Pt

Ptref
d. For instance, if jamming power changes from 1000[W] to

100[W], then effective impact distance shrinks by
√

1
10 .

3. Bayes estimation
The final step is to apply Bayes Rule to estimate the probability of each scenario being true.



Step1: Among entire airspace, collect ADS-B data, assuming we havem data points, each with information (latitudei, longitudei,
altitudei, nici), overall forming vectors of L̂at, ˆLon, Âlt, N̂ic each ∈ R(m,1).

Step2: Form n numbers of possible scenarios, each scenario contains information about jammer (xj , yj , zj , Ptj ).

Step3: Select jth scenario out of all scenarios and calculate:

P (scenarioj |NIC = N̂ic) =
P (NIC = N̂ic|scenarioj)P (scenarioj)

P (NIC = N̂ic)
(3)

Where we could assume that P (scenarioj) which is the probability of each scenario itself being true and P (NIC = N̂ic) which
is probability of having current overall picture of NIC values in selected airspace are the same among all scenarios. Then finding
the scenario with maximum P (scenarioj |NIC = N̂ic) is equivalent to finding the one with maximum P (NIC = N̂ic|scenarioj).

P (NIC = N̂ic|scenarioj) =
m∏
i=1

Pi(nic = nici|scenarioj) (4)

Where each Pi(nic = nici|scenarioj) is the probability of each position point with NIC value = nici being true under current jth
scenario. This value can be found from probability mass function we generated before.

Step4: Normalize P (scenarioj |NIC = N̂ic) among all scenarios such that probabilities of all scenarios sum to 1. Then the one
with highest probability shows the possible location and power level of the RFI source.

IV. RESULTS AND ANALYSIS
In this project, we tested our algorithm using data from both real interference events and simulations. This helps us to check if
there is any logistic problems in our approaches for ideal cases, as well as to check the robustness of our models in real cases.

1. Real cases
The real-world data we used in this project is ADS-B data from interference events happened in Cypriot airspace shown in
Figure4. To illustrate the results from different scenarios, assuming there is only one jammer with possible transmitted power
ranging from 1 watt to 1000 watts and the jammer could be located at the center of any grid. Figure9 shows probability of
each scenario. From left to the right shows jammer with Pt from 1 watt to 1000 watts. The probability of having a jammer
at each location is shown in green text. The location with highest probability at each power level is shown in red text. The
effective impact region corresponding to each power level is presented as red circle. Noticed that as power level increases, in
other words, as size of impact region becomes larger, the most probable jammer location changes from middle right to the upper
right corner. This tendency of moving to the upper right corner matches with our sampled data in which most of the jammed
position points are around northeast. When Pt = 1000[W ] which equal to the estimated power Ptref , the location with highest
probability is very close to the true possible location identified by C4ADS which is marked by pink dot and that scenario has
92.6% probability of being true.

Figure 9: Probability of different scenarios



Figure10 shows the contour plot of above probabilities. Noticed that as transmitted jamming power increases, the probability
contours have more confidence about where the jammer could be. This is due to the fact that more points can be enclosed by
jammer impact region which provides more effective information.

Figure 10: Contour of probabilities for different scenarios

Therefore, our algorithm provides a quite reasonable solution for real interference event. The only concern is that in current
airspace, due to the lack of coverage from publicly accessible data, most of the data we collected was from southwest side of the
jammer. This imbalanced data distribution might leads to some biased prediction. We need to test our models in other airspace
where ADS-B data can be collected evenly from all directions to the interference source.

2. Simulated cases
Since it is difficult to find real-world ADS-B data which has a known jammer location and an adequate density of points in all
directions about the jammer, we built a simulator to generate ADS-B data based on selected type of interference event. Figure
12 shows top view of simulated air traffic. Here we are simulating an interference event cause by a jammer located at the center
of the airspace with Pt = 1000[W]. Notice that some areas are empty, this is the result of mimicking cases where no ADS-B
data is received due to the lack of ground coverage of receiver. In addition, sometimes we will randomly add in some flights
with NIC always equal to zero during simulation. This is a case we observed during investigation of real interference events,
which is caused by incorrect operation of the on-board ADS-B system.

Figure 11: Top view of air traffic within simulated airspace

This time, instead of showing probability result for each power level separately, we will show the direct result from the algorithm.
Our approach considers all possible power level at each location and returns the local maximum probability value as well as the
corresponding Pt value. The algorithm then compares among probabilities at different locations and shows 99% probability of
the jammer locating at the center of the airspace with Pt ≈ 1000[W]. This result matches exactly with the true information of
jammer as expected.



Figure 12: Highest probability of different scenarios at each location

V. CONCLUSION
This project designed and showed possible approach for interference source localization using ADS-B data. The result shows
that this approach can perform reasonably well for single-jammer with any possible power levels.

As for future work, we could easily extend current model to solve multi-jammer problem, by adding one more searching
dimension corresponding to different numbers of jammers. More real-world data is desired for further testing and validating
on our models, especially reported interference event with information about the true location of the jammer. Improving the
robustness and accuracy of our current approaches is another future work, such as designing an algorithm to determine whether
a position point has truly been jammed. Also, we want to convert grid searching into continuous function which could evaluate
best scenario using optimization methods.
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