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1.0 INTRODUCTION

Global Navigation Satellite Systems (GNSS) has
become increasingly interwoven into the fabric of
our infrastructure and economic system. However,
as GNSS becomes more important for safety of life
and economically critical infrastructure, subversive
elements will be increasingly tempted to deny or
spoof its signals. The fact that GNSS has
vulnerabilities is well known and it is becoming
recognized that back ups to GNSS are necessary [1].
Indeed, we are hopefully moving to a more
comprehensive approach to position, navigation and
timing (PNT) architecture. An element that should
be central to the consideration is security. This
paper examines the security capabilities of Loran as
a case study for examining both a secure navigation
system and a secure back up to GNSS.

Loran, in particular the next generation Enhanced
Loran (eLoran), has many properties that make it a
good complement to GNSS. It has similar outputs
and performance as GNSS. As it is an area
navigation (RNAV) system, it can be used to drive
the same interfaces as GNSS. eloran is being
developed to provide performance levels that can
support non precision approach (NPA), harbor
entrance approach (HEA), and stratum 1 frequency
and precise timing. At the same time, it is an
independent system and has failure modes that
differ from GNSS. The attractiveness of Loran as
part of a full PNT architecture has been recognized
by the US Department of Homeland Security
(DHS). In 2008, the DHS announced that eLoran
will be implemented to provide “an independent
national positioning, navigation and timing system
that complements the Global Positioning System
(GPS) in the event of an outage or disruption in
service [2].” Europe has also recognized this with
the General Lighthouse Authority (GLA) of
England, Ireland, and Scotland also promulgating
the development of eLoran for maritime use [3].

While having a back up implies security through
redundancy, the eLoran system can provide even
stronger security to PNT. Its characteristics make
many of the attacks significantly more difficult than
in GNSS. Its higher power makes it more robust to
on-air attacks. The system can also incorporate
signal authentication messages. In addition, its
dissimilar characteristics makes attacking Loran
technically different from attacking GNSS. eLoran,
in this context, is extremely attractive as a part of a
comprehensive PNT architecture.

This paper examines the capabilities of eLoran to
enhance navigation security. It begins by addressing
the various attacks that can affect navigation
systems and features of the Loran system useful to
resisting possible attacks. The first analysis



examines the ability of eLoran to resist on-air
jamming and spoofing. It quantifies eLoran’s
resistance in terms of attacker requirements. The
second analysis examines techniques to increase the
robustness of eLoran to spoofing. Finally, it
examines integrating Loran and GNSS to improve
overall navigation security to deliberate tampering.
Accordingly, the first two analyses demonstrate the
capabilities of eLoran in handling different jamming
and spoofing attacks. The ability allows a properly
designed receiver to provide trustworthy navigation
outputs. The final part of the paper discusses how to
use a secure output (such as from eLoran) with
GNSS for authenticated navigation solutions.

2.0 NAVIGATION SECURITY AND LORAN

Navigation security is increasingly important for
two reasons. The first is the increased adoption and
integration of navigation technologies. Navigation
security is needed to ensure that the PNT outputs we
rely on are indeed reliable. The second is the global
increase of information technology threats. Secure
navigation can serve as a building block for
protection of information and assets. These two
distinct points can be encapsulated as “security for
navigation” and “security from navigation”,
respectively.

This paper focuses primarily on the “security for

navigation” as it should be a requirement when
getting “security from navigation.” To understand
navigation security, it is important to under the
threats and attacks that may be inflicted upon it.

This section discusses attacks and Loran
characteristics that may be useful for security. It
categorizes the various possible attacks and
introduces common defenses. It focuses on specific
Loran features and how they apply to security
against attacks. More background on navigation
security measures and Loran are available in
literature [4][5][6].

2.1 Attack Models and Common Defenses

Attack models are useful for the assessment of
system robustness and are a standard tool used by
the security community. In assessing the security of
a navigation system, we divide the attacks into two
major categories — on-air (or over-the-air) and off-
air attacks. On-air attacks are ones where the
adversary attempts to compete with or overwhelm
the broadcast signal. Off-air or direct injection
attacks are ones where the adversary, who may be a
complicit user, directly inputs into the receiver.

On-air attacks can come in several forms. One
common category of GNSS attack is on-air
jamming or interference. Jamming is the broadcast
of radio-frequency (RF) power that interferes with a
receiver’s ability to track the genuine signals
resulting in denial of service (DoS). Many
incidences of GNSS jamming have been reported.
The other category of on-air attack is broadcast
spoofing where a competing signal is transmitted so
that the user receiver generates an incorrect
position. This threat is real and there have been
anecdotal accounts of GNSS spoofing as well as an
actual spoofer demonstration [7][8]. Different
spoofing techniques exist. The transmission of
simulated signals is one spoofing method. Spoofing
techniques can also utilize the genuine broadcast
signal. A simple example is relay spoofing or
meaconing where the actual broadcast is received at
one location and repeated at another. A more
sophisticated version is to variably delay the
components (signals from different transmitters) of
actual broadcast and rebroadcast the signal to
generate false ranges (“delay and relay” or selective
delay). Another version is to modify the actual
broadcast signal.

Forms of direct injection attacks are similar to
those of on-air spoofing attacks. They typically need
a complicit or oblivious user as they require direct
access to the receiver. Given this, they are simpler
to implement than on-air attacks as the spoofed
signals do not need to compete with the broadcast
signal.

Several defenses against these attacks are possible.
A physical defense is one possibility. Strong signal
broadcasts represent a physical barrier against on-air
attacks as the adversary needs to overcome the
power of the genuine signal. This is one advantage
of Loran that will be examined in the next section.
Another way to increase genuine signal power
relative to an adversary is to use directional
antennas. The signal power approach is really the
only defense against jamming. Another example of
a physical barrier is tamper-proofing. This may
prevent injection attacks if the antenna and receiver
represent one tamper proof unit.

A second type of defense comes from signal design
and authentication. On-air spoofing effects may be
detectable depending on how the spoofing is
conducted. This is especially true on modulated
pulses as the spoofer cannot predict the data on the
pulse. The on-air attacks section discusses checks of
the signal and data for countering such a spoofer.
Data and navigation authentication is another area
that will be examined in this paper. It basically



means providing information to check that the
signal can only be generated by the genuine source.
Hidden information is a second method. This is
providing information that is hidden in the signal
that can only be known to the genuine source. The
information is later revealed so verification is
possible. A related technique is the use of location
dependent marker. A third defense is hidden signal,
an example of which is the GPS P(Y) code. If
adversaries cannot know the broadcast signal, then
they cannot spoof it. Table 1 categorizes these
attacks and potential defenses.

Attacks Physical Signal-Processing
Defense Based Defense
Jamming |Signal Power, |Increasing receiver
(DoS) Directional sensitivity
Antenna
On-air Signal Power, |Signal and data cross
Spoofing | Directional checks, Hidden
Antenna (Location) Markers,
Hidden Signals
Direct Tamper Proof | Authentication,
Inject Hidden (Location)
Spoofing Markers, Hidden
Signals

Table 1. Attack Scenarios and Defense Options

2.2 Loran Features for Security

There are many features of Loran that are useful in
providing security to the signal. Foremost is its
signal frequency and power. The Loran is a low
frequency (LF) transmitted at a power level of 400
kW or more. At 100 kHz, the signal has a
wavelength of three kilometers thus requiring a
large antenna to transmit efficiently. Even a quarter
wavelength antenna is physically difficult to realize.
Thus, the most common Loran antenna in service is
a 625 foot (190 m) top loaded monopole (TLM).
Antennas as tall as 1350 feet (411.48 m) have been
used. The high signal power, necessary to overcome
atmospheric noise at long ranges, makes the signal
more difficult to jam and spoof. For the antenna to
be portable and conspicuous cannot be too large.
These high power and LF features of Loran make it
difficult for adversaries to set up portable,
inconspicuous, over-the-air attacks. However, this
means that the achievable radiated power will be
orders of magnitude less than an actual Loran
transmitter. As a rule of thumb, antenna efficiency is
proportional to the square of the antenna height.
Thus, generating an effective jamming or spoofing
broadcast poses a significant challenge for over-the-
air attackers. The next section quantifies the
challenge.

eLoran incorporates a data channel that utilize
pulse position modulation (PPM) to add data to the
nominal Loran pulse. The data channel is designed
to provide system information and differential
Loran corrections. However, it can be used provide
authentication information to validate the data and
source of the signal. A version of the authentication
message system has been tested [9]. In addition, the
data modulation itself may be useful in detecting
on-air spoofing as well be discussed later.

Another difference between Loran and GNSS is
that the former shares its frequency using time
division multiple access (TDMA) while the later
does it using code division multiple access
(CDMA). That Loran is a pulsed broadcast also has
security implications. This characteristics makes it
more susceptible to “delay and relay” spoofing as
signals from different stations are easily separated
in time. The TDMA implementation in Loran still
has intrasystem interference, known as cross rate
interference. This interference is location and time
dependent and may be useful for cross checking
measurement results.

These features likely present the most significant
challenge for over-the-air attackers. This will be
discussed greater detail in the next section.

3.0 ON-AIR ATTACKS

The analysis presented in this section quantifies the
ability of an on-air adversary to jam or spoof the
Loran signal. The section examines reasonable
attack requirements and studies the relationship
between jamming or spoofing effectiveness and
equipment necessary. It analyzes the minimum
antenna height needed to generate different levels of
attack. Scenarios are presented to better illustrate
the results. The last part proposes additional
methods of detecting and limiting the effects of on-
air spoofing of eLoran.

3.1 Jamming and Spoofing

Jamming a signal involves overcoming the
broadcast power of the signal. A straight forward
jamming broadcast is a transmission at the carrier
wave frequency with roughly equal received power.
Due to distance, the received Loran power is
significantly less than 400 kW radiated by the
transmitter. The power falls off at greater than the
nominal square of the distance due to attenuation for
propagation along the ground [10]. This can be seen
in Figure 1 which uses the nominal groundwave
model from [11]. A 400 kW (radiated power)



transmitter 300 kilometers away (which is
equivalent in signal strength to the same transmitter
at 500 km subject to square distance loss) is roughly
equivalent to a 40 W (radiated power) transmitter 5
km away. It is also equivalent to a transmitter
radiating 4 kW to a user 0.5 km away. The 300 km
distance serves as a reasonable value for distance
between a user and a close transmitter.
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Figure 1. Loran Field Strength as a function of
distance from transmitter

Spoofing a Loran signal by overcoming the
transmitted signal is even more challenging than
jamming. Part of the difficulty lies transmitting a
Loran signal from a short, high Q, antenna. Short,
high Q antennas have bandwidths that are much
narrower than the signal bandwidth. Thus
broadcasting a Loran signal from such antennas
results in even more inefficiency than transmitting a
pure tone (as may be used by jamming) [12]. As a
result, these antennas are more likely to spoof by
broadcasting a tonal or near tone signals. It is
possible to spoof Loran with such a signal if
properly designed. Additionally, the spoofing can be
achieved with less power than jamming on both
Loran and GNSS. Since less power is used, this
form of spoofing has limits in positions spoofable.
For example, assume a spoofer wants to create an
error of 30 m with an antenna 5 km away from the
user receiver. If the user is receiving a signal from a
400 kW transmitter that 300 km, the transmitted
spoof power needed is 160 mW. To induce a larger
error of 150 m from that distance, 4 W would be
required. Table 2 presents these reference jamming
and spoofing scenarios.

Scenario 5 km 0.5 km
Jamming 40 W 04 W
Spoof 30 m error 160 mW 1.6 mW
Spoof 150 merror | 4 W 40 mW

Table 2. Spoofing Scenarios and Required Power

In these scenarios, no assumptions are made about
the antenna available to the attacker. In the
subsequent analysis, it is assumed that the antenna
is a simple monopole that is reasonably short,
perhaps 30 m or less. This seems like a reasonable
assumption as an attacker, in order to be discrete,
would either have to quickly set up an antenna or set
up structure inconspicuously. This implies that the
structure can not be too large or have too many
elements (guy wires, etc.) to avoid detection. More
likely, reasonable attacks are limited to antenna
heights of 30 meters or less due to likely difficulties
in covertly installing, accessing or operating larger
structures.

3.2 Antenna Model

Understanding the potential of an attacker requires
determining the ability to radiate power from a very
short antenna. A very short antenna is one whose
height is much less than the transmitted wavelength.
As the Loran wavelength is 3 km, even a 100 m
antenna may be considered very short! Assuming a
short monopole antenna on a perfect ground plane is
used, the standard radiative resistance is given by
Equation 1 [13]. If radiative resistance is a
governing factor alone, then radiating the power
levels in the previous section would only require
currents on the order of amperes or at most tens of
amperes. However, the full impedance, and hence
reactance, must also be considered.

R =407*(1)YQ ()

For a very short antenna, the reactance of the
antenna is mostly capacitative. Equation 2 gives the
reactance of a short monopole antenna where Az is
twice the antenna height (%) and a is the wire radius
[13]. A similar result can be gained from empirical
derivations. Equation 3 is the capacitance from a
vertical wire of length / and diameter d with & being
an empirical factor related the height above ground
of the low point of the wire [14]. The reactance
derived from Equation 3 is seen in Equation 4 and is
essentially the same as Equation 2 for wires close to
the ground (k ~ .44).
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The current flow is simply the voltage difference
divided by the magnitude of the impedance. This is
given in Equation 5 where R, (given in Equation
6) is the ohmic resistance (losses) in the antenna.
For simplicity and conservativeness, the ohmic term
is ignored. These equations show that voltage
difference in a short antenna is effectively governed
by the reactance.

=L d (5)

|Z| \/(Rr +Rohmic )2 +XA2
2h R,

ohmic — 27Z'a 3

(6)

From the result, the radiated power can be
calculated given an assumed voltage difference and
an antenna radius. It is assumed that the maximum
voltage potential is 45 kV which seems like a
reasonably conservative. The results for an antenna
radius of 5 cm at maximum voltages of 5, 25, and
45 kV are seen in Figure 2. The results have some
dependency on antenna radius with the general trend
being radiated power increases with antenna
diameter. Table 3 shows the antenna height needed
to achieve the required radiated powers from the
scenarios discussed for three different antenna radii.

Radiated Power vs. height (Manopole), a = 50 mm

[ 5 10 15 20 w3 o [

25
height (m})

Figure 2. Radiated Power vs Monopole Antenna
Height

Scenario (b & % a=23 |a=254|a=50
km) mm mm mm
Jamming (40 W, 0.4 |90m, |78 m, 22|73 m,
W) 27m |m 21 m
Spoof 30 m error (160 |21 m, |17 m, 16 m,
mW, 1.6 mW) 6.lm |47m 4.2 m
Spoof 150 merror (4 (49 m, [42m, 12|39 m,
W, 40 mW) 14m |m 11m

Table 3. Attack Scenarios and Required
Monopole Antenna Heights for different radii (a)

The results indicate that, unless an attacker is quite
close, an on-air attack would require antenna
structures that are quite large - over 15 meters in the
most optimistic case at 5 km. At 2 km, the antenna
heights are more achievable but they will still likely
be noticed if they are at that distance to the user.

Note that extrapolating the analysis out to Loran
antenna heights or even mini-tower heights results
in radiative power that are over an order of
magnitude lower than assumed or measured. There
is no discrepancy as the analysis applies specifically
to very short antennas and it does not consider other
factors such as top loading. As antennas get larger,
the reactance is lower than suggested by Equation 2
due to inductance. In fact, measurements of an
operating Loran antenna show a reactance of -25 Q,
much less than calculated by the equation [12]. It is
well known that proper top loading can also
improve performance. Depending on number of guy
wires and location of the insulator, output power
can improve by significant multiples. For example,
for eight equally spaced guy wires, radiated power
can be improved by over a factor of eight [15].
However, this increase comes at the expense of
significant set up time and costs. This is something
that an attacker is not expected to do because of
their desire not to be detectable or caught.

In fact, the analysis assumptions represent an
optimistic case from the attacker’s perspective. It
assumes away many losses such as ohmic and
matching losses. It assumes no transmitter
inefficiencies. It also assumes a perfect ground
plane which an attacker is may not be able to
approximate due to the amount of preparation
needed to set this up.

3.3 Modulated Pulse Cross Check

Spoofing can be detected on modulated Loran
pulses especially if its effect is large. Spoofing as
described previously, affects the broadcast Loran
signal by overlaying that signal. The spoofing is
achieved through an overlay to signal with a known
time of arrival (TOA). However, the TOA of PPM
pulses are not known a priori. Hence, the effect of
the overlay cannot be predicted. The attacker has
two choices. One choice is to not spoof the PPM
pulses. However, this causes all the data bits to be
shifted by the amount of the spoofing. This shift can
be easily detected. So to avoid detection, the
attacker’s must spoof the modulated signals. Since
the PPM time shift is not known a priori, the
overlay cannot be matched to individual PPM
pulses. The most likely scenario is that a spoofer



overlays a tone or near tone that is in phase with the
non-modulated pulses. This tone will have different
effects on the PPM modulated pulses. Using 9™
pulse modulation as an example, the effect of the
tone on an unshifted pulse will be different than that
on a pulse that is delayed 2.5 psec. If the spoofing is
too great, it will result in certain bits systematically
being mistaken for other bits. This systematic error
can be checked and hence the spoofer can be
detected. Figure 3 shows an example of this where
spoofing of 300 meters results in pulses nominally
shifted 2.5 and 3.75 psec being registered as pulses
shifted by 3.75 and 5 psec, respectively when
spoofed.

An attacker can try to eliminate the systematic
nature of its effect on PPM by randomly changing
the synchronization of the tone on the modulated
pulse. Technically, this is more difficult to achieve.
Regardless of the technical challenge, this will lead
to a high symbol error rate. The discrepancy can be
checked by the receiver by comparing its actual
error rate to expected error rate. Hence, with cross
checking of modulated pulses, the maximum range
error that can be induced is likely 250 m or less.
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Figure 3. Actual PPM delay vs. delay with
spoofing (usec)

3.4 Other Spoofing Checks

Spoofing may also leave other signatures on the
signal that can be checked. One detection method is
to examine multiple tracking point. A short
monopole is narrowband and hence difficult to
“instantaneously” turn on and off. As a result,
spoofing will likely affect multiple Loran cycles.
Even if the relative phase between a likely spoof
signal and the Loran signal is maintained, the Loran
signal envelope changes resulting in a different
spoofed “error” at each tracking point. The
deviation can be derived by both analysis and

simulation. Figure 4 shows an example from
simulation. In the figure, spoofing a 239 m error on
the 30 microsec (sixth zero crossing) tracking point
results in a 280 m error at the 25 microsec (5" zero
crossing) and a 340 m error at the 20 microsec
point.

Spoofed Signal Emor = | 340, 280, 238 m)

15 0 % 30 35
time {psec)

Figure 4. Effect of Spoofing on Zero Crossing
Tracking Points

Another means of detecting spoofing is the use of
magnetic (H) field antennas. These antennas allow
for the determination of received signal direction
[16]. A single, over-the-air spoofing antenna can
only generate signals from one direction. Hence a
receiver designed to use an H field antenna will be
able to distinguish the spoofer from the true system
which would have signals coming from multiple
directions. Furthermore, the receiver can check the
consistency of the incoming signal directions with
its calculated location.

4.0 DIRECT INJECTION ATTACKS

Resistance to on-air attacks is only one form of
robustness. Direct injection attacks such as when the
receiver is connected to a spoofing simulator also
can pose a navigation security issue. Often times
such an attack comes from a complicit user with an
incentive to deceive the navigation system.
Examples include avoiding restricted zones or road
toll charges. Such attacks circumvent the physical
difficulties mentioned in the previous section. Other
security features are necessary to mitigate such
attacks. We are examining and developing two
useful techniques for Loran to counter these attacks.
These are: 1) authentication and 2) hidden markers.

4.1 Authentication
In the context of navigation, ideal authentication is

the verification of both the source of the signal and
that it has not been maliciously delayed. While



authentication schemes based on data or source
authentication techniques have been suggested,
these are designed only to provide the former.
Ensuring the second is more difficult with these
techniques. Still these techniques are important as
they can be used with other techniques such as
hidden markers to provide greater to introduced
delays.

One data authentication protocol that has been
suggested for navigation is Time Efficient Stream
Loss-tolerant Authentication (TESLA) [17][18].
TESLA, based on symmetric key cryptography, is
discussed in the next segment. TESLA has been test
implemented on Loran [9]. As these protocols are
made for data communication channel, some effort
should be taken to better adapt them for navigation.
Data efficiency is a concern as navigation systems
have very low bandwidth compare to most data
communications. Additionally, message loss also
needs to be considered. This paper does preliminary
development of modified forms of TESLA to more
effectively use the bandwidth and handle loss.
Creating more navigation tailored forms of
authentication is currently ongoing research at
Stanford.

Cryptographic signatures are another category of
data authentication techniques that could be used for
navigation signal authentication. Cryptographic
signatures use a public-private key pair (asymmetric
keys). They require distribution of a public key that
is confirmed to be from the true system. In addition,
these require a mechanism for revoking and
redistributing public keys should a private key be
compromised. When compared to a system based on
symmetric keys, asymmetric systems require much
more processing (multiple orders of magnitude) and
longer keys. This gap can be narrowed with newer
techniques such as those based on elliptic curves
[19].

4.2 Basic TESLA

TESLA is a data authentication technique based on
symmetric key protocols. The basic form has been
described in [9][17][18] and is overviewed in this
section. First, the sender creates a generator key, Ky,
which is used to develop a sequence of keys using a
one way hash function (H). The basic generation of
this sequence is given in Equation 7.

K, =H(K,) (7

The base key (Kj) is the last key generated by
hashing and there are a total of N+1 keys (Ky, .. Ko

). Once the sequence has been generated, the base
key can be issued to all users. Security requires that
the user can verify that the base key comes from the
true source. A secure receiver may be designed to
accomplish the verification through the internet or
by examining multiple sources. In addition to the
key, a verified broadcast schedule for the keys in the
sequence is also obtained. As a result of the key
generation, the base key can only verify the other
keys but cannot generate them. This is a crucial
point.

MAC, =MAC([M,,....M,, ].H'(K,))

‘tn (m+2)Atst,
l Mu.'. | | ‘“—_: Mﬂ Mr:,] | | -\Iv_-l.: MAC,

MAC, = MAC((IM,...M, .] ).H'(K,))

Figure 5. Basic TESLA message sequence for
Navigation

The authentication of messages proceeds with the
transmitter sending a set of m messages where m is
the roughly number of messages between
authentications.  Increasing m  makes the
authentication more data efficient at the cost of
longer  authentication time and increased
susceptibility to message loss. The susceptibility to
loss is discussed later. Next it sends a message
authentication code (MAC). In TESLA, the MAC is
generated using a keyed-hash MAC (HMAC)
algorithm. The HMAC algorithm uses an input key
to create a unique MAC. In TESLA, the HMAC
input key is derived from the hash of a key from the
generated key sequence. The key sequence key is
presumably the next unrevealed key from the
sequence. The hash function used to transform that
key to the input key is different from the one used to
generate the key sequence. If the last authentication
used key K, ;, then K, is used. Since the key K, has
yet be revealed, only the true transmitter can
generate the MAC. The transmitter will later
transmits K, within its scheduled time window. Any
MAC based on key K, generated prior to its time
window [z, f,/] can only have been generated by the
authentic sender. Under TESLA, the user receiver
must have loose time synchronization to the sender.
If the user uncertainty is dt, then assurance exists
only if the user receives the MAC prior to time #,-dt.

A message design and implementation of TESLA
for Loran has been made and demonstrated [9]. The
implementation of TESLA on Loran used 8
messages per authentication, requiring significant



portion of the bandwidth. The ratio all messages to
authentication  messages is  8/(m+8). The
authentication process could be spread out over time
by increasing m, however message loss poses a
problem since the loss of any of the m+8 message
can prevent authentication. The probability of
authentication is given by Equation 8 with s being
the number of messages needed for authentication.
While s=8 was implemented, this can be lower with
the changes discussed next.

pauth = (l - ploss )m+S (8)
4.3 Adapting TESLA for Navigation Channels

Adaptations of TESLA for navigation channels are
possible to make it more suitable for Loran. One
important issue is data loss. Modifications can be
made to be more tolerant of message loss in a data
efficient manner. One modification that can achieve
this is to use a given key for several MACs. This
change is useful especially if the key is longer than
the MAC. This can be the case for eLoran as
proposed MACs are in the neighborhood of 40 bits
while keys are likely 120 bits or more. Another
method is to authenticate only a random subset of
messages. This can be achieved by providing a
message mask which indicates the messages used to
generate the MAC as seen in Figure 6. Suppose only
a fraction (f) of the messages, are used, then the
probability of authentication is given by Equation 9.
A comparison of the performance of this
implementation with nominal TESLA in terms of
probability of authentication is seen in Figure 7.
While an attacker may be able to occasionally pass
an invalid message onto the user, the attacker cannot
always guess correctly and their subterfuge can thus
be detected.

t, (me3)atet,
M, [ M, [MAC, IEElVesk | M, [ [, MAC I vask. |
MAC, = MAC(([M, ;..M .. },H'(K))

Figure 6. TESLA with Message Mask

pauth = (1 - ploss )ferSH (9)
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Figure 7. Probability of Authentication for
Nominal TESLA and TESLA with Mask

Becker suggests an even more fundamental
modification whereby only time is authenticated. In
the technique, keys are released at exact times [20].
The receiver then validates the key and time with
the stored base key and internal time. Provided that
these are consistent, then the receiver is certain that
the signal is from the source and is not delayed
more than the uncertainty of internal time. The work
so far represents initial efforts modifying data
authentication to meet the needs and constraints of
navigation systems.

One can imagine some feasible selective delay
attacks even with TESLA implemented. So
authentication protocols alone do not provide
complete protection. It does, however, represent a
critical piece of the solution. In the following
discussion on using hidden and location factors for
potential use, the ability to have authenticated data
is important to the use of these factors for security.

4.4 Hidden and Location Dependent Markers

Location  dependent information  provides
complimentary verification to data authentication. It
can provide confirmation of location while
techniques such as TESLA only verify that the data
is unchanged. Hence, it overcomes a weakness of
adapting data authentication to navigation. To
provide the confirmation, trustworthy data is often
needed and so data authentication is a critical
component. One example of how this can be
achieved on Loran is through the examination of
cross rate interference (CRI). CRI effects are
location dependent and will interfere with different
data bits depending on location. So, different bits
are “hidden” (i.e. the interference pattern differs)
depending on location. With Reed Solomon error
correction, these interfered (and not interfered) bits
may be identified. Data authentication is needed to



verify that the messages are indeed from the actual
transmitters and not spoofed data (since the spoofer
would know every bit of that data). If these checks
are implemented on the receiver, a direct injection
spoofer must be able to replicate the lost and
available bits at that location. If the spoofer is not at
the spoofed location, this is more difficult. The
unfortunate issue is that the resolution of this check
is not likely not good, perhaps several kilometers. It
is possible to augment the Loran broadcast
specifically to improve the performance of the
concept. We are currently investigating potential
ideas in this area.

Hidden markers and code can be thought of as
being a form of location dependent information as
the user’s location makes the information is difficult
to observe. Other forms of hidden markers to aid
authentication within the navigation signal have
been suggested in the past. Scott suggested using
hidden code within the GPS signal which can be
decorrelated later using authenticated data. For
Loran, Scott suggested using very small, nearly
undetectable modulation using PPM to place hidden
markers that can be detected later. These are really
location dependent markers as they are only hidden
because the receiver is at some distance from the
transmitter.

5.0 AMULTISYSTEM APPROACH

Prior sections quantify and qualify the robustness

of eLoran to potential attacks on radionavigation.
This section examines how to use the resulting
trusted signal or system as the cornerstone to
trustworthy navigation. Specifically, having a
trustworthy system such as eLoran can be leveraged
to increase security within an integrated system. We
examine basic ways of using a trusted signal to help
determine the trustworthiness of other signals or
systems. Hopefully, more detailed work will be
presented in later papers.

One trusted signal is can be used to help validate a
position solution. A straight forward use based on
techniques used by receiver autonomous integrity
monitoring (RAIM) algorithms. A trusted signal is
an outlier for a spoofed position so RAIM can be
used test if whether the trusted measurement is
consistent with the other measurements. In fact, it is
easier than traditional RAIM as the “outlier” is
already isolated. So one way is to calculate a
solution based on all non trusted measurements and
examine the residuals of the trusted measurements
(after eliminating common clock error). An example
will be used to illustrate.

In this example, there is one trusted Loran signal
and multiple (V) unverified GNSS signals. The
Loran signal has a maximum bias b and error with

variance 0,2 while the N GNSS signals are assumed

. 2
to have variance o, and are uncorrelated. If

unspoofed, the GNSS signals have nominal biases
that are negligible. We want to determine if the
GNSS derived position has been spoofed. With one
trusted signal, only deviations in one direction, that
of the signal, are detectable. Assume that the
maximum acceptable deviation is B. Using
traditional weighted sum squared error RAIM, we
can develop bounding distribution for a no fault (no
spoofing or spoofing < B) and a faulted case
(spoofing > B). We can use the technique discussed
in [21] to overbound. Without going into the details
of the derivation from [21], the bounding
distributions for the two cases are given by
Equations 11 and 12 provided the weighting matrix,
W, is given by Equation 10. The first and second
terms of the y° distribution are the degree of
freedom (for a 2-D and time solution) and the non
centrality parameter, respectively. The degree of
freedom equals the number of independent signals
minus the number of dimensions to be solved (3 or
4). With this traditional hypothesis testing and
thresholds for fault detection can be used.
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This RAIM approach is not necessarily the most
efficient means of detecting spoofing. In fact, it
does not directly utilize the fact that the
authenticated “outlier” is known. Another means is
to compare the range from the authenticated Loran
using the position solution of the GNSS satellites
with the measured Loran range. If that value is
above some threshold, then spoofing or errors may
exist.

6.0 CONCLUSIONS



The paper examines navigation security by
presenting a case study of the security capability of
eLoran. The first part of the paper discusses the
possible attacks that could affect the signal and user.
The attacks are divided into two categories: on-air
and direct injection.

In analyzing on-air attacks, the paper quantifies the
amount of power needed to jam or spoof Loran
signals and determines the feasibility of an attacker
to achieve these levels. While the required power is
several orders of magnitude larger than that need to
jam GNSS, it is still not very large. The difficulty in
attacking Loran lies in generating the required
radiated power from a short antenna. The analysis
shows that generating a few milliwatts of output at
low frequency on a small antenna requires
significant input voltage. Hence, on-air jamming
and spoofing is tremendously challenging and
requires significant infrastructure to achieve. While
certain forms of spoofing are easier, they still
represent a significant challenge to an attacker. Even
if the equipment issues can be overcome, spoofing
effectiveness is limited in terms of the error
inducible and detectability.

For direct injection attacks, the paper examines
potential defenses that are or could be incorporated
into the system. The paper develops techniques to
aid the authentication of the Loran signal. While this
has benefits against on-air attacks, it represents a
major defense against direct injection attacks. This
paper shows some ways of adapting techniques such
as TESLA and location markers that are both
feasible and can mitigate direct injection
vulnerabilities. The paper also presents the concept
of location based markers on Loran and how it
could be utilized.

Finally, the paper shows that once there is a trusted
navigation signal, traditional techniques can be
applied to leverage that trust help secure unverified
measurements.

7.0 DISCLAIMER

The views expressed herein are those of the authors
and are not to be construed as official or reflecting
the views of the U.S. Coast Guard, Federal Aviation
Administration, Department of Transportation or
Department of Homeland Security or any other
person or organization.
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