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Abstract 
Low cost IMUs have shown potential for use in spoof detection of dynamic vehicles. IMUs represent 

independent sources of measurement that can be corroborated with accelerations derived from GNSS 

measurements. This work looks at statistical methods used in previous work in aircraft and investigates 

their use in spoof detection for cars. Although signatures in dynamics for cars are not as strong as they 

are in aircraft, there is agreement between both sources of measurement. The statistical methods 

previously used, however, are not yet robust to factors in the automobile environment contributing to 

false alarms. A method focused on the frequency content using wavelet coherence is introduced that has 

the potential to greatly simplify the operations necessary to compare acceleration signatures. 

I: Introduction 
Since GPS became fully operational in 1995, it has become pervasive throughout the world. With billions 

of receivers in operation around the globe, GPS has enabled the advancement of technologies and 

infrastructure in virtually all fields. The Department of Homeland Security states that 15 of the 18 critical 

infrastructure and key resources sectors in the United States rely upon GPS. This reliance on GPS has 

produced a double-edged sword: while becoming ubiquitous, its vulnerabilities have also become more 

apparent and ripe for exploitation. GPS signals are received at very low power and the data is a part of a 

predictable structure sent on an unencrypted channel. These aspects make GPS vulnerable to jamming 

and spoofing attacks. Personal Protective Devices (PPDs) that are intended to disrupt GPS locally have 

unintentionally disabled GPS in other systems. This is a cause for great concern in safety of life systems 
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recently, both seemingly intentional near the Kremlin in Russia and unintentional at the most recent ION 

GNSS+ in 2017. If users are to continue to rely upon GPS for accurate timing and position, their receivers 

must be capable of mitigating or detecting spoofing events. 

There has been a large push within the GNSS community to create solutions to the problems of spoofing. 

Some of these have focused on the use of receiver metrics such as Automatic Gain Control (AGC) and C/N0 

[1]. Others have looked at incorporating cryptographic techniques to authenticate the data [2]. There is 

no one technique that can detect all forms of spoofing attacks, but detection techniques can be developed 

with the goal to increase the effort required for a spoofer to be successful. A strong, feasible spoof 

detection method must be low-cost, robust (low false alarm rates and low missed detection rates), and 

must be capable of detecting spoofing attacks using a steady state method. Many anti-spoofing 

techniques focus on the transient signs of spoofing leaving them vulnerable to spoofing attacks that are 

successful in the initial capture of a receiver. This research focuses on a technique that can detect spoofing 

during the entire duration of a spoofing attack. 



In previous work, it was shown that vehicle dynamics can be used to create unpredictable signatures that 

are never repeated [3]Φ Lƴ ǘƘŜ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ǿƻǊƭŘΣ ǎƛƎƴŀǘǳǊŜǎ ǎǳŎƘ ŀǎ ǘƘŜǎŜ ŀǊŜ ƪƴƻǿƴ ŀǎ ŀ άƻƴŜ-time 

ǇŀŘέΦ .ȅ ƳŜŀǎǳǊƛƴƎ ǘƘŜ ŀŎŎelerations using a low-cost Microelectromechanical Systems (MEMS) Inertial 

Measurement Unit (IMU), the dynamics measured by this device on board the vehicle were able to be 

directly verified using the GPS derived accelerations using PPP. The MEMS accelerometer measures 

specific force in the body frame and the GPS derived accelerations can be represented in the ENU frame 

with a position solution. Because of this, a rotation to align both frames must be accomplished first. There 

is no coupling between the MEMS IMU and the GPS measurements so once the alignment was 

accomplished, the accelerations were compared to verify the validity of the incoming signals. Test 

statistics, such as mean and variance tests on the differenced accelerations, were developed to scrutinize 

the authenticity of the incoming GPS signals and an executive monitor (EM) was created to appropriately 

screen these statistics and flag when there was a suspected spoofing attack. 

This paper focuses on the detection techniques involved in the comparison between the accelerometer 

and the GPS measurements. Previous research looked detection techniques using data collected from an 

aircraft. This paper will look at applying those techniques to cars as well as introduce another potential 

detection method using wavelets. The paper is split into the following sections: Section II gives background 

on how spoofing is detected using inertials; Section III introduces the experiment test setup; Section IV 

looks at the performance of spoof detection algorithms using statistical tests mean difference and sample 

variance; Section V looks at the potential wavelets may have in spoof detection; and finally Section VI 

gives conclusions to this work along with future areas of research. 

 

II: Spoof Detection Using Inertials 
 

The concept of using inertial measurements with GNSS to provide redundancy and spoof detection is very 

natural. Hence, it is not surprising that several researchers have proposed using inertial for GNSS spoof 
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for spoof detection in automotive and aviation applications, respectively [4][5][6]. This is powerful but 

also limited as the inertials need to be calibrated with GNSS and high-grade gyroscopes are needed to 

propagate position without significant error. A more direct comparison is to examine rates (acceleration, 

rotation rate) derived from inertials and from GNSS. This is more direct as these are the fundamental 

outputs of the inertial sensor. The benefit of this approach is an infinite observation window and a clearer 

comparison allowing for a straight-forward safety analysis. A drawback is that reasonable knowledge of 

vehicle orientation is needed though this is also required for position comparisons. For this paper, we 

focus on comparing acceleration from MEMS accelerometers and GNSS. These MEMS are readily available 

in reasonable costs for automotive and other applications. 

To have robust implementations of the inertial spoof detection technique, there are three pre-requisites. 

First, there needs an adequate acceleration signature. By acceleration signature, we mean acceleration 

profiles that are not easily determined by an attacker. Hence, the acceleration profile should not be easily 

predictable and have enough variations to make it difficult to precisely guess. Second, we need to be able 

to compare that signature between the GNSS and accelerometers. The accelerometers are fixed to the 

vehicle body frame while the GNSS measurements are not aligned with the body. GNSS results are often 



expressed in inertial and local east north up (ENU) frame. Hence comparison requires that we can properly 

rotate and align the GNSS axes with those of the accelerometer. Third, robust detection algorithms must 

be developed to use these comparisons. By robust, we mean that the overall probability of false alerts 

(Pfa) and missed detection (Pmd) are very low.  To do that, we develop different monitors to compare 

different aspects of the acceleration signature such as different axes or characteristics of the acceleration 

profile.   

This section focuses on the first two requisites ς finding adequate acceleration signal for a robust test and 

processing to align the GNSS and acceleration measurement axes.  Acceleration is measured directly by 

the accelerometer.  For GNSS, velocities derived from carrier Doppler are used to get GNSS accelerations. 

 

Acceleration Signature 
 An acceleration profile that a spoofer cannot precisely guess a priori represents in cryptographic terms, 

a one-time pad. If a spoofer cannot adequately predict it, we can use the difference between our actual 

acceleration profile, as determined by the accelerometers, and the spoofed GNSS acceleration to detect 

the deception. Results from flight shows that there can be many sources of unpredictable acceleration τ 

wind, pilot input to thrust, lowering of the landing gear, etc. [3][7]. Automotive applications should also 

have difficult to predict components due to bumps, driver inputs, and turns. Along track, cross track and 

vertical acceleration may all be difficult to predict a priori.  This may even be difficult to determine in near 

real-time even if the driving route is known as an attacker may not easily determine the exact time turns 

and accelerations are initiated by the driver. 

However, for the acceleration profile to be useful, it must have high enough signal relative to the sensor 

noise and errors induced by our comparison processing. With a reasonable acceleration profile, any 

spoofing attack without a good estimate of the vehicle acceleration should be detectable. Even a spoofer 

that can measure the acceleration remotely or relay a measurement of acceleration from an onboard 

device may be detectable. This is because the spoofer will incur errors and delays that may be detected 

provided there are high frequency dynamics. 

However, there are threats that the technique cannot catch. An attacker with accurate and near real-time 

knowledge of acceleration can slowly drift the measured position from truth as long as they keep the 

acceleration error within the allowable detection tolerance. Physical security or complimentary detection 

techniques may be used to handle these threats.  

 

Axes Alignment 
Rotating and aligning the GNSS-derived accelerations with the accelerometer derived accelerations is 

necessary as they are measured on different reference frames. To make such an alignment requires some 

knowledge of the orientation of the vehicles as the accelerometer is lined up in the vehicle body frame. 

There are several ways to derive orientation. Orientation may be derived from a high quality gyroscope 

and occasional calibrations and updates. Because automobiles have reasonably stable attitudes, drive in 

defined directions (roads) and frequently stop, calibration may be possible without using GNSS. Another 

method is to derive coarse orientation from GNSS. The direction of vehicle travel roughly approximates 

heading.  Roll and pitch are harder to estimate accurately with GNSS. The use of GNSS for calibration or 



orientation is reasonable and does not affect accelerometer measurements. If GNSS is spoofed, this can 

show up in incorrect accelerations and/or orientation1.  

With orientation known, we rotate the GNSS accelerations to the body axes. This is shown in Equation 1 

and 2 where Ŭ, ɓ, and ɔ are the heading, pitch, and roll angles, respectively. As accelerometers measure 

specific force rather than inertial acceleration, we need to compensate for the gravity force. We can either 

add the acceleration due to gravity, g, set nominally at 9.81 meters per second squared (m/s2), to the 

GNSS up direction or subtract it from the accelerometer z-axis. The former is seen in Equation (1). Then 

we can calculate an acceleration difference between the accelerometer and GNSS acceleration. 

 
╪ ȟ ὃᶻ ╪ ȟ

π
π
Ὣ
ȟ╪ ȟ

ὥ ȟ

ὥ ȟ

ὥ ȟ

 1 

 

 
ὃ

ὧέί‌ὧέί‍ ίὭὲ‌ὧέί‍ ίὭὲ‍

ίὭὲ‌ὧέί‎ ὧέί‌ίὭὲ‍ίὭὲ‎ ὧέί‌ὧέί‎ ίὭὲ‌ίὭὲ‍ίὭὲ‎ ὧέί‍ίὭὲ‎

ίὭὲ‌ίὭὲ‎ ὧέί‌ίὭὲ‍ὧέί‎ ὧέί‌ίὭὲ‎ ίὭὲ‌ίὭὲ‍ὧέί‎ ὧέί‍ὧέί‎

 
  

2 

 

For our initial analysis, we will use GNSS to provide orientation. Roll is not estimated as this is difficult to 

estimate with GNSS in an automobile. Heading and pitch may be estimated from the velocity vector and 

used. Heading is used. Pitch adjustment is sometimes employed. It did not make a significant difference 

for our test data as no major inclines were encountered. 

With adequate acceleration signature and axis alignment, a comparison can be made. Figure 1 shows the 

vertical acceleration profile from GNSS and a commercial off the shelf (COTS) smartphone accelerometer.  

The high magnitude relative to errors, high frequency change, the variations from approach to approach 

makes use of accelerometer comparison for GNSS spoof detection feasible for aircraft approach [3]. Figure 

2 shows the resulting acceleration difference between the two sensors. 

 

                                                           
1 One could spoof GNSS such that the spoof induced error in orientation compensates for the spoof induced error 
in acceleration making the spoof more difficult to detect. However, this would be very challenging. 



 

Figure 1.  Acceleration (five second exponential averaged) from accelerometer vertical axis (body up) (blue) and precise point 
positioning (PPP) GNSS (red) versus time from start (hours) for first approach segment of August 24 2016 test flight. R is the 
correlation coefficient between the GNSS and accelerometer acceleration for the shown segment of flight 

 

Figure 2. Acceleration difference between GNSS and COTS accelerometer derived vertical acceleration versus time from start 
(hours) on first approach segment of August 24 2016 test flight 

 

III: Experimental Test Setup 
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Field experiments were conducted to examine the feasibility of the concept for automotive applications.  

These tests provide data from a variety of environments experienced by a car and allow us to examine 

various effects such as the acceleration signature on each axes and unmodeled pitch or roll. 

Test Set Up 
Our test van was set up with GNSS and several inertial measurement units (IMU) onboard. The GNSS 

receiver used was a Novatel SPAN with a Novatel pinwheel antenna. Three grades of MEMS IMU were 

used - specifically COTS smartphone (Galaxy Note 3), automotive (Bosch) and high grade MEMS (Novatel 

SPAN).  Figure 3 shows the test set up and Table 1 shows the data collection rate. As seen in the figure, 

the IMUs were generally collocated while the GNSS antenna was located on the vehicle roof above the 

IMU. No moment arm correction was applied in our analysis to adjust for this difference.  

Table 1. Update rate of sensor set up 

Equipment Update rate 

GNSS velocity 10 Hz 

COTS IMU 8 Hz 

Auto IMU 200 Hz 

SPAN IMU 100 Hz 

 

Figure 3. Experimental Set Up for November 2017 Tests. Van with GNSS antenna on roof (left) and IMU (right) 

Several drive tests were conducted to cover various conditions from suburban, mixed urban and highway. 

Figure 4 shows the similar test routes on November 13 and 17, 2017 while Table 2 shows the times of 

various conditions for those dates. The 11/13 did not have SPAN accelerometer output due to a set up 

issue. Other tests were conducted prior to obtaining the automotive grade IMU to test the experimental 

set up. 



 

Figure 4. Drive route of November 13 and 17, 2017 test ς left and right, respectively. 

 

Table 2. Condition, start and end time from start of November 2017 test drives (in hours from start) 

Condition Start Time 11/13 (hr) End Time 11/13 (hr) Start Time 11/17 (hr) End Time 11/17 (hr) 

Suburban (static) 0 hr 0.11 hr 0 hr 0.05 hr 

Suburban (light 
buildings) 

0.11 hr 0.2 hr 0.06 hr 0.11 hr 

Open suburban & 
foliage 

0.2 hr 0.24 hr 0.11 hr 0.268 hr 

Highway 0.24 hr 0.29 hr 0.268 hr 0.325 hr 

Open suburban 0.29 hr 0.36 hr (END) 0.325 hr 0.43 hr 

Covered suburban   0.43 hr 0.51 hr 

Suburban (static)   0.51 hr 0.56 hr (END) 

 

Measured Acceleration 
The drive tests accelerations needed to be processed to conduct the comparison. First, orientation needs 

to be determined so that the GNSS measurements can be rotated into the body axes used by the 

accelerometers. GNSS velocity was translated into a local ENU frame and then differenced to get 

acceleration. Heading was estimated using velocity in the north and east direction. The estimate was 

considered valid only used if speed exceeded 2 miles per hour (2 mph). Otherwise, no heading estimate 

was provided or used. Pitch could also be estimated from the vertical and horizontal velocities. Second, 

the measurement times from each instrument needs to be aligned. As the data from each sensor were 

collected with independent instruments, their time references are generally different. Hence, we had to 

perform time alignment of the GNSS data to each IMU. The SPAN IMU acceleration was used to perform 

the alignment as it uses the same reference time as GNSS. We aligned time by aligning the accelerations 

of each unit to that of the SPAN. As they are collocated, their outputs are similar. By aligning the 

accelerometer reference time with the SPAN reference time, we are also aligning with the GNSS 

measurement time.  We then perform exponential averaging to the acceleration data. With orientation 

information, the GNSS accelerations are rotated to the body frame, accounting for gravity. The overall 

calculation flow is shown in Figure 5. 




