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ABSTRACT

To assist in the mitigation of the effects posed3gbal
Navigation Stellite System GNSS jammers, this paper
demonstrates the use of an unmanned aerial vehicle (UAV)
capable ofautonomously locéing the source oGlobal
Positioning SystemGPS jamming in a live jamming
exercise hosted by the Department of Homeland r@gcu
(DHS).

Developing an autonomous UAV for jammer localization
in a realworld environment needs to address three main
challenges: accurate measurements of the jamming signal,
rapid localization steps and reliable navigation in the
presence of interferenc®ur system, Jammer Acquisition
with GPS Exploration and Reconnaissafi&GER), has
been developetb address those main challengasrapid
localization and haeen previously tested with localizing
Wi-Fi signals. This papeoutlines the modifications to
JAGER required to be able to move from localizing Wi
sourcedo localizing GPS jammers. Modifications include
new sensing equipment for determining the bearing to the
jammer and additional navigation systems to fly while the
jammer is active.

The main goal for the testing was to demonstrate the
feasibility of JAGER tolocalize aGPS jammer at realistic
distance and the performance of several different
localization methods. The second goal was to explore
possible GPSlenied navigation solutions.

INTRODUCTION

GPS has become a critical element in many different
industies ranging from commercial aviation to
telecommunications and even the power grid. The
ubiquitous nature of GPS today has brought with it a
growth in commercial jammers that, while illegal, are used
for personal privacy armed,
especially in the wrong hands. In addition to efforts to
toughen and augment GPS to combat jammers, the ability
to quicklyinterdict and eliminate an interfering jamnigr
important. To address the protection against jammers, this
paper discusses ttaevelopment and testing dammer
Acquisition with GPS Exploration and Reconnaissance
(JAGER, an autonomous multirotounmanned aerial
vehicle (UAV) capable of localizing commercially
available GPS jammer# the presence of eair Global
Navigation Satllite System GNSS jammingduring the
Department of Homeland SecuritplS) First Responder
Electranic Jamming Exercise (FREJE) conductedaat
Department of Defense (DOD) test rang@16

Our prior workdemonstrated the capability the UAV to
localize a WiFi proxy jammer over a short distanfdg.
Several major changes had to be made ewable
localization of &5PSjammer in a moréypical operational

pose



areaincluding new sensingubsystemfaster algorithms
and navigationsystems capable of operating in a GPS
denied environmenWe will describehese modifications

as well asthe equipment changes and testing needed to
ensure safe and reliable test operations.

To ensure rapid localization of the jammer, measurements
of the jamming signal need to be accurate and therefore
robust to jamming signal variations and radio frequency
interference(RFI) not directly coming from the jammer.
This may be RFI from the other equipment in the vicinity,
noise from the vehicle and signatflections from the
jammer. For the UAV presented in this pagbe sensor
used and configuration onboard the vehicle reduced effects
from the signal variationsand RF| and algorithmic

methods are used to determine bearing through the noise.

The primarymeasurement for localization is the bearing to
the GPS jammer, determined from a directional antenna
and leveraging the ease of rotation of a multirof.
contend withRFI noise a robust algorithm to extract
bearing has been developed and is demondttateugh
flight-testing

To handle the larger search area for these testgad of
using the computationally expensive Partially Observable
Markov Decision Process (POMDP) methods used
previously [1], the rapid localizationof the jammer is
performed through seval onestep optimal (greedy)
solutions that minimizea specifiedinformationtheoretic
objective.

Navigation in a GP$lenied environment is essential for a
system searchg for a GPS jammer. For tésg during the
live jamming exercise, our UAV integrated several
navigation solutions including: GLONASS, Locata and
GPS itself.Our equipment setup and the nature of the
jamming allowed us to condudhe flight trials using
GLONASS for positioning and control of the UAM fact,

a majority of the flights were conductedsing the
GLONASS receivemsit provided a low weight, easy to
integrate navigation packag€he presence of a jammer
does not mean that GPS/GNSS should be ignored
however Our testdemonstratecthatit is viableto localize

the jammerwhile maintairing a standoff distancevhere
GPSis not degraded by the interference

In addition to describing the methods for localization for
an autonomous UAV, this paper presents the modifications
of our UAV to ensue safe and reliable operations of the
UAV in a live interference exercise. In assembling the
system, RFI was a significant challenge for all antennas in
close proximity onboard the UAV and care was taken to
minimize the interference between all systemsoant the
UAV. Furthermore,all flight-testing was performed at
night at long range so reliable visual markers and
communication systems were required.

TEST SETUP/ CONFIGURATION

During the DHS FREJBboth first responder groups and
academia where invited participate in a exercise with

live interference across many different frequencies that can
affect first responders. For our testing, we focused
exclusively on jamming in the GPS L1 band with a DHS
provided commercial ofthe-shelf (COTS) jammer.
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Figure 1: Minutes of in air time for each night of testing

The exercise was weeklongevent, withflight-testing
occurring during the nights of Tuesday through Friday.
outline of theoverall flight time for each night ofour
testng is shownin Figurel. The figure shows the overall
total flight time, the amount of time GPS was unavailable
due to jamming and the amount of time JAGER vigad
autonomouly in jammer hunting modeFor our test
campaign, the first two nights were spent on final
integration, ensuring RFI mitigation was properly taken
care of, and safety testing, both on the ground and in the
air. On the finaltwo nights, Thusday and Friday, we
almost exclusively tested the various localization
algorithms and navigation systemidence hunt mode
represents a high percentage of the total flight time.

For each test, the COTS jammer was placed at a known
location and the UAV wasstarted at another known
positionto execute its search.

Jammer

DHS providedCOTShandheld GPS jammer similar the
one depicted ifrigure?2.

Figure 2: Example handheld COTS GPS jammer



The online specifications for the jammer stapower of 2
Watts(W) in the L1, L2 &L3, L4 and L5 bands, resulting
in an effective 0.5 W of interference in the GPS L1 band.
Since the localization sensor onboard the UAV senses
jamming in the L1 band, this is effectively &0V jammer

for flight-testing However, it is not clear that this is the
actual radiated power dke jammer had several settings
that could be enabled througlual inline package (DIP)
switches.The onlinespecificationsalso state an effective
range of 515 metergm) whereas analysis such as those
from [2] would suggesta range ofapproximately20
nautical miles without mitigation. Our test experience
indicated something rangecloser to several hundred
meters. This is discussed inthe JammerPerformance
section below.

JAGER

JAGER consists od modified DJI S100Girframe with a
Pixhawk flight control computer and flight control code
customized to the platform and the missif8]. The
Pixhawk also contains lowost microelectromechanical
systems (MEMS) accelerometers, gyros and
magnetomedrs. A configuration of JAGER is shown in
Figure3. For navigation, JAGER has several different units
that it can carry. There are separate navigation units for
GPS,GLONASS and Locata. For radio frequency (RF)
direction finding, JAGER carries directional antenrihat

is connected to a RF log detector that determines the
received signal strength in the targeted frequency. Rotation
of the JAGER platform results in demination of an
antenna gain pattern. Navigation and jamming signal
reception information is passed to an onboard small form
factor computeri an Intel i7-based Next Unit of
Computing (NUC) to perform jammer direction finding
and localization algorithm.

Figure 3: Fully equipped UAV used &urin flight tests

Several navigation systems are carried onboard JAGER.
The GPS receiver is based an U-blox chipset. The

GLONASS receiver utilized a similar chipset. As a result,
it wasreasonalyl easy to integrate with the Pixhawk flight
controller. TheGLONASSreceivewas the primary source
of navigation during jammingThe system(Figure 4) is
comprised of &IGLONASS antenna connected told-blox

M8 receiver throup a 40deciBel @B) L1 band rejecfilter.
The Ublox M8 receiverwas configuredo only take and
useGLONASS measurements create a position solution.
Hence no GPSmeasurements aresed as these could
adversely affecthe solution. Thel0 dB band rejecfilter
helpedlimit the effect ofL1 jamming orelementssuch as
the automatic gain control (AGC) and low noise amplifier
(LNA), used to support both GPS and GLONASS as these
couldaffect the GLONASS position solution performance
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(a) GLONASS antenna

(c) U-blox M8 receiver

Figure4: GLONASS receiver

A Locata receiver(Figure 5) was also carried for
navigation. The benefit of the system is that it operates on
2.4 GHz, significantly far from GPS interfererand it
could provide millimeter level truth[4]. We tested
integration both at the GPS laboratory and at the test site
This is important aRkFI and other integration issues pose
a big challengéor a multirotor platformFrom testing with
live on air signals, we foundhat RFI from the command
and control data links affected Locataception Not
surprisingly, this was most strong on the ground while next
to the command radjat dissipatedinto the air as the
vehicle was farther awayom the ground radiorhe form
factor of the current Locata receiver also posed an
integration challenge. The metallic housing seemed to
affect the onboard magnetometers. Alsb weighs
approximately? kilograms (kg)which reduced our flight
time by half. The testing with Locata diagnaseand
resolvel most of these mtegration issues however,
opening the way to fully operating JAGER with Locata
This is potentially important fotess involving more
complex jammers that make a mifléquency / multi
constellatiorsolution difficult



the interference frorthe power sources of the vehicle with
the navigation antennas, minimized interference into the
sensorand reduced interference from the Intel NUC
onboard. Most of the copper shielding was placed on the
platforms between our navigation systems on the top and
our communications onthe bottom. This reduced
interference between our 2.4 GHz and Locata andylikel
also helpdattenuate jamming from the ground to our GPS
and GLONASS receivers.

N \
; Y/ - Tablel: Radio frequencies and RFI sources onboard JAGER
Figure 5: Locata receiver mounted to underside of JAGER

Source Transmit Frequency
To localize the source of the GPS jammer, the sensor being Command/Control 2.4 GHz
used is a directional TECOM L1 antenna with dB of Telemetry 900 MHz
gain and a beamwidth of 35 degrees, depicted more closely Datalink 5.8 GHz
in Figure 6 [5]. In the same figure, the rest of the Electric Motors RFI
components for the sensing can be seen: a bandpass filter Intel NUC RFI

to reduce outside noise and a ¢#&m Technology RF
detector. The RF detector converts signal strength to
voltage, allowing the system to directly measure incoming
signal strengtli6].

Figure 7: Copper shielding onboard JAGER to minimize RFI

Safety

Due to the nighttime testing that was performed, in addition
to the normal safetfeatures of the autopilgthe UAV was
e augmented with manylight emitting diodes KEDSs)
bandpass filter (c) RFdetector (Figure 8) to assist the pilot in maintaining visual
observatiorof the UAV in case manual control nesblto

be taken at any time during the flight.

g

T L1

Figure 6: GPS localization signal strength sensor

JAGER carries many radios for navigation,
communications and operations. Radavigation sources

are passive and operate on various frequencies: Locata on
24 GHz and GB/GLONASS around 1.6 GHz.
Communication sources are generally two way and operate
at several frequencies including 5.8, 2.4 and 0.9 GHz.
Finally, several sources of RFI exist including the power
system, rotor motors which can draw up to 2 kW of power
and he NUC.The radios are indicated dmablel.

To mitigate the many sources of RFI onboard JAGER,
copious amounts of cper tape wre used for shielding.

This is showrin Figure7. The shielding helpedhinimize Figure 8: LEDs on vehicle for pilot visibility



JAMMER PERFORMANCE

The source of jamming for these tests was a COTS GPS
jammer provided by DHS and operated by the test support
personnel at the testing site.

The advertised specifications for the jammer was/0i5

the L1 band with a range ofE m. The jammer range
experienced durindlight testingwas significantlylarger

and differed depending on setting. The jammer
performance over two nights of testing is shownHFigure

9 andFigurel0. In theseifjuresthe red lines are where we
did not have a solution output from thé-blox GPS
receiver, and green lines are where we did have a position
solution from theJ-blox GPSreceiver.
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a GPSposition solution as a function of distance
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(b) Map of GPS performance

Figure 9: Thursday night GPS jammer performance

I n each of these figures,
depicted both on a map and as a percentge¢he
measurementsith and without a GPS positiaolutionfor
specific distances from the jammer. As can be seen, the
effective range of the jammer (the maximum distance
where the GPS receiver was unatiereturn a position
solution at least ongewas approximately 300 m for
Thursday night Figure 9) and at least350 m for Friday
night (Figure10).
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(a) Percentage of measurements with (greerg aithout (red)
a GPS position solution as a function of distance

(b) Map of GPS performance

Figure 10: Friday night GPS jammer performance

The results suggestdifference in jammer poweturing

the different nighs. One difference was thahé jammer
wasoperated on battgmpower on Thurday and plugged
into a power sourcen Fiiday. Our measurements suggest
that battery powered operation provided less jamming
power than pluggeth operation.

SENSING PERFORMANCE

Previously JAGERhas demonstrated an abilitylocalize

a Wi-Fi router[1], but for these tests the sensor had to be
changed to be sensitive to the L1 band. With a new sensor
gape a new,sei pfchalieggese gspe@aly; with,ilene s s
onboard the system anBFI mitigation, which were
discoveredduring the first nights of testingWhile the
sensor measurs received signal strengthat L1, we
leverage the rotational ration of a multirotor platform to
generate a sequence of signal strength measurements at
various azimuth angles. Theollection of signal strength
measurementwastherused t o recreate
patternto the jamming sourcd-rom there, the bearing to

t

h e



the jammerwas determinedand used in the navigation
systemg1].

The use of the collection of signal strength measurements
to obtaina bearing provides some initial robustness to the
effects of unwanted noise in the sensor, which is described
in this section.

Noise

The signal sensor measured periodic noise spikbis
resulted in gain patterrssich as thene depicted ifrigure

11. Despitethe noisean accurate determination of bearing
is still achievable through processing. The cross correlation
(cc) method was particularly good at resolving an accurate
bearing despé the noise. It didnakebearing estimation

more challenging for somaf the methodsemployed
o
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Figure 11: Raw measured gain pattern with noise

These patterns could be filtered out in real time through
thresholding and a nearestighbor analysisesulting in

the smoother pattern Figure12. Note that once the noise

is removed, each of the bearing calculation methods

previouslyusedperforms as expectefll].
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Figure 12: Filtered gain pattern with sensor noise removed

Compared to our previous testing with \®liin [1], the

employed sensor and antenna setup has smaller

beamwidh. The tighter beamwidtimproved the accuracy
of the calculated bearing

Range

Using a very high gain antenna also meant that the system
was able to detect the GPS jammer from great distance.

The sensor clearlgetectedhe jammer at a range of 150
from the jammerKigure 13) with a pattern that was good
enough to have bearing extracted from any one of the
bearing calculation methods used.

210° o 150°

180°
— true --
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Figure 13: Filtered gain pattern at 15én from jammer

We were able to test tlsensor to a distance of 860from

the jammer, resulting in the pattern shownFigure 14.
Note, in this patternrmuch more noise ipresent and the
pattern no longer clearly resembles the expected gain
pattern. Therefore several of the methods are unable to
determine bearing correctly, however the more basic
method @singmaxmumvalug is still able to perform well
and determine the bearinghe cross correlation method
provides a correlation coefficient thiadicateshow well

of a correlation was performed. For the measurements far
from the jammer, theccoefficient is very small and allows
the system to use one of the more basic metfidds
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Figure 14: Filtered gain pattern at 80én from jammer

Due to battery limitations on JAGER for these tests we
were not able to perform range tests bey@w® m,
however the RF detector is sensitive down-6& dB
relative to a milliwatt §Bm), leaving approximately7
dBm of margin left at 80@n. Therefore v are confident

expected entropy after the next measurerfiijt Entropy

is a measure of spread in a distribution. A uniform
distribution maximizes entropy and one in whichaaight

is concentrated in a single cell has zero entropy.

One way to compute expected entropy is to discretize the

observation space into a discrete number of observations.
Given JAGERO6s position and t}
can assign probabilities teceach observation. Each
observation yields a new belief whose entropy we can
compute. Because we do not know which observation we

will receive, we take an expectation over all gibke
observations. We alsodotno know t he j ammer ¢
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is the number of discrete observations. These computations
become intractable when the number of grid cells per side,

this system would be able to detdbe jammer from
beyond 800m; however the ability to extractaccurate
bearing would benore limited
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Figure 15: Entropy minimization belief distribution at each step through (g) and overall flight path of search (h)

Determinant Minimization

As mentioned in the last subsection, computing entropy
minimization can become intractable as the number of grid
cells in a discrete filter increases. If we want very fine cells,
for examplehalf a metemperside, we need to make some
approximations.

A common approximation in estimation is linearizing the
measurement model and assuming beliefs are roughly
Gaussian. Filtering is computationally inexpensive with
these approximations. More importantly, estimating the
covariance after future measurements bexoffiar more
tractable. Kalman filters struggle in bearogly
localization schemes because the measurement function is
very nonlineay however Our solution is to maintain a
discrete filter for localization, but fit a Gaussian
approximation after each gteThis approximation can be
calculated from the mean position and covariance of cells
in our discrete belief.

An interesting feature of Kalman filters is that future
covariance can be estimated easily given future
measurement locations and the estimatam This feature
becomes most apparent when using the information filter
aKalman filter that uses ¢éhcanonical form for Gaussians:

When using the canonical form, the update step in the
Kalman filter becomes

whereC; are the linearized measurement dynamics for the
target mean at timeand( is the bearing errorstandard
deviation (10 degrees in our case). This gives us the inverse
of our covariance matrix at future step, without discretizing
the observation space and iterating over it. This is not a true
expectation over jammer locations, because the mean
estimae is used, but the computational tradd® is
favorable Computing the covariance for a measurement
from a future measurement location is n@{r?), a great
reduction from the entropy reduction.

Once the covariance of a measurement from a new position
is estimated, it is possible to iterate over all possible new
measurement locations. To convert the covariance to a
scalar metric, the determinant can be used. Minimizing the
determinant is equivalent to minimizing the area of an
uncertainty ellipse represémg the belief.

Figure16 shows this method in a flight test. The mean and
95 percentconfidence ellipse after each step is shown.
JAGER selects new positions thaie almost identical to

the mean location. This might be because the linearized
bearing measurement equation approaches infinity as the
relative distance between the jammer and JAGER
decreases. Is alsoa possible use of the determinant as a



metric causedAGER to move to the mean estimate. In

bearing localization, determinant minimization sometimes
moves sensors toward the estimate rather than
perpendicularly, which is intuitive. This is because the

determinant corresponds the area of an uncertainty
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Figure 16: Determinant minimization belief state at each stegh{egugh (f) and overall flight path of search (g)

Maximum Eigenvalue Minimization

In some cases, it is desirable to move towards the jammer.

For example, if we wanted to photograph the jammer,
moving to the belief mean would make sensawelver, we
often want tomaintain some distandeom the jammer, as
measurementsear itcan benoisier [1]. Therefore, we
explore another metric using the approximation approach
mentioned in the previous subsection.

Instead of minimizing the determinant, we can minimize
the largest eigenvalue of the future covariance matrix.
Instead of minimizingthe arealike determinant, this

operation minimizes the largest axis of an uncertainty
ellipse representing our belief. Bhiis often done to
minimize the worstase uncertainty along any axis.

The eigenvalue minimization approach was flown and an

example trial can be seenkigurel?7. JAGER often elects

to take new measurements from a position perpendicular to
the largest axis of the uncertainty ellipse. This behavior

makes sense in bearing localization. Interestingly, JAGER

also tended to stay some distance away from the jammer.
This an be desirable as perhaps GPS will be available for
navigation farther from the jammer.
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Figure 17: Eigenvalue minimization belief distribution at each qgpthrough (f) and overall flight path of search (g)

NAVIGATION PERFORMANCE

Three different navigation systems were onboard JAGER
GLONASS, GPS and Locata. GLONASS was the primary
navigation system used throughout all flight tests and
peformed very reliably. GPS was onboard to analyze both
the performance of the jammer and the possibility of
navigating on GPS even when attempting to localize a GPS
jammer. JAGER was also equipped with Locata, a ground
based positioning system, to allow fan-ground and irair
integration testing for potential future use on JAGER.

GLONASS

GLONASS was the main method used to navigate the
UAV during the L1 GPS jamming exercise. Becaube
jammer was limited to the Llband, and because the
frequency of GLOIASS wagjust outside the rangaf the
jammer GLONASS proved to be a reliableavigation
systemthat was small and integrated easily with our flight
controller. Figure 18 shows the horizontal (EPH) and
vertical (EPV) position covariance for testiog Friday
night It can be seen that the horizontal covariance was
almost always under 4 m, which was typicalreat the
nights. The only degraded performance experience with
GLONASS was when the system was turned ®his
occurredin close proximity to the jammend istherefore
most likely caused by the jammer.

Glonass Estimated Position Error
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Figure 18: GLONASShorizontal and vertical position solution
covariance in meters Friday night

GPS

The availability of a solution from th&PS reciwver was

very high despitethe jammerbeing active(Figure 9).
Furtherinspectionshowed that while a receiver solution
was available, it was not necessarily of high quality and
could have significant errokigure19 shows the GPS and
GLONASS solution in blue and green, respectivélgre

it can be seen that even though the system was getting a
valid GPS position, the positiondifference from
GLONASSwere very larg.
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Figure 19: GPS position error in flight with GPS L1 jammer
active

A plot of the GPS covariance can be sedfigure20. This
figure shows that the covariance of the position solution for
GPS was much closer to the 10 m mark than {BerPseen
with GLONASS. For best operation of the autopilot, the
errors need to be 5 m or better.

GPS Estimated Position Error
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Figure 20: GPShorizontal and vertical position solution
covariance in meters Friday night

Looking more closely at the covariance of the GPS solution
and moving from simply a binary check of whether or not
a positon solution was calculated to a tieradalysis
results n Figure 21 and Figure 22. In these figures, red
again means no position stan was received, purple
represents a GPS solution witlerizontal covariancef
more than 10 m, yellow a covariance in th&®m range
and finally green representing a GPS position solution with
a covariance of less than 5 m.

(a) Percentage omeasurements in each performance catey
as a function of distance

800m

(b) Map of GPS performance
Figure 21: Tiered GPS performance Thursday night

Dividing the GPS position results into theser different
categorieshowsthatthe effective range of the jammer is
about 100n more than initially observed@he results show
that one needs to use GPS with care near jamming,
especially with norcertified GPS receiversFor such
receivers, jamming can potentially pose a more severe
threat than just loss of GPS position. It could present
misleading information. This is a similar experience seen
by the General Lighthouse Authoritigs their GPS
jamming trials[11].

Because our sensor is able
a great distance, this will help in the navigation challenge
allowing us to potentially rely on GPS for part of the flight
and changes the requirementstbé denied navigation
system.






