
Stress Testing of a Low-Cost GNSS RFI Monitor   
 
 

Nicolas Roberto San Miguel, Yu-Hsuan Chen, Sherman Lo, Todd Walter, Stanford University 
Dennis Akos, University of Colorado Boulder  

 
BIOGRAPHY 
Nicolas Roberto San Miguel is a graduate student at Stanford University. He researches interference detection with the 
Stanford GPS Laboratory and received his B.S. degree in Aerospace Engineering from the Georgia Institute of Technology in 
2021.  
 
Yu-Hsuan Chen is a research engineer at the Stanford GPS Laboratory. He received his Ph.D. in Electrical Engineering from 
National Cheng Kung University in 2011, Taiwan.  
 
Sherman Lo is a senior research engineer at the Stanford GPS Laboratory. He received his Ph.D. in Aeronautics and 
Astronautics from Stanford University in 2002. He works on navigation robustness and safety, often supporting the FAA. He 
has conducted research on Loran, alternative navigation, SBAS, ARAIM, GNSS for railways and automobile. He also works 
on spoof and interference mitigation for navigation. He has published over 100 research papers and articles.  
 
Todd Walter received his Ph.D. in Applied Physics from Stanford University in 1993. He is a Research Professor in the 
Department of Aeronautics and Astronautics at Stanford University. His research focuses on implementing high-integrity air 
navigation systems. He has received the ION Thurlow and Kepler awards. He is also a fellow of the ION and has served as its 
president.  
 
Dennis Akos completed the Ph.D. degree in Electrical Engineering at Ohio University within the Avionics Engineering Center. 
He has since served as a faculty member with Luleå Technical University, Sweden, and then as a researcher with the GPS 
Laboratory at Stanford University. Currently, he is a faculty member with the Aerospace Engineering Sciences Department at 
the University of Colorado, Boulder.  
 

ABSTRACT 
The Global Navigation Satellite System (GNSS) is an important tool that is vulnerable to both intentional and unintentional 
radio frequency interference (RFI). This work seeks to develop a low-cost GNSS RFI monitor to detect and classify interference 
in an area. We present multiple signal combination-based jamming and spoofing experiments and provide an analysis of the 
results. Several simulated short duration jamming tests are applied to both L1 and L2 signals with four types of jamming 
interference, including continuous wave, narrowband jamming; broadband, additive white Gaussian noise jamming; chirp 
interference; and pulsed-chirp interference. A lift-off spoofing experiment combines real-time GNSS signals using two receive-
only antennas and a programmable attenuator. The signals are processed using a low-cost u-blox F9P receiver and various 
power and signal quality metrics are analyzed. Specifically, the carrier-to-noise ratio (C/N0), the automatic gain control (AGC), 
and spectral analyses are useful for both identifying interference and classifying types of interference. Differences in power 
metric responses are observed depending on the characteristics and waveform of the jamming interference. Analyzing the 
position solution in addition to power metric and signal quality monitoring is found to be especially insightful in detecting the 
presented spoofing scenario. Our results characterize how the u-blox F9P receiver measures the several types of RFI and show 
the advantages of monitoring multiple metrics when monitoring for interference. 
 

I. INTRODUCTION 
The Global Navigation Satellite System (GNSS) is an invaluable tool for use in agriculture, aviation, national defense, shipping, 
and emergency response among countless other industries. Unfortunately, reliable GNSS signals—and by proxy these 
industries—are susceptible to radio frequency interference (RFI) in the form of signal jamming and/or spoofing. Over recent 
years, GNSS interference and spoofing has been detected in many real-world scenarios, particularly in Eastern Europe and 
Russia (C4ADS, 2019). GNSS interference events are ever more common. For example, they can be regularly found on busy 
highways as seen by the Wide Area Augmentation System (WAAS) reference station in Miami (Lo, 2021). The challenge is 
thus being able to detect these events whenever they may occur and then being able to gather the necessary data to localize and 



stop their occurrence. We believe one important component for providing such a capability is a low-cost, easily deployed GNSS 
monitor. 
 
The purpose of a low-cost GNSS monitor is to provide situational awareness to a user and allow them to determine whether 
they are in a clean radio frequency (RF) environment or experiencing some level of RFI. In the latter case, the monitor would 
be able to (1) prove that there is interference present, through recorded changes in indicative metrics compared to previously 
characterized thresholds, and (2) provide information about the characteristics of the interference that can be used to help locate 
it.  
 
For robust detection and localization, we leverage well-established literature on metrics can be used to detect interference, such 
as using automatic gain control (AGC) of a receiver (Akos, 2012). Previous literature also provides a framework for combining 
multiple metrics (e.g., power metrics, pseudo range residuals, etc.) to detect and localize interference (Rothmaier, 2021). This 
work examines whether our developed low-cost monitor can provide useful values of those metrics, particularly AGC and 
carrier to noise ratio (C/N0) for interference detection and localization (IDL). 
 
By making the monitor relatively low-cost, these monitors can be more widely deployed and provide more samples of the RF 
environment over a given area. This potential afforded by low-cost monitors underscores their importance as a tool in 
developing situational awareness. Furthermore, if these receivers are sensitive and accurate enough to detect the types of RFI 
that we introduce in test cases, then they would be a great tool for identifying and eventually locating and classifying the types 
of interference.  
 
The performance of a low-cost monitor using a u-blox receiver has previously been examined in nominal on-air conditions in  
literature such as by Taleghani, et. al. (2022). This work extends this prior work by testing the monitor under jamming and 
spoofing conditions. It characterizes the response of power metrics as measured by this receiver to different forms of RFI and 
examines how to use these metrics to detect when a receiver’s measurements are nominal or faulty. 
 

II. TEST SETUP AND METRICS 
 
1. Low-Cost Monitor Receiver 
The low-cost monitor is based on a u-blox ZED-F9 platform, and for the test in this paper, we used a ZED-F9P-00B GNSS 
receiver, which is a low-cost receiver that records multiple frequency (L1/L2/E5B) and multi-constellation data. This model 
also has 184 channels and is relatively low-cost. The receiver is configured examine multiple signals to be monitored, including 
the following: GPS L1 C/A L2CL/CM, SBAS L1 C/A, Galileo E1B/C E5b, BeiDou B1/B2, QZSS L1C/A L1S L2C, and 
GLONASS L1/L2 OF.  The receiver can be configured in various ways and can operate in either “static” or “dynamic” mode.  
Indeed, we have deployed our monitor both at static locations and on a moving platform.  Finally, while not discussed in the 
paper, we have performed similar tests to those in the paper on other u-blox models such as ZED-F9T-10B receiver which can 
record L1/L5 frequencies and records multi-constellation data. 
 
2. Data Recording 
The u-blox processes the received signal to output the results as .ubx format message. We use u-center evaluation software 
provided by u-blox to record .ubx messages to files. The raw signal is played back as a radio frequency (RF) signal using a 
software defined radio (SDR) that is then processed by the u-blox receiver. The u-blox provides its output as a .ubx data file 
which is parsed in MATLAB to recover a host of messages containing necessary information to calculate position and the 
desired metrics. The messages and their contained metrics are included below in Figure 1. Here the RAWX, RF, and SPAN 
signals are required for processing for RFI detection and contain all the relevant parameters to run this processing. The 
NAV_SAT signal is grandfathered in from previous models and contains only L1 data. NAV_SIG and NAV_PVT messages 
provide additional information that is useful for RFI analysis. 
 



    
(a) L1 and L2 signals measured                                       (b) Summary of u-blox messages 

Figure 1: Main constellation signals measured by the F9P-00B receiver (left) and u-blox messages output (right). 
 
While most of the parameters in Figure 1 are potentially useful, we are interested in a smaller subset of metrics that have been 
shown to be useful for this analysis and are included in bold (Bastide, 2008). The power metrics are recorded in addition to 
satellite information (individual geometries, vehicle identifiers, and pseudorange residuals) and antenna/signal quality metrics 
such as the signal-to-noise ratio (SNR), AGC, and signal/antenna health indicators.  
 
Data in each experiment is collected using receive-only antennas, allowing us to measure receiver metrics without broadcasting 
spoofed or jammed signals over an area. All the messages are recorded at a sampling rate of 1 Hz except for the RXM_RAWX 
message which is recorded at a rate of 20 Hz. 
 

III. EXPERIMENTAL METHODS 
This section describes the experimental setup for each of the jamming and spoofing scenarios, detailing the equipment used 
and design decisions.  
 
1. Jamming Scenario Design 
Twelve jamming scenarios were generated by injecting RFI into a nominal GNSS signal. The nominal GNSS signals comes 
from a Trimble Zephyr 2 Geodetic antenna, with L1, L2, and L5 signal tracking (Trimble, 2017) located at the center of the 
Durand building (Stanford Department of Aeronautics & Astronautics) with the jamming generated by an SDR and combined 
through a RF combiner (see Figure 2). These scenarios include four types of jamming: continuous-wave (CW) interference, 
additive white Gaussian noise (AWGN) jamming, chirp interference, and pulsed chirp interference. Each type of interference 
is applied to the L1 band alone, L2 band alone, and both L1 and L2 bands for a total of twelve scenarios, each lasting 3 minutes. 
In the CW scenarios, two jamming tones, at 0.5 MHz above/below the center frequency are injected into the u-blox receiver 
with the live signal. The center frequencies are 1575.42 MHz and 1227.6 MHz for the GPS L1 and L2 bands, respectively. In 
the AWGN jamming scenarios, a noise signal is generated with a specified random seed and is injected into the receiver over 
a frequency range centered at the GPS L1 and L2 frequencies. The chirp interference scenario consists of chirp signal that 
sweeps across each band, beginning at 20 MHz below and ending at 20 MHz above the L1 or L2 frequency. Similarly, the 
pulsed chirp signal sweeps across the same frequency band but is pulsed on and off with a set duty cycle of 50%. In both the 
chirp and pulsed chirp cases, the period of the sweep is set to 10 seconds. 
 
The experimental setup consists of a software-defined radio (SDR), a signal attenuator, and the u-blox receiver. An image of 
the setup and its associated block diagram are included in Figure 2. A computer-generated jamming dataset is re-played through 
a USRP B200 mini software-defined radio. This jamming signal is sent through an attenuator and combined with the true 
antenna signal taken from an antenna on Stanford’s campus. The attenuator allows us to control the power level of the jamming 
input. A coaxial ZA4PD-2-S+ power splitter/combiner with a range of 1000 to 2000 MHz is used to combine the signals. 
 
The attenuator is initially set to a high value to attenuate the jamming signal and allow the true antenna signal through to the 
u-blox receiver. And over the course of each jamming scenario, the attenuation is gradually decreased until the jamming signal 
is of equal power to the actual antenna signal. 
 
 



 

    
(b) Experimental components                                         (b) Block diagram 

Figure 2: Image of the jamming scenario experimental setup with a color-coded block diagraming detailing individual 
components and signals. 

 
Descriptions of each of the jamming scenarios are developed in the subsequent subsections with visuals in Figure 3, and details 
for each jamming case are enumerated in Table 1. Note the parameters of the scenarios shown in the figures are changed to 
produce clearer visualizations and are different than those of the main jamming tests. The jamming power in each of the 
following cases is constant at -35 dBm. 
 
a) CW Jamming 
In the first scenario, a CW signal with a gain of 50 dB is injected at ±0.5 MHz centered on the GPS L1 or L2 frequencies of 
1575.42 MHz and 1227.6 MHz, respectively. This is done for only the L1 band, only the L2 band, and for L1 and L2 
simultaneously. A spectrogram of a CW jamming signal generated is presented in Figure 3a. In the figure, the y-axis describes 
the frequency relative to the band center frequency (L1 or L2), so 0 MHz is aligned with the L1 or L2 frequency, and this y-
axis format is consistent in the each of these visualizations. The two continuous tones are applied offset from this center 
frequency and are constant over time. The yellow lines illustrate that the power of these tones is much greater than that of the 
surrounding frequencies. 
 
b) AWGN Jamming 
The AWGN jamming consists of raising the noise floor over a bandwidth containing the signal of interest to drown out the true 
signal. For this case, the injected signal has a gain of 50 dB and a bandwidth of 40 MHz, centered around the GPS L1 and L2 
signals. The lower and upper frequencies of the range are included in Table 2. A visualization of noise jamming is provided in 
Figure 3b. The bandwidth of the noise applied in this visualization is 4 MHz, ranging from -2 MHz to 2 MHz relative to the 
center frequency. In this case, the noise is visible in light blue across the entire range with an apparently uniform distribution. 
A faint line of slightly higher power is visible at the center frequency which represents the nominal signal that is being obscured 
by the interference. 
 
c) Chirp Jamming 
The chirp signal consists of a signal that repeatedly sweeps across a specified bandwidth at a prescribed rate. In these tests, the 
signal has a gain of 50 dB and is swept from -20 MHz to +20MHz relative to the L1, L2 center frequency. The period of each 
cycle is set to 10 seconds. The range of frequencies swept are listed in Table 2. Figure 3c shows an example of chirp interference 
applied over a bandwidth of 4 MHz and with a 100ms sweep period. As the data progresses over time, the interference signal, 
indicated by the yellow line, advances from the lower to the upper end of the range before wrapping back. 
 
d) Pulsed-chirp jamming 
Like the chirp jamming scenario, the pulsed-chirp case repeatedly sweeps a signal across a specified bandwidth, but now the 
signal is cycled on/off with a prescribed duty cycle. The signal has a gain of 50 dB and is swept across the same bandwidth as 
the chirp jamming case; however, this signal has a 50% duty cycle with a duty period of 2 seconds. Again, the range of 
frequencies swept are listed in Table 1. An example of this type of jamming is included in Figure 3d. Like the chirp jamming 
visualization, the bandwidth is 4 MHz, and the sweep period is 100ms. Additionally, the signal is pulsed with a 50% duty cycle 
and a 10ms duty period. Visually it appears as a dashed version of the chirp interference spectrogram. 



 
(a) CW interference 

 
(b) AWGN interference 

 
(c) Chirp interference (100ms sweep period) 

 
(d) Pulsed-chirp interference (100ms sweep period, 50% 

duty cycle, 10ms duty period) 
Figure 3: Spectrograms of four types of RFI signals injected into the main GNSS signals. 

 
A summary of each of the twelve jamming scenarios generated in this experiment are listed in Table 2 along with details of 
each case. 
 

Table 1: Summary of 12 jamming scenarios tested in this investigation; (Jamming Power -35 dBm) 

Scenario Description Type Signal Frequencies/Range Bounds Bandwidth 
(MHz) 

Sweep 
Period (sec.) 

Duty 
Cycle Lower (MHz) Upper (MHz) 

CW L1 CW 1574.92 1575.92 1.0 - - 
CW L2 CW 1227.1 1228.1 1.0 - - 

CW L1 + L2 CW 1227.1; 1574.92 1228.1; 1575.92 1.0 - - 
Noise L1 Noise 1555.42 1595.42 40 - - 
Noise L2 Noise 1207.6 1247.6 40 - - 

Noise L1 + L2 Noise 1207.6; 1555.42 1247.6; 1595.42 40 - - 
Chirp L1 Chirp 1555.42 1595.42 40 10 - 
Chirp L2 Chirp 1207.6 1247.6 40 10 - 

Chirp L1 + L2 Chirp 1207.6; 1555.42 1247.6; 1595.42 40 10 - 
Pulsed-Chirp L1 Pulsed-Chirp 1555.42 1595.42 40 10 50% 
Pulsed-Chirp L2 Pulsed-Chirp 1207.6 1247.6 40 10 50% 

Pulsed-Chirp L1 + L2 Pulsed-Chirp 1207.6; 1555.42 1247.6; 1595.42 40 10 50% 
 
 



2. Spoofing Scenario Design 
A spoofing scenario was created by combining signals from two antennas located 37.40 meters apart using a RF combiner, and 
the combined signal is fed to a u-blox F9P-00B receiver. The first antenna, located on the corner of the building, is used as a 
control while the second, designated the “spoof” signal, goes through a tunable attenuator before the RF combiner. The antenna 
used was a NovAtel GPS-703 antenna, which has an LNA gain of 29 dB and a noise figure of 2.0 dB (NovAtel, 2014). The 
spoof antenna representing the spoofed signal was the prior mentioned Zephyr 2 which has a 9 dB higher pre-amp gain than 
the control antenna, which is considered in the experimental design. The experimental setup is illustrated in Figure 4. 
 

    
(a) Experimental components                                             (b) Block diagram 

Figure 4: Image of the spoofing scenario experiment setup with a color-coded block diagraming detailing individual 
components and signals. 

 
a) True and Spoofed Antenna Positions 
Both the true and spoofed antennas are located on the roof of the Durand Building at Stanford University. Antenna 1, shown 
in blue in Figure 5, is the control antenna while antenna 2 is the spoofing antenna. 
 

  
Figure 5: Control (blue) and spoofed (red) antenna positions on the Durand Building at 

Stanford University (Google Earth, 2022). 
 

b) Experimental Design  
Our first step was to characterize each antenna by collecting results for our considered metric from each under nominal 
conditions on 28 July 2022. With nominal data characterized, we perform the spoofing experiment by gradually introducing 
the designated spoof signal. Initially, the spoofing antenna is attenuated by 24 dB relative to the control antenna, and the 
attenuation is gradually changed over the course of the experiment. The relative gain between the spoof antenna and the 
control antenna is plotted in Figure 6. The relative gain of the spoof antenna is increased in 3dB increments until the full 
spoofing antenna gain is relayed to the receiver. The spoof signal is left unattenuated for two minutes, before gradually being 
attenuated until the relative gain between the antennas is equal. The antenna gains are left equal for 6.5 minutes, then the 
spoof antenna signal is gradually attenuated again until it is 24 dB lower that the control gain again. There is no change in 
gain levels outside the axis limits of the figure, and the colors associated with each region are used for easy identification of 
these regions when analyzing the results. 
 
 



 
 

                
Figure 6: Spoof antenna gain relative to control antenna  

 

IV. SPOOFING AND JAMMING SCENARIO RESULTS 
This section analyzes the results of the spoofing and jamming scenarios.    
 
1. Jamming Scenario Results 
a) CW Jamming 
Results for two different continuous wave interference scenarios are presented. First, a jamming signal is only applied near the 
GPS L1 frequency. The resulting power metrics and spectrum plot centered at the L1 frequency are provided in Figure 7. Figure 
7a shows a drop of 39% in the L1 AGC values while the L2 AGC values remain constant. We also observe that the nominal 
value for the L1 AGC is 4% greater than the nominal L2 AGC value. Note that the AGC values are normalized because the 
nominal values output by the u-blox receiver are set to an arbitrary, receiver-specific scale. 
 
Correspondingly, we see in Figure 7b, the C/N0 data for the L1 band records a drop between 65 and 130 seconds that is obvious 
upon inspection. During this period several interesting effects are observed. First, there is a steep dip in all C/N0 values as the 
RFI is introduced and a ~5 dB-Hz overshoot observed by all individual signals as they recover. The dip and overshoot are 
attributed to an internal notch filter in the receiver that engages and disengages as the interference is applied. Separating each 
series by constellation, we see that GPS and Galileo signals drop to 20 dB-Hz while GLONASS and BeiDou signals recover 
almost to nominal condition. This is attributed to the fact that the interference is centered at the GPS L1 C/A and GAL E1B/C 
frequency. Because this narrowband jamming is applied very close to this band, and the GLONASS and BeiDou signals are 
offset from this frequency (see Figure 1), the notch filter effectively filters out interference from those constellations.  
 
The spectrum plot in Figure 7c shows the range of frequencies near the GPS L1 frequency band ±55 MHz on the ordinate axis, 
while time is recorded on the abscissa. The region of interference is obvious through visual observation as the middle region. 
The range of color values is set and represents the power intensity of each frequency at a given time. In the region of 
interference, the strong CW tone overpowers the nominal signals (shown by the strong yellow line in the center) which results 
in the existing, fainter yellow lines to be shown in light blue for the middle portion of the figure.  
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(a) AGC values  

(b) C/N0 values 

 
(c) L1 Spectrum 

 

Figure 7: Power metrics and spectrum recorded in the presence of CW interference; L1 interference, L2 nominal 
 

The next scenario consists of the same test centered on the GPS L2 frequency with L1 left undisturbed. We notice in this case 
an L2 AGC drop of about 36% shown in Figure 8a. Figure 8b shows nominal C/N0 data on the L1 band, and a small drop in 
L2 C/N0 values during the jamming signal; however, the transient effects of the internal narrowband filter are still observed 
in the form of a dip and overshoot. The L2 GPS C/N0 series is lost during the interference, while measurements from the 
other three constellations, which are offset from the GPS L2C frequency, recover to near nominal C/N0 values. The L2 
spectrum plot is like L1 spectrum plot shown in the prior case. 
 

 
(a) AGC values 

 
(b) C/N0 values 



 
(c) L2 Spectrum 

 

Figure 8: Power metrics and spectrum recorded in the presence of CW interference; L1 nominal, L2 interference 
 
While plots of this scenario were not included, the narrowband jamming applied to both L1 and L2 frequencies 
simultaneously resulted in a combination of the effects presented in the previous two cases. 
 
b) AWGN Jamming 
The next three scenarios consist of additive white Gaussian noise jamming, which involves applying a high-power noise signal 
to disrupt nominal signal tracking. The resulting power metrics are plotted and included in Figure 9. Figure 9a shows a drop in 
L1 AGC of 36% and a small drop in the L2 AGC of 5%, even though the noise jamming is applied only to the L1 band. This 
L2 drop is observed in the C/N0 data in Figure 9b. The L1 C/N0 values show the same transient behavior as in the narrowband 
jamming; however, signals do not return to the original C/N0 values, and we see only a partial return to nominal values in some 
GLONASS signals. The poorer performance here is attributed to the wideband jamming having a large enough bandwidth to 
include the frequencies for other constellations. For example, the jamming is centered at 1575.42 MHz (GPS L1C/A) with a 
bandwidth of 40 MHz, which is large enough to overlap with some of the GLONASS channels (which range from 1592.95 
MHz – 1610.49 MHz). The L2 C/N0 series shows a small dip and overshoot aligned with the dip and overshoot on the L1 C/N0 
values, suggesting it is an artifact of the estimator within the receiver or a signal combination effect. For this reason, we attribute 
the drop in AGC to internal signal leakage in the u-blox. Spectral analysis later will further support this, and it is seen across 
all wideband jamming scenarios. 
 
The second set of metrics in Figures 9c and 9d show the case of L2 only noise jamming. As expected, an L2 AGC drop is 
observed as is a significant L2 C/N0 drop, but there is no noticeable influence on the L1 metrics. Further, the transient effects 
on the C/N0 data are not seen as pronounced here, suggesting that the receiver filters L1 and L2 data differently.  
 

 
(a) AGC values; L1 interference 

 
(b) C/N0 values; L1 interference 



 
(c) AGC values; L2 interference 

 
(d) C/N0 values; L2 interference 

Figure 9: Power metrics recorded in the presence of noise interference; L1 or L2 interference 
 
The left and right side of Figure 10 show the spectrum plots for AWGN jamming of L1 only and L2 only, respectively. 
Figures 10a and 10d shows a wide yellow band during the middle portion, which shows the high-power noise that is being 
applied across a wide bandwidth of 40 MHz. This adjusts the range of power values, making previously visible signals 
invisible when the interference is present. Figure 10b shows a noticeable perturbation during the RFI event, though not a 
more powerful signal at any frequency. As the interference is applied, a yellow line is visible near 1200 MHz, which appears 
in all wideband jamming cases (L1 only, L2 only, or both). This is the signal leakage discussed earlier and is visible in both 
Figures 10b and 10d. 

 

 
(a) L1 Spectrum; L1 interference 

 
(b) L2 Spectrum; L1 interference 

 
(c) L1 spectrum; L2 interference 

 
(d) L2 Spectrum; L2 interference 

Figure 10: Spectrum plots recorded in the presence of noise interference; L1 or L2 interference 
 
The effect of L1 only jamming being slightly visible in the L2 power metrics and spectrum plot were also observed in the other 
broadband jamming cases (chirp and pulsed chirp) but not in the CW jamming scenario. 
 
c) Chirp Jamming 
In the chirp interference tests, we again run three test cases, though only the case of jamming on both L1 and L2 is discussed 
in this section as it reflects the individual response of each targeted frequency to jamming (L1 only or L2 only). In Figure 11a, 



there is an AGC drop of 44% on L1 and L2 at the same time, and the C/N0 data in Figure 11b show an interrupted, periodic dip 
and slight recover in C/N0 values over the duration of the jamming. The L1 C/N0 values improve to 5 dB-Hz lower than the 
nominal values but experience a strong drop every 10 seconds as the chirp signal sweeps past the frequency. The L2 C/N0 data 
show a more significant drop of nearly 20 dB-Hz, and show somewhat periodic behavior, but not a significant improvement 
between interference passes. The associated spectrum plots show the sweeping pattern of the signal as the diagonal yellow lines 
correspond to the chirp signal being swept across the prescribed range every 10 seconds. We also observe that the drops in 
C/N0 data align with the instances where the chirp signal wraps around the frequency band. The partial improvement of L1 
C/N0 values shows that while the RFI is applied over a wide bandwidth, because the interference itself is a narrow signal, some 
recovery is observed. This also indicates that the filtering on L2 is different as they universally fail to improve. 
 

 
(a) AGC values 

 
(b) C/N0 values 

 
(c) L1 Spectrum 

 
(d) L2 Spectrum 

Figure 11: Power metrics recorded in the presence of chirp interference under simultaneous L1 and L2 jamming 
 
d) Pulsed-chirp jamming 
The pulsed-chirp interference is an extension of the previous chirp interference by cycling on/off the chirp signal. Again, only 
the third case of L1 and L2 jamming is shown because the individual L1 and L2 cases show the same behavior. 
 
The AGC data in Figure 12a show a 44% drop in AGC for both bands again, but throughout the RFI, the AGC oscillates by 
4%. The C/N0 data in Figure 12b again show periodic drops and increases as in the chirp jamming case, though this periodic 
behavior is not visible with the L2 C/N0 data. The continued transient effect of a steep drop of 30 dB-Hz at the beginning and 
an overshoot of 5 dB-Hz when the interference is suspended is still observed as in the other cases. 
  
The spectrum plots in Figures 12c and 12d show the pulsed chirp behavior as expected across the prescribed 40 MHz frequency 
range. While the center frequency is still visible in these plots, the high power of the pulsed chirp still overpowers the nominal 
signal enough to affect the power metrics. The oscillations in the AGC data roughly align with the times when the chirp signal 
wraps around the frequency band. This oscillation in AGC is possibly due to the duty cycle of the pulsed interference which 
alternates the interference on and off every second. Also, the problem is exacerbated by the large discretization of AGC values, 
which only changes in 4% steps. This large discretization means AGC could be fluctuating across a smaller range of values 
that is rounded into the larger jumps observed. 



 

 
(a) AGC values 

 
(b) C/N0 values 

 
(c) L1 Spectrum 

 
(d) L2 Spectrum 

Figure 12: Power metrics and spectrum recorded in the presence of pulsed-chirp interference; L1 and L2 interference 
 
Summary 
Across all four types of RFI and the twelve scenarios tested, several salient observations describe the abilities and limitations 
of a u-blox receiver to identify jamming. Beginning with power metrics, the instances of CW and AWGN interference have 
more distinct drops in AGC and C/N0 to constant values, whereas the drops in chirp and pulsed-chirp jamming are not constant 
and have some oscillatory behavior. Narrowband jamming heavily affects the frequencies to which it is applied, but offset 
signals successfully filter the interference. In wideband jamming cases, even offset signals are affected. In the cases of chirp 
and pulsed-chirp interference, the signal quality is visible decreased and the AGC values are clearly affected; however, these 
cases are also noisier than the CW and AWGN tests. For RFI applied at a lower power, the chirp and pulsed-chirp jamming 
might be more difficult to distinguish from noisy C/N0 signals. The spectrum plots for every case are relatively clear and can 
be used to identify the type of interference. 
 
Artifacts of design decisions within the low-cost u-blox receiver are apparent in the data collected. Transient effects due to 
possible internal time averaging of data as well as notch filtering of tonal interference provide noticeable interruptions to the 
data which can be used to identify faulty data. Further, it would be useful to take each type of jamming and vary the applied 
power to see at what level the RFI become detectable, though this is beyond the scope of this paper. 
 
2. Spoofing Scenario Results 
First, nominal data is collected from each antenna. The results from these runs set our expectations on nominal AGC 
performance for each antenna. The nominal AGC levels for the control antenna are 64% and 60% of the maximum L1 and L2 
AGC measurements, respectively. Similarly, for the spoofing antenna, the nominal AGC values are 51% and 47% for L1 and 
L2, respectively. Nominal C/N0 values are constant over the short time span of the data collection and the C/N0 values were 
understandably similar as the antenna are near each other. Also, the truth positions of each antenna were recorded previously 
using precise point positioning (PPP) processing with an extended data set (1 hour for the control antenna and 8 hours for the 
spoof antenna).  
 
The latitude and longitude of the measured position as calculated by the u-blox (using L1 and L2 signals) over time is plotted 
over satellite image data in Figure 13. Figure 13a shows that both tests began at the control antenna and begin to drift off before 



jumping to near the spoof antenna, and eventually jumping back to the control antenna. Figure 13b shows this same data in a 
different form. The distance of each data point from the control antenna is plotted over time. Here, we see that the position 
starts to drift away from the control position at about 750 seconds (-3dB relative gain) before jumping to the spoof position at 
about 900 seconds (+6dB relative gain). On the recovery end, the signal doesn’t recover until about 1650 seconds (-18dB 
relative gain). Here, losing the position is defined as the time that the distance from the control exceeds the largest distance 
observed the first 600 seconds of data collection. We note that we do not use the pseudorange measurements to calculate the 
position, but we plan to incorporate pseudorange measurements and subset positions as spoofing detection metrics in the future. 
 
This suggests that it takes a reasonable amount of time for the values in the receiver to update to the new position, possibly the 
effect of time averaging within the receiver that may resist discontinuous changes in position over a short period of time. 
 

 
(a) Calculated position vs time  

 
(b) Distance from the control antenna vs time 

 
Figure 13: Position plots recorded over both spoofing scenarios plotted on satellite data (Maxar, Microsoft) 

 
Power metrics are plotted in Figure 14. The L2 AGC begins at 86% while the L1 AGC begins at 81%. The AGC values in 
both bands drop to 65% when the spoofing antenna has the highest gain. In the yellow region, when antennas are set to equal 
gains, the AGC values rise to 73%. Also informative is the times when AGC changes. AGC drops aren’t observed on both 
bands until 840 seconds, when the antenna gains are equal for the first time. And they don’t reach the minimum value until 
39 seconds after the spoof antenna gain is at its highest. While AGC is a strong indicator of spoofing, it does lag significantly 
in detecting off-nominal behavior, especially relative to the times when the position is lost. Additionally, due to the large step 
levels in AGC, it is not a good metric for detecting small artifacts of interference. 

 

(a) AGC values 
 

(b) C/N0 values 
Figure 14: Power metrics recorded during spoofing scenario 
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The C/N0 results in Figure 14b are particularly interesting. There is a noticeable oscillation in the C/N0 shortly after the 
introduction of spoofing. This behavior is found in each signal which is attributed to constructive and destructive interference 
in the relative phase of the carrier. This behavior has some noteworthy observations. First, the oscillations begin almost 
immediately as the attenuation is initially changed (at 630 seconds). The oscillations reach the largest amplitude at 750-800 
seconds when the relative gain is -15dB. As we increase the spoofing gain, the amplitude of the oscillation decreases with it 
reaching a minimum when the spoof gain is at a maximum. Another note is that the maximum C/N0 value increases during 
the interference.  
 
From this we see additional metrics that are insightful for detecting spoofing. Namely, by monitoring not only C/N0, but also 
the variance of C/N0 values, one observes anomalous behavior beginning at 630 seconds with its largest amplitude at 750 
seconds. Compared to the position results, this indicates interference well before the position solution is lost. By combining 
these observations with AGC measurements as they are recorded, more information about the receiver’s state is assembled. 
 
The spectrum plots for this case are included in Figure 15. They show slight changes in power levels which align with 
changes in AGC for the respective tests; however, these changes are very faint, especially compared to the spectrum plots for 
the jamming tests. Intuitively, the spoofing test does not seek to disrupt existing signals, but rather feed in false signals 
without interruption, so this is consistent with the plots of uninterrupted signals with some changes in power levels. 

 

 
(a) L1 spectrum 

 
(b) L2 spectrum 

Figure 15: Spectrum recorded during spoofing scenario (6 minutes) 
 
In the spoofing tests presented in this paper, nominal AGC from each antenna are different and change significantly. Difficulty 
in modeling AGC values makes it difficult to predict nominal levels though changes in AGC are still useful for detecting 
interference. Periodic oscillation in C/N0 values is observed which is expected as there is a combination of similar signals 
(including the same PRNs, similar doppler values, and close code phase signals). The position is lost at a relative gain of -3dB 
and recovered at a relative gain of -18dB which is attributed to internal filtering in the receiver. Further, we see that AGC is 
discretized into large steps of 4% which provides a very course resolution of how that metric changes and diminishes its utility 
to accurately identify interference on its own. Oscillatory behavior in C/N0 values and derivative metrics from this are 
particularly helpful in this case as they are very sensitive to the interference and can be used to detect RFI before the position 
is lost. 
 
Several characteristics of the spoofing tests presented here make these examples difficult to detect. These include first that the 
spoofed position is relatively close (37.40 meters) to the true position. This results in the GNSS signals received to be very 
similar. Second, the spoofing antenna power is gradually increased until it overpowers the control antenna over a time span of 
multiple minutes. Third, the spoofed signals are real, undisturbed GNSS signals collected at the same time as the true signals. 
 
Overall observations about the spoofing results include that there are observable drops in the AGC values in each band; 
however, these drops are less significant than those in jamming cases or even more complex spoofing cases (Taleghani, et. al. 
2022). As a result, this case is more difficult to identify using solely power metrics and would be better detected by using 
consistency checks for the position, as well as consistency checks for the C/N0 values to ensure they follow reasonable 
trajectories. 
 
 



V. CONCLUSION AND NEXT STEPS 
 
This paper builds on prior efforts to develop a low-cost GNSS signal monitor by examining a custom spoofing test and various 
types of jamming tests to test the monitor’s performance. Jamming events are simulated using injected signals and the resulting 
receiver measurements are evaluated. A spoofing experiment that simulates a lift-off spoofing attack at close range with real 
GNSS data is presented. The details of this scenario make the spoofing very subtle yet still detectable when monitoring power 
metrics or signal metrics like C/N0. 
 
This investigation reinforces understood relations that C/N0 and AGC are two of the most powerful characteristics to predict 
signal tracking performance. Sudden changes in these values can be combined with consistency checks to identify faulty 
behavior. Furthermore, we observe that continuous interference is more problematic than pulsed interference, because when 
pulsed interference is cycled off, there is some C/N0 improvement depending on the duty cycle, though this is also an avenue 
for further investigation. These results lend to the idea that combining metrics is important in monitoring for interference. 
Taking running averages of AGC or C/N0 or tracking the running variance of C/N0 values would provide more information and 
can detect anomalies even before losing the position. 
 
The data presented here show the utility of a low-cost u-blox receiver in spatial awareness and determining the presence of 
RFI. Though there are intrinsic limitations based on the design of this receiver, including unknown internal filtering 
characteristics, some internal signal leakage. Further characterization of the internal filtering of the u-blox receivers would be 
helpful for understanding its limitations as a monitor. Additionally, we see that the u-blox receiver may be more effective at 
mitigating narrowband jamming compared to broadband jamming, suggesting the limitations of internal filters effectiveness. 
This is important as some interference detection/mitigation algorithms may not work with the same sensitivity if we do not 
understand these internal countermeasures. 
 
Directions for future work include using data from these jamming tests to set thresholds for faulty behavior depending on the 
type of RFI, and varying power levels to determine when interference can be reliably detected. For spoofing tests, consistency 
checks can be applied to position measurements as well as other metrics such as C/N0, elevation, and azimuth values to detect 
faulty behavior. Classification and localization of the RFI is desirable for future iterations of the project. Also, there is a need 
to compare this information against nominal datasets (Gattis, 2022). We have built and fielded multiple monitors based on this 
u-blox F9 platforms. Currently, monitors are deployed at Stanford, CA; Colorado Springs, CO; Newark, NJ; and with the 
Canadian Coast Guard to collect nominal information in a diverse set of environments. 
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