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Abstract

The Global Navigation Satellite System (GNSS) is indispensable for safety of life
aviation applications, including precise navigation and collision avoidance. However,
the weak received signal power of GNSS makes it highly vulnerable to radio frequency
interference (RFI), including jamming and spoofing. These disruptions can cause
rapid degradation or loss of navigation performance, creating significant operational
risk, particularly during critical phases of flight such as approach and landing.

Conventional ground based monitoring is constrained by line of sight coverage
and limited sensor density. In practice, situational awareness often depends on pi-
lot reports or regional ground sensor networks, which do not provide timely, scal-
able, global monitoring. This thesis develops an alternative monitoring framework
using Automatic Dependent Surveillance-Broadcast (ADS-B) data. ADS-B offers
broad visibility from aircraft at altitude, enables distributed observation across many
aircraft and receivers, and provides access to publicly available live and historical
datasets. By integrating methods developed across a series of published works, this
research establishes a unified, fully automated framework that supports both global
awareness and localized monitoring of GNSS interference.

The developed system combines Bayesian Online Changepoint Detection (BOCPD)
for jamming identification, Kalman filter based velocity anomaly monitoring for spoof-
ing, density based clustering (DBSCAN) for event determination, and line of sight

(LOS) geometric analysis for probabilistic localization. The system unifies statistical
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detection, event formation, and probabilistic localization within a single automated
architecture designed to remain robust across diverse traffic densities and interfer-
ence behaviors. From 2022 through early 2026 at the time of writing, the system
has continuously monitored global air traffic and automatically detected hundreds
of potential interference events per day worldwide. Under typical air traffic density
conditions, GNSS interference events are detected within approximately 5 minutes
of onset. A manual validation of 1,021 detected jamming events yields a successful
detection probability of 90.6% to 97.6%, with an event-level false detection rate of
2.3%. For 1,224 detected spoofing events, the successful detection probability ranges
from 95.8% to 99.3%, with a false detection rate of 0.7%.

Localization performance is evaluated using real world events for which indepen-
dent reference information is available. In these validated cases, the weighted nonlin-
ear least squares estimator localizes the interferer within 4 km of the reported source,
with a 95 percent confidence region approximated by a 10 km radius. The median
coordinate estimation error is below 0.01 degrees in both latitude and longitude.

Designed for scalability and sustained deployment, the architecture supports real-
time operation; in its current deployment configuration, background processing la-
tency is approximately one day. Results are openly visualized through a continuously
updated public web platform (https://rfi.stanford.edu), which has been accessed by
users from approximately 100 countries. Processed datasets and analysis tools are dis-
tributed via an accompanying Python package available through pip installation, en-

abling reproducible access and long term analysis of global GNSS interference trends.
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Chapter 1

Introduction and Research Context

This chapter introduces the research problem addressed in this dissertation: auto-
mated detection, event determination, and localization of global GNSS interference
using ADS-B observations. It motivates the need for scalable interference monitor-
ing, summarizes the technical context required for ADS-B based inference, reviews
related work, identi es research gaps, and states the objectives, contributions, and

publication basis of the dissertation.

1.1 Background and Motivation

The Global Navigation Satellite Systems (GNSS) is fundamental to modern aviation.
Aircraft depend on GNSS for navigation, landing operations, surveillance, and air
tra c management. As aviation increasingly integrates satellite-based navigation
into its safety-critical operations, maintaining the integrity, accuracy, and availability

of GNSS has become essential for ight safety and e ciency.



CHAPTER 1. INTRODUCTION AND RESEARCH CONTEXT 2

1.1.1 Increasing GNSS Interference Worldwide

Since 2022, interference incidents have risen sharply. Jamming events increased from
approximately 0.4% of global ight minutes in 2022 to about 1.5% in 2025, while
Spoo ng, once rare, has emerged as a recurring global phenomenon, peaking at 0.12%
of ight minutes in 2024. Detailed de nitions, methodology, and the full time series
appear in Section 2.2.4.

Figure 1.1 illustrates the expansion of global jamming activity between 2022 and
2025, with each heatmap showing the percentage of aircraft reporting degraded GPS
signal quality. The metric is normalized by the total ight minutes observed within
each region, reducing sensitivity to variations in air tra ¢ density and receiver avail-
ability. Although ADS-B receiver coverage expanded in some areas between 2022
and 2025, increases in interference are also clearly observed within regions that were
consistently monitored throughout the study period. This indicates that the escala-
tion re ects a genuine rise in interference activity rather than solely changes in data
availability.

These patterns reveal a signi cant global escalation in interference activity and

highlight the need for continuous, automated monitoring.

Figure 1.1: Examples of global jamming heatmaps on January 1, 2022 (left) and
January 1, 2025 (right). Each heatmap shows the percentage of aircraft reporting
low GPS signal quality. Data generated by the automated monitoring system and
visualized on the public platform https://r .stanford.edu, Stanford GPS Laboratory.
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