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European GSA GNSS Market Report 2017 

“5.8 Billion devices in use in 2017,  
expected to grow to 8 billion by 2020” 

There are as many GNSS receivers as 
there are people with access to 
electricity 



GNSS Spoofing 

Source: 2018 GSA GNSS User Technology Report 



Google Trends: GPS spoof 



Automatic Gain Control (AGC) 
Navigation data, PVT 

estimate consistency checks 
Dual polarization or null 
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 Independent navigation 

sensors 
Cryptography 

Detection and Mitigation Strategies 



Purpose 

Purpose:  

• Overview of TESLA signature scheme 

• Probabilistic model* for security of TESLA keychain 

• Updated model for indifference to time of attack 

• Security anchored trade-study for TESLA parameters 

• Recommendations 

*From Caparra, Gianluca, et al. "Evaluating the security of one-way key chains in 
TESLA-based GNSS Navigation Message Authentication schemes.“ (2016) 



 What is a digital signature? 
 Bit-sequence appended to a message 

 Authenticates origin of message generation 

 Authenticates content of that message 

 SBAS message (L5) 
 Publicly available PRN 

 250 bits/sec, 216-bit data field 

Motivations 

 Digital signatures on SBAS 
 New message type 

 Signature contained in as few data 
fields as possible 

 Negligible loss of availability 

 Short time to alert 

 Secure for 30+ years 

 Digital signatures will be implemented on Galileo and are 
being considered for SBAS 



TESLA 

TESLA – Timed Efficient Stream Loss-tolerant Algorithm 

𝑚 𝑚||𝑀𝐴𝐶 

𝑀𝐴𝐶 = 𝑠(𝑘,𝑚) 

• Sign message 𝑚 with key (𝑘) 
using signing algorithm 𝑠 

𝑚||𝑀𝐴𝐶 

𝑣𝑒𝑟 → 𝑠 𝑘,𝑚 = 𝑀𝐴𝐶 

TESLA Sender Receiver 

Δ𝑡 

𝑘 𝑣𝑒𝑟 

• Verify signature 𝑀𝐴𝐶 with key (𝑘) 
using verification algorithm 𝑠 

 Message Authentication Code (MAC) 

 MAC’s much shorter than typical signature 

 Algorithm, 𝑠, easier to compute 

 Need a way to verify each 𝑘 



TESLA Keychain 

𝑘𝑖 → 𝑘𝑖||pad → SHA256(𝑘𝑖| pad → trunc(SHA256 𝑘𝑖 pad = 𝑘𝑖−1 

 Pad, hash, and then truncate 

 256 bit keys larger than necessary for security 

 Caparra (2016) introduced security concerns with excessive 

truncation 

 Certain padding (salt) can prevent precomputation attacks 



 Salt in cryptography refers to random data added to the input of one-
way functions to prevent pre-computational attacks 
 Salt for GNSS may include time-varying hash functions 

 Time-varying is difficult to carry out for SBAS 
› Alert messages take priority 

› Create a predictable time-table of key release not possible 

 Salt for SBAS may be an m-bit sequence unique to each keychain 
› If the salt is reasonably large, pre-computation attacks become infeasible 

› Salt will be broadcast less frequently than keys 

Salt 

𝑘𝑖 → 𝑘𝑖||salt → SHA256(𝑘𝑖| salt → trunc(SHA256(𝑘𝑖| salt = 𝑘𝑖−1 



 Sufficient time synchronization between sender and receiver 
› Once a key is published, it can be used to create a false message with a false MAC 

 Vulnerabilities in the authentication of the root key 
› If the asymmetric algorithm used to authenticate the root key is broken, a false keychain 

can be created 

Cryptographic Vulnerabilities of TESLA 

 Keychain discovery 
› The attacker finds the current keychain or any keychain that hashes down to the most 

recently released key 



Cryptographic Vulnerabilities of TESLA 

 Sufficient time synchronization between sender and receiver 
› Once a key is published, it can be used to create a false message with a false MAC 

 Vulnerabilities in the authentication of the root key 
› If the asymmetric algorithm used to authenticate the root key is broken, a false keychain 

can be created 

 Keychain discovery 
› The attacker finds the current keychain or any keychain that hashes down to the most 

recently released key 



Probabilistic Model 

𝑃𝑠 = 1 +
1

𝓁

𝑅ℎ𝑇

𝑁
 Non-ideal one-way function: 

*Probabilistic models derived in Caparra, et al. (2016) 

 Non-ideal: Hash function modeled as a random oracle instead of true one-to-one function 

 𝑃𝑠 - probability of successful attack 

 𝓁 - length of the window of attack 

 𝑅ℎ - computational capabilities of an attacker [hash/sec] 

 𝑇 - time available to attack the keychain 

 𝑁 - size of the set of possible permutations for an n-bit key, 𝑁 = 2𝑛 



 Indifference to window of attack (𝓁) 

 Brute force: guess values for 𝑘𝐿−1 and hash 

to most recent key released 

Updated Probabilistic Model 
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𝛾 ≅ 0.577 is the Euler-Mascheroni constant 
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Security TESLA Keychain Trade Space 

 Variables related to security of TESLA keychain 
 Length of the TESLA keychain 𝐿  

 Length of keys (𝑛) 

 Time Between Authentications (TBA) 

 Salt vs. no salt (affects time to attack, 𝑇) 

 Assumed computational abilities of an adversary (𝑅ℎ) 

 

 Other variables for future study 
 Impact on bandwidth and continuity 

 Authentication Error Rate (AER) 

 L5 I-channel vs. L5 Q-channel 

 



 Adversary’s Computational Capabilities (𝑅ℎ): 
 𝑅ℎ = 25,000 1.4 ⋅ 10

13  hash/sec 

 Capabilities of a large scale cryptocurrency mining facility 

 Probability of a successful keychain attack must not exceed 10−9 

 TBA = 6s 

 Salt is used 

Assumptions 



Results of Trade Study 

 Assumed computational capability: 𝑅ℎ = 25,000 ∗ 1.4𝑒13 [hash/s] 

 TBA = 6 sec 

 



With and without salt 

No Salt – 30 years of precomputation With Salt 

𝑇 bounded only by time 
TESLA used in SBAS service 



Effect of TBA on key length 

 Iso-lines for probability of successful attack 
of 10−9 

 TBA of 1s refers to a case where L5 Q-
channel is used 

 For reference, using a 6s TBA: 
› 15k keys ≅ 1 day 

› 1M keys ≅ 2 months 

 Higher TBA simply allows an attacker to 
compute more potential keychains for 
equivalent lengths of keychains [keys] 

› This translates to longer key length required 
to achieve the same security 



 Iso-lines for probability of successful attack 
of 10−9 

 Using a TBA of 6s 

 Higher adversary capabilities require larger 
key lengths for equivalent security 

› 𝑅ℎ = 350000 Thash/s has been used 
throughout this presentation 

Effect of Adversary Capabilities 



Effect of Adversary Capabilities 

Single Processor Large Scale Farm 

 Key size has exponential result in security 
› ~15-bit difference to defend against either 

attacker 



 Data field 216-bits 
› 𝑀𝐴𝐶 size ≥ 30-bits gives 10−9 probability an attacker will guess a correct 
𝑀𝐴𝐶/message combination 

› This leaves 186-bits for the TESLA key and other information 
› 115-bit key sufficient for keychains less than 1 year in duration* 
› 71 bits remain for other information 

  
 Work to be done 

› Guarantee of time synchronization between sender and receiver 
› Impact on bandwidth and continuity 
› Asymmetric algorithm for authenticating root key 
› Certificate Authority (CA) and Public Key Infrastructure (PKI) 

 

Recommendations and Future Work 

*Without consideration of Grover’s algorithm in quantum computing 



Thank you 



Backup 




