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Acollaborative filtering system recommends to users products that similar users like. Collaborative filtering
systems influence purchase decisions and hence have become targets of manipulation by unscrupulous
vendors. We demonstrate that nearest neighbors algorithms, which are widely used in commercial systems,
are highly susceptible to manipulation and introduce new collaborative filtering algorithms that are relatively

robust.
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1. Introduction

Although the expanding universe of products and
services available via the Internet provides consumers
with valuable options, sifting through the numerous
alternatives can be overwhelming. Collaborative fil-
tering (CF) systems aid this process by recommending
to users products that similar users like.

At the heart of a CF system is an algorithm that
predicts whether a given user will like various prod-
ucts based on his past behavior and that of other
users. Nearest neighbors (NN) algorithms, for exam-
ple, have enjoyed wide use in commercial CF systems,
including those of Amazon, Netflix, and YouTube
(Bennett 2006, Linden et al. 2003, Ryan 2008). One
common variety of NN algorithms stores each user’s
history, which may include, for instance, his product
ratings and purchase decisions. To predict whether a
particular user will like a particular product, the algo-
rithm identifies a number of other users with sim-
ilar histories. A prediction is then generated based
on how these so-called neighbors have responded to
the product. This prediction could be, for example, an
average of past ratings supplied by neighbors.

Because purchase decisions are influenced by CF
systems, they have become targets of manipulation
by unscrupulous vendors. For instance, a vendor
can create multiple online identities and use each
to rate his own product highly and competitors’
products poorly. As an example, Amazon’s CF sys-
tem was manipulated so that users who viewed a
spiritual guide written by a well-known Christian
evangelist were subsequently recommended a sex
manual for gay men (Olsen 2002). Although this
incident may not have been driven by commer-
cial motives, it highlights the vulnerability of CF
systems. The research literature offers more formal

empirical evidence that NN algorithms are suscep-
tible to manipulation (Burke et al. 2005, Lam and
Riedl 2004; Mehta and Nejdl 2008; Mobasher et al.
2005, 2006; O’Mahony et al. 2004; Sandvig et al. 2007;
Zhang et al. 2006).

To curb manipulation, one might consider authen-
ticating each user by asking for, say, a credit card
number to eliminate false identities. This may be
effective in some situations. However, in Internet ser-
vices that do not facilitate financial transactions, such
as YouTube or personalized search engines, requiring
authentication would intrude privacy and drive users
away. Further, even sites that authenticate users who
register and log on might improve recommendation
quality by utilizing higher volume data generated by
others who browse without logging on.

In this paper, we seek to understand the extent to
which manipulators can impair CF systems and how
CF algorithms should be designed to abate their influ-
ence. We find that, whereas NN algorithms can be
quite sensitive to manipulation, CF algorithms that
carry out predictions based on a particular class of
probabilistic models are surprisingly robust. For rea-
sons that we will explain in the paper, we will refer
to algorithms of this kind as linear CF algorithms.

Our analysis of linear CF algorithms suggests that,
on average, frequent users experience little degrada-
tion due to manipulators. In particular, as a typical
user rates an increasing number of products, the aver-
age accuracy of predictions made by a linear CF algo-
rithm becomes insensitive to manipulated data. For
instance, even if half of all ratings are provided by
manipulators who try to promote half of the products,
predictions for users with long histories will barely
be distorted, on average. To provide some intuition
for why our results hold, we now offer an informal
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argument. A robust CF algorithm should learn from
its mistakes. In particular, differences between pre-
dicted and realized ratings should improve predic-
tions of subsequent ratings. A linear CF algorithm
generates predictions based on a probability distribu-
tion that is a convex combination of two distributions:
one that it would learn given only data generated by
honest users, and one that it would learn given only
manipulated data. As a user provides more ratings, it
becomes increasingly clear which of these two distri-
butions better represents his preferences. As a result,
the weight placed on manipulated data diminishes
and distortion vanishes.

The main theoretical result of this paper formal-
izes the above argument. In particular, we will define
a notion of distortion induced by manipulators and
establish an upper bound on distortion. This upper
bound is a function only of the percentage r of data
that are generated by manipulators and the num-
ber n of products that have already been rated by
a user whose future ratings we wish to predict. For
any value of r, this function vanishes as n grows.
The bound is very general. First, it applies to all lin-
ear CF algorithms. Second, it applies to all manipu-
lation strategies even if manipulators coordinate their
actions and produce data with knowledge of all data
generated by honest users.

To provide some perspective on the bound, let
us consider a numerical example. Suppose a linear
CF algorithm accepts binary ratings and can predict
ratings correctly 80% of the time in the absence of
manipulation. If 10% of the training data are gener-
ated by manipulators then, according to our bound,
the algorithm will still predict ratings correctly at least
75% of the time, so long as users for whom ratings
are predicted themselves each rate over 20 products.

To broaden the scope of our analysis, we will also
study CF algorithms that behave like linear algo-
rithms asymptotically as the size of the training set
grows. This class of algorithms, which we refer to
as asymptotically linear, is more flexible in accom-
modating modeling assumptions that may improve
prediction accuracy. We will establish that a relaxed
version of our distortion bound for linear CF algo-
rithms applies to asymptotically linear CF algorithms.

We will also show that our distortion bound does
not generally hold for NN algorithms. Intuitively, this
is because prediction errors do not always improve
the selection of neighbors. In particular, as a user pro-
vides more ratings, manipulated data that contribute
to inaccurate predictions of his future ratings may
remain in the set of neighbors whereas data gener-
ated by honest users may be eliminated from it. As a
result, distortion may not decrease. We will later pro-
vide an example to illustrate this.

In addition to theoretical results, this paper pro-
vides an empirical analysis using a publicly available
set of movie ratings generated by users of Netflix’s
recommendation system. We produce a distorted ver-
sion of this data set by injecting manipulated ratings
generated using a manipulation technique studied in
prior literature. We then compare results from appli-
cation of three CF algorithms: an NN algorithm, a
linear CF algorithm, and an asymptotically linear CF
algorithm. Results demonstrate that whereas perfor-
mance of the NN algorithm is highly susceptible to
manipulation, the linear and asymptotically linear
algorithms are relatively robust. In particular, the lat-
ter two experience distortion lower than our theoreti-
cal bound, whereas the distortion experienced by the
former exceeds it by far.

One might also wonder whether manipulation
robustness comes at the expense of prediction accu-
racy. As an example, consider an algorithm that fixes
predictions of all ratings to be a constant, without
regard to the training data. This algorithm cannot be
influenced by manipulators but is likely to yield poor
predictions and is therefore not useful. In our exper-
iments, the accuracy realized by each of the three
algorithms seems reasonable. This suggests that good
accuracy can be achieved alongside robustness.

Our results together suggest that commercial rec-
ommendation systems using NN algorithms can be
made more robust by adopting approaches that we
describe. Note that we are not proposing that real-
world systems should implement the specific algo-
rithms we present in this paper. Rather, our analysis
highlights properties of CF algorithms that lead to
robustness and real systems may benefit from taking
these properties into consideration in their design.

This paper is organized as follows. In §2, we sur-
vey related work. In §3, we formulate a simplified
model that serves as a context for studying alterna-
tive CF algorithms. We then establish results about the
manipulation robustness of NN, linear, and asymp-
totically linear CF algorithms in §4. In §5, we present
our empirical study. We make some closing remarks
in §6.

2. Related Work

Early research on CF systems focused on their per-
formance in the absence of manipulation (Breese
et al. 1998, Drineas et al. 2002, Herlocker et al.
1999, Kleinberg and Sandler 2008, Motwani and
Vassilvitskii 2007, Moon and Russell 2008, Sarwar
et al. 2001, Schafer et al. 2001). Almost all work
on manipulation robustness has been empirical. For
example, Burke et al. (2005), Lam and Riedl (2004),
Mehta and Nejdl (2008), Mobasher et al. (2005, 2006),
O'Mahony et al. (2004), Sandvig et al. (2007), and
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Zhang et al. (2006) present studies of product rat-
ings made publicly available by Internet commerce
sites. In each case, manipulated ratings were injected,
and CF algorithms were tested on the altered data
sets. Results point out that NN algorithms and their
variants are susceptible to manipulation. This line
of work identifies an effective manipulation scheme,
which is to create multiple identities and with each
identity, provide positive ratings on products to be
promoted while rating other products in a manner
indistinguishable from that of honest users. In Mehta
and Nejdl (2008), Mobasher et al. (2006), and Zhang
et al. (2006), algorithms based on probabilistic latent
semantic analysis and principal component analy-
sis were tested. It turns out that these algorithms
are asymptotically linear under certain assumptions
about the data, and indeed, empirical results in these
papers suggest that they are relatively robust to
manipulation. These prior results support the conclu-
sions of our work.

To the best of our knowledge, the first theoretical
work on manipulation robustness of CF algorithms is
reported in O’Mahony et al. (2004). This work ana-
lyzed an NN algorithm that uses the majority rating
among a set of neighbors as the prediction of a user’s
rating in an asymptotic regime of many users, each of
whom rates all products. Manipulators rate as honest
users would except on one fixed product. A bound is
established on the algorithm’s prediction error for this
product’s rating as a function of the percentage of rat-
ings provided by manipulators. In our work, we do
not require users to rate all products and do not con-
strain manipulators to any particular strategies. Fur-
ther, we study the performance distortion on average,
rather than for a single product. Finally, a primary
contribution of our work is in establishing manipu-
lation robustness of linear and asymptotically linear
CF algorithms, which turn out to be superior to NN
algorithms in this dimension.

Theoretical results established in Resnick and Sami
(2007) also relate to our work. In that paper, a mecha-
nism is proposed where each user accumulates a rep-
utation based on ratings he supplies and the user’s
influence on recommendations is limited by his repu-
tation. The authors establish that each user maximizes
his expected reputation by reporting honestly and
provide a bound on the distortion that manipulators
can induce. This bound grows linearly in the number
of identities generated by manipulators. Our results
differ in several ways. First, the robustness result of
Resnick and Sami (2007) requires that manipulators
act “myopically” in the sense that they do not game
the reputation system. Our results make no assump-
tions that restrict manipulation strategies. A second
difference is that our bound on distortion grows with

the fraction rather than the number of user identi-
ties generated by manipulators. Hence, our bound
implies that the system should be robust as the num-
ber of honest users grows, regardless of the number
of manipulator identities. Finally, our results indicate
that linear and asymptotically linear CF algorithms
are inherently robust, without requiring an auxiliary
reputation system. Overlaying a reputation system
to adjust recommendations made by such algorithms
would lead to undesirable distortions, even in the
absence of manipulators. On the other hand, the rep-
utation mechanism proposed in Resnick and Sami
(2007) can be applied to any recommendation system,
not just those that are linear or asymptotically linear.
Finally, our bounds apply to a form of distortion aver-
aged over users and products, whereas the bound of
Resnick and Sami (2007) applies to distortion experi-
enced by each individual user.

Resnick and Sami (2007) also study the degree to
which useful information is lost when their proposed
mechanism is used to abate the influence of manip-
ulators, and this line of work is extended in Resnick
and Sami (2008), where a more fundamental result on
the trade-off between robustness and information loss
is established. Our work takes a different perspective
in identifying classes of CF algorithms that are inher-
ently robust. In some practical contexts, these CF algo-
rithms may be entirely appropriate, and there is no
information loss incurred because recommendations
are not altered for the sake of robustness. In other con-
texts, to ensure manipulation robustness one might
consider using such a CF algorithm to approximate
one that would be more appropriate in the absence of
manipulators. It would be interesting to understand
the information cost incurred, along the lines studied
in Resnick and Sami (2008), when employing such an
approximation.

Several researchers have proposed alternative
approaches to abating the influence of manipula-
tors. In Massa and Avesani (2004) and O’Donovan
and Smyth (2006), researchers propose leveraging
trust relationships among users to weight recom-
mendations and fend off manipulation. Mehta (2007),
Mobasher et al. (2007), Sandvig et al. (2007), and
Williams et al. (2007) suggest detecting manipulated
ratings based on their patterns and discounting their
impact. Our work complements this growing litera-
ture. First, additional sources of information can be
integrated into the probabilistic framework that we
introduce in this paper to further enhance manipula-
tion robustness. Second, the analytical methods that
we develop may be useful for studying the benefits
of incorporating such information.

Distortion due to manipulation may also be viewed
as a loss of utility in a sequential decision problem
induced by errors in initial beliefs. Our analysis is
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based on ideas similar to those that have been used to
study the latter topic, which is discussed in Gossner
and Tomala (2008).

More broadly speaking, apart from collaborative
filtering, there are other ways to aggregate users’
responses to products in order to provide recommen-
dations. Research has been conducted on the manip-
ulation robustness of these systems as well. To get a
flavor of this line of work, see Bhattacharjee and Goel
(2007), Dellarocas (2006), Friedman et al. (2007), and
Miller et al. (2005).

As a precursor to this paper, we published some
results in a conference paper (Van Roy and Yan
2009). There we introduced linear CF algorithms,
analyzed the susceptibility of NN algorithms, and
discussed preliminary empirical results. This current
paper studies the aforementioned topics in greater
depth and also introduces asymptotically linear CF
algorithms.

3. Model

We now formulate a simplified model that will serve
as a context for assessing performance of alternative
CF algorithms. We will first define the product rat-
ings that we work with and then introduce measures
of distortion induced by manipulators. For reference,
we tabulate some of our mathematical notation in
Appendix B.

3.1. Ratings Vectors

In our model, a user selects ratings from a set S. To
simplify our discussion, we let S be a finite subset of
[0, 1]. For example, S could be {0, 1} with 0 represent-
ing a negative rating and 1 representing a positive
rating. Note that all the results in this paper can be
generalized to accommodate any finite set S. There
are N products, and a user’s type is identified by
a vector in SM. Each nth component of this vector
reflects how the user would rate the nth product after
inspecting it.

The CF system has access to ratings provided by M
identities who have rated products in the past. The
data from each mth identity take the form of a ratings
vector w™ € SN, where S, =S U {o}. Here, an element
of S represents a product rating whereas a circle o
indicates that a product has not been rated. The collec-
tion of ratings vectors makes up the system’s training
data W = (w', ..., wM) € SY*M, which is used by a CF
algorithm to predict future ratings.

Consider a user who is distinct from identities that
generated the training data and for whom we will
generate recommendations. We will refer to such a
user as an active user. We will view a CF algorithm as
a function mapping a triplet (n,x, W) e {1,..., N} x
SY x S§*M to a probability mass function (PMF) p,, .
over S. The PMF represents beliefs about how an

active user who has so far provided ratings x would
rate product n. Such an algorithm can be used to
guide recommendations; for example, the CF system
might recommend to the active user the product he
is most likely to rate highly among those that he has
not yet rated.

3.2. Kullback-Leibler Distortion

To study the influence of manipulation, we consider
a situation where a fraction r of the identities are cre-
ated by manipulators, while the remaining fraction
1 — r correspond to distinct honest users. We denote
the honest ratings vectors by y!, ..., y="M ¢ S and
the manipulated ratings vectors by z!,...,z"™ e SJ.
Let Y=(y',...,y*"M) and Z = (z},...,2z™) so that
the training data is W = (Y, Z).

To assess distortion of predictions made by a
CF algorithm, we consider a thought experiment
that gives rise to a process for sampling the type
of a hypothetical active user. This user begins
with a ratings vector x°, with each nth component
set to x) = o, and inspects products in an order
v=(vy,..., vy) € oy, Where oy denotes the set of per-
mutations of {1,..., N}. Given ratings for products
vy, ..., ¥, the rating for product v, is sampled from
the PMF p, .1 y. An updated ratings vector xk is
generated by incorporating this new rating in x*~'.
This process ultimately samples a type vector from a
PMF implied by the v and the CF algorithm, assum-
ing the algorithm is given only the uncorrupted data
set Y. This reflects behavior we would anticipate to
see from a random user after observing the data set Y,
assuming that the CF algorithm generates optimal
predictions.

We introduce the following measure of distortion,
which we refer to as Kullback-Leibler (KL) distortion:

1 n
dy(p,v,Y,Z)= 7 ZE [D(Puk,xkfl,y [ P, x1, (v, Z))]r
k=1

where D denotes Kullback-Leibler divergence with
the natural log. That is, for any two PMFs p and
q with support U, D(p | q) = 3 ,cu p(u) In(p(u)/q(u0)).
This measure of the difference between PMFs is com-
monly used in information theory. For each k, the
PMF p, .1 y represents the prediction that would
be made in the absence of manipulators, whereas
Py, 1, v,z is what it becomes as a consequence of
manipulation. Hence, D(p,, w1,y | Py, w1, (v,7) mea-
sures the extent to which the manipulated data Z
influences the prediction. We take the expectation of
this quantity, with x*~1 distributed as the CF algo-
rithm would have predicted if the data set were
not corrupted by manipulated data. KL distortion
ds(p,v,Y,Z) averages these terms over the first n
inspected products.
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We can view the sequence x°,...,x" of the afore-
mentioned thought experiment as a Markov chain. In
particular, given p and an ordering v, the state of this
Markov chain transitions according to

p,,k/xk—lrw if ] =V,

k-1 :
8(-,xj™") otherwise,

where 6 is the Kronecker delta function. Consider the
PMF P(-|W,v) of xN, parameterized by W and v.
Clearly, p is a conditional PMF with respect to P:

Py, o1, w(X, =8)=P(x, =s| X" W, v).

As such, the CF algorithm p is completely charac-
terized by P. We will often identify CF algorithms
in terms of such P. For example, with some abuse
of notation, we let 45" (P,v,Y,Z)=d(p,v, Y, Z) if P
and p are alternative representations of the same CF
algorithm.

3.3. Root-Mean-Squared Distortion

Collaborative filtering systems sometimes make use
of scalar predictions rather than PMFs. Such a predic-
tion can often be interpreted as the mean of a PMFE.
In such contexts, it may be natural to measure the
impact of manipulation in terms of root-mean-squared
(RMS) distortion:

12 " A
d > (p,v, Y, Z)= W ZE[(ka,xk—l,y = Xy, 21 (Y, Z))Z]/
k=1

where £, .1y and X, .1 (y,z are means of PMFs
Py, w1,y @and p, w1 (v 7, respectively. When using
scalar predictions, RMS distortion may offer a more
transparent measure than KL distortion because it
reports distortion in the same units as the predic-
tions. RMS distortion is bounded by a function of KL
distortion:

e (p,v,Y,Z)<\/3ds(p,v, Y, Z).

This bound is established in Proposition 1 of
Appendix A.1.

3.4. Discussion

It is natural to question why we chose the aforemen-
tioned distortion measures over other candidates. For
instance, an alternative might focus on the impact of
manipulated data on the n most highly rated prod-
ucts. One reason for using KL and RMS distortions is
that they are convex functions of predictions whereas
this alternative measure is not. Convexity facilitates
analysis. Further, as will be discussed in §5.6, in a
recent competition, Netflix used RMS error to evalu-
ate CF algorithms (Netflix Prize 2006). This suggests

that commercial CF algorithms are typically designed
to minimize convex measures of error. Our choice of
distortion measures is in line with this.

Another option is to focus on the maximum distor-
tion over all products. Although it would be attractive
to guarantee small worst-case distortion for all manip-
ulation schemes, that may not be achievable. Further,
even useful CF algorithms can exhibit large worst-
case distortion. Consider, for instance, a case where
many manipulators aim to distort ratings of many dif-
ferent products, and the output of the algorithm is
such that the rating of one product is significantly dis-
torted while the rest are not. We might still say that
the algorithm is reasonably robust whereas a worst-
case measure would indicate otherwise. That said, we
note that because KL and RMS distortions character-
ize average distortions, the robustness results of this
paper do not provide guarantees on the distortion of
individual product ratings.

4. Collaborative Filtering Algorithms
In this section, we first introduce the notion of an
order-invariant CF algorithm. We then describe two
classes of such algorithms, namely linear and asymp-
totically linear CF algorithms, and analyze their
robustness to manipulation. Finally, we discuss near-
est neighbors algorithms and their susceptibility to
manipulation.

4.1. Order-Invariant Collaborative
Filtering Algorithms

We will call a CF algorithm P order invariant if for
each W, the type PMF P(-|W, v) does not depend on
the active user’s ordering of products v, in which case
we drop v from the list of arguments. This implies
that for each W, v, k, and x*~!, the prediction of x, is
given by the PMF

Py, v, w(x, =s)=P(x, =s| x5, W),

In words, a collaborative filtering algorithm is order
invariant if its predictions of a user’s future ratings
depends only on the user’s past ratings but not the
order in which those ratings were provided over time.

Note that any CF algorithm that generates predic-
tions by carrying out Bayesian inference based on a
generative model in which pairs of type and ratings
vectors are sampled independent and identically dis-
tributed (i.i.d.) is order invariant. In particular, sup-
pose user types w" € SN are sampled i.i.d. from a type
PMF 7 and ratings vectors w™ € SY are sampled from
a conditional PMF p, conditioned on corresponding
type vector samples, which for each n assigns either
wy =o or w) =w,. Then, an algorithm that pre-
dicts x,, by conditioning the joint type-ratings vector
PMF on the observed components of x*~! along with
a training set W is order invariant.
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4.2, Linear Collaborative Filtering Algorithms
We say that an order-invariant CF a11§orithm P is linear
if for any W, € S3*™ and W, € S5,

1 2
—Mp. W, M
M, ¢l 1)+M1

P(-| (W, W) = M
(1, W) = 37 T

P(-|Wy).
This definition states that the type PMF P(- | (W, W,))
that a linear CF algorithm P generates based on train-
ing data (W;, W,) is a convex combination of two
type distributions: the type distribution P(-|W,) that
it generates based on W, and the type distribution
P(-|W,) that it generates based on W,. Note that
it is the PMF of the type vector x given training
data (W;, W,) that is a convex combination of PMFs
based on training data sets W, and W, individually.
It is not the case that the PMF of each individual
product rating x, conditioned on x*!' given train-
ing data (W;, W,) is a convex combination of PMFs
conditioned on x¥~! given training data sets W, and
W, individually. Indeed, as we shall see, if W, is
generated by honest users and W, by manipulators,
then as k grows, the PMF of x, conditioned on x*~!
given training data(W;, W,) approaches the PMF con-
ditioned on x*~! given training data W;.

We will introduce examples of linear CF algorithms
in §5.3. For now, we will examine the KL distortion
that manipulators can induce on an arbitrary linear
CF algorithm. Consider training data W = (Y, Z) con-
sisting of ratings vectors Y from honest users and Z
from manipulators, with the latter making up a frac-
tion r of the training data. The following theorem
establishes a bound on the resulting KL distortion.

TaeoreM 1. For all N, P, M, r € {0,1/M, ...,
(M—=1)/M}, Y e SY*UM 7 c GN<M e ¢ and n €
{1,...,N},

1 1
ayP,v,Y,7Z)< ;ln T
This result is proved in Appendix A.2.

Note that the bound only depends on the number
of active user ratings n and the fraction of data r gen-
erated by manipulators. Hence, it represents a worst-
case bound over all choices of number of products N,
linear CF algorithm P, cardinality M and content
(Y, Z) of the training set, and the order » in which
the active user rates products. This means, for exam-
ple, that it applies even if manipulators coordinate
with each other and select ratings with knowledge
of the specific CF algorithm P, the honest ratings Y,
and the ordering v. Among other things, this makes
the bound relevant for realistic models of how a rec-
ommendation system might sequence products for a
user; for example, each v, could be the product that
the CF algorithm predicts as being most desirable

among those remaining after the user has inspected
products vy, ..., v_;.

Note that KL distortion vanishes as the number
n of products rated by the active user increases. To
develop intuition for why this happens, we now offer
an informal argument. Observe that P(-|(Y, Z)) =
(I=7)P(-|Y)+7rP(-|Z).If P(-|Y) is identical to P(-| Z),
then P(-| (Y, Z)) is equal to P(-|Y) and distortion will
be zero. Suppose now that P(-|Y) and P(-|Z) are dif-
ferent. Note that the prediction for the nth product is
given by

o, o1, v, 2 =P(x,, =s[x""',(Y,Z))
_ P(x"|(Y,Z)) _ A=r)P(x"|Y)+rP(x"|Z)
o P(x"1|(Y,2)) o 1—=r)P(x1|Y)+rP(x"1|Z)’

where x" is the ratings vector with the rating x, =s
appended to x"! and P(x") denotes the marginal
probability of the first n ratings. Because x is sam-
pled from P(-]Y), as n grows, P(x"|Z) and P(x"'|Z)
vanish. As such, the influence of Z on predictions
Py, w1, (v, zy diminishes as n grows.

The term In(1/(1 — r)) captures the dependence of
KL distortion on the fraction of data produced by
manipulators. As one would expect, this term van-
ishes when r is zero. When r is small but nonzero, this
term is well approximated by r, and therefore KL dis-
tortion is bounded by about r/n. KL distortion repre-
sents a measure of average distortion over n inspected
products. Hence, when r is small, it can be thought
of as a bound on the tofal distortion experienced by
an active user. It is interesting that this total distor-
tion is bounded by the fraction of data generated by
manipulators, regardless of how many products the
user inspects.

Note that the KL distortion represents an average
level of distortion across items. As such, the bound
does not preclude the possibility that manipulators
can impose strong influence over the rating of a par-
ticular item. To do so, however, they would have to
build credibility by rating other items as honest users
would. Doing so reduces distortion on those items so
that such manipulators must contribute value to the
system in order to distort a single item. Further, if
different manipulators aim to distort ratings of differ-
ent items, their helpful and harmful behaviors tend
to offset each other.

KL distortion also represents an average over the
distribution of active user types. This distribution is
implicitly assumed to be one estimated from hon-
est user data. Hence, the active user is assumed to
be a representative honest user. Our model assumes
that manipulated data used to generate recommenda-
tions does not vary by active user. This is reasonable
because manipulators can only provide one data set
that must be used in generating all recommendations
regardless of the identity of the active user. The
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Figure 1 Bound on d™(P, », Y, Z) as a Function of n

047

(12n) In (1/(1= 1))

0 [ 1 1 1 1 I I I

1 5 10 15 20 25 30 35 40
n

Note. The four curves from bottom to top are for cases where r = 0.01,
0.05, 0.1, and 0.2, respectively.

manipulators may design their data to target a par-
ticular type of honest user, and the bound does
not preclude the possibility that users of this type
receive highly distorted recommendations. However,
the impact averaged across honest user types is lim-
ited as established by the bound.

Proposition 1, established in Appendix A.1, asserts
that RMS distortion is bounded above by the square
root of half the KL distortion. Consequently, as a
corollary of Theorem 1 we have the following bound.

CoroLLARY 1. For all N, P, M, r € {0,1/M, ...,
M —1)/M}, Y e SSXEM 7 e gNxM -, ¢ g,
andnell,..., N},

RMS 1 1
dv (P,V,Y,Z)g,/annl_r.

Figure 1 illustrates how this bound depends on r
and n. In particular, the four curves from bottom to
top correspond to cases where r =0.01, 0.05,0.1, 0.2,
respectively. As the fraction r of data generated by
manipulators increases, so does the possible distor-
tion. As the number 7 of products rated by the active
users increases, the bound on distortion diminishes.
The bound can offer useful guidance. For example, it
ensures that if an active user rates 22 products and no
more than 10% of the training data is manipulated,
then the RMS distortion induced by manipulators is
less than 0.05.

Additional perspective can be gained if we con-
sider a context where ratings are binary valued and
a CF system generates binary-valued predictions,
assigning a value of 1 when the scalar prediction
exceeds 1/2 and 0 otherwise. We establish in Propo-
sition 2 in Appendix A.1 that the amount by which
manipulators can reduce the average probability of
correct predictions is bounded by RMS distortion:

12 A
E Z [Pr(xl’k = l(ka,x"*l, y > %))
k=1

—Pr(x,, =1(%, w1 v,z > )] <P, v, Y, Z).

Here, if the RMS distortion is less than 0.05, the aver-
age probability of correct predictions decreases by
at most 0.05. Hence, if a linear CF algorithm pre-
dicts binary ratings correctly 80% of the time in the
absence of manipulation, it can predict correctly at
least 75% of the time when 10% of the data is gen-
erated by manipulators, so long as active users rate
over 20 products.

4.3. Asymptotically Linear Collaborative
Filtering Algorithms

To broaden the scope of our analysis, we now study
CF algorithms that behave like linear CF algorithms
asymptotically as the number of users grows. This
class of algorithms, which we refer to as asymp-
totically linear, is more flexible in accommodating
modeling assumptions that may improve prediction
accuracy. Specifically, we say that an order-invariant
CF algorithm P is asymptotically linear if for all PMFs
# and ¢ over SY, r €[0,1], and € > 0,

lim Pr (D[ (1 - 1)P(- | U],)

+rP(-| V) | P( (U, V)] = €} =0,
where for each m, U, = (u',...,u"") e 85",
V,=(',...,0v") e SY*!, I ~Bin(m, r) (where Bin(m, r)
denotes the binomial distribution with parameters m
and ), and u',...,u" !~ and o',...,0' ~ ¢ are
iid. sequences.

To interpret the preceding definition, think of each
sample in the training data (U, V,,) as generated in
the following way: with probability 1 —r, a ratings
vector is sampled from s and placed in U,,, and with
probability r, a ratings vector is sampled from ¢ and
placed in V,,. As m grows, an asymptotically linear CF
algorithm behaves like a linear CF algorithm in that
the PMF P(-|(U,, V,,)) converges in probability to a
convex combination of P(-|U,) and P(-|V,,). It can be
shown using the weak law of large numbers that all
linear CF algorithms are asymptotically linear.

We will establish that asymptotically linear CF algo-
rithms are asymptotically robust, in a sense that we
will make precise. This result also applies to a broader
range of practical algorithms that are asymptotically
linear in a more restricted sense, which we now
define. Consider a set ¥ of PMFs over S5. We say that
an order-invariant CF algorithm P is asymptotically lin-
ear with respect to W if for all , ¢ € ¥, r € [0, 1], and
€>0,

lim Pr{D[((1 - )P(-| U,)
+rPC V) PG (U, V,)] =€} =0,

_ Nx(m—I
where for each m, U, = (u!, ..., u" ") e SY*" " v =
(01, ..., 0") e SY*!, I ~Bin(m,r), and u', ..., u"" ~
and 0!, ..., v' ~ ¢ are i.i.d. sequences.
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The following theorem and corollary characterize
the robustness of asymptotically linear CF algorithms.

THEOREM 2. Forall N, ¥, P asymptotically linear with
respect to W, , pe ¥, rel0,1), veoy, nefl,..., N},
and € >0,

1 1
lim Pr (d,‘jL(P, v,Y,,Z,)>—In—+ e) =0,
n 1-—r

m—o00

where, for each m, Y,, = (y,...,y" ") e S5 7z, =
(z},...,2") e SY*I, I ~ Bin(m, r), and y*, ..., y" " ~
and z', ..., z' ~ ¢ are i.i.d. sequences.

This result, which is proved in Appendix A.2,
can be thought of as a relaxed version of Theo-
rem 1. If P were linear, Theorem 1 would assert that
a-P,v,Y,,Z,) <1/n)In[1/1—r)] for all n, r, v, m,
and random outcomes Y,, and Z,. The result is a
natural extension: with asymptotic linearity of P, the
probability that the bound is violated by more than
€ becomes negligibly small as the number of users
grOws.

The following corollary follows from Theorem 2
and represents a relaxed version of Corollary 1.

COROLLARY 2. For all N, ¥, P asymptotically linear
with respect to ¥, ¢, p e W, r€[0,1), veoy, ne
{1,...,N},and € >0,

1
lim Pr(dy™(P,v,Y,, Z,) >+ —1
im r( (P, v ) 7y

m— 00

1
=0,
1_r+6>

ym—l) c Sglx(m—l), Z, =
i ym—l ~ l,[/

where, for each m, Y,, = (y*, ...,
(z4,...,2") e S, I ~Bin(m, r), and y', ...
and z, ...,z ~ ¢ are i.i.d. sequences.

It is interesting that a certain class of CF algorithms
that are consistent, in a sense that we will make pre-
cise, are asymptotically linear. Consider a set ® of
pairs (7, p) where 7 is a PMF over user types and p
is a conditional PMF over ratings vectors conditioned
on user types. Let mp denote the ratings vector PMF
implied by 7 and p. We say that ® is convex if the cor-
responding set of joint PMFs over types and ratings
vectors is convex. We say that & is identifiable if each
(m, p) € ® leads to a distinct ratings vector PMF p.
Given an identifiable set ®, we say that an order-
invariant CF algorithm P is consistent with respect to ®
if for all (7, p) € ® and € > 0,

lim Pr(D(P(-[W,)[| m) = €) =0,

where W,, = (w,, ..., w,,) € SY*™ and w,, ..., w,, ~ 7p
is an ii.d. sequence. This definition is meant to cap-
ture algorithms that learn the true type distribution
as the training set grows. In particular, P(-| W,,) repre-
sents a PMF learned from training data W,,, while =

is the true PMF, and the associated algorithm is con-
sistent if the KL divergence between the two vanishes
as the number of users grows. The following theorem
identifies an interesting class of asymptotically linear
CF algorithms.

THEOREM 3. Any order-invariant CF algorithm consis-
tent with respect to an identifiable and convex set ® is
asymptotically linear with respect to ®.

This result, proved in Appendix A.2, implies that
if honest user and manipulated data are sampled
from PMFs associated with an identifiable and convex
set @, then an algorithm that is consistent with respect
to @ will be both accurate and robust to manipula-
tion as the number of data samples grows. This result
is intuitive, as we now explain. Consistency implies
convergence to the type PMF used in generating data,
whether it is that of honest users, manipulators, or a
convex combination of the two. Hence, when applied
to the combined data, the algorithm converges to a
convex combination of what it would converge to
with either the manipulated or honest data alone. As
such, the algorithm behaves as a linear one in the limit
as the number of data samples grows.

In practice, even if it is unclear whether the iden-
tifiability and convexity conditions hold, one might
still apply a consistent CF algorithm, with the hope
that it will deliver reasonable accuracy and robust-
ness. In §5, we will empirically evaluate a consistent
CF algorithm called the naive Bayes algorithm.

4.4. Nearest Neighbors Algorithms
Nearest neighbors algorithms are often used as per-
formance benchmarks because they are widely used
in commercial CF systems (Bennett 2006, Linden et al.
2003, Ryan 2008). They generally come in two flavors.
The first predicts a user’s ratings based on those pro-
vided by similar users, referred to as neighbors. The
second makes predictions on a product based on rat-
ings that the user has provided on similar products,
which can also be viewed as neighbors. In this sec-
tion, we study a simple NN algorithm of the first kind
and the extent to which its predictions can be dis-
torted by manipulators. We show that the bounds of
the previous section do not apply to this NN algo-
rithm, and unlike the case of linear CF algorithms,
distortion does not necessarily diminish as the active
user inspects and rates products. Though our analysis
focuses on a particular NN algorithm, the resulting
insights apply more broadly and in particular, to NN
algorithms of the second kind.

We study the case of binary ratings. NN algorithms
identify and weight neighbors using a similarity mea-
sure. We will consider as a similarity measure the
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number of consistent ratings minus the number of
inconsistent ratings, given by

s(x,y) =[{1<n<N:x,=y, #ol
—|{1§1’l§N o?éxn#yn?é °}|l

for any pair of ratings vectors x, y € SY.

We consider an NN algorithm that predicts the
future rating of product n for a user with ratings
vector x by carrying out the following steps. First,
the algorithm identifies the subset of the training data
samples that offer ratings for product n. If this sub-
set is empty, the NN algorithm optimistically predicts
a rating of 1. Otherwise, from among these ratings
vectors, the ones most similar to x are identified. We
denote the resulting set of neighbors, which should be
a singleton unless there is a tie, by N'(n, x, W). Finally,
an average of their ratings for product n forms the
prediction:

5& _ Zwe,N(n,x,W) wn
N x, W)L

Our observations extend to other more complicated

similarity metrics and neighbor selection methods.

However, we focus on this particular case in order to

keep our analysis clean.

We now consider a simple setting that facilitates
analysis of RMS distortion in our NN algorithm. We
are interested in how RMS distortion changes as the
number of ratings n provided by an active user grows.
Because n cannot exceed the number of products N,
we will define an ensemble of models indexed by N.
To facilitate our construction, we will only consider
even N.

To keep things simple, we restrict attention to a sit-
uation where honest users agree on the ratings of all
products. In particular, there is a single user type x°4
that rates odd-indexed products 1 and even-indexed
products 0. The user type PMF assigns all probabil-
ity to this vector. Each honest ratings vector y™ is
generated by sampling a random set of odd num-
bers between 1 and N — 1, then for each sample k,
replacing components k and k + 1 of x°¢ with cir-
cles. We assume that the honest ratings Y of training
data are such that each set of odd numbers between 1
and N —1 is sampled exactly once. That is, each
element of Y corresponds to an element of the set
{(1,0), (o, 0)}N/2. As such, there are 2"/ honest ratings
vectors.

Recalling the setting that we use for assessing dis-
tortion, we now consider an active user who inspects
products in the ordering v = (1, ..., N), rating each
based on the prediction of the NN algorithm. It is easy
to see that when there are no manipulators, the NN

algorithm perfectly predicts %, .1 y =x{*, and there-

fore, after the user inspects k products, his ratings
history x* has x} =x?¢ for j <k and x{ =o for j > k.

We assume that manipulators produce one half
of the training data. For each honest ratings
vector y™, manipulators produce a ratings vector z"
that agrees with ¥ on all products rated by y”. How-
ever, circles in y™” are replaced by 1 for even indices
and 0 for odd indices. That is, each z,, corresponds to
an element of the set {(1,0), (0, 1)}N/2.

Suppose k is even. Given x¥, the NN algorithm
predicts what the active user’s rating will be for
product k + 1. To do this, it identifies neighbors
N(k+1,x, (Y, Z)), which includes the following sub-
sets of the training data:

* A set Y] that consists of honest ratings vectors y™
where y!" # o for j<k+1.

* A set Z, that, for each y” € Y;, includes the cor-
responding manipulated vector z" € Z.

* A set Z, that consists of each manipulated ratings

vector z" such that the corresponding honest ratings
vector y" has y' # o for j<k and yi’,; = o.
Note that each of these sets is of cardinality
2WN-K/2=1 " Vectors in Y, and Z; correctly rate
product k +1 as 1, whereas vectors in Z, incorrectly
rate it as 0. As a consequence, the prediction for prod-
uct k+11s Xy v (v, 7 =2/3 and the resulting squared
error is

dd 4 2
(x5 — xk+1,xk,(y,2)) =1/9.

The preceding argument applies for all even k. For
odd k, it is easy to show that the NN algorithm cor-
rectly predicts x{%¢ = 0. It follows that the RMS dis-
tortion for even n is

12 . 1
d;MS(p,y,Y,Z)= ;ZE[(xl?dd_xk,xk—l,(Y,Z))z]=m.
k=1

The preceding example shows that the RMS distor-
tion of an NN algorithm for r =1/2 does not decrease
as n grows. This happens because manipulated data
are strategically generated to be sufficiently similar to
honest data so that no matter how many ratings an
active user provides, manipulated ratings vectors will
make up a fixed fraction of the neighbors and conse-
quently induce a significant degree of distortion.

In contrast, Corollary 1 establishes that linear CF
algorithms exhibit more graceful behavior, with RMS
distortion vanishing as n increases. This is not to say it
is impossible to design an NN algorithm that exhibits
more desirable behavior when applied to our exam-
ple. However, it is difficult to know for sure whether
a given variation will behave gracefully in all relevant
situations.
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4.5. Discussion

Let us offer an intuitive explanation for why linear
CF algorithms should be robust to manipulation rel-
ative to NN algorithms. First note that robustness
depends on how a CF algorithm learns from its mis-
takes. In particular, a robust algorithm should notice
as it observes differences between its predictions and
an active user’s ratings what is hurting versus help-
ing its predictions. Recall that a linear CF algorithm
P generates based on the training set (Y, Z) a PMF
P(- | (Y, Z)) that is a convex combination of P(-|Y)
and P(- | Z), which are PMFs that the algorithm would
generate based on Y and Z, respectively. As an active
user rates more products, it will be increasingly clear
by probabilistic inference that his ratings x are sam-
pled from P(- | Y). In effect, inaccurate predictions
induced by Z will increase the weight of P(-|Y) and
decrease the weight of P(- | Z). This improves predic-
tion accuracy.

In an NN algorithm, on the other hand, inaccu-
rate predictions do not necessarily improve subse-
quent predictions. In particular, manipulated ratings
vectors that contribute to inaccuracies may remain in
the set of neighbors whereas honest ratings vectors
may be eliminated from it. In the example in §4.4,
for instance, manipulated data are generated so that
no matter how long an active user’s ratings history
is, each honest ratings vector selected as a neighbor
has a manipulated counterpart that is as similar, and
hence also selected as a neighbor. Consequently, as
an active user provides more ratings, the numbers of
honest and manipulated neighbors remain equal. As
a result, inaccurate predictions do not decrease sub-
sequent distortion.

5. Empirical Study

In this section, we present our empirical findings on
the manipulation robustness of particular NN, lin-
ear, and asymptotically linear CF algorithms. We first
introduce the data set that we worked with and then
describe methods we used to evaluate robustness.

5.1. Data Set

We obtained a set of movie ratings provided by users,
made publicly available by Netflix’s recommendation
system. Each rating is an integer between 1 and 5,
which we normalized to be in {0,0.25,0.5,0.75, 1}
so that the analysis and results in our paper apply
directly. We randomly sampled from the data set
5,000 users and 500 movies. A total of approximately
200,000 ratings appear in this data set. We then ran-
domly selected 4,000 of these users and for the pur-
pose of our experiments, treated them as honest users
and their ratings as a training set Y. We used the
ratings of the other 1,000 users as a test set, which
we refer to as X. We then generated three separate

sets of 444, 1,714, and 4,000 manipulated ratings vec-
tors, respectively. Each such set, which we refer to
as Z, is generated to promote 50% of the movies by
using a technique reported to be effective in the liter-
ature (Burke et al. 2005; Lam and Riedl 2004; Mehta
and Nejdl 2008; Mobasher et al. 2005, 2006; O’Mahony
et al. 2004; Sandvig et al. 2007; Zhang et al. 2006).
Specifically, we randomly sampled 250 of the 500
movies in Y and let each manipulated ratings vec-
tor in Z assign the highest ratings to each of these
movies. Each ratings vector in Z then assigns a ran-
dom rating to every other movie, with each rating
sampled from the movie’s empirical marginal PMF
based on the movie’s ratings in Y. Finally, each rating
in Z is replaced by a circle with probability equal to
the fraction of entries of Y that are circles. Manipu-
lated ratings vectors generated this way are meant to
be similar to honest ratings vectors except on movies
they promote.

5.2. Evaluation Methods

To evaluate the robustness of a CF algorithm P, we
treated ratings in X as ratings that an active user
would provide and used P to predict them. Specifi-
cally, we fixed n and for each ratings vector x € X,
identified n random products that it assigns ratings
to and randomly permuted them to form an order-
ing v* = (v{, ..., v}). For each k <n, let x*-1 be a rat-
ings vector that agrees with x on products v, ..., v{_;
and assigns circles to the other products. Based on
P, we can generate a prediction Q?V]f,xk_l,y of the rat-
ing of product ¥ based on x*~! and the honest data
set Y, as well as a prediction J?,,;,xk—l/(y/ z) based on
the corrupted data set (Y, Z). To assess the impact of
manipulation, for each n, we computed the follow-
ing quantity, which we will refer to as empirical RMS
distortion:

(P, v, X,Y,Z)

1 13 . 5
:\/ X L 5 Z ey = v,
xeX

o

Here, v* = {(v}, ..., v}): x € X}. Empirical RMS dis-
tortion measures changes in predictions for products
rated by active users. It is similar to the RMS dis-
tortion d¥*(P,v,Y,Z) that we defined earlier, with
one difference: whereas d;*(P, v, Y, Z) involves sam-
ples x, drawn from PMFs p,, .1 y, elements of X are
used as samples in defining dAZMS(P, vX,X,Y,Z). We
used empirical RMS distortion rather than RMS dis-
tortion to assess algorithms in our empirical study
because computing RMS distortion would take too
long, requiring compute time exponential in the num-
ber of products n rated by an active user. Further, if
a CF algorithm generates a nearly correct distribution



o~
&, 1
p—

o
23
=

5 E
© o
RSl
o c
=
©
2
=
@2
23
> 2
O +
o <
=
@ ©
nQ
i
b
58
O ®©
2
£y
32
=
.-QQ-
= C
@ 9
S 3
o2
2 E
T O
o2
o2
T ©
T
1]
0 £
c .2
e

o
==
— O
£ 3

O O
= £
E -
c
[e]
8 e
S =
o O
<E
U,_
©
= C
e o
=
Q35
Z-c
=<

Van Roy and Yan: Manipulation Robustness of Collaborative Filtering
Management Science 56(11), pp. 1911-1929, ©2010 INFORMS

1921

in the absence of manipulation, its empirical RMS dis-
tortion will be close to its RMS distortion.

One might also wonder whether the robustness
of a CF algorithms comes at the expense of predic-
tion accuracy. To better understand the relationship
between robustness and accuracy, we also computed
empirical RMS prediction error for each CF algorithm:

& (P, v, X, Y) = \/|X|Z Z( - F

xeX

Vk xk-1 Y)

This quantity measures the RMS prediction error for
ratings in X when the algorithm uses Y as train-
ing data.

Parameters of algorithms that we tested were tuned
by cross validation. This is a technique that selects
parameter values based on performance with vali-
dation data separate from the training data. Specifi-
cally, we randomly sampled 20% of the users in Y.
We treated their ratings as a validation set V and
generated predictions based on the remaining ratings
Y\V. To tune a parameter y within a range I', we
considered a range of candidate values and in each
case used the corresponding algorithm to predict rat-
ings in V based on ratings in Y\V and computed the
empirical RMS prediction error %RMS(P v, V,Y\V).
The value of y resulting in the least error is selected.
When using (Y, Z) as the training set, we sampled the
validation set V from (Y, Z) and tuned parameters in
a similar manner.

For each algorithm P, we generated multiple sam-
ples of X, Y, Z, and v, and averaged the result-
ing values of dRMS(P vX, X Y, Z) and €%=(P, vX, X, Y)
across samples to obtain reliable estimates. To sum-
marize with our notation, S = {0, 0.25,0.5,0.75, 1},
N =500, (M, r) € {(4,444,0.1), (5,714, 0.3), (8,000,
0.5)}, and 1 <n <40. We tested three CF algorithms:
a linear CF kernel density estimation, an asymptoti-
cally linear naive Bayes algorithm, and the k nearest
neighbors algorithm. We now describe the algorithms.

5.3. Kernel Density Estimation Algorithm

We will call an order-invariant CF algorithm P a ker-
nel density estimation (KDE) algorithm with kernels
{H,: weSYY if for any W € SYM,

PCIW) =12 ¥ 7,0,

weW

where each %, is a PMF over SV parameterized by a
ratings vector w. Note that each training data sample
induces a PMF over types, and the PMF learned from
the entire training set is the average among them. It
turns out that all KDE algorithms are linear CF algo-
rithms, and vice versa. We establish this in Proposi-
tion 3 of Appendix A.3.

In our experiments, we considered a KDE algo-
rithm with kernels {¥,} such that for each type
x e SN,

N
T (¥) = [Tk, (%),
n=1

where for each s € Sy, k, is a PMF over S defined as
follows. For s # o, k, is the unique PMF that satisfies
ky(s)/k,(s) = exp(—|s — s|/B) for all s € S. For s =o,
k,(s)=1/|S| for all s € S. That is, k, assigns the highest
probability to s and exponentially lower probabilities
to values different from s if s # o, and assigns uniform
probability to all values if s =o. It is easy to see that
each ¥, defined this way is a PMF which assigns high
probability to types similar to w and low probability
to others. The constant 8 > 0, which we set to be 0.15
in our experiments, tunes the shape of k..

To predict the rating of product v, for a user with
past ratings x"~!, our KDE algorithm generates a PMF
given by

ZweW 1_[?—_11 ka (xn—l)k (S)
ZwEW H k (xn 1)

for each s € S. The corresponding scalar prediction is
the expectation taken with respect to P(- | x,_;, W):

P(x, =s|x"", W)=

%, w1 w=y.8Pkx, =s|x"", W).

seS

5.4. Naive Bayes Algorithm
A naive Bayes (NB) algorithm assumes that the true
distribution of data is a convex combination of dis-
tinct distributions in each of which features of the
data are conditionally independent. It aims to learn
from training data the weights of the combination
and feature marginals within each distribution. For a
formal analysis of the algorithm and its applications
to other problem settings, see Cheeseman and Stutz
(1996), Domingos and Pazzani (1997), and John and
Langley (1995). We now describe a particular version
of the algorithm that we use and discuss a context in
which it is consistent and asymptotically linear.

Our NB algorithm assumes that data are generated
in the following way. First, user types are sampled
from a distribution P* where

Z m l_[ Olv;n)r 1)

=1 n=1

P*(w) =

and ratings vectors are sampled from the conditional
distribution Q* where

gl (1 — g)N-1ele if w — w,
0 otherwise.

Here, g€[0,1), LeZ,, n€ A}, and 0, , € A for all
I, n, where A; denotes the k-dimensional unit simplex.
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We write w — w for (w, w) if for each n, either w, =
w, or w, =o. We let ||w|, denote |{n: w, =o}| and let
6=1{0, ,/1<I<L,1<n<N}.

To understand P* and Q*, let us consider the fol-
lowing process for generating ratings vectors. Let
P ={P;,..., P}} be L PMFs over SN where each Py
satisfies

N

Py (w) =TT 6%

n=1
for all w € SN. That is, each w,, is independently sam-
pled and is equal to s € S with probability 01(531 A type
w is generated by first selecting a PMF from % where
each P/ is chosen with probability 1, and then sam-
pling from that PME. A ratings vector w is then gener-
ated by randomly replacing each rating w,, by a circle
with probability g, independent of the value w, and
whether other ratings are replaced by circles.

The algorithm also assumes a geometric prior for L
and Dirichlet priors for 7, 8, and 4. Hence, the poste-
rior probability density function (PDF) of (L, 1, 6, q)
conditioned on training data W is given by

f(L/ m, 0, q | W) = Cf(Lr m,0, ‘7) PI‘(W | L,m,0, "7)r (3)

where ¢ is a normalizing constant and the prior PDF is

f(Lr n, 01 Q) =fLT(L)fn(n) l_[fﬂ(el,n)fq(q)r
I,n
with
fm=ce,
fn(n) = C'r] l_[ Uin
=1

fo(0,,) =co ] 01(?34, Vi, n,

seS
fo(@) = cq(1—=9),
and the training data likelihood is
Pr(WIL,m,6,9)

= 11 (@t - (S 11 ).

weW I=1 n:w, #o

Here, subscripts L, 1, 6, and g of the functions f/, f,,
fo, and f, denote the parameters that the distributions
are over, and ¢, c,, ¢, and ¢, are normalizing con-
stants. We aim to compute parameters that maximize
the posterior PDF using an expectation-maximization
algorithm (Dempster et al. 1977). In other words, the
goal is to obtain parameters satisfying

(ﬁ, M, é, g) eargmax f(L,n, 0,q|W).
(L, m,0,9)

We denote by P(- | W) the PMF over SV correspond-
ing to selected parameters (L, 7, §). A prediction of

the rating of product v, by a user with past ratings
x"! is given by the PMF
i oA 1 A A
Zl:l nl H]y(lzl 01, V: 01(,53/,,
G

L A pm-1p
2 Mz 6, Ve

for each s € S. The corresponding scalar prediction is

P(x, =s|x", W)=

%, o=y sP(x, =s|x"",W).

seS

In our experiments, we tuned bandwidth 7 by cross
validation over the range I' = {1,10, 100, 1,000,
10,000, 100,000} and settled at 7= 10,000.

We now discuss a context in which the NB algo-
rithm we have described is consistent and asymp-
totically linear. For any g € [0, 1), we let &, be the
set of all (7, p,) pairs where 7 takes the form in (1)
and p, is the one distribution given by (2). We estab-
lish in Proposition 4 in Appendix A.3 that for any
q, CIDq is identifiable and convex, and the NB algo-
rithm is consistent with respect to it. Then, by Theo-
rems 2 and 3, the algorithm is asymptotically linear
with respect to ®, and our distortion bounds apply.
Note that the set % = {m7: (7, p,) € ®,} of type PMFs
with corresponding pairs in @, is the set of all PMFs
over SN. This implies that for any PMFs 7 and m,
over SV, if honest and manipulated data are gener-
ated by first sampling types from these PMFs and
then independently replacing each rating by a cir-
cle with the same probability g, then the NB algo-
rithm will be asymptotically robust as the sample size
grows. In our experiments, although the condition
regarding replacement by circles may not hold, we
still apply the NB algorithm with the hope that it will
deliver reasonable robustness.

5.5. k Nearest Neighbors Algorithm

We will consider a class of k nearest neighbors (KNN)
algorithms. Variations of kNN have been used as
performance benchmarks in prior work (Burke et al.
2005, Lam and Riedl 2004, Zhang et al. 2006). The ver-
sion that we tested is based on the following measure
of similarity between ratings vectors:

Z[n:xn;éo,yn;éo}(xn - ‘i)(yn - g)

s(x,y) = ,
\/Z{n:xngﬁo}(xn - JE)2\/X:{n:y,ﬁréo}(yn - g)z
where
T= Z{n:xn;ﬁo} Xn - Z{n:ynq&o} Yn
= — Y=—"—.
{n: x, # o} {n: y, # o}l

Note that this similarity measure resembles a corre-
lation coefficient and is sometimes referred to as the
cosine similarity measure (Sarwar et al. 2001).
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To predict the rating of product v,, for n >3, by a
user with past ratings x"~!, our kNN algorithm iden-
tifies a set of neighbors N (v,, x"™', W) to be k most
similar ratings vectors in W among those that provide
ratings for product v,. The algorithm then generates
the following scalar prediction:

A

x,,n, xn—l, w

jn—l

min/ v,

=min {smx, max {s

+ ZweN(vn,x"‘l,W) s(w, xn_l)(wvn - ZT)) } }
ZwEN(V,,,xnfl,W) |S(ZU, xn—1)| ’

where s = max{s: s €S}, s, =min{s: s €S}, and
Z{n:wn;ﬁo] wy
{n: w, # ol

For a user with ratings history x""1 where n <2,
s(-, x"1) is not well defined. In this case, the algo-
rithm uses the average rating of product v, in the
training data to generate the prediction:

Z[w:wew,w,,n;éo} wvn } }

{w: weW,w, #ol

w =

X, w1 =min { s,..,max { S..,

In our experiments, we tuned the number of neigh-
bors k by cross validation over the range I' = {1, 2,
..., 40} and settled at k =10. Note that even though
the kNN algorithm generates scalar predictions, it still
fits our definition of CF algorithms because it is pos-
sible to come up with PMFs whose corresponding
expectations equal the predictions %, .1 . We do
not explicitly define such a PMF, however, because
it is not necessary for computing the empirical RMS
distortion in our experiments.

5.6. Results

Figure 2 plots, for each of the three algorithms that we
tested, the empirical RMS distortion as a function of
the number of products rated by the active user, given
different quantities of manipulated data. Our results
suggest that in practice, NB and KDE algorithms are
significantly more robust than kKNN. As more rat-
ings are provided, distortions experienced by all three
algorithms decrease. When a user’s ratings history is
long, NB and KDE experience distortions significantly
lower than that of kNN. Note that distortions of NB
and KDE always stay below the bound in Corollary 1.
The curves for kNN are flat for n <2 because the algo-
rithm provides the same predictions for the first two
ratings x,, and x,, of an active user. The figure also
demonstrates that, as fraction of manipulated data r
increases, distortions incurred by all three algorithms
increase as well.

Figure 2 Empirical RMS Distortion as a Function of n, for Different r

(a)r=0.1

Note that, when a user’s ratings history is short,
kNN and NB both experience higher empirical RMS
distortions than KDE. This difference arises because
whereas kNN and NB ignore circles, KDE uses them
and as a result, tempers its predictions. To gain
some intuition, let us consider the following problem
instance where ratings are binary: the set of honest
ratings Y consists of K vectors whose entries are all
1s and as many vectors whose entries are all circles.
The set of manipulated ratings Z consists of K vectors
whose entries are all zeros and as many vectors whose
entries are all circles. To predict the first rating x, of
an active user, kNN would yield a prediction of 1 and
1/2 based on Y and (Y, Z), respectively, incurring an
RMS distortion of 1/2. KDE would yield a prediction
close to 3/4 based on Y and a prediction of 1/2 based
on (Y, Z), incurring an RMS distortion of 1/4, signif-
icantly less than that of kNN. Clearly, the presence of
circles smooths KDE’s predictions and keeps its dis-
tortion low.

Figure 3 plots the empirical RMS prediction errors
of the three algorithms. When # is large, their errors
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Figure 3 Empirical RMS Prediction Error as a Function of n

M (P v X, Y)
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all decrease and in particular, NB offers the low-
est error and kNN, the highest. The plot for kNN
spikes around 7 =3 because the algorithm switches
its prediction method there: it generates predictions
by using average ratings of all users for n <2 and gen-
erates predictions by using average ratings of neigh-
bors for n > 3.

To get a better sense of our results, we note
that Netflix announced that its proprietary algorithm
achieves an empirical RMS prediction error, normal-
ized to our scale, of 0.238 on a large test set, and will
award one million dollars to anyone that improves it
to 0.214 (Netflix Prize 2006). One might wonder why
a decrease of 0.024 may have such a large impact on
recommendation quality. We suspect that because of
the large number of movies, many of them are given
similar predicted ratings. As a result, a small improve-
ment in prediction accuracy may tease apart these
movies and identify the most desirable ones.

Compared to Netflix’s benchmark and target pre-
diction errors, our results are reasonable but not
competitive. This is because we did not focus on opti-
mizing the prediction accuracy of the algorithms. If
our objective was to achieve the highest possible accu-
racy while maintaining reasonable robustness, one
option we could try is to fine-tune our robust algo-
rithms to be accurate. For example, for KDE algo-
rithms, we could work to identify more effective
kernels. For NB algorithms, we could choose differ-
ent priors or use methods other than expectation-
maximization to find the model parameters. We could
probably also design other robust linear and asymp-
totically linear CF algorithms that achieve higher
accuracy as well. Overall, we are not suggesting that
in practice, the specific algorithms that we presented
should be directly implemented. Instead, one should
either use them as starting points or take the insights
that they yield into consideration when designing
accurate and robust CF systems.

6. Conclusion
Our analytical and empirical work suggests that lin-
ear and asymptotically linear algorithms can be more

robust to manipulation than commonly used near-
est neighbors algorithms. Our results also suggest
that it is possible to design algorithms that achieve
accuracy alongside robustness. As such, recommenda-
tion systems of Internet commerce sites may improve
their robustness to manipulation by adopting the
approaches that we describe. They may also use the
bounds on distortion that we establish as a guide
on how many ratings each user should provide to
a recommendation system before its predictions can
be trusted.

The simple setting in our work serves as a context
for the initial development of our idea, and can be
extended in multiple ways. One direction is to study
the robustness of collaborative filtering algorithms as
measured by alternative metrics. One metric could
be, for instance, a user’s utility loss due to manipu-
lation. Another extension is to design algorithms that
provide nonasymptotic guarantees on both prediction
accuracy and robustness.

The framework that we establish also facilitates
studying the effectiveness of alternative techniques to
abate influence by manipulators. For instance, given
a scheme that incentivizes users to inspect and rate
products, one could analyze how honest users and
manipulators would behave, and then use our distor-
tion metrics to assess the robustness of the scheme to
manipulation.

It is also worth mentioning that many com-
mercial recommendation systems build on multiple
sources of information, not just collaborative filter-
ing (Adomavicius and Tuzhilin 2005). For example,
as discussed in Balabanovic and Shoham (1997), rec-
ommendations should also be guided by features of
the products being recommended. Another extension
of our work is to design algorithms where usage of
features contributes to accuracy and robustness.
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Appendix A. Proofs

A.1. Relationships Among Distortion Measures
Propositions 1 and 2 characterize relationships among KL
distortion, RMS distortion, and the probability of correct
binary predictions. These results are somewhat standard
in flavor and are straightforward to prove. We include
them for completeness. Lemma 1 is invoked in the proof of
Proposition 2.
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Prorosition 1. For all N,P,M, r€{0,1/M, ...,(M—1)/M},
Y eSSy M 7z eSNM e gy, and ne(l,..., N},

d™(P,v,Y,Z) < \/3d=(P, v, Y, 7).

ProOF. Recall that £, 1 y and £, 1 v,z denote the
means of PMFs P(- | =1, Y, ») and P(- | x*1, (Y, 2), v),
respectively. It is well known that means are bounded by
total variational distance between respective PMFs:

|xv;c,xk*1, Y T Xy, a1y, Z>|

<max|P(xe A|x*,Y,v)—P(xe A|x*, (Y, 2),v)|
AcSN
= 3|PCIx Y, v) = PC (Y, 2), )]
It follows that

AP, v,Y,Z)

\/ Vk xk=1y ka,xk_l,(Y,Z))z]

n

Z |:(H|P(-|xkl,Y,V)—P(,|xk1’(Y,Z),V)||1)z:|

IA

IA

\/zi E[D(P(-|x*1, Y, )| P(-|x*1, (Y, Z),v))]

,/-dn(p v,Y,Z),

where the second inequality follows from Pinsker’s
inequality. O

LemMA 1. Consider a Bernoulli random variable X and dis-
crete random variables Wy and W,. Let )A(l and )22 be the max-
imum a posteriori estimate of X upon observing W; and W,
respectively. That is,

=argmaxPr(X=x|W,) and )A(z =argmaxPr(X =x|W,).
xel0,1} xe{0,1}

Then,

Pr(X, = X) — Pr(X, = X) < \[E[(E[X|W,] - E[X|W,])2].

Proor.
Pr(X, = X) — Pr(X, = X)

=2 Pr(W,=w,) H{‘é”l(] Pr(X =x|W, =w,)

w, xeil,

—X:Pr(W2 w,) max Pr(X x| W, =w,)
= Y Pr(W,=w;, W, =w,)

wy, wp

~(maxPr(X =x| W, =w,) —maxPr(X =x | W, = w,))
< Y Pr(W,=w;, W, =w,)

wy, Wy

APr(X=1| W =w;) —Pr(X=1|W, = w,)|

< % poow -

wy, wy

wy, Wy = w,)

1/2
Pr(X=1|W,=w,)—Pr(X=1|W,= wz))z}

= VE[(E[X | W] - E[X | W,])?],

where the second inequality follows from Jensen’s
inequality. O

ProrosiTiON 2. Let S = {0,1}. For all N, P, M, r €
(0,1/M,...,(M=1)/M}, Y e Sy "M 7 c SN*™M e o,
and nef{l,..., N},

—Z(Pr(

—Pr (x

(kak1Y>2))

=1(R, 1 (v, > ))) <d“(P,v,Y,Z).

Proor. We have

12 N
- Yo (Pr(x,, =1(%,, w1,y > 3))

k=

=N

— Pr(x,,k =1(%,, w1, v,z > )

<5 (e,

= l(ﬁvk/xk—lr Y > %))
o

) 1/2
=P, =106 0,00 > D)

2
\/ Xy, xk=1,y — ka,xkfl,(y,Z)) ]
= d;MS(p, v,Y,Z).

The first inequality follows from Jensen’s inequality and the
second inequality follows from Lemma 1. O

A.2. Results on Linear and Asymptotically
Linear CF Algorithms

Theorem 1 establishes a distortion bound for linear CF algo-
rithms. Theorem 2 establishes a distortion bound for asymp-
totically linear CF algorithms. Lemmas 2 and 3 are invoked
in its proof. Theorem 3 establishes a relationship between
consistent and asymptotically linear CF algorithms. Lem-
mas 4, 5, and 6 are invoked in its proof.

THEOREM 1. Forall N,P, M, re€{0,1/M, ..., (M—1)/M},
Y eSY M 7 cgNxM e g and nefl, ..., N},

1 1
dr(P,v,Y,Z) < - In

1—7r

Proor. We have

d;L(p v,Y,Z)

= ZE[ (P(- |51, Y, w) | (|21, (Y, 2), v))]

k 1

M=z i

E[D(P(-|x*", Y, v) | P(- 12", (Y, Z), v))]

k=1

:l»—k S|

=—D(P(-|Y, %) | PCI(Y,2), ).
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The last equality follows from the chain rule of KL diver-
gence: that is, given two joint distributions s and ¢ over
random variables z,, ..., z,,

D(s|t)=Y_E[D(s(z |z, .-,

k=1

Zk—l))]r

zi ) |tz |z,

where expectation is taken with z,...,z, distributed
according to s.
For any x € SN, because P is linear, we have

P(x]Y) P(x|Y) B 1
P(x|(Y,Z) (1-rP(x|Y)+rP(x|Z) " 1—r
Then,
. . _ P(x|Y)
D(PCIMPCIY, 2) = T P V)In gz
1
< P(x| Y)]n— =In—
XEN r 1-

Hence,
1 1 1
dy(P,v,Y,2)<~D(PC|V)|PCI(Y,2) < Ins—. O

The first portion of the above proof, which bounds KL
distortion by KL divergence divided by #, uses arguments
identical along the lines of Gossner and Tomala (2008).

LEmMA 2. Let {w,} and {v,} be two sequences of random
PMFs over a fixed finite sample space . If for all € > 0,
Pr(D(u,, | v,,) > €) — 0, then for all € >0,

B (@)

v (@) ZE)—)O.

Proor. For € > 0 and m, we denote by A, . the event
that for all w € Q, at least one of the following holds:
[log (i, (@) /v, (w))| < € and max{u,, (@), v, (w)} < €. We now
prove that for all € >0, Pr(A,, .) — 1. To see this, for any
given € > 0, we let §, be in (0, (1 —e™¢)) and denote by
B, s, the event that for all w € Q, |u,(w) — v, (0)] < 5. We
now show that B, ; C A, .. If |u,(0) —v,(0)| <6, Vo,
then for any w’ such that max{u,, ('), v, (")} > €, we have
min{u,, (o), v,,(0')} > € — 8,. This implies

‘bg (@) el 2501

Vy (@) V(@) " (@)

g (L)),

V(@)

log(wﬂ)}

P (@)
b
< 10g<6_8€ +1)

SEI

( > B(w) | log ="

we()

= max { log

IA

where the last inequality follows from our choice of §..
Hence, B,, 5, C A,, . and for any € and a corresponding &,
we have Pr(4,, ) > Pr(B,, 5.) — 1, where convergence fol-
lows from Pinsker’s inequality.

For each m and each realization of u, and v,, we let

Q,={lweQ: p,(0) <v,(w)}, let

mrs

— Y () log Pl

wel)y, ( )

and for € > 0, denote by C, . the event that |7,| <e. We
now show that for any € >0, A, , CC, . where vy, €
(0, min{e/|Q|, 1/e}] satisfies y,|log .| < €/|€|. To see this,
we first let Q) 5, = {ow € Q: |log(u,,(@)/v, ()] < v} and

03, = [w € 0 max{u, (), v,(0)} < ¥ )\, , . Note that
0l 03, =01 for all @ € 0, |0g(a, ()7, ()] < 7.
or max{,um(w) Vm(w)} = Yer then Q‘}n Ye U Q%n,yé = . This
implies
[T] = > pp(w)|log M'”((w))
©0e,NOL,
+ X (o) log“'”(( ))

2
©0€Q, N3y e

IA

10, v+ X

2
©eQy, N3y y,

tm(@)|10g (@)

<0, 7Elvﬁr |02, yslvsllogvsl
E
< Ql

= €.
The first inequality follows from the definitions of Qm vl

and Q,,. The second inequality follows from the defini-
tion of Qz and that y, < 1/e. The third inequality fol-

", e
lows from other constraints on 7y,. Hence, for any € > 0

and a corresponding 7, satisfying the aforesaid constraints,
A CC e

m, Ye
Note that for all m and all realizations of w,, and v,,,

Mo (@)
V()

Hence, for any € > 0, a corresponding vy,, and any m,
Mo (@)

> 3¢
V() )
=Pr(D(w, || v) =27, =3¢, 4;, )

+Pr(D(w,, | v,,) — 27, > 3€, A, 75)
<Pr(A;, , )+Pr(D(w, | v,) =27, >3€,C, )
<Pr(A;, ) +Pr(D(w, | v,) =€) = 0.

Y ()

we()

log D(/"Lm” Vm) - ZTm'

( > M (w)|log ==

wel)

Here, Aj, , denotes the complement of A, , . The last
mequahty follows from the definition of Cm Conver-
gence follows from our original assumption and that
Pr(A, )~ 1. O

LemMA 3. Let {u,,}, {v,,}, and {x,,} be three sequences of ran-
dom PMFs over a fixed finite sample space Q. Suppose that for
all € >0, Pr(D(u,, | v,,) = €) — 0. Further, suppose there exists
b > 0 such that for all m, realizations of x,, and w,,, and v € Q,

Xin(@) /1y, (@) < b. Then, for all € >0, Pr(|D(x | ) = D(Xin |
v,)| > ¢€)— 0.
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Proor. For any € >0 and m,

:Pr(agzxm(w)log o (@) e)
<re( 2 2z pneront x| =¢)
<Pr (bagl () log ”;"(( )) >e>—>0,

where convergence follows from Lemma 2. O

THEOREM 2. For all N, ¥, P asymptotically linear with
respect to ¥, ¢, p e ¥, re€[0,1), veoy, nef{l,..., N}, and
€>0,

lim Pr(d(P, v, Y, Z)>11 ! +€e)=0
mll')I;or n sV, m,m_anm €)=V,
1 -l Nx(m—1)
where, for each m, Y, = (',...,y"") € S , Z
(z ’) e Sy, I ~ Bin(m, r), and y', ...
2,2~ urezzd sequences.

m =

Ly~ and

Proor. Let finite sample space 0 = SN. For each m,
let random PMFs w,, = (1 —r)P(- | Y,,) + rP(- | Z,), v,
P(-| (Y, Z,)), and x, = P(- | Y,,). By the defm1t1on
of asymptotically linear CF algorithms, for all € > 0,
Pr(D(uw,, | v,,) = €) = 0. Clearly, for all m, realizations of ,,
and u,,, and s € SV, x,.(s)/m,(s) < 1/(1 — r). Hence, for all
€>0,

. 1 1
Pl'(dn (P,V, Ym,Zm)Z;]IIE-FE)

<Pe (D(PC1 %) P61 (0, 2,0) 210 4 e

<Pr(D[P( 1 Y,,) | P(| (Y, Z,)]
= D[P(| Y,) | (1= NP(| Y,) +rP(-| Z,)] +ne)

The second inequality holds because D(P(- | Y,,) | (1 —71) -
P(-1Y,)+rP(-12,)) <In(1/(1—r)) and convergence follows
from Lemma 3. O

LemMA 4. Let U C R be a compact set. Consider a fixed
vector u € U and a sequence of random vectors {u,,} for which
Pr(u,, € U) — 1. For any continuous function f: U — R,
if Pr(|lu,, — ull; > €) = 0 for all € >0, then Pr(|f(u,) —
f(u)| =€) — 0 for all e > 0.

ProoOF. Because the continuous function f defined on
compact set U is uniformly continuous, for each € > 0, there
exists 6 > 0 such that for any v, v’ € U, |v —v'||; < 6 implies
that |f(v) — f(v')| < €. Hence, for all € >0,

Pr(|f(u,)— f(w)| <€) = Pr(|f(u,)— f(u)| <€, u, eU)
> Pr(||u,,—ull; <6,u,el)—1. |

LeEMMA 5. Fix a finite sample space Q. Let {u,,} and {v,,} be
two sequences of random PMFs over Q) and let u be a fixed PMF
over Q. If for all € >0, Pr(D(w,, | w) > €) = 0 and Pr(D(v,, | 1)
> €) — 0, then for all € >0, Pr(D(u,, | v,,) > €) — 0.

Proor. We first identify the support of w. Without loss
of generality, we let u(w;) =0, V1 <i <! and p(w;) >4,
VI <i<|Q| for some [ >0 and & > 0. In the following, we
represent PMFs as vectors in R To this end, we define
aset T={(t,..., b)) 2it; = L, Vi<, =0,V j > I,
t; > 8}. Let compact set U=T x T. We let u=(u, n) el
and define a sequence of random vectors {u,,} where each
Uy, = (W, V). Let continuous function f: U — 9 be the
KL divergence D(- | -). By examining the absolute con-
tinuity of w, and v, with respect to u and applying
Pinsker’s inequality, we have Pr(u,, € U) — 1 and fur-
ther, for all € > 0, Pr(||u,, — ul|; > €) - 0. Hence, for all
€ >0, by Lemma 4, Pr(D(w,, | v,,) > €) =Pr(|D(u,, | v,,) —
D(n| W)= € =Pr(f(u,) - f(w) =€)~ 0. O

LEMMA 6. Fix a finite sample space Q. Let {u,,} and {v,,} be
two sequences of random PMFs over Q) and let u and v be two
fixed PMFs over Q. If for all € >0, Pr(D(w,, | n) > €) = 0 and
Pr(D(v,, | v) =€) — 0, then for all r € [0, 1] and € >0,

Pr(D(((1 =)y, +1v,,) | (Q=r)u+rv)) =€) —0.

Proor. The proof here is similar to that for Lemma 5.
For a fixed r, let PMF y = (1 — r)u + rv. Without loss of
generality, we let x(w;) =0, V1 <i <!l and x(w;) > §,
VI <i<|Q] for some [ >0 and & > 0. In the follow-
ing, we represent PMFs as vectors in %!®l. To this end,
we define a set T = {(t;, ..., tgq): X;t; =1, Vi<l t;=0,
Vi>1, t> 6}. Let compact set U =T x T. We let
u=(1-rp+rv, 1—r)u+rv) e U and define a sequence
of random vectors {u,,} where each u, = (1 — r)u,, +
rv,,, (1 —r)u+rv). Let continuous function f: U — R be the
KL divergence D(- | -). By examining the absolute continuity
of u,, with respect to u and that of v,, with respect to v and
applying Pinsker’s inequality, we have Pr(u,, € U) — 1, and
for all € >0, Pr(||u,, — ul|; > €) - 0. Hence, for all € >0, by
Lemma 4,

Pr(D(((1 = P+ 12) [ (L= D+ 72) 2 )

=Pr(|D((C1 = P+ 70,) [ (A=) 70)

= D(((1 = Np+ ) [ (A= pt+ )| z€)

=Pr(|f(u,) - f(W)|ze)>0. O

THEOREM 3. Any order-invariant CF algorithm consistent
with respect to an identifiable and convex set ® is asymptotically
linear with respect to ®.

Proor. We use the notation in the definition of asymp-
totically linear CF algorithms in §4.3 and Lemmas 5 and 6.
Fix an algorithm P consistent with respect to ®. Let finite
sample space ( = SN. For each m, let random PMFs
Let 7 and 7, be the type PMFs corresponding to ¢
and ¢, respectively. Let u = 7, v = m,. Fix r € [0,1]. By
the consistency of P and convexity of ®, we have for
all e >0, Pr(D(u,,, | ) > €) - 0, Pr(D(v,, | v) > €) — 0,
and Pr(D(x,, | (1 —r)u+rv)) > €) — 0. By Lemma 6, for all
€>0,Pr(D(((1—7r)m,, +1v,) | (1 =1)+71v)) > €) — 0. Then
for all e >0,

Pr(D(((1 = )P(- | W) + 1P [ V) | P | (Uy, Vi) = €)
= PI'(D(((]. - r)/""m + er) | Xm) = 6) e 0/

where convergence follows from Lemma 5. O
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A.3. Results on Kernel Density Estimation and Naive
Bayes Algorithms
Results in this section pertain to KDE and NB algorithms.

ProrosiTION 3. Any KDE algorithm is a linear CF algo-
rithm. Any linear CF algorithm is a KDE algorithm.

Proor. Consider a KDE algorithm P. Given W, € Sy M
and W, € S5, for each x e SV,

P(x| (W, Wy))

M1+M2< 2 T+ 2 i7fw(><)>

weW weWy
M, M,
H.(x H.(x
M1+M2(le§vl )+ g (7, 5, %9)
L p(x|W, —2__P(x|W,).
M1+M (x| 1)+ v (x| W)

Hence, P is linear.

To show the converse, consider a linear CF algorithm P,
which generates P’(- | W) based on W. A KDE algorithm
where kernel %, is set equal to P(-|{w}) for each w e W is
equivalent to P'. O

ProrosITION 4. Fix q € [0,1). Let ®, be the set of all (, p,)
pairs where user type distribution  over SN takes the form

LN

Wn
= Z M H 0!, n o’
1=1 n=1
forLeZ, ,melA, and BllneAls‘forull 1<Il<L,1<n<N,
where A, denotes a k-dimensional unit simplex, and conditional
distributlion.of fatings vectors p, conditioned on types is given
by the distribution

(W) vweSY, (A1)

quH (1- q)N lwll

" if w—w,
w —

Qywlw)= otherwise.

Then, @, is identifiable and convex. Further, the naive Bayes algo-
rithm is consistent with respect to ®,.

Proor. To show that <1>q is identifiable, we note that Pq is
fixed and hence only need to establish that distinct 7; and
m, lead to distinct ratings vector PMFs mp, and m,p,. To

see this, consider w € SN such that 7, (w) # m,(w). We have

(m1pg) (W) = Ty (W)py (W | W) 7 (W) p,y (W | W) = (m,0) (W)
To show that @, is convex, consider arbitrary type PMFs
m, m, whose corresponding pairs are in ®,. For each A €
[0, 1], their convex combination 7, satisfies

m (W) = /\771 (W) + (1 = A)my(w)

Ly
= Z/\”fh I l_[ eiwz")n + Z(l - )\)772,1 l_[ géwzn)n
=1 n=1

n=1

Li+L,
- (Y ar)
=1 n=1

for each w € SN, where %, = Any, for | <L, % =
(1 =A)ny,,_; for I > L, and for each #, BA,,,, =0,,,for <L
and él,n =0,,,, for I > L. Hence, m, takes the form in
(Al). As such, (m, p;) € D, and D, is convex.

We now show that the naive Bayes algorithm P is con-
sistent with respect to ®, by using results in Wald (1949).
We will use notation in the definition of consistent CF

algorithms in §4.3. We also denote by P* the true type PMF
over SN and let % = {m: (7, p) € ®,} be the set of all type
PMFs with corresponding pairs in ®,. According to Theo-
rem 2 in Wald (1949), if

1. SN, %, and P* satisfy certain technical conditions spec-
ified in Wald (1949), and

2. there exists a constant b > 0 such that for all m and all
realizations of {W,,},

Muer, P | W,)
[Twew, P*(w) ~— 7
then
IP(-|W,) —P*l; >0, as. (A2)

We verify that condition 1 holds in our problem instance
and desire to find a b that satisfies condition 2. To do so,
we denote by (L*, n*, 9*) the parameters corresponding to
P* and by (LWn, §"n, §"n) the parameters corresponding
to P(-| W,,). Recall that we tune the parameter 7 by cross
validation over a range I'. Let 7* be the value that we settle
at. We let

b= (imin f7 @) () Il:gfowr,n)).

Because P(- | W,,) maximizes the posterior PDF, for all m
and all realizations of {W,,}, we have

HweWm P(w|W,) o fL (L*)fn(’ﬂ )Hl,nfo(of,n)
Twew, P*(@) = f7 (W) £, (A" TT,, 0 fo (B

Hence, condition 2 holds, establishing (A2). By the continu-
ity of KL divergence and properties of almost sure conver-
gence, for all € > 0, we have

Pr(D(P(-|W,,) | P*) = €) = 0,

which implies that P is consistent with respect to ®,. O

Appendix B. Table of Notation

Notation Description

S Set of possible rating values

So Union of S and the singleton set containing
the circle o

W or X A user type

w or x A ratings vector

x* Ratings vector in SY that contains k ratings
provided by an active user

Puxw PMF of the rating for product n, for a user
with history x, based on training data W

P(-|W,v) Type distribution generated by a CF algo-
rithm based on training data W and prod-
uct ordering v

oy Set of permutations of {1, ..., N}

a KL distortion

aee RMS distortion

X ew Scalar prediction of rating of product n for
a user with history x, based on training

N data W

ares Empirical RMS distortion

G Empirical RMS prediction error

W w For each n, either w, =w, or w, =o

llwll, Number of circles in ratings vector w:

{n: w, = o}|
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