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Abstract

In a “weak links” model of production, where tasks are complements, the gains from
automation tend to arrive slowly because output is constrained by the least productive
tasks. But the same complementarity makes attacks more harmful and easier to execute.
For example, with an elasticity of substitution across tasks of 0.2, automating tasks worth
1 percent of GDP with a tenfold increase in productivity raises output by less than one
percent, while cutting their productivity tenfold lowers output by 68 percent on impact.
When a larger Al sector simultaneously makes Al models more capable and attacks more
likely, the positive productivity spillover is negligible compared with the potential damage,
so the market overinvests in Al. In a weak-link economy, the costs and benefits from Al

can be extremely asymmetric.
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1. Introduction

Recent research emphasizes that the gains from artificial intelligence (AI) may arrive relatively
slowly because tasks in production are complements: output is constrained by bottlenecks
and weak links (Aghion et al., 2019; Jones and Tonetti, 2026). From a safety standpoint, this
could be good news. If job losses and catastrophic risks materialize gradually over decades,
society may use that time to mitigate the downsides.

However, the same weak links that delay the gains make the losses large and immediate.
Since a chain is only as strong as its weakest link, essentially all of the links have to be
strengthened to get large benefits. But cutting one link in a chain makes the chain useless.
Kremer (1993) makes this point with the space shuttle Challenger, which exploded because an
inexpensive rubber gasket failed.

The paper’s central exercise uses a standard CES production function in which tasks are
strong complements, with an elasticity of substitution of 0.2 as in Jones and Tonetti (2026).
Consider changing the productivity of a group of tasks that account for 1 percent of GDP.
Multiplying that productivity by a factor of ten (or infinity) raises GDP by just one quarter of
one percent. Intuitively, production is constrained by all the other weak links. Conversely, the
same change on the downside is much more damaging. Reducing productivity by a factor of
ten on tasks with a 1 percent cost share lowers GDP by 68 percent. The two shocks are the
same size in logs, but the responses differ by two orders of magnitude. Gains are bounded and
small. Losses are unbounded and large. We call this the weak-link asymmetry.

The consequences for Al could be profound. In the simulations in Jones and Tonetti (2026),
Al automating idea production leads growth to explode, but it takes decades for this explosion
to materialize. Raising GDP growth substantially requires Al to improve weak links throughout
the economy. Many physical world tasks will require advanced robotics. Regulatory and legal
barriers, the scarcity of compute, and the high share of sectors like services and the government
(Baumol'’s cost disease) are all examples of weak links that delay the benefits from Al

In contrast, frontier Al models are already superhuman at cyberattacks, as illustrated by
Anthropic’s Mythos model and OpenAI’s Hugging Face episode (UK Al Security Institute, 2026;
Anthropic, 2026; METR, 2026). Al-enhanced attacks on the financial system, the electric power
grid, or critical internet infrastructure could cause substantial economic disruption in the
next few years. Frontier labs warn that catastrophic biorisks may not be far behind (Anthropic,

2025).
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Cyberattacks and bioattacks require much narrower capabilities that will be achieved well
before we have Al that can manage a Fortune 500 company or robots that can teach elementary
school. It is easier to improve short chains than long ones. Before Al can automate large parts
of the economy;, it will be able to target a few critical links, either on behalf of a bad actor or

perhaps even on its own if misaligned.

Examples of attacks on weak links. Once guardrails have been bypassed, Al can make a
severe attack more likely in three ways. First, Al can identify the weak links that are easiest
to attack and whose failure would do the most harm. Second, Al can aid in the planning and
organization of attacks and advise on keeping an attack secret during this phase. Finally, Al
may help carry out an attack.

The electric grid. High-voltage transformers, typically weighing between 150 and 400 tons,
are less than 3 percent of the transformers in U.S. substations but carry 60 to 70 percent of
the nation’s electricity. The National Research Council concluded that a carefully planned
attack on this weak link “could deny large regions of the country access to bulk system power
for weeks or even months” and that “some of the lost equipment may take months or even
years to replace.”! In addition to helping an adversary plan and execute a physical attack on
hardware, Al can enable cyberattacks that directly destroy physical equipment. The Stuxnet
worm destroyed centrifuges at Iran’s uranium enrichment plant by taking over the computers
that ran them (Langner, 2011).

Critical internet infrastructure. The internet runs on software that a few people maintain
and on hardware that could be susceptible to attack. xz Utils, a compression library in nearly
every distribution of Linux, has a single volunteer maintainer. In 2024, an engineer stumbled
upon a backdoor that an attacker had spent two years working to insert (Freund, 2024; Cox,
2024). AI makes the search for such openings cheap. Mythos Preview found more than
ten thousand vulnerabilities of high or critical severity in “the most systemically important
software” (Anthropic, 2026). Mythos Preview was used by Anthropic and about 50 partners
to find vulnerabilities so they can be fixed. Fixing is the slower step. Each vulnerability must
be verified, disclosed, and patched, and until the patch is deployed, an attacker can exploit it

(Anthropic, 2026). As with Stuxnet, a cyberattack destroyed hardware when Russia invaded

INational Research Council (2012, pp. 1 and 4). The wait for equipment has lengthened since that report. A
utility that orders a large transformer “may have to wait 2 to 4 years for it to be delivered, compared to a wait of just
months as recently as 2020” (National Infrastructure Advisory Council, 2024, p. 3).
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Ukraine. The attack on Viasat’s KA-SAT satellite network on February 24, 2022, left tens of
thousands of customer modems across Europe unable to operate. Many had to be replaced
rather than repaired remotely (Viasat, 2022). The attack also severed the remote monitoring of
about 5,800 wind turbines in central Europe, which were collateral damage. With no backup
link, the modems had to be replaced wind farm by wind farm, and a month later almost half
the farms were still offline (ENERCON, 2022).

TSMC and ASML. The most advanced computer chips are made on one island with
equipment from one company. In 2019, 92 percent of the world’s capacity to make chips
below 10 nanometers was in Taiwan. The industry’s own report calls this concentration “single
points of failure” (Varas et al., 2021, p. 5). ASML, in the Netherlands, is “currently the world’s
only manufacturer of EUV lithography systems,” the extreme-ultraviolet machines TSMC uses
to make its most advanced chips. Carl Zeiss, in turn, is ASMLs sole supplier of lenses, mirrors,
and other optical components. ASMLs own annual report says that “if Carl Zeiss SMT were to
... be unable to maintain production of optics over a prolonged period, we would effectively
cease to be able to conduct our business” (ASML Holding N.V,, 2026, pp. 17 and 69). Al lowers
the cost of finding and exploiting weaknesses in this economically central supply chain.

Bioattacks. The weak links in the examples above are equipment. People can be weak
links too. Essential occupations depend on skills that take years to acquire, and several are
geographically concentrated: frontier Al research in San Francisco, finance in New York and
London, leading-edge chipmaking in Taiwan. A pathogen aimed at one of these kills a small
fraction of the population but a large fraction of an essential occupation, so output falls until
the survivors retrain.

Al makes it easier to obtain the knowledge needed to perform a bioattack. Even back
in 2025, non-experts using frontier models had 4.7 times higher odds of writing a feasible
experimental protocol (a step-by-step plan for an experiment) than a group using only the
internet (Al Security Institute, 2025, p. 16). Imagine what models in two years will be able to
do. As of 2023, there were 69 biosafety level 4 (BSL-4) labs, which handle the most dangerous
pathogens, spread across 27 countries, and only one of the 27 scores high on the oversight of
dual-use research (Lentzos and Koblentz, 2023, pp. 5 and 10-13).

Nuclear attacks. Nuclear weapons are another form of attack that puts large numbers of
lives at risk. Hacking a country’s nuclear weapons system may be extremely difficult, especially

in the West and Russia, where we have had many years to strengthen the systems. However, Al
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could again be used to target the weakest links. Al models in the future may be superhuman
at social engineering or at manipulating evidence and information. Past close calls were often
accidents of false information; Al could produce such information on purpose. The history of
narrowly-averted disasters with nuclear weapons makes clear that this dangerous technology

is a potential source of significant harm (Sagan, 1993; Lewis et al., 2014).

Summary of results. The magnitude of the loss from an attack depends in part on whether
other inputs can substitute for the ones an attack disables. When the target of the attack has a
cost share of 1 percent, reallocating inputs toward the damaged tasks cuts the loss associated
with a tenfold decline in productivity from 68 percent of GDP to 6 percent.

Whether that substitution is available and how long it takes depends on the details of
the attack. The output declines end when the damage is repaired or the destroyed inputs
are replaced. Rebuilding transformers takes years, while a hacked banking system may be
restored in a week. And of course deaths are permanent, so they weigh heavily in the welfare
calculation.

The weak-link asymmetry also applies to attacks on people. Killing 1 percent of the popu-
lation uniformly lowers output by 1 percent and leaves consumption per survivor unchanged.
The welfare loss is the value of the lives lost. But holding the number of deaths fixed, targeting
the deaths at a critical weak link, such as chipmakers in Taiwan or finance in New York and
London, can compound the loss by also reducing output per survivor.

The final part of the paper adds an Al sector. Its investment makes Al models more capable,
and more capable models have two spillovers. They raise the productivity of the rest of the
economy, and they raise the probability of a successful attack, because attackers also use the
Al models. Defenders use them too, but a defender must secure every critical link while an
attacker needs to break only one, so we assume Al helps attackers more. Part of the benefit and
part of the cost of Al are therefore external to the frontier labs. Whether the market overinvests
or underinvests depends on which spillover is larger. In a weak-link economy, the productivity
gain from more capable models is small, but the damage from an attack can be enormous. In
our setup, this means that the negative externalities from Al typically outweigh the positive
externalities (although we do not consider medical innovations from Al that extend life). Taxes
on Al firms can internalize these externalities.

In the remainder of the paper, Section 2 lays out the environment, Section 3 the asymmetry,

Section 4 the availability of substitutes, Section 5 the duration of losses and the welfare cost of
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deaths, and Section 6 the Al sector and the planner.

Related literature. This paper builds on task-based models of automation, including Zeira
(1998), Autor et al. (2003), and Acemoglu and Restrepo (2018). Kremer (1993) and Jones (2011)
show how weak links constrain production when tasks are complements. Aghion et al. (2019)
and Jones and Tonetti (2026) apply this logic to automation and Al and find that the tasks that
are not yet automated limit the gains. Estimates of those gains vary widely. Trammell and
Korinek (2023), Davidson (2021), and Erdil and Besiroglu (2023) consider scenarios in which
Al accelerates economic growth, while Nordhaus (2021) concludes that such a singularity
is not near. Acemoglu (2024) estimates that Al will raise growth in total factor productivity
by less than 0.1 percentage points per year over the next decade, while Aghion and Bunel
(2024) calculate 0.7 percentage points. These papers study the gains from AI. We use the same
production function to study the losses. Our model is static, not because we think the dynamic
effects are unimportant but rather because those have been studied, and the effect of weak
links in reducing those gains is already appreciated. The same intuition holds in a static model.
The dynamics are less important to understanding the downside risks.

A second literature studies how shocks to individual firms and sectors affect aggregate
output. Gabaix (2011) and Acemoglu et al. (2012) show that shocks to large firms and to sectors
that supply many others do not average out in the aggregate. Bagaee and Farhi (2019) extend
the theorem of Hulten (1978) to second order and show that when inputs are complements,
negative shocks are magnified and positive shocks are attenuated. This is the weak-link
asymmetry. Our contribution is to highlight the importance of this asymmetry to Al.

On the empirical side, Barrot and Sauvagnat (2016), Boehm et al. (2019), and Carvalho et
al. (2021) use natural disasters to show that a disruption to suppliers lowers the output of their
customers. We discuss this type of evidence later as support for the view that damaging weak
links can be costly.

Concerns about catastrophic risks from Al are highlighted by Joy (2000), Bostrom (2002,
2014), Rees (2003), Posner (2004), Yudkowsky et al. (2008), Ord (2020), and Nielsen (2024).
Hendrycks et al. (2023) and Growiec and Prettner (2025) provide overviews. Jones (2016)
studies the tradeoff between the consumption that new technologies deliver and the lives
they put at risk, and Jones (2024) asks how much existential risk is worth taking in exchange
for faster growth from Al Aschenbrenner (2020) and Aschenbrenner and Trammell (2024)

suggest we may live in a “time of perils” in which we are advanced enough to face high risk but
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not rich enough to spend sufficiently on mitigation. Martin and Pindyck (2015, 2020) use the
value of a statistical life to evaluate the gains from avoiding catastrophes, building on Rosen
(1988), Murphy and Topel (2006), Nordhaus (2003), and Hall and Jones (2007). In these papers
the damage from a catastrophe is typically taken as given. This paper differs by deriving the
damage from the structure of production, so that it depends on which tasks are attacked and
on who is killed.

Finally, several papers study policy toward risky technologies. Acemoglu and Lensman
(2024) show that the optimal adoption of a transformative technology can be delayed if its
costs are irreversible, and Guerreiro et al. (2023) analyze the optimal regulation of Al Jones
(2025) finds that spending at least 1 percent of GDP each year to mitigate the risk from Al
can be justified in most of the scenarios he considers. That paper takes the development of
Al as given. Here, investment by the Al labs raises both the capability of the models and the

probability of an attack, so a tax on the Al sector corrects an externality.

2. The Weak-Link Environment

A unit measure of tasks combine to produce a single final good with a constant elasticity of

Y:(/Olngdi)“. 1)

Each task is produced with a single input according to

substitution o:

Yi = viX;, )

where v; is a task-specific productivity and X; is the quantity of the input — for example,
capital or labor — allocated to task i. The economy’s resource constraint is /01 X;di = X,
where X is the fixed supply of the input.

We focus throughout on o < 1, so that tasks are complements and every task is essential.
Production is constrained by the weakest links (Kremer, 1993; Jones, 2011). The model is
static, with no feedback from Al to the growth rate as in Jones and Tonetti (2026). The gains
we compute are therefore one-time increases in the level of output.

Based on a range of evidence, Jones and Tonetti (2026) suggest o = 0.2 as a benchmark

value. We adopt that as our baseline. Demirer, Musolff, and Yang (2026) estimate an elasticity
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of substitution of 0.23 between Al and human effort in software development. Other direct
estimates of the short-run elasticity are close to zero. Renesas supplied some 40 percent of
the world’s automotive microcontrollers. When the 2011 Tohoku earthquake shut its main
automotive plant, Toyota was short of these chips, and its domestic output fell by more than half
for three months. From the same event, Boehm et al. (2019) estimate that the U.S. affiliates of
Japanese firms cut output nearly one-for-one with their lost imports. Their structural estimates
for these affiliates put the elasticity of substitution at 0.2 across material inputs and at 0.03
between materials and a capital-labor aggregate. Atalay (2017) estimates an elasticity of 0.1
across intermediate inputs in annual U.S. data.

The efficient allocation of the input equates the marginal product of X across tasks, so
X o< wi"‘l. With o < 1, the exponent o — 1 is negative, so the efficient allocation devotes
more resources to less productive tasks. This is the classic force behind the Baumol (1967)

cost disease. Substituting the allocation back into the production function gives

Y = ¥X, where (/ w“ldz) . (3)

Aggregate productivity V¥ is a power mean of order o — 1 < 0 of the task productivities, so it
puts more weight on the small values of y;, the weak links.
With competitive markets, the cost share of any collection of tasks Q satisfies the usual

CES share equation:

-1
_ Jopi¥idi [ Y7 di
Sq = = -1 . (4)
PY Y?

where p; is the price of task i and P is the price of the final good. In equilibrium, a group’s cost
share also equals the fraction of X that it employs. With the allocation and this share equation

in hand, we turn to the response of output to a shock.

3. The Weak-Link Asymmetry

3.1 The Gain-Loss Formula

Consider a shock that multiplies the productivity of a collection of tasks with initial cost share s
by a common factor z > 0, with the allocation of inputs held fixed, or “frozen.” This case applies

right after a sudden shock, before any input can move. Section 4 considers the case in which



AI'S PERIL AND PROMISE

inputs reallocate. Automation and technical progress are the case z > 1 in which productivity

is enhanced. An attack, disruption, or disaster reduces productivity and corresponds to z < 1.

Write Y (s, z) for output under the shock and Y; for output at the initial productivities. Because

the inputs are frozen, the output of each shocked task scales by z. Raising the CES aggregate (1)
g-1 cipe . . .

to the power “==, splitting the integral across the two groups, and applying the share equation

(4) to each yields the gain-loss formula.

Proposition 1 (The gain—loss formula). Scale the productivity of tasks with cost share s

by z > 0, holding the allocation of inputs fixed. Output changes by the factor

Y(s, 0-1)\ 51 1-s'\T7
G(s,z;0) = (;Z) =(1—s+sz ﬂl) ' :(1 Ss) , (5)
: _

where s’ = s 2% /(1—s+s z%) is the tasks’ cost share after the shock via the share

equation (4). For o < 1:
. ) , 115
(i) Bounded gains. Asz — o, s’ = 0and G — ().
(ii) Unbounded losses. Asz — 0,s” — 1and G — 0.

iii) Local symmetry. $0G = ¢’ equaltosatz = 1.
Y Ty. dlnz q

(iv) Global asymmetry. In G is strictly concave in In z: j(zlrllnz();z = 07—1 s'"(1-s') <.

Proof in Appendix B.

The economics of Proposition 1 is the logic of a chain that is only as strong as its weakest

)”/ (129 however large the improvement (part i).

link. Output rises at most by the factor (1
This bound is the infinite automation formula of Jones and Tonetti (2026). Improving one
link without limit cannot make the chain much stronger than its other links allow, so the gain
saturates. In contrast, output falls to zero as the attack loss intensifies (part ii). Weakening one
link toward zero makes the chain as weak as that link, so the loss is unbounded. In this sense,
“weak links” is a better metaphor than bottlenecks.

The elasticity of output with respect to the shock is the cost share, s (part iii). For a small

shock the response is the cost share for gains and losses alike. This is the theorem of Hulten

(1978). It holds for shocks of every size only in the Cobb-Douglas case o = 1, where s’ = s and
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Figure 1: Output Loss from Damaging Tasks with Cost Share s
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Note: Output relative to its initial level, from equation (5), when a shock reduces the productivity
of tasks with an initial cost share of s by the factor z = 1/10, holding the allocation of inputs fixed.
The elasticity of substitution is o = 0.2. The dashed line at z is output when all tasks are damaged

(s=1).

G==2z".

The asymmetry this paper studies is the departure from that log-linear benchmark when
o < 1. Log output is concave in the log shock with curvature "T‘l s’(1 —s’) (part iv), as in
Baqaee and Farhi (2019).

The last expression in equation (5) says the same thing in the language of cost shares.
When tasks are complements, a shock that lowers the productivity of a group of tasks raises its
cost share and a shock that raises productivity lowers it. The response of output to a shock of
any size is then the change in the share of the other tasks, from 1 — s to 1 — s’, raised to the

o
power 1.

3.2 Magnitudes

Figure 1 plots the loss from equation (5) against the cost share s for o0 = 0.2 and a shock
z = 1/10 that destroys 90 percent of the productivity of the damaged tasks. Two features stand
out. First, a shock to a small collection of tasks can have a large effect on GDP. Cutting the

productivity of tasks worth 1 percent of GDP by 90 percent reduces total GDP by 68 percent.



AI'S PERIL AND PROMISE

Figure 2: Small Gains and Large Losses
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Note: The output response G(s, z; o) from equation (5), for o = 0.2 and two cost shares. The horizontal
axis is the productivity factor applied to the affected tasks, on a log scale, so equal horizontal distances
are equal-sized shocks in the two directions.

Second, the curve is steep near s = 0 and then flattens. Most of the damage a shock can do is
done once the damaged tasks are a modest share of the economy. Once a set of damaged tasks
becomes the binding constraint, damaging additional tasks does relatively little further harm.

Figure 2 varies the shock rather than the share and plots output against z on a log scale
for 0 = 0.2. A point at z = 10 and a point at z = 1/10 are equal-magnitude shocks in opposite
directions, yet the curves rise only slightly to the right before flattening and fall steeply to the
left toward zero. This clear asymmetry and the potential for large losses is the main message
of the paper.

Consider a technology with productivity factor z > 1. Used well, it multiplies the productiv-
ity of a set of tasks by z. Used as a weapon, it divides the same tasks’ productivity by z. Table 1
reports both outcomes for o = 0.2 and tasks with a cost share of s = 1 percent. A tenfold
improvement raises output by 0.25 percent. A tenfold degradation lowers it by 68 percent. The
loss is larger than the gain by a factor of 68/0.25 = 272.

Table 2 reports the asymmetry across cost shares and elasticities and makes two points.

First, the gains at tenfold and at infinite improvement are nearly equal. The gains have already

10
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Table 1: The Same Productivity Factor, Opposite Directions

Productivity Percent change
factor z Gain:z=2z Lloss:z=1/z
2 0.2 -3

5 0.3 -39

10 0.3 —68

100 0.3 -97

Note: Percent change in output from multiplying the productivity of a group of
tasks with cost share s = 1% by z (improvement) or by 1/Zz (degradation), from
equation (5) with o = 0.2.

Table 2: The Asymmetry: Percent Gains versus Losses

Small share, s = 1% Large share, s = 1/3

Productivity shock z 0=02 o0=05 0=02 0=05
Infinite improvement (z — o) 0.3 1 11 50
Tenfold improvement (z = 10) 0.3 0.9 11 43
Tenfold degradation (z = 1/10) -68 -8 -87 =75
Hundredfold degradation (z = 1/100) -97 -50 -99 -97

Note: Percent change in GDP from equation (5) when the productivity of tasks with initial cost share
s is multiplied by z, holding the allocation of inputs fixed, for two cost shares and two values of the
elasticity of substitution.

saturated. The losses, by contrast, keep growing. Second, the asymmetry weakens as tasks
become more substitutable but does not disappear. Even at ¢ = 0.5, the upper end of the
empirically relevant range, degrading tasks with a 1-percent cost share tenfold lowers GDP

by 8 percent. That loss is eight times the gain from automating the same tasks with infinite

productivity.

4. Reallocation: The Availability of Substitutes

The calculation so far holds inputs frozen, which describes the short run. How long the short
run lasts depends on the nature of the attack. Software can be reinstalled relatively quickly,

but high-voltage transformers could take more than a year to replace. Once inputs can be

11
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reallocated, moving them into the damaged tasks reduces the loss. In the model, the input X
is reallocated according to the new productivities, so aggregate productivity is again the power
mean in equation (3) evaluated at the damaged 1;’s. Using the share equation (4) to express
the answer in terms of the initial cost share gives the gain-loss formula evaluated at a higher

elasticity of substitution.

Proposition 2 (Reallocation). When inputs are reallocated efficiently after the shock,

the output change becomes the factor

l—s’)l—lg

1
G'(s,z;0) = (1—s+sz‘7_1)0_1 = (
1-s

(6)

—

G(s,z;0"), where ¢" = .
2—-0

and where the post-shock cost shareis s’ = s z°71/(1 —s +s 277 }).

Proof in Appendix B.

The first line of equation (6) is the gain-loss formula (5) with the reallocation exponent o — 1 in
place of ”T‘l In share form the exponent is ﬁ in place of ;7. The second line expresses it as
the original G(-) at a higher elasticity of substitution (¢ < ¢" < 1 for ¢ € (0, 1)). The economy
responds to the shock as if tasks were more substitutable than they are. Frozen inputs and
strong complementarity together produce the largest losses, because as ¢ — 0 the frozen
response falls to z, the Leontief outcome. But ¢" never falls below one half. With inputs free to
move, even complete complements respond like a frozen economy with an elasticity of 1/2.
At the baseline o = 0.2 the effective elasticity is 0.56.

As 0 — 0, equation (6) converges to the share-weighted harmonic mean of 1 and z,
(1 — s +s/z)~". This is Amdahl’s law, a computer-architecture formula for how much a system
speeds up when only a fraction of it improves. Even complete complements retain this much
substitutability because resources substitute for productivity one-for-one. Each task produces
Y; = v;X;, so doubling a task’s input fully offsets a halving of its productivity. This Cobb-
Douglas offset between v; and X; is present inside even a Leontief aggregate.

The same elasticity shift raises the bound on gains. As z — oo, equation (6) converges to

1

1
(E) =7 This is the infinite automation gain of Proposition 1 with the exponent ﬁ in place

of Z-. At the baseline values, automating the 1-percent tasks with infinite productivity is

12
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Table 3: The Asymmetry between Gains and Losses (percent of GDP)

Infinite automation (z = o)  Cutting productivity 90% (z = 1/10)

Costshares Inputsfrozen Reallocated Inputsfrozen Reallocated
1% 0.3 1 —68 -6
10% 3 14 -82 -41
25% 7 43 —86 -65
50% 19 138 —88 -80

Note: Percentage change in GDP from shocking tasks with an initial cost share s, with o = 0.2. The
first two columns report the gain from automating the tasks with infinite productivity (Jones and
Tonetti, 2026), with inputs frozen (equation (5)) and reallocated (equation (6)). The last two report
the loss when the same tasks have their productivity cut by 90 percent, from the same two equations.

worth 0.25 percent of GDP with inputs frozen and 1.3 percent with inputs reallocated. Four
fifths of the gain from automation is realized only when the freed inputs are reallocated to the
remaining tasks.

Output rises as resources move into the damaged tasks. Before inputs move, the relative
price of the damaged tasks rises, because their output is scarce. The quantity of each damaged
task is down by the factor z and the CES demand curve has elasticity o, so the price of a
damaged task relative to an undamaged one rises by the factor z~!/?. The cost share of the
damaged tasks rises with it. Energy’s cost share rises the same way during an oil crisis. In
response to these prices, resources move into the damaged tasks. The efficient allocation sets
Xi oc ! ~1, The shock lowers the productivity of the damaged tasks, so their input allocation
rises and the relative price falls to the unit cost 1/z. The loss depends on the post-shock cost
shares, the s’ in Proposition 1 and Proposition 2.

The numbers underlying this reallocation can be stunning. For example, consider s = 0.01
and z = 1/10. With inputs frozen, the relative price of a damaged task rises a hundred-
thousand-fold. The damaged tasks’ cost share rises from 1 percent to 99.0 percent of GDP.
Inputs move into the damaged tasks precisely because their relative price rises so much.
Once inputs reallocate, the damaged tasks’ share of inputs and expenditure rises only from
1.0 percent to 6.0 percent. The relative price rises tenfold rather than a hundred-thousand-fold.

Table 3 compares the two counterfactuals across cost shares, and Figure 3 shows the results
graphically. Reallocating inputs reduces the loss from damage to tasks with a 1-percent cost

share by over ninety percent, compared with about a quarter for tasks with a 25-percent cost

13
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Figure 3: The Value of Reallocation

Output relative to initial, Y (s, z) /Y,
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Note: Output loss from cutting the productivity of tasks with initial cost share s by 90 percent
(z = 1/10), with ¢ = 0.2. The blue curve is output with inputs frozen (equation (5)). The green
curve is output with inputs reallocated efficiently toward the damaged tasks (equation (6)). The
shaded region is the output recovered by reallocation.

share. The smaller the cost share of the damaged tasks, the larger the fraction of the loss
that disappears once inputs move. A sudden attack is dangerous because inputs are frozen
for a time after it occurs, and a targeted attack would certainly consider the extent to which
reallocation can be delayed. Policies that speed the transition from the frozen response to
the reallocated one (redundancy, stockpiles, backup capacity, response planning) are safety
investments that can substantially reduce the cost of attacks on critical weak links.

Whether real economies have this ability is an open question. Reallocation requires three
things. First, a substitute has to exist. When computers are hacked, adding more computers
may not help. Second, the processes the substitute needs must be rebuilt. Years ago, computers
replaced paper ledgers, clearing arrangements, and the people who knew how to use them.
Finally, the substitute runs on tasks the attack may also disable. After the 2017 NotPetya
malware erased its software (Greenberg, 2018), Maersk moved 80 percent of its volume by
hand for the ten days its systems took to rebuild, because its ports, its phones, and everyone
else’s computers still worked. An attack on the payments network or the grid takes those down

too, so an economy-wide attack reallocates more slowly than a firm-level one.
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Evidence. Are losses of this size plausible? No shock on record has cost 68 percent of GDP.
One might conclude from that record that real economies substitute more easily than o = 0.2
allows. Table 4 assigns five well-known episodes an approximate cost share and shock and
reports the loss each implies under equations (5) and (6), with sources in Appendix C.

The shocks in the historical record were mild. For mild shocks, the formula predicts small
losses. The Arab oil embargo of 1973-74 lasted five months. At the trough, in November 1973,
Arab production was down by 7.5 percent of world output. The shortfall in world production
averaged 4 percent over the six months through March (Hamilton, 2009, 2013). This is a shock
of z =~ 0.96 to tasks with a cost share of around 4.5 percent. For a shock that small, the loss is
the cost share times the shock, so the formula gives 0.2 percent of GDP under either allocation.
The recession that followed was larger. U.S. GDP fell 3 percent from peak to trough. Hamilton
(2013) calculates that the lost output exceeded the value of the lost oil by an order of magnitude
and attributes the difference to the demand side, as households cut their spending on cars
and other goods.

Prices provide evidence on the elasticity. The world price of oil quadrupled while the
quantity consumed barely changed, so oil’s expenditure share rose. By the share equation
(4), a cost share rises as quantity falls only when ¢ is below one. Hamilton (2009) puts the
short-run elasticity of demand in this episode at 0.10.

The 2022 cutoff of Russian gas to Germany is the same case at about eight times the size
(z = 0.7 against 0.96). Bachmann et al. (2024) studied a complete stop that cuts gas use by
30 percent and predicted, against warnings of collapse, a GDP loss of 0.5 to 3 percent. Gas is
1.2 percent of expenditure in their calibration. At z = 0.7 the formula gives 0.9 percent with
inputs frozen and 0.5 percent reallocated. Both are at the bottom of their range. The realized
cut was about half as large. Germany absorbed it with storage that was full by November, a
world market in liquefied gas, and six months between the invasion and the complete stop
(Moll et al., 2023), and GDP actually grew 1.9 percent in 2022. The largest forecasts of loss
treated gas as an input with no substitutes. The episode is consistent with the reallocated
response, so the small loss says little about the short-run elasticity.

When the shock was large historically, the loss was several times the Hulten formula of
cost share times shock. For example, consider Covid-19. Suppose in-person tasks are about
15 to 20 percent of GDP and the lockdowns of April 2020 cut their productivity roughly in

half. The formula then gives a loss of 16 to 29 percent with inputs frozen and 9 to 16 percent
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Table 4: Weak-Link Shocks in the Data

Cost  Productivity =~ Model loss

Episode share s shock Frozen Realloc. Outcome

Oil embargo, 1973-74 0.045 —4 0.2 0.2  U.S.GDP -3; oil price x4
German gas, 2022 0.012 -30 0.9 0.5  forecast 0.5-3; GDP +1.9
Covid, April 2020 0.15-0.20 -40to-50 1629 9-16 U.K. GDP —-25 that month
Puerto Rico, 2017 0.03 =75 42 7 Output —18in 2017Q4
Soviet collapse, 1989-98  broad large — —  official GDP —-40 to —50

Note: The cost shares and productivity shocks are our approximate assignments for five episodes.
The shock is the percent change in the productivity of the affected tasks, z — 1, so —30is z = 0.7.
The model columns are the output loss from equation (5) (inputs frozen) and equation (6) (inputs
reallocated) at ¢ = 0.2, in percent of GDP. Oil: the shortfall in world production averaged 4 percent
over six months (Hamilton, 2009); U.S. spending on petroleum products was 4.5 to 4.7 percent of
GDP in 1972-73; GDP is from its peak in 1973 to its trough in 1975. Gas: the complete-stop scenario
of Bachmann et al. (2024), gas at 1.2 percent of expenditure cut by 30 percent; the outcome column
gives their forecast and 2022 GDP growth, and gas use fell 14 percent. Covid: in-person tasks; in the
U.K,, accommodation and food, arts and other services, transport, and education are 16 percent
of value added, and their output fell by half; U.K. monthly GDP in April 2020 against February
(Office for National Statistics, first estimate). Puerto Rico: electricity, about 3 percent of GDP; three
quarters of customers were without power on average over the first two months; a monthly index of
economic activity averaged 18 percent below its August level in 2017Q4; real GNP fell 4.2 percent in
the fiscal year ending June 2018. Soviet: official GDP from 1989 to its trough, —45 percent in Russia
and —47 in the former Soviet republics outside the Baltics (European Bank for Reconstruction and
Development, 1999). Appendix C gives the sources.

reallocated, against 7 to 13 percent from the cost share times the shock. U.K. output that
month was 25 percent below its February level (Office for National Statistics, 2020).

In September 2017, Hurricane Maria destroyed most of Puerto Rico’s electricity grid. Elec-
tricity sales to households in October declined by 97 percent relative to the previous October’s,
and half of the loss was restored after two months. Electricity has a cost share of about 3 percent.
The government’s monthly index of economic activity, which combines payroll employment,
electricity generation, gasoline sales, and cement sales, was 16 to 21 percent below its August
level from October to December and real GNP fell 4.2 percent in the fiscal year ending June
2018 (Department of Economic Development and Commerce of Puerto Rico, 2026; Puerto
Rico Planning Board, 2022). Full power took eleven months to restore (U.S. Government
Accountability Office, 2019).

After the Soviet Union dissolved, measured output fell roughly in half. Blanchard and Kre-
mer (1997) attribute an important part of the decline to the breakdown of supply relationships

and show that output fell more for goods with more complex production processes.
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5. Mortality: Who Is Killed Matters

In addition to lowering the productivity of tasks or damaging specialized capital, Al in the
wrong hands can help an attacker kill people. As discussed extensively in the literature, the
welfare losses directly associated with deaths are extremely large when inferred from the value
of a statistical life. Here, we show that deaths targeted at weak links also lower output per
person for the survivors.

Consider a bioattack that kills one percent of a country’s population. If the deaths are
uniform across the population, GDP falls by one percent and per capita consumption need not
change. Suppose instead that the attack is targeted. Frontier Al research is concentrated in San
Francisco. Finance clusters in New York and London. The machines that make leading-edge
semiconductors are built by a single firm, ASML, in the Netherlands and operated at scale in a
handful of fabs in Taiwan. How much more do the same number of deaths cost when they are

concentrated in one of these places?

Uniform and targeted deaths. Let L be the population size, each person supply one unit of
labor, and let labor be the only factor of production, so /01 X; di = L. Suppose a fraction d of
the population dies, uniformly across all tasks. Every task loses the fraction d of its workers, so
output falls by the factor 1 — d. Consumption per survivor is therefore unchanged.

With weak links there is a second margin of who is killed. This margin matters only for
the survivors, because it changes which workers remain to produce. Call the workers who
perform a collection of tasks with cost share s an occupation. Suppose occupational skills are
specific in the short run, so survivors from other occupations cannot step in until they retrain.
Retraining is how labor is reallocated across tasks, as in Section 4. By the share equation (4), an
occupation with cost share s employs the same fraction s of the workforce, so “the tasks with
cost share s” and “the occupation with s percent of the workers” are the same. Now suppose
the attack targets one occupation of size s, with the same number of deaths. A share w of
the dL deaths occurs in that occupation. The remaining deaths are drawn uniformly from all
occupations. The fractions of workers who survive in the targeted occupation and in every

other occupation are

wd - }
Ztarget = I_T_(l_w)d and Zother = 1 = (1-w)d. (7)
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A task’s output is proportional to the number of workers who perform it. The output of
every task is then multiplied by zyher, and the output of the targeted tasks by a further factor
Ztarget/ Zother- Targeted deaths therefore have the same effect on output as a productivity shock
to the targeted tasks, so the gain-loss formula applies with z = Ziarget/ Zother- Let Y’ be output
after the attack and before any retraining. We call the deaths uniform when w = 0 and fully

targeted when w = 1.

Proposition 3 (For a given number of deaths, a targeted bioattack lowers output more).

Let a fraction d of the population die, with o < 1.

(i) Uniform. If deaths are drawn uniformly from every occupation, output falls by the

factor 1 — d under any allocation of labor. Consumption per survivor is unchanged.

(ii) Targeted. If a share w > 0 of the deaths occurs in an occupation with cost share

s < 1 and Zirget > 0, then before any retraining

Y’ z -
— = Zother G (S, L ) (7) <1l-d. (8)
Yo Zother

Output is strictly decreasing in w.

Proof in Appendix B.

When every death is targeted (w = 1), outputis G(s, 1 — d/s; o) times its initial level. With
s = d the whole occupation is killed as w — 1, so output falls to zero.

In a numerical example of part (ii), the loss of output on impact is four times as large
when the deaths are targeted. Let 1 percent of the population die and the occupation’s cost
share also be 1 percent (s = d = 1 percent), with half of the deaths occurring in the targeted
occupation (w = 0.5), so half the occupation’s members die. If the deaths are uniform, output
falls by 1 percent. If half of them occur in the targeted occupation, output falls by 4.0 percent
on impact, four times as much. As in Section 4, the relative price of the targeted tasks rises,
because fewer workers remain to perform them. The targeted occupation’s cost share rises
from 1 to 14 percent of GDP, the wage of its surviving members rises to twenty-seven times the
pre-shock wage, and everyone else’s wage falls by 16 percent.

These losses occur on impact, before any retraining. Once survivors from other occupa-

tions retrain and refill the targeted occupation, the surviving workforce is again spread over
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unchanged productivities, so output returns to the uniform outcome, Y = W(1 — d)L.

Welfare and duration. Targeted deaths therefore cause a permanent loss of lives and a loss

of output per survivor that ends when the occupation is refilled. We measure the effect of both

losses on welfare, defined as the discounted sum of utility over persons and over time:
V-1

W = / e P Lyu(c;) dt, u(c) =i+ +—, (9)
0 1-y

where L, is the population, ¢; = ¥;/L; is consumption per person, u(c;) is the flow utility of
a person who consumes c;, the intercept # is the intrinsic value of being alive (Jones, 2016,
2024), vy is the elasticity of marginal utility, and p is the rate of time preference. Let births
equal deaths, so the population is stationary at any level. Because the model is static and the
population constant, without an attack L; = L and ¢; = ¢ in every year, so total welfare in
equation (9) is L u(cp)/p.

We choose units so that today’s consumption per person ¢ is normalized to one, so
u(cp) = @ and u’(cy) = 1. The value of a year of life in years of consumption is then
u(co)/(u’'(co) co) = @t. For numerical examples, we set p = 2.5 percent and y = 2, typical
numbers in macroeconomics, and &z = 5, so that the value of a year of life is five times
consumption per person (Hall, Jones, and Klenow, 2020). For a person with 40 years of life
remaining, these values imply a value of about 125 years of consumption, in line with estimates
of the value of a statistical life of one hundred times annual consumption or more (Hall and
Jones, 2007; Murphy and Topel, 2006; Jones, 2025).

Aflow loss of one unit of utility per year that lasts T years has a present value of (1—e~*7)/p
years. We call this present value the discounted duration of the loss, or just duration for short.
With p = 0.025, aloss that lasts one year has a duration of 0.99 years. A permanent loss has the
duration 1/p = 40 years.

We first compute the welfare loss from the lives lost and then the welfare loss from the
lower output per survivor. Because the population is stationary, it is permanently d L smaller
after the attack. Each year, there are dL fewer people who would have received utility u(cp),

so the welfare loss from the lives lost is

/we‘pt dLu(co)dt = dL - u(;()). (10)
0
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This is the number of deaths times the value of a life, u(cp)/p. If the deaths are uniform,
consumption per survivor does not change, so the lives lost are the only welfare loss. A life is
then worth it /p = 200 years of consumption.?

Next, consider the welfare loss from the lower output per survivor. Let 7; be the time it takes
to refill the targeted occupation, with a baseline value of one year. Until then, consumption
per survivoris ¢’ = ¢y (Y’/Yy)/(1—d), with Y’/Y, given by equation (8), so each of the (1 —d)L
survivors loses u(cp) — u(c’) in utility per year. If the deaths are uniform, ¢’ = ¢y, and ¢’ falls
as more of the deaths are targeted.

Adding the two losses gives the fall in welfare from the attack, AW. Per capita and in years

of consumption, it is

% _ du(co) + ﬂu—d) [u(co) — u(c))] . (11)
p P
N ——

lives lost: 0.01 x 200 =2  survivors: utility loss per year x 0.99

The first term is the same however the deaths are distributed, because every life has the same
value, u(cg)/p. Targeting raises the welfare loss only through the second term, the lower

consumption of the survivors.

A consumption equivalent. To express the two components of the bioattack welfare loss in
equation (11) as a fraction of consumption in every year rather than in years of consumption
at today’s marginal utility, we compare two scenarios. In the first, the attack occurs. In the
second, there is no attack and everyone permanently consumes the fraction A of no-attack
consumption ¢y. The consumption equivalent of the loss is the A that makes the population

indifferent between the two scenarios. It solves

u(co) — u(Acy) _ AW

; . (12)

Table 5 reports the consumption equivalents for different shocks. In the upper panel,
1 percent of the population dies. The lives-lost column is constant at 4.8 percent, because the
number of deaths is held fixed. All the variation is in the survivors’ column. If the deaths are

uniform, consumption per person is unchanged. With 50 percent of the deaths targeted at

2Growth would raise the weight on lives lost. With consumption growing at g = 2 percent, the flow value of a
life u(cy) = @+ 1 —1/c; rises over time and adds 1/p — 1/(p + g) = 18 years (9 percent) to the value of a life (Jones,
2025). The output losses, valued at a falling marginal utility, would shrink.
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Table 5: The Welfare Cost of Deaths: Consumption Equivalents

Consumption Consumption equivalent, every year

Incidence of deaths per survivor, ¢’ Liveslost Survivors Total

Death tolld = 1%, s = 1%

Uniform 100 -4.8 0.0 -4.8
50% targeted 97.0 -4.8 -0.1 -4.8
90% targeted 31.5 -4.8 -5.0 -9.3
Death tolld = 10%, s = 10%

Uniform 100 -33.3 0.0 -33.3
50% targeted 81.0 -33.3 -0.5 -33.6
90% targeted 17.8 -33.3 -9.3 -37.6

Note: A fraction d = 1 or 10 percent of the population dies, and the targeted occupation has the same cost
share, s = d. The deaths are uniform, or 50 or 90 percent of them are targeted at the occupation (w = 0.5 or
0.9) and the rest are uniform, as in (7). The first column is consumption per survivor until the occupation is
refilled, ¢, in percent of its pre-attack level. The other columns are 100(A — 1) for the A of (12), the percent of
consumption the population would give up in every year to rule the loss out. The lives lost and the survivors’
loss are the two terms of (11). Parameters are o = 0.2, y = 2, i = 5, 1/p = 40 years, and a retraining time of
oneyear ((1 —e™")/p = 0.99 years).

the 1-percent occupation, the survivors lose 0.1 percent of consumption in every year. With
90 percent targeted, they lose 5.0 percent, so the welfare loss from lower output per person
exceeds the loss from the lives lost. In this sharply targeted case, the GDP loss is so large that
the overall cost of the bioattack is equivalent to reducing consumption by 9.3 percent per year
forever.

In the lower panel, the bioattack kills 10 percent of the population. For comparison, the
mortality rate of the 1918 influenza was 1 to 3 percent worldwide, and the Black Death killed
roughly a third of Europe. The value of the lives lost in this case rises tenfold, from d @ = 0.05
to 0.5, so the population would give up a third of its consumption in every year to avoid these
deaths.

Unlike the value of the lives lost, the survivors’ loss rises less than tenfold, to 0.5 percent
of consumption in every year when half of the deaths are targeted and to 9.3 percent when
90 percent are. The reason is the concavity induced by weak links (Figure 1). The fall in output
grows less than proportionally with the size of the targeted occupation. When 1 percent of the

population dies and half of the deaths are targeted, about half of a 1-percent occupation dies
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and output falls by 4.0 percent on impact (Proposition 3). When 10 percent of the population
dies, with half of the deaths again targeted, 55 percent of a 10-percent occupation dies and
output falls by 27 percent. The occupation is ten times larger, but the fall in output is only 6.8

times as large.

6. Al Labs and the Rest of the Economy

Investment in the Al sector determines how capable the Al models become and how likely it is
that someone uses them for a successful attack. An improvement in Al raises productivity in
the rest of the economy, but it can also raise the productivity of “bad actors.” That investment
therefore has spillovers in both directions. How do the positive and negative externalities

interact, and what tax or subsidy will lead to optimal Al investment?

Machines and labor. Tasks aggregate as in equation (1), but machines perform the tasks on

[0, 8] and labor performs the rest:

viK; i€][0,p] p 1
Y, = / K di=K, / Lidi=L, (13)
WiLi i€ (ﬁr ].], 0 p

where K; and L; are the capital and labor on task i, and the capital stock K and the population
L are in fixed supply. The assignment of tasks to capital and labor is fixed, so  does not change.
Within each block, the efficient allocation is as in Section 2, with K; o “land L; « wi"‘l, SO
output is

Y = [(BK)"T‘1 +(AL)UT_1]#, (14)

where B = (foﬁw

A di)l/(o_l) and A = (/ﬁl po! di)l/(g_l) are proportional to the power
mean (3) taken over the machine tasks and the labor tasks separately. The capital share of
income is sy = (BK )‘%1 / Y (equation 4). Proposition 1 holds for any collection of tasks
with cost share s, whichever factor performs them, so 8, K, B, and A matter only through sg.

The Al sector and the rest of the economy’s output combine in a Cobb-Douglas aggregator
to produce final output. For simplicity, the Al and the non-AlI sector each produce with the

same technology (14). The Al sector employs a fraction a of the economy’s capital and labor.3

3with identical technologies and common factor prices, both sectors use the economy-wide mix of capital and
labor. The Al sector hires the fraction a of every occupation, so one number describes the allocation.
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Thus, output is

Y =Yy 0 =a’1-a) Y, (15)

where Ya; = aY and Yyon.a1 = (1 — a) Y are the sector outputs and 6 is the Al good’s Cobb-
Douglas weight. Equation (15) says that output is Y, the output of a single sector that employs
all of the economy’s capital and labor, scaled by a term that depends only on the size of the Al
sector, a. Because a is chosen before any shocks are known, a shock multiplies Y and Y by the
same factor, Y (s, z) /Yy = Y (s, z)/Y,. Therefore, the results on output from Sections 3-5 apply

to Y directly.

The Al improvement. Consider a one-time improvement in Al capabilities, such as a new Al
algorithm. The Al sector exists before this Al improvement and produces at today’s productivity.
The Al improvement multiplies the productivity of every task performed by machines by a
factor z and leaves the productivity of labor tasks unchanged. Proposition 1 applies with the

machine tasks’ cost share sg, so output after the Al improvement, Ysu¢e, satisfies

g

Y a— -1
safe _ G(sk, z; 0) = (1—sK+usTl) " (16)

Yo

The attacks. Al can also be used for an attack. We study two kinds of attack in two separate
economies, one for cyberattacks and one for bioattacks. (This lets us avoid considering the
interaction case where both kinds of attacks occur.) If there is no attack, the productivity of
machines is multiplied by z(a), an increasing function of the size of the Al sector, and output
is Ygate. A successful attack occurs with probability p(a). In the case of a cyberattack, the attack
lowers the productivity of targeted machines — with cost share S¢arget — by the factor 1/z(a).

In the case of a bioattack, Section 5 already considered a “narrow” version in which a
potentially small fraction of the population dies. Here we instead consider the most extreme
outcome in which everyone dies if a bioattack succeeds. This is clearly extreme, but it is also
a possibility that the existential risk community considers, so we include it in this section.
Because welfare is the expected utility of a person alive today, before anyone knows who will
die, a bioattack that kills everyone with probability p is close to one that kills a uniform fraction
p of the population for certain.*

More capable models raise the productivity of bad actors, but they also raise the produc-

4The two would be identical if consumption per survivor were unchanged, as in Section 5. Here the capital
stock survives, so consumption per survivor rises slightly.
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tivity of defenders, who use them to find and patch vulnerabilities before an attacker can
exploit them (Anthropic, 2026). Whether Al benefits attackers or defenders more is uncertain
(Garfinkel and Dafoe, 2019; Bengio et al., 2026, pp. 61-62). In biosecurity, offense currently
appears favored (Bengio et al., 2026, p. 143). The probability p(a) is net of both effects. We
assume that Al helps attackers more, as the weak-link structure suggests: a defender must
secure every critical link, while an attacker needs to break only one. The probability p(a) is
therefore increasing in the size of the Al sector. A failed attack does no damage, so from here
on “attack” means a successful attack.

These alternatives are summarized here:

Cyberattack economy

State Probability Outcome

no attack 1-p(a) machine productivity X z(a)

cyberattack p(a) targeted machines x 1/z(a), others X z(a)

(17)

Bioattack economy

State Probability Outcome

no attack 1-p(a) machine productivity X z(a)

bioattack p(a) everyone dies

In the cyberattack, malware corrupts the software used in payments, logistics, and the
systems firms run on, across the economy at once, affecting a cost share of tasks starger. This
is NotPetya at the scale of a country rather than a firm. In the first days nothing works.
Reallocating inputs around the damage takes time, so we use the frozen response of Section 4
and hold inputs fixed for as long as the damage lasts.

When a cyberattack occurs, there are three groups of tasks. Labor tasks have cost share 1-sx
and keep their productivity. The other machine tasks have cost share sg —Starget and productivity
multiplied by z. The targeted tasks have cost share siger and productivity multiplied by 1/ z.

Output is the share-weighted power mean of the groups’ productivities, as in Proposition 1
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with three groups in place of two. Output under the attack, Yeyper, satisfies

}Eyber
Yo

o1 _o-1\ 51
= chber(starget» SK» 25 0) (1 — Skt (SK - Starget) %2 9 + StargetZ ° )0 . (18)

Al capability and the severity of an attack. The size of the Al sector determines how
capable the Al models are, and Al capability determines both the Al productivity factor and

the probability of an attack. We summarize this chain with one elasticity:

wa) =25 p@ =p(5) (19)

where ¢ > 0 is the elasticity of both the Al productivity factor and the probability of an
attack with respect to the size of the Al sector. When the sector employs the fraction 6 of the
economy’s inputs, Al multiplies machine productivity by Z and the probability of an attack
is p. Because Yy; = a Y state by state, a is proportional to the Al sector’s output whether or
not an attack occurs. A larger Al sector therefore has a larger productivity gain and a larger

probability of an attack, and in the cyberattack economy a more damaging attack.

Timing. The size of the Al sector is chosen once, before the realization of uncertainty. When
no attack occurs, every machine task improves by the same productivity factor, so inputs are
already allocated efficiently across tasks.

In the bioattack economy, the state is drawn once, right after the inputs are allocated, and
the deaths are permanent. In the cyberattack economy, an individual attack lasts one year, for
example the time it takes to patch and flush the corrupted software or replace the specialized
hardware. Let T be the number of years the economy is at risk of a cyberattack. We consider
two cases. In the first, T = 1. After the year is over, every machine task benefits from the
high productivity z(a) whether or not an attack occurred. The second case is a prolonged
struggle with Al-enabled attacks. The economy is at risk for T = 10 years, and in each year an
attack occurs with probability p(a). After ten years, the attacks end in one of two ways. With
probability p(a), the Al improvement is abandoned to end the attacks, and every task returns
to its initial productivity. With probability 1 — p(a), the Al is aligned and guardrailed, the Al

improvement is kept, and every machine task has the high productivity z(a).
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The competitive equilibrium. Households own the factors and trade complete claims
on the states. Labs, task producers, and the final-good firm are perfectly competitive. We
model both the positive effects on productivity and the negative consequences of attacks as
externalities, and treat the firms in the Al sector as atomistic. Corollary 1 relaxes this atomistic
assumption and considers a strategic Al sector.
In equilibrium, the Al sector’s share of the economy’s capital and labor is its Cobb-Douglas
weight,
a® = 0. (20)

Final-good spending on the Al good is the fraction 6 of output, and because the two sectors
use the same technology, the Al sector’s share of the economy’s capital and labor equals its
share of spending. An attack multiplies both sector outputs by the same factor, so the state
does not change relative prices, and atomistic labs take the Al productivity factor and the
probability of an attack as given. None of p, z, ¢, or T therefore appears in an equilibrium

condition.

Expected welfare. Welfare is given by equation (9). Initial consumption per person, normal-
ized to one at today’s allocation, a = 6, is co(a) = (a/60)? ((1 - a)/(1 - 0))'~? (equation 15).

Consumption after the Al improvement is

Csafe(@) = co(a) G(SK, z(a); 0), Ccyber(a) = co(a) chber(starget; sk, z(a); U) . (21)

Because welfare is additive over time, expected welfare does not depend on how attacks
are spread across the years at risk. In each year at risk an attack occurs with probability p(a),
and in the prolonged case the Al improvement is also abandoned after T years with probability
p(a). Expected welfare is therefore the same as with a single draw at the start, between no
attack in any year and an attack that lasts all T years (Appendix B). With probability 1 — p(a),
no attack ever occurs, the no-attack path. With probability p(a), an attack occurs in every
year at risk, the attack path. Let caser be consumption on the attack path after the T years. In
the one-year case, Cafter = Csafe- In the prolonged case, cafier = €9, because the Al improvement

must be abandoned to end the attacks. Welfare on the attack path is

Wattack(a@) = %[ (1 - e—pT) u(Ccyber(a)) + e T u(Cafter(a)) | - (22)
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On the no-attack path, everyone has the flow u(cgs,fe) forever. Expected welfare per person

alive today is

u\c a
Weyper(@) = (1 - p(a)) LDy a),
—_—
ack h
no-attack path attack pat (23)
u(csafe(a))

Whio(a) = (1-p(a))

A bioattack ends every life, so everyone loses the flow u(csate) forever. This loss counts
only the people alive today. It omits the people who would have been born in the future,
so it understates the cost of extinction. In the other direction, ignoring the dynamic effects
of accelerating economic growth understates the benefits of Al, particularly if Al also cures

diseases and extends life expectancy.

The planner. The planner chooses the allocation before the state is known and, unlike any
single lab, accounts for the effect of the size of the Al sector on Al capability, and through it on
the Al productivity factor and the probability of an attack. In the cyberattack and the bioattack
economy, the planner solves

max chyber(a) and max vaio(a)
ac(0,1) a€(0,1)

(24)

0 (1—q)\ "
subject to co(a):(g) (1 g) , (19), and (21).

The size of the Al sector has two effects. First, it changes initial consumption in every state
through ¢y (a); the market allocation maximizes this by choosing a = 8. Second, it makes the
Al models more capable. More capable models raise the Al productivity factor, which raises
consumption when no attack occurs and lowers it under a cyberattack, and they raise the
probability of an attack.

The optimal allocation is given by Proposition 4.
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Proposition 4 (The planner’s allocation). Assume a unique interior optimum. Let
&E(a*) = &*(a*) + EP(a”) be the net external cost of the Al sector in percent of con-
sumption, the sum of a productivity part and a probability part. See Appendix A for a

derivation of &(a*). The size of the Al sector that the planner chooses solves

0 1-6
- — = ﬂ & (a*) ’ (25)
a* 1-a* a*
————— N—————
productive value of the external cost of the Al productivity factor and
marginal input in Al the probability of an attack

and a* < 6 = a® if and only if £(0) > 0. An ad valorem tax on the Al sector’s factor

payments decentralizes a*, at the rate

*

l1—a
1-6°

= 2 gar) (26)
a

Proof in Appendix B.

The left side of equation (25) is zero at the market allocation, because atomistic labs ignore
the net external cost on the right side. One more unit of capital and labor in Al raises the Al
productivity factor and the probability of an attack by ¢/a* log points each. The net external
cost of one log point of both is &. No lab internalizes that its inputs improve everyone’s models,
that the same Al capability makes an attack more destructive, or that a larger sector makes an
attack more likely.

Multiplying equation (25) by a*(1 — a*) gives 6 — a* = ¢ E(a*) (1 — a*). The gap between
the size of the Al sector in the market and in the planner’s allocation is ¢ times the net external
cost times the size of the non-Al sector, 1 — a*. Dividing the gap by a*(1 — 6) gives the tax (26).

Because of the weak-link asymmetry, the positive externality of Al is limited compared to
the potentially large negative externality. Whenever the net external cost is positive, the market
allocation overinvests in Al, lowering welfare by raising the risk and severity of an attack. Even

when the Al labs can coordinate, they do not achieve the planner’s allocation.
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Corollary 1 (Coordination among labs). Let the labs act as one. They take all prices
as given, including the state prices, but know that their joint size determines z(a), and
they choose the size of the Al sector to maximize the value of their profits. The size they

choose, d, solves

—

—9 _ oera), @7)
—-da a

| D
|
—

so coordinated labs internalize the fraction 6 of the productivity part of the net external
cost and none of the probability part.
Proof in Appendix B.

The coordinated sector earns the fraction 8 of output in every state, so it captures the fraction 6
of the Al productivity factor’s effect on output, both the larger gain when no attack occurs and
the larger loss under a cyberattack. The rest of the economy receives the remaining fraction
1 — 6, which stays external. The probability of an attack, in contrast, enters the labs’ valuation
only through the state prices, which they take as given. The cost of the increased probability
of an attack is therefore external at any degree of coordination.

In practice, the labs do seem to internalize the negative externalities, at least to some

extent. Our analysis does not take this into account.

Consumption equivalents. We express welfare gains using permanent consumption equiv-
alents, and there are three welfare calculations we construct. First, we consider an economy
with the Al improvement and no risk of attack, in which everyone consumes caz forever. Let
Ar be the factor by which consumption in that economy would have to be lowered in every
year, before the state is known, for people to be indifferent between it and the economy with
the risk. The factor solves

u(/lR Csafe) - W(G) i (28)

where W is Weyper or Whio. Therefore Ar measures the equilibrium welfare loss associated with
the possibility of an attack.

Second, we consider an economy without the Al improvement, in which there are no
attacks and everyone consumes today’s consumption, ¢y = 1, forever. Let A be the factor by
which consumption in that economy would have to be multiplied in every year for people to

be indifferent between it and the economy with the Al improvement and the risk. The factor
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solves

whoto) _ yy(g). (29)

Therefore 1y measures the welfare gain from the Al improvement, including the risk that
comes with it.

Third, we consider the market economy itself. Let Ap > 1 be the factor by which consump-
tion in the market economy would have to be raised in every state and in every year for its

expected welfare to equal the planner’s. The factor solves
W(6; Ap) = W(a"), (30)

where W (60; 1) is expected welfare (23) at a = 6 with consumption in every state and year
multiplied by A. Therefore 1p measures the welfare gain of moving from the equilibrium
allocation to the optimal allocation. We also evaluate the first two calculations at the planner’s

allocation, with W (a*) in place of W (0) in equations (28) and (29).

Parameter values. Asin the rest of the paper, o = 0.2. Utility is calibrated as in Section 5,
with p = 2.5 percent, ¥ = 2, and & = 5. The capital share is sx = 1/3. We set 6§ = 0.02,
so in the competitive equilibrium the Al sector employs 2 percent of the economy’s capital
and labor. The targeted tasks in the cyberattack economy have cost share Sagec = 1 percent.
At the competitive equilibrium, Al multiplies machine productivity by z = 10, the tenfold
improvement of Section 3, and the probability of an attack is p = 50 percent for the cyberattack
and p = 1 or 10 percent for the bioattack. We have no evidence on ¢ andset ¢ = 1 as a

benchmark.’

The market allocation. Table 6 reports the two economies. The first panel is the market
allocation. With no attack, outputis 10.7 percent above today’s, which turns out to be the same
gain that would occur with infinite automation of all machines. A cyberattack on machines
with a cost share of siarget = 1% reduces GDP by the now-familiar 68 percent for a year.

A cyberattack, one year at risk, 50 percent chance of an attack. Even with the risk of an
attack, the Al improvement raises welfare by the equivalent of 7.3 percent of consumption

permanently. To keep the Al improvement but remove the risk of an attack, people would be

5The iso-elastic forms have z(a) < 1fora < 6 z71/% (atenth of 6 at ¢ = 1) and p(a) > 1fora > 6 ﬁ_l/‘/’ (20
at p = 50 percent). Neither binds at any allocation in Table 6.

30



THE WEAK-LINK ASYMMETRY

Table 6: Market and Planner

All entries in percent except z(a*) Cyberattack Bioattack
Probability of an attack ata = 6, p 50 1 10
Years at risk of an attack, T 1 10 one draw
Duration of an attack 1 year forever
Inputs during an attack frozen —
Machine productivity after the attacks z(a) lorz(a) —
Market allocation (a = 6 = 2%, z = 10)
Output, no attack +10.7 +10.7
Output, during an attack —68.4 -100
Output, after the attacks +10.7 0.0 —
Welfare gain vs. Al improvement without attack risk 3.0 —24.2 -53 -36.1
Welfare gain vs. no Al improvement +7.3 -16.1 +4.8 -29.2
Planner
Al sector’s share of inputs, a* 0.92 0.51 0.65 0.32
Al productivity factor, z(a*) 4.6 2.5 3.2 1.6
Probability of an attack, p(a™*) 23.0 12.7 0.32 1.60
Output, no attack +10.1 +9.0 +9.5 +6.5
Output, during an attack -34.0 -3.3 -100
Output, after the attacks +10.1 -1.3 —
Tax on Al factor payments 120 300 213 536
Welfare gain vs. Al improvement without attack risk  —0.9 -29 -28 -114
Welfare gain vs. no Al improvement +9.7 +7.5 +7.6 -2.0
Welfare gain over the market +2.2 +28.1 +2.9 +93.7

Note: All entries are percentages except the Al productivity factor, z(a*). Output is relative to today’s, ¥y at
a = 0. A cyberattack lasts one year with inputs frozen. With one year at risk the Al improvement is kept after
the attack. With ten years at risk an attack occurs in each year with probability p(a) and the Al improvement
is abandoned after the ten years with probability p(a). The second column’s “after the attacks” entries are for
that case. When the Al improvement is kept, output is that of the row “no attack.” A bioattack kills everyone, so
output is zero. Welfare gains are 100(A — 1) for the consumption equivalents Ag of (28) (Al improvement without
attack risk), Ao of (29) (no Al improvement), and Ap of (30) (the market). In the planner’s panel the first two are
evaluated at W (a™). Parameters: 0 = 0.2, Z = 10, Starget = 1 percent, sy =1/3,0 =0.02, ¢ =1,y =2, i = 5, and

p = 2.5 percent.
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willing to give up 3.0 percent of consumption permanently.

A cyberattack, ten years at risk, 50 percent chance of an attack each year and 50 percent
chance of abandoning the Al improvement. With ten years of prolonged struggle against cyber-
attacks, the Al improvement lowers welfare by the equivalent of 16.1 percent of consumption
permanently. To keep the Al improvement but remove the risk of attacks, people would be
willing to give up 24 percent of consumption permanently.

An existential risk bioattack, 1 or 10 percent chance of extinction. With a 1-percent chance of
extinction, the Al improvement raises welfare by the equivalent of 4.8 percent of consumption
permanently. With a 10-percent chance, it lowers welfare by the equivalent of 29.2 percent. To
keep the Al improvement but remove the risk of extinction, people would be willing to give up
5.3 percent of consumption permanently when that risk is 1 percent, and 36 percent when it is

10 percent.

Optimal allocations. The second panel of Table 6 is the planner’s allocation.

A cyberattack, oneyear at risk, 50 percent chance of an attack. In the planner’s allocation, the
Al improvement raises welfare by the equivalent of 9.7 percent of consumption permanently,
against 7.3 percent at the market allocation. The planner reduces the Al sector’s share of inputs
by 54 percent, from 2 to 0.92 percent. A smaller Al sector is less capable, so the Al productivity
factor falls from 10 to 4.6 and the probability of a cyberattack declines from 50 to 23 percent. An
attack leaves output 34.0 percent below today’s, versus 68.4 percent at the market allocation. If
no attack occurs, the benefits from Al are roughly similar at around +10% for both allocations.
An Al productivity factor of 4.6 still delivers almost the gain from infinite automation of all
machines.

A cyberattack, ten years at risk, 50 percent chance of an attack each year and 50 percent
chance of abandoning the Al improvement. In the planner’s allocation, the Al improvement
raises welfare by the equivalent of 7.5 percent of consumption permanently, against a loss
of 16.1 percent at the market allocation. The planner cuts the Al sector’s share of inputs by
75 percent, to 0.51 percent. The Al productivity factor falls from 10 to 2.5 and the probability
of an attack in each year declines to 12.7 percent. An attack leaves output 3.3 percent below
today’s. Moving from the market allocation to the planner’s raises welfare by the equivalent
of 28 percent of consumption permanently. The tax on the Al sector that implements the
planner’s allocation is 300 percent.

An existential risk bioattack, 1 or 10 percent chance of extinction. In the planner’s allocation,
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the Al improvement raises welfare by the equivalent of 7.6 percent of consumption perma-
nently when the chance of extinction at the market allocation is 1 percent, and lowers it by
only 2.0 percent when that chance is 10 percent. The planner cuts the Al sector’s share of
inputs by 68 percent at p = 1 percent, to 0.65 percent, substantially reducing the capability
of Al. The Al productivity factor falls from 10 to 3.2, and the probability of extinction falls
by two-thirds, from the market allocation’s 1 percent to 0.32 percent. In the case in which
the probability of extinction at the market allocation is 10 percent, the planner takes even
more drastic action, taxing the Al sector at a 536 percent rate to reduce its share of inputs by
84 percent, to 0.32 percent. The Al productivity factor falls from 10 to 1.6, and the probability
of extinction falls from pp = 10 percent to 1.6 percent. These actions raise welfare by an amount

equivalent to nearly doubling consumption permanently in the market allocation.

Robustness. Coordination among the labs (Corollary 1) closes little of the gap. With one year
at risk and an even chance of a cyberattack, coordinated labs reduce the Al sector’s share of
inputs from 2.0 to 1.92 percent and close 7 percent of the gap between its size in the market and
in the planner’s allocation. The tax that implements a* falls from 120 to 118 percent. With ten
years at risk, the productivity part of the net external cost is much larger. One more log point
of the Al productivity factor makes an attack more damaging and lowers expected welfare by
the equivalent of 29.2 percent of consumption in every year, against 4.2 percent with one year
atrisk. Coordinated labs internalize part of this cost, so coordination then closes 27 percent of
the gap. In the bioattack economy coordinated labs expand the sector by a ten-thousandth of
a percentage point, because the only cost they internalize is the effect of the Al productivity
factor on their own revenue.

The elasticity ¢ matters for the size of the tax. With ¢ = 2 the taxes are 65, 109, 96, and
157 percent. With ¢ = 1/2 they are 162, 1,019, 262, and 3,314 percent. When z(a) and p(a)
fall with the square root of the sector, the same fall in the probability takes a much smaller Al

sector, a share of inputs of 0.77 percent in the first column against 0.92 at ¢ = 1.

7. Conclusion

In a “weak links” model of production, the gains from automation tend to arrive slowly because
output is bottlenecked by the least productive tasks. But the same complementarity makes

attacks more harmful and easier to execute. For example, with an elasticity of substitution
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across tasks of 0.2, automating tasks worth 1 percent of GDP with infinite productivity raises
output by a quarter of a percent, while cutting their productivity tenfold lowers output by
68 percent on impact. In our model, a larger Al sector makes Al models more capable and
attacks more likely. The positive productivity spillover is negligible compared with the potential
damage, so the market overinvests in Al. Implementing the optimal allocation typically requires
large taxes on the Al sector.

In a weak-link economy, the costs and benefits from Al can be extremely asymmetric.
Strengthening a chain requires strengthening every link, while cutting a single link breaks it.
This asymmetry strikes us as a good description of how Al models may affect the aggregate
economy, today and in the near future. Some benefits are likely to appear in the next decade,
but the largest, such as curing cancer, require a long string of experiments in the physical
world and a long process of regulatory approval. In contrast, models in the next few years may
be capable of causing substantial damage. If society does not manage the harms from Al, it

may forgo the benefits.
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The appendix material is largely written by Claude and we have not yet edited it for clarity.

A. The Net External Cost of the Al Sector

This appendix derives the net external cost of the Al sector, &(a), that enters Proposition 4.
The elasticity of output with respect to a shock is the shocked tasks’ post-shock cost share
(part iii of Proposition 1). More capable models raise consumption when no attack occurs.
Under a cyberattack they raise the productivity of the other machine tasks and lower that of
the targeted ones, so the net effect is the other tasks’ share minus the targeted share. To make

this precise, write s}afe for the machine tasks’ cost share when no attack occurs and they run at

cyber

cyber
target K

for all machine tasks’

cyber cyber
K ~ Starget* Alog

z(a), s for the targeted tasks’ cost share under the attack, and s

cost share under the attack. The other machine tasks then have cost share s

point of the Al productivity factor raises consumption by slsffe log points when no attack occurs

cyber cyber
K -2 Starget

53 = 0.005 percent, sgpe = 0.9934, and s — sgroet = 3.2 x 1077, The gain is saturated.

and changes it by s log points under a cyberattack. At the market allocation
Under an attack the targeted tasks are nearly all of costs.

One more log point of the Al sector’s size raises the Al productivity factor and the probability
of an attack by ¢ log points each. In the cyberattack economy a log point of both changes
expected welfare in three ways: the attack is more likely, it is more damaging, and the gain
when no attack occurs is larger. Dividing the change by the marginal utility of a 1-percent
rise in consumption in every state and year puts it in percent of consumption. That marginal

utility is
Mcyber(a) = (1 - p(a)) u,(csafe) Csafe
+ p(“)[ (1 - e—pT) u,(Ccyber) Ceyber + e ! U (Cafter) Cafter |» (A1)

Myio(a) (1= p(a)) v (Csafe) Csate »

and with y = 2, u’(c) ¢ = 1/c. We call the result the net external cost of the Al sector,

1 opW 1 o0pW

bla) = &@+&a), &M@ = ~Frsnz ¥@ = @ smp

(A2)

where W stands for Weyper or Wh;o of (23), written as a function of ¢y, z, and p, so the derivatives

hold ¢y fixed. &7 is the productivity part of the net external cost and &E” the probability part.
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Let saster be the elasticity of caser With respect to the Al productivity factor, slsj‘fe when the Al

improvement is kept and zero when it is abandoned. They evaluate to

ScYber(a) = m [ p(a) [u(csate) — p Wattack(a)]
amore likely attack
+ ( 1— —pT 2 cyber cyber\
p(a) e Starget ~ Sk U’ (Ceyber) Ceyber
amore damaging attack (A3)
- [ (1 - p(d)) Ssafe u’(csafe) Csafe t+ p(a) e—pT Safter u/(cafter) Cafter] ],
a larger gain
p(a) U(Csafe)
Eio(a) = Y sg(a).
1 —p(a) w (Csafe) Csafe

In the cyberattack economy the first term is the probability part and the other two are the
productivity part. At the market allocation the three terms are 3.0, 4.2, and 0.005 percent of
consumption with one year at risk and 24.2, 29.2, and 0.002 percent with ten. In the bioattack
economy the first term, the probability part, is the odds of extinction times the value of a year

of life of Section 5 evaluated at Csate, U (Csafe) / (14’ (Csafe) Csate)- The second term, the productivity

safe

part, is minus the gain from one more log point of the Al productivity factor, s;’

B. Proofs

Proof of Proposition 1. With the allocation frozen, each shocked task’s output scales by
z, so the shocked group’s subaggregate scales by z while the rest is unchanged. Raising (1)
to the power and applying the share equation (4) to the two groups, Y (s, z) = = (1 -
s) Yg"1 +2% s Y 2, which gives the first expression in (5). Write g(z) = 1 — s + sz &,
so G = ga-1. Applying (4) after the shock, the shocked group’s share is s’ = sz /g, so
1-s’=(1-s)/gand G = (:) T = (11735)7, the second expression. For the properties,

< 0,505 — 0and G — (1 — s§)o-1.

— g . o-1 . o—1
InG = -%;Ing. ()Asz — o,z ¢ — 0since &=

(ii))Asz — 0, 2% 00,808 — 1,8 — c0,and G = gﬁ — 0 because -%; < 0. (iii) With

o—-1
v =lIng, d(liLvG = SZT” = s/, which equals s at z = 1. (iv) Differentiating again and using
-1
a1 _ d’InG _ g-1 527 (1-5) _ o-1 ; .
g-sz o =1-s %2 =2—" —g = —=s'(1-s") <0forallz,sinces’ = sz o /g
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andl1-s"=(1-s)/g. m

Proof of Proposition 2. After the shock, the efficient allocation and equation (3) give output

with reallocation, Y’ (s, z), as Y'(s,z)/Yy = ¥/, a power mean of order o — 1 of 1 and z.

Expressing the weights via the share equation (4) yields the first equality in (6), and the share

form follows as in the proof of Proposition 1 with z~! in place of 2% . For the last equality, at
o

0" = 5L the two exponents of the gain-loss formulaare 2~ =1~ (2-0) = 0~ 1and -2 =

—L-,50G(s,z; ") reproduces (6). For g € (0,1), 0" > o because 1 — (2 - 0) = (1 - 0)* > 0.
The frozen allocation remains feasible after the shock, so output with reallocation is weakly

higher. m

Proof of Proposition 3. (i) Uniform deaths scale every task’s labor by 1 — d, so every task
output and hence the aggregate (1) scale by 1 — d with the allocation frozen. With reallocation,
output is ¥ - (1 — d)L by (3), again 1 — d times its initial level. In both cases ¢ = Y/L is
unchanged. (ii) The deaths scale the labor, and hence the output, of each of the occupation’s
tasks by Ziarger and of every other task by zyher, with the allocation frozen. The aggregate (1) is
homogeneous of degree one, so output is zymer times the frozen experiment of Proposition 1
with z = Zarget/ Zother applied to tasks with cost share s. For the comparison, Y'/Y; is the
share-weighted power mean of order "T‘l < 1 of the numbers zZyper and Ziarger, While 1 —
d = (1 = $) Zother + S Ztarger 18 their arithmetic mean (the power mean of order one) with

the same weights. Power means strictly increase in their order when the values differ, so

- - s 5 ot
Y'/Yy < 1 -d for o > 0. For the last claim, (Y'/Yy) = = S Zigrger + (1 -s)z,,, hasthe
derivative 07—1 d(l-5s) [z;&lé (r' - zt;g/gt] with respect to w, which is positive because o < 1 and

Ztarget < Zother- The exponent —%; is negative, so Y’ /Yy falls as w rises. m

Expected welfare (used in Section 6). Write h(a) = flna + (1 — 0) In(1 — a), so that
by (15) per-capita consumption absent the Al improvement is cy(a) = e"(®~"(0) under the
normalization ¢ (6) = 1. Measure welfare (9) per person alive today. With no attack, everyone
has the flow u(cgaze) forever, so W/L = u(csae)/p- A flow u(c) received for the first T years
is worth fOT e P'u(c)dt = (1 —e ") u(c)/p, and the same flow received from T on is worth
e Tu(c)/p. With an attack in each of the T years at risk, everyone has the flow U(Ceyber) for T
years and u(cafer) thereafter, which gives Wyack in (22). A bioattack leaves nobody alive, so

W/L =0.
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With one year at risk, and in the bioattack economy, weighting the two states by 1 — p(a)
and p(a) gives (23). With ten years at risk the draws are independent across years. In each of
the ten years expected flow utility is (1 — p(a)) u(csate) + p(a) t(Ceyber). From year ten on it is

(1 — p(a)) u(csate) + p(a) u(coy). Discounting and adding up,

U (Csafe)

/Oooe""E[u(c[)] dr = (1-p(a)) P + p(a) Watack(a) ,

with T' = 10 and cagter = €o in Wetack- The ten annual draws and a single attack that lasts ten
years and ends with the Al improvement abandoned give the same probabilities to the same
consumption levels at every date. They differ in how outcomes are correlated across years,
which expected welfare does not depend on.

Raising consumption in every state and at every date by the factor e* raises p Weyper at the
rate Mcyber (@) of (A1) per unit of x at x = 0, because each state’s flow u(c) responds at the rate

u’(c) c. It raises p Wh;, at the rate My, (a) of (A1), because the dead do not respond.

The competitive equilibrium. An attack of either kind multiplies Y by a state-specific
constant, zero in the case of a bioattack, so Yar/Yaon-a1 = a/(1 — a) in every state and the
relative price of the two goods, 8Y,0n-a1/((1 — 8)Ya1), is the same in every state. Factors are
hired before the state is known at a rental rate r and a wage w, and each lab takes z(a) and
p(a) as given. With state prices ¢, a lab that employs the fraction a; of the economy’s capital
and labor pays a;(rK + wL) and earns a; .. g 0Y;/a, and a non-Al producer employing the
fraction b; pays b;(rK + wL) and earns b; 3. . q:(1 - 0)Y;/(1 — a). Zero profits in both sectors
give 0/a = (1-0)/(1 - a), so a®¥ = 0, which does not depend on p, ¢, T, or z. With complete
markets the first welfare theorem gives the same allocation as maximizing (23) at a fixed Al
productivity factor and probability, whose first-order condition is M (a) h’(a) = 0, since the

level ¢y (a) scales consumption in every state and M (a) > 0.

Proof of Proposition 4. The elasticity of G with respect to the shock is the shocked tasks’

post-shock cost share (partiii of Proposition 1). Differentiating (16) and (18) in In z gives s$f€ =

K
o-1 o-1 cyber cyber . cyber _ _go1 =l
skz o [(1-sxg+skz o )forGands, ™ —2 Starget for Geyper, with Starget = Starget 2 © /chger
-1
cyber cyber _ o1, I _ .
ands; " — Starget = (Sk — Starget) 2 @ / chger, all evaluated at z = z(a). The allocation enters

expected welfare through the level ¢y (a), which scales consumption in every state and at every

date with dInc/da = h’(a) = 8/a — (1 — 8)/(1 — a), and through the two schedules, with
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dnz(a)/da = dInp(a)/da = ¢/a. The level has the weight M (a) (the expected-welfare
paragraph). In the cyberattack economy the derivative of p Weyper = (1 — p) u(Csate) +P p Wattack
in the log of the probability at a fixed level and Al productivity factor is —p [u(Csate) — P Wattack] -
Its derivative in the log of the Al productivity factor at a fixed level and probability is

fi -pT
(1 - p) S]S<a ¢ u,(csafe) Csafe + P € P Safter u/(cafter) Cafter

—oT cyber cyber
-p (1 —ef ) (2 Starget ~ SK ) u,(ccyber) Ceyber-

Their sum is —Mcyper (@) Ecyber(a), SO

pM/C/yber(a) = Mcyber(a)

h,(a) - %Scyber(a)] .

In the bioattack economy the two derivatives of p Wy, = (1 — p(a)) u(csate) are —p(a) u(Csate)
and (1 — p(a)) u’(Csafe) Csafe slsffe, whose sum is —My;,(a) Epio(a), and the same expression
holds with My, and Ey;,. Setting W’ = 0 gives (25). At a = 6 the left side of (25) is zero, so
W’ (0) has the sign of —-E(60) and a* < 6 exactly when () > 0. Multiplying (25) by a*(1 —a™)
gives 0 —a* = ¢ E(a*)(1 — a*). With an ad valorem tax 7 on the Al sector’s factor payments,
the hiring conditions are 8/a = (1 + t)p and (1 — 6)/(1 — a) = u, where u is the shadow cost
of the factors, so 1+ 7 = (1 — a)/((1 — 0)a). Substituting (25) for 8/a* gives (26). m

Proof of Corollary 1. SincelnY = 0In Y51 + (1 — 8) In Y,0n-a1 and the two sectors are scaled
copies, the Al sector’s revenue is the fraction 6 of output in every state. Households value
revenue in state ¢ at the state price ¢, the state’s probability and duration weight times u’(c.),
so at given state prices a proportional change in state-¢ output is worth u’(c.) c. times its
size, the weights of M (a) and of dpW /0 In z. The sector therefore values a log point of the
Al productivity factor at 8 dpW /0 Inz = -0 M (a) E*(a), and a log point of the probability at
nothing, because it changes the state prices and not the sector’s revenue at those prices; the
lives are in no revenue. The sector’s hiring condition is the market’s with the productivity term
added, 68/a - (1-60)/(1 —a) = (¢p/a) 8 E*(a), by the steps of the proof of Proposition 4 with
0 &% in place of &. With the tax 7 the conditionis 8/a— (¢ /a) 0 E*(a) = (1+71)(1-0)/(1—-a),
so the rate that implements a* is t* less 0 (¢/a*) E*(a*) (1 —a*)/(1 — 0). m
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C. Sources for the Historical Episodes

This appendix gives the source of each number in Table 4 and in the paragraphs around it. The
cost shares and shocks are our assignments. The two model columns evaluate equations (5)
and (6) at o = 0.2. A cut of x percent in the quantity of an input, at a fixed allocation, scales

the output of the tasks that use it by 1 — x, so for oil and gas the shockis z = 1 — x.5

The oil embargo. The Arab members of OPEC announced the embargo on October 17, 1973
and lifted it in March 1974. Hamilton (2013) reports that their production in November was
4.4 million barrels a day below September’s, 7.5 percent of world output, and that the shortfall
in world production averaged 2.3 million barrels a day over the following six months, which
is 3.9 percent. Hamilton (2009) reports 4.0 percent for October to March and divides it by a
price change of 41 log points to obtain an elasticity of 0.10. The cost share is U.S. spending on
petroleum products, $55.6 billion in 1972 and $65.1 billion in 1973 (U.S. Energy Information
Administration, 2012), or 4.5 and 4.7 percent of GDP. It rose to 6.4 percent in 1974. The cost of
crude oil alone was 1.9 percent of GDP in 1973. The posted price of oil rose from $2.90 a barrel
before the embargo to $11.65 in January 1974 (Corbett, 2013), and world oil consumption
fell 1.5 percent in 1974 (Energy Institute, 2026). U.S. real GDP fell 3.1 percent from the fourth
quarter of 1973 to the first quarter of 1975 in current data from the Bureau of Economic Analysis.

Hamilton sets $38 billion a year of lost U.S. output against $5 billion of oil lost worldwide.

German gas. The abstract of Bachmann et al. (2024) puts the loss from a stop of Russian
energy imports “in the range 0.5% to 3% of GDP” In their scenario Russia supplies 55 percent
of German gas, other suppliers replace 5, and switching power plants to coal frees 20, which
leaves a shortfall of 30 percent. Their appendix calibrates gas at 1.2 percent of gross national
expenditure. Germany used 14 percent less gas in 2022 than in 2018-21 (Bundesnetzagentur,
2023), and 20 percent less from July 2022 to March 2023 (Moll et al., 2023). Russia invaded
Ukraine on February 24, cut the flow through Nord Stream 1 to 40 percent in mid-June, and
stopped it on August 31. Storage reached 100 percent on November 13. Liquefied gas replaced
13 percent of earlier consumption and Norwegian pipeline gas 16. The first estimate of 2022

growth was 1.9 percent (Statistisches Bundesamt, 2023), and after revisions as low as 1.4 the

6A companion note, ClaudePDFs/2026-09-18-EpisodeSources.pdf in the paper’s repository, lists every
number with the sentence in its source, the alternative measures, and the data vintages.
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current estimate is again 1.9. The forecasts of 8 to 12 percent losses treated gas as an essential

input whose loss multiplies along the value chain (Moll et al., 2023).

Covid. Office for National Statistics (2020) reports that U.K. GDP fell 5.8 percent in March
2020 and 20.4 percent in April, 25.1 percent below February. The current vintage says 25.3.
Accommodation and food, arts and other services, transport, and education have weights of
2.8,3.5, 4.2, and 5.8 percent in U.K. value added (Office for Budget Responsibility, 2020), 16.3
in all, and their output fell 52 percent from February to April. These sectors account directly
for 8.5 of the 25 points. Retail, construction, and manufacturing, parts of which were also
closed by order, account for much of the rest. Definitions of contact-intensive activity range
from leisure and hospitality alone, 4 percent of U.S. GDBP, to the 26 percent of value added in
the social sector of Kaplan et al. (2020).

Puerto Rico. Hurricane Maria made landfall on September 20, 2017. All 1.57 million cus-
tomers lost power (U.S. Department of Energy, 2018), and 80 percent of the transmission
and distribution network was inoperable (U.S. Energy Information Administration, 2019).
The share of customers or load without power averaged 91 percent over the first month and
77 percent over the first two, and generation in October was 83 percent below August’s. Half
of normal load was back by November 15, and the utility declared restoration complete on
August 14, 2018, 328 days after landfall (U.S. Government Accountability Office, 2019). The
utility’s revenue is $3.4 to $3.6 billion in a normal year (Puerto Rico Electric Power Authority,
2019), which is 3.3 percent of Puerto Rico’s GDP of $103 billion and 5 percent of its GNP of
$69 billion. The corresponding share for the United States is 2.0 percent. Puerto Rico has no
monthly or quarterly GDP. Residential and industrial electricity sales in October were 3 and
6 percent of the previous October’s (U.S. Energy Information Administration, 2018), and payroll
employment fell 4 percent that month, against 30 percent in New Orleans after Katrina (Bram
and Thomas, 2018). The Economic Activity Index combines payroll employment, electricity
generation, gasoline sales, and cement sales. It was 16, 21, and 17 percent below its August
level in October, November, and December, 18 percent on average, and 18, 23, and 18 percent
below its level a year earlier (Department of Economic Development and Commerce of Puerto
Rico, 2026). Because electricity generation is one of its four components, the index probably
overstates the fall in output. Real GNP fell 4.2 percent in the fiscal year from July 2017 to June
2018, after falling 3.2 percent the year before (Puerto Rico Planning Board, 2021, 2022).
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The Soviet collapse. Blanchard and Kremer (1997) report that official GDP in 1996 stood
below half its 1989 level in ten of the fifteen republics, and that an estimate adjusted for
unreported activity puts the decline from 1989 to 1994 at 35 percent. Chaining the growth
rates in European Bank for Reconstruction and Development (1999), official GDP in the twelve
republics outside the Baltics was 39 percent below 1989 in 1994 and 47 percent below at its
trough in 1998. The troughs for Russia, Ukraine, and Kazakhstan were 45, 63, and 39 percent
below 1989, and Fischer and Sahay (2000) report the same. Blanchard and Kremer call the
breakdown of supply relationships “one explanation” that “has played an important role.” They
measure a good’s complexity by one minus the Herfindahl index of its input shares in Russia’s
1990 input-output table, and across 159 goods in nine countries a one-standard-deviation

increase in complexity lowers output over 1992-94 by 3 to 8 percent.

The Tohoku earthquake. Renesas held 40 percent of the world market for automotive
microcontrollers (Fujimoto, 2011). Its Naka plant stopped on March 11, 2011 and resumed
mass production on June 1 (Renesas Electronics, 2011). The chips were customized to each
car model, so automakers could not switch suppliers. Toyota built 129,491 vehicles in Japan
in March, 53,823 in April, and 107,437 in May, which is 63, 78, and 54 percent fewer than a
year earlier (Toyota Motor Corporation, 2011). It was short of 150 parts in April and 30 in May.
For the U.S. affiliates of Japanese multinationals, Boehm et al. (2019) estimate an elasticity of
0.2 between Japanese and other materials and 0.03 between materials and the capital-labor
aggregate. Atalay (2017) finds an elasticity across intermediate inputs below 0.2 in annual U.S.
industry data and uses 0.1. Over a one-year horizon in Japanese firm-to-firm data, Carvalho et
al. (2021) estimate 1.2 across intermediate inputs and 0.6 between primary and intermediate

inputs.

NotPetya and Maersk. The attack began on June 27, 2017. Maersk’s chairman said at the
World Economic Forum in January 2018, “We had to install 4,000 new servers, 45,000 new PCs,
2,500 applications,” in ten days, and “we managed 80% of that volume manually” (Chirgwin,
2018; Greenberg, 2018). Seventeen of the firm’s 76 port terminals stopped. Online booking
for existing customers resumed after two days. The firm reports “losses in the order of USD
250-300m” (A.P. Moller-Maersk, 2018), 1 percent of its revenue of $30.9 billion. The White
House put the damage to all firms at “more than $10 billion” (Greenberg, 2018), against a world

GDP of $81 trillion.
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