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CoverityCoverity ’’ss commercial historycommercial history

2003

• 7 early adopter 
customers, 
including VMWare, 
SUN, Handspring.

• Coverity achieves 
profitability.

Achieved 
profitability

2004-05

• Version 2.0 product 
released.

• Company quadruples

• 70+ customers including 
Juniper,
Synopsys, Oracle, 
Veritas, nVidia, 
palmOne.

• Self funded

Product growth 
and 

proliferation

2002

Company 
incorporated

• Deluge of requests 
from companies 
wanting access to the 
new technology.

• First customer signs: 
Sanera systems

Breakthrough 
technology 

out of 
Stanford

2000-2002

• Meta-level 
compilation 
checker 
(“Stanford 
Checker") 
detects 2000+ 
bugs in Linux.
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struct block* read_block(int i) {
struct block *b;
if ((b = cache_lookup(i)))

if(cmc_choose(2) == 0)
return b;

return disk_read (i);
}
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T *foo (…) {
…

if(…)
if(…)

p = malloc();
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T *foo (…) {
…

if(…)
if(…)

if(cmc_choose(2) == 0)
return NULL;

else
p = malloc();
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T *foo (…) {
if(cmc_choose(2) == 0)

return NULL;
…

if(…)
if(…)

p = malloc();
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recover_ext3_journal(…) {
// …
retval = -journal_recover(journal)
// …
// clear the journal
e2fsck_journal_release(…)
// …

}

journal_recover(…) {
// replay the journal
//…
// sync modifications to disk
fsync_no_super (…)

}

= -����������
��������������	
�������$�
���

= <����	����>��>����
 ������	��������0,?�

// Error! Empty macro, doesn’t sync data!
#define fsync_no_super(dev) do {} while (0)
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Shocked: when they checked the same static won.  Mo st bugs shallow: 
only missed 1! Found with model checking.  Means bu gs were relatively 
shallow, which was surprising.  Also means that mod el checking missed 
them, which I found astounding.   In the end, model  checking beat it, but 

it’s not entirely clear that is how it has to be.
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for(i=0; i <cnt;i++) {
tp = malloc(sizeof *tp);
if(!tp) 

break;
tp->next = head; head = tp;

...
for(i=0, tp = head; i < cnt ;i++, tp=tp->next) {

rt_entry = getentry(tp->unr_dst_ip);
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cur_rt = getentry(recv_rt->dst_ip);
// bug if: recv_rt->dst_seq < cur_rt->dst_seq!
if(cur_rt && …) {

cur_rt->dst_seq = recv_rt->dst_seq; 

Finds errors without having to anticipate all the w ays that these 
errors could arise.  In contrast, static analysis c annot do such
end to end checks but must instead look for specifi c ways of 
causing an error.



ERROR: syntaxerror
OFFENDING COMMAND: --nostringval--

STACK:

true 
true 


