Malware: Viruses, Worms, Trojan Horses, & Spyware

Homework Assignment: Help Desk Level 1 Training

November 18, 2004, Acacia Conference Room


Instructor: Jay Stamps, jstamps@stanford.edu, 723-0018

· This homework assignment is due on November 23, 2004.

· Please choose at least three of the following exercises.

· Written answers for each exercise should take up one page (single-spaced) or less. Feel free to be creative (you can even make up your own question, so long as it’s relevant)!

· Practical exercises are in bold: Please choose at least one  practical exercise.

· No grading, of course. (References to “bonus points” below are made in jest.) When we gather for our follow-up on the 23rd, each class member should be prepared to offer a verbal summary of at least one of his or her chosen exercises. Then we can have a group discussion around that summary.

· All exercises assume you are using a PC, preferably running Windows XP.

· Please feel free to send me e-mail or call if you have any questions.

1)
In November of 1988 the very first “Internet worm” appeared in the wild and made quite a splash. Do a little historical research on the web (Google is arguably a computer technician’s single most important tool): Who released this first worm and why? How did it spread? What did it do? How was it finally contained? Write an essay of one page or less.

2)
Download and install the Stanford Security Self-Help Tool. Read the associated documentation on the Stanford web. Use the tool to test the security of your own PC (home, office, or both). Report on any vulnerabilities you find, as well as the steps you take to remedy them. Did you learn anything new?

3)
The MS Blaster worm wreaked havoc at Stanford (and elsewhere) in the autumn of 2003. Using the web-based resources introduced in class, describe how Blaster worked, what it did, and why it was so successful at spreading itself. Compare the Welchia (also called Nachi) worm, which appeared at about the same time. How were they different? Can you find materials on the Stanford web relating to this incident? What’s the major distinction between Internet worms like Blaster and mass-mailing worms like Netsky or Beagle (also called Bagle)? What’s the similarity, so that calling both types of malware a “worm” actually makes sense? Bonus points: Why do malware programs often have so many different names? Why do so many different variants often appear?

4)
Stanford recently acquired the BigFix Enterprise Suite operating system patch management service, and the client software is available on the ESS web site. Install BigFix on your PC (home, office, or both) and write a brief description of what it is and what it does. See in particular the BigFix FAQ. There was a recent article in the Stanford Daily about BigFix: If you can find it (hint: look on the web), what do you think about it? What would you say if someone calling 5-HELP for advice asked you about that article? How does BigFix compare to Windows Automatic Updates? Can you use them together? Should you?

5)
Do you know how to configure Symantec AntiVirus (SAV) to download updates automatically on a schedule and how to run scheduled scans of selected drives and folders? List the steps. (How to configure scheduled scans isn’t yet documented on the Stanford web, by the way.) How often do you think you should schedule LiveUpdate to run? How often do you think you should schedule scans? Does SAV do anything to protect your PC even when it’s not running a full scan? If so, what?

6)
Recently an interesting “non-virus” caused a lot of problems for Stanford Eudora users. See: http://securecomputing.stanford.edu/sav/index.html. Summarize what was going on here. Was Symantec AntiVirus just doing its job?

7)
Download and install SpySweeper on your PC (home, office, or both). It’s available on the ESS web site. Use it to examine your drive for spyware. What do you find? Report on a couple of the more interesting items SpySweeper turns up: What are they? What are they doing? How do you think they got there? Try out one or two other spyware detection tools (see, e.g., http://www.spywareinfo.com/): How do they compare to SpySweeper? How do the results of their scans compare to those of SpySweeper? Do you prefer one of these tools over another? Why?

8)
Upgrade to Windows XP Service Pack 2 (if you haven’t already) and look at the built-in Windows Firewall. What is the “Exceptions” list, and how does it work? What does the Windows Firewall do, anyway? Why is it such an important new feature of Service Pack 2? How does it differ from the Windows XP Service Pack 1 firewall? What are its advantages and limitations compared to other software or hardware firewalls?

9)
Go to Start | Run and enter “cmd” (no quotes). At the resulting command prompt enter the command “netstat –an” (again, no quotes). What are you looking at? What does it mean? How might this information be helpful if you suspect a computer may be infected with a worm?

10)
Go to http://www.sysinternals.com and download a utility called Process Explorer. Run it on your computer and be amazed at all the things that are going on! Pick 3 or 4 running processes that catch your eye and learn what they are (hint: Google is your friend). Provide descriptions of these processes and their functions. Bonus points: Does Windows have a built-in tool that will provide some of the same information as Process Explorer?

11)
Why does malware exist? Why do people write viruses, worms and trojans? Are these people just evil? Why do hackers attack and try to “own” Internet-connected computers? (The term “own” is often used by intruders to assert that they’ve taken control of someone else’s computer, without the victim’s knowledge.) Is there such a thing as a “good” virus or worm? Could there be? What do you think of people who produce “kits” for the production of malware, which allow even inexperienced programmers to generate their own worms, viruses and trojans? This set of questions offers you a chance to be a little philosophical, if you’re so inclined. You might also want to research the “real” meaning of the term “hacker.” See, e.g.: http://www.catb.org/~esr/jargon.

12)
Is “adware” legitimate? Under what conditions do you think it could be appropriate for advertisers to track your web browsing habits in order to customize the ads you see, based on your interests? Are pop-up ads and animations more distracting than effective as advertisements? Isn’t advertising necessary? How else can so many “free” services on the Internet be available to you, unless advertisers pay? Where do you draw the line between “adware” and “spyware”?

13)
How does one distinguish among viruses, worms and trojan horse programs? Provide definitions; but bear in mind that different experts have very different opinions about what these terms mean! Don’t just follow one source’s definition; check out several, and consider which definitions you find most helpful. What’s the difference between a computer security vulnerability and a compromise? What’s the difference between a security risk and a security threat?

14)
What is “phishing”? While not necessarily malware in the strictest sense, it involves probably the single most important technique used by hackers: “social engineering.” Explain what this term means. It might be useful to compare “hoax viruses.” Hint: Go to http://www.sarc.com and search on the term “hoax.”
15)
If a question came up in class – whether you asked it yourself, or someone else did – and your instructor didn’t have a good answer, see if you can find an answer using any of the research tools available to you on the web.

If you’ve never used some of the tools and techniques discussed in class, please educate yourself! You need to know how to use the Stanford Security Self-Help Tool, for example, and how to use SpySweeper. Be sure to download, install, read the documentation and experiment with these applications (available on the ESS web site).

Windows XP’s built-in Help (Start menu | Help and Support) and http://support.microsoft.com are very useful learning tools. You should familiarize yourself with them, and practice looking for answers to specific questions. Google is another valuable resource.

Even once a caller is off the phone, possibly referred to someone else for assistance, if you have the time, you can learn something by researching that caller’s problem, or by using Remedy to look up the solution for a problem that seemed interesting to you.

And on Friday, December 10, from 2–3:30 pm, in Turing Auditorium, I’ll be offering a Tech Briefing on PC Security. Talk to your manager, and if you’re able, I encourage you to attend! Among other things I’ll be demonstrating some of the software tools we’ve discussed. See:

http://www.stanford.edu/group/itss-customer/ip/techbriefings/#dec10
