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ABSTRACT

Categories and Subject Descriptors

It has been observed that the degrees of the topologies of
several communication networks follow heavy tailed statistics. What is the impact of such heavy tailed statistics on
the performance of basic communication tasks that a network is presumed to support? How does performance scale
with the size of the network? We study routing in families
of sparse random graphs whose degrees follow heavy tailed
distributions. Instantiations of such random graphs have
been proposed as models for the topology of the Internet at
the level of Autonomous Systems as well as at the level of
routers. Let n be the number of nodes. Suppose that for
each pair of nodes with degrees du and dv we have O(du dv )
units of demand. Thus the total demand is O(n2 ). We argue analytically and experimentally that in the considered
random graph model such demand patterns can be routed

so that the ﬂow through each link is at most O n log 2 n .
 2
This is to be compared with a bound Ω n that holds for
arbitrary graphs. Similar results were previously known for
sparse random regular graphs, a.k.a. “expander graphs.”
The signiﬁcance is that Internet-like topologies, which grow
in a dynamic, decentralized fashion and appear highly inhomogeneous, can support routing with performance characteristics comparable to those of their regular counterparts,
at least under the assumption of uniform demand and capacities. Our proof uses approximation algorithms for multicommodity ﬂow and establishes strong bounds of a generalization of “expansion,” namely “conductance.” Besides
routing, our bounds on conductance have further implications, most notably on the gap between ﬁrst and second
eigenvalues of the stochastic normalization of the adjacency
matrix of the graph.

G.2.2 [Graph Theory]: Network Problems; C.2.1 [Network
Architecture and Design]: Network topology; G.2.1 [Combinatorics]: Counting Problems
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1. INTRODUCTION
By the mid 90’s, when the exponential growth of the Internet became apparent, several predicted an imminent Internet collapse, among other reasons, due to lack of capacity. Recall the memorable quote: “The current onslaught of
new users will be more than the Internet infrastructure can
support. More new capacity will be needed than the companies that build that infrastructure can deploy” [38, 50].
Not only did this not happen [8], but experimental work
suggested that the Internet is performing well with respect
to many statistics [50]. The question is whether it was good
engineering, inherent properties of the Internet, or, just luck
that allowed it to survive this rapid growth without serious
performance deterioration. In this paper we argue that the
Internet’s topology has inherent structural properties that
support routing with near-optimal congestion. In particular, we argue that a general family of “Power-Law Random Graphs” (PLRG) [9, 3], of which the Internet topology
is believed to be an instantiation [21, 27, 3, 54], has good
“expansion” properties. Consequently, approximation algorithms for multicommodity ﬂow imply that this family of
graphs supports routing with near-optimal congestion [57,
Chapter 21].
Performance is a term that means diﬀerent things to different parties and diﬀerent applications. The users of a communication network are concerned with round-trip delay,
packet drop probability and throughput. Service providers
are concerned with congestion and eﬃcient use of network
resources. For applications, such as the WWW, P2P and
streaming video, performance metrics become even more
context speciﬁc. However, there are simple graph-theoretic
abstractions believed to capture properties that are essential in “every good network.” For example, small diameter

(a well deﬁned graph theoretic property) is a desirable characteristic [10, 15], and more recently, the small world phenomenon (a less well deﬁned property, but generally understood to mean small average distance and good clustering)
has been identiﬁed as a desirable characteristic in searching
the WWW and P2P networks [28, 59].
Another graph theoretic abstraction that has been pervasive in algorithms and complexity over the last thirty years
is that of expansion and its generalizations, namely cut sparsity and conductance [17, 32, 43, 46, 52, 57]. In a sequence
of celebrated results, which generalize the max-ﬂow min-cut
theory (e.g. see [34, 35, 57]), cut sparsity and conductance
have been explicitly correlated with the performance of routing algorithms as follows. Let G(V, E, W ) be an undirected
capacitated graph, and let ce , e ∈ E, denote the capacities. Let {(s1 , t1 ), . . . , (sk , tk )} be speciﬁed pairs of nodes
(where each pair is distinct, but a node may be present in
several pairs). A separate commodity i is deﬁned for each
(si , ti ) pair, and for each commodity i a nonnegative demand
dem(i) is also speciﬁed. For some routing of this demand,
let le · ce denote the ﬂow through link e. The congestion of
link e is the quantity le . Thus the maximum link congestion
according to this routing is L = maxe∈E le . The objective is
to ﬁnd a routing that minimizes the maximum link congestion. For example, if we were given the network’s topology
and demand, L would be the amount of provisioning in the
thickest link.
When the routing respects capacity constraints, then le
is the usual notion of utilization. We shall also consider
routings that violate capacity constraints. What is then the
meaning of le and L? If all demands were scaled by a factor
1/L, then the capacities would be respected. (The quantity
1/le is also referred to as “throughput.”) Thus, in analyzing
L we are making the assumption that 1/L is indicative of
the worst performance over all links.
Consider a cut (S, S̄). Let δ(S) denote the links that have
one endpoint in S and another endpoint in S̄. Let c(S)
denote the total capacity of the links in the cut: c(S) =

the total demand separated
e∈δ(S) ce . Let dem(S) denote

by the cut: dem(S) =
i:|{si ,ti }∩S|=1 dem(i). A natural
lower bound on L follows by simple averaging principles. In
particular, for every routing,

le ce ≥ dem(S) , ∀ S ⊂ V .
e∈δ(S)

Thus,



e∈δ(S)
L ≥ max 
S⊂V

le ce

e∈δ(S)

ce

≥ max
S⊂V

1
dem(S)
=
c(S)
minS⊂V

c(S)
dem(S)

.

The theory of maximum multicommodity ﬂow developed
over the last decade [57, Chapter 21] suggests that there
exists a routing with maximum link congestion within a factor O(log k) of the above lower bound. Moreover, there are
known polynomial time algorithms for ﬁnding such a routing:
O(log k)
minS⊂V

c(S)
dem(S)

≥L≥

1
minS⊂V

c(S)
dem(S)

.

(1)

The cut sparsity associated with a speciﬁc demand is the
crucial ratio
c(S)
.
(2)
min
S⊂V dem(S)

Let
n (d1 , d2 , . . . , dn ) be the degrees of the graph. Let D =
i=1 di = O(n) representing the fact that graph is sparse.
Consider demand O(du dv ) between all pairs of nodes u and
v. This includes one unit of demand between all n2 pairs of
nodes as a special case.
 Deﬁne the volume of a set of vertices
S ⊂ V as vol(S) = u∈S du . Then (1) implies (details in
Theorem 3.1
O(n)
O(n log n)
≥ L ≥
(3)
Φ
Φ
where Φ is the conductance and is deﬁned as:

ce
c(S)

e∈δ(S) .
=
min
Φ=
min
S⊂V,vol(S)≤D/2
S⊂V,vol(S)≤D/2
d
d
u∈S u
u∈S u
(4)
Expander graphs are families of regular graphs (all nodes
have the same degree) with linear number of unit capacity
links (|E| can be as low as 3|V |) for which the so-called
expansion factor is constant:
min

S⊂V,|S|≤|V |/2

δ(S)
= Ω(1) .
|S|

For such graphs, and for one unit of demand between all
n2 pairs of nodes, (3) and (4) imply that there exists a
polynomial time routing algorithm with maximum link congestion O(n log n). Alternatively, if all links have capacity
O(n log n) then the demand can be routed with maximum
link congestion bounded away from 1. This is optimal since,
by simple counting considerations, most of the n2 pairs have
hop distance Ω(log n). In a rather strong sense, expander
graphs enable excellent resource allocation, since with a linear number of links they support routing with optimal congestion. Note that in arbitrary graphs routing one unit of
traﬃc between every pair of nodes may result in congestion
as bad as Ω(n2 ). For example, in a complete binary tree
each link incident to the root needs to carry ﬂow (n/2)2 . In
a tree grown with preferential connectivity there are links
incident to the highest degree node that need to carry ﬂow
3
Ω(n 2 ).
Admittedly, the known polynomial time algorithms that
achieve provably optimal performance (via LP-duality and
metric embeddings) are complex and involve non-integral
ﬂows [57, Chapter 21]. However, there are complementary results suggesting that near-optimal congestion (up to
poly log n factors) can also be achieved with integral short
paths and decentralized, on-line algorithms (e.g. see [23,
29].) Therefore, a constant expansion factor is thought of as
an “excellent promise” for routing. Random regular graphs
are long known to possess constant expansion [43, Chapter
5.6]. These, together with explicit constructions [36] have
found many applications in networks: [47, 48, 49] for nonblocking networks, [32] for parallel architectures, [33] for
circuit switching, [31] for peer-to-peer networks, to list just
a handful that span three decades. All these applications involve expanders as carefully constructed mathematical and
engineering artifacts.
The networking paradigm is shifting. Today’s open, distributed and dynamic networks are no longer artifacts that
we construct, but phenomena that we study. One of the
ﬁrst observed striking diﬀerences is in the distribution of
the degrees of the underlying network topologies: The degrees of the WWW [6, 12], the Internet at the level of Autonomous Systems [21] and at the router level [54], and several other examples [54], all follow heavy-tailed statistics,

often expressed as power-laws: The frequency of nodes with
degree d is proportional to d−ζ , for some constant ζ typically
between 2 and 3. At the same time, these remain sparse,
linear-size networks (the average degree is around 4 for Internet topologies and around 8 for the WWW.) The main
result of this paper is:
Power Law Random Graphs (PLRG) can support
routing of O(du dv ) units of flow between each
pair of vertices u and v with degrees
du and dv

respectively, with congestion O n log2 n . This
includes unit demand between all pairs of nodes
as a special case.
This is only a log n factor oﬀ from the congestion achieved
by linear size regular graphs with constant expansion. Thus
our result can be understood as follows. The skewed degree
distributions of PLRGs result in a hierarchical organization,
with nodes of (typically) high degree forming the “core” of
the network [53, 54, 26]. This is reminiscent of a tree-like
structure. Intuitively, we expect that links in the core carry
more ﬂow. Our result suggests that the bound O(n log2 n)
by which the ﬂow scales in the core of PLRGs is closer to
the bound O(n log n) of a robust ﬂat structure, such as an
expander, rather than the bound Ω(n1+ ) of a tree.
What is the implication of our result for real networks,
like the Internet, that are believed to be instantiations of
PLRGs? Even though our model is very simple to capture
the full complexity of real systems, we believe that it carries
a positive message. We view the moderate rate at which the
congestion grows and the established strong conductance as
an indication that, despite its decentralized uncoordinated
dynamic growth, the Internet preserves good resource allocation and load balancing properties and prevents extreme
fragilities and monopolies [56, 19, 58]. Admittedly, this is a
subjective statement, but we believe that it is a ﬁrm starting
point.
In summary, we have analyzed routing on PLRG’s under
the assumptions:
(a) All links have the same capacity.
(b) Demand O(du dv ) between all pairs of nodes (unit uniform demand is a special case.)
(c) The objective is to minimize maximum link congestion.
(d) Flows can be fractional and involve paths of arbitrary
length.
We made assumptions (a) and (b) due to lack of publicly
available information about link capacities and demand patterns. For practical purposes and for the worst case analysis
considered here, we believe that assumption (a) is not particularly restrictive. See the deﬁnition of conductance (4).
Intuitively, we expect that unbalance in link capacities will
favor links belonging to cuts for which |δ(S)|du is small.
u∈S
That only helps Φ.
We believe that assumption (b) is quite restrictive. In
particular, it does not capture popular sites that may have
low degree, but high demand. However, the notion of cut
sparsity can be deﬁned for arbitrary capacities and demands
and the general methodology of (1) and (2) carries over.
Thus the methodology of our work provides a starting point
to study more general demand patterns, once such patterns
become better characterized.

We believe that assumption (c) is not particularly restrictive, though this is also subjective. Assumption (c) essentially imposes worst case analysis. There are many other
performance metrics in computer science theory and networking, but worst case analysis is a reasonable place to
start.
Assumptions (c) and (d) imply that the objective is to
minimize the maximum link congestion. In many networks
of practical interest the objectives can be diﬀerent. For
example many protocols minimize the hop count for every
source-destination pair. We have experimentally measured
the congestion in power-law random graphs under shortesthop integral routing (in a set-up reminiscent of the Internet
at the level of Autonomous Systems.) Our measurements indicate that the congestion still increases like O(npoly log n).
A key technical ingredient in our proofs is to show that the
core of the PLRG has strong conductance properties. These
have further implications, most notably on the spectral gap
of the stochastic normalization of the adjacency matrix of
the core of the graph. Such spectral gaps have found in
the past many algorithmic applications [17, 52, 43, 57]. For
example, they imply reliability and fast cover times and hitting times —the latter are related to crawling and searching.
Thus, we believe that our bounds on conductance and spectral gap will be a useful tool in establishing further properties for Internet performance. (Similar bounds have been
subsequently obtained for the model of growth with preferential attachment [40]). In passing, we also note that the
rather sharp bounds obtained in Corollary 3.4 are further
evidence that the spectrum of the stochastic normalization
of the adjacency matrix is an important metric for Internet
topologies (see also [21, 39, 26]).
The balance of the paper is as follows:
In Section 2 we discuss random graph models for graphs
with skewed degrees, including Internet topologies, and formalize the random model that is suitable for our study.
In Section 3 we give a theoretical argument based on conductance and along the lines of (3) and (4) that shows that
maximum link congestion is O(n log2 n). This section contains the conductance and eigenvalue separation proofs. The
analytical argument applies to random graphs under certain
model restrictions. We view these restrictions as mild, but
certainly, in a strict sense, they do not include the whole
class of power-law random graphs. More importantly, by invoking approximation algorithms for multicommodity ﬂows,
they involve non-integral ﬂows and centralized routing along
paths that are not necessarily short.
In Section 4 we validate the O(npoly log n) congestion
bound experimentally, for integral routing along shortest
paths using as graphs real and synthetic Internet topologies.
We further compare the congestion of Internet and Internetlike topologies to trees and 3-regular expanders. These are
worst-case and best-case sparse random graphs with respect
to congestion. The congestion in real and synthetic Internet
topologies appears to scale in a way much closer to that of
expanders than trees.
Summary and open problems are in Section 5.

2. STRUCTURAL MODELS FOR GRAPHS
WITH SKEWED DEGREE SEQUENCES
Random graph models producing graphs with skewed degree sequences fall into two general categories: evolutionary

and structural. Evolutionary models identify growth primitives giving rise to skewed degree distributions. These primitives can be microscopic, such as multiobjective optimization [20, 5], and macroscopic, such as statistical preferential
connectivity [6, 18, 37, 30]. The advantage of microscopic
evolutionary models is that they may capture additional network semantics. Their disadvantage is that they are hard
to simulate and notoriously hard to analyze (e.g. see [20].)
This is due to the detailed optimization problems solved in
each step, and the dependencies between steps; dependencies pose the biggest hurdle in probabilistic arguments. The
advantage of macroscopic evolutionary models is that they
are easy to simulate. Their disadvantage is that they are also
quite diﬃcult to analyze, due, again, to the dependencies between steps (e.g. see [11].) Structural models start with a
given skewed degree distribution, perhaps a power-law predicting the degrees of a real network [1, 27], and interpolate a
graph that matches the degree sequence (exactly or approximately) and satisﬁes certain other randomness properties
[27, 3, 55, 25]. A big advantage of such structural models
is their amenability to analytical treatment. By taking the
degree sequence as a granted, most of the dependencies arising in the analysis of evolutionary models can be removed
[3, 16, 39]. This has been also noted by mathematicians
who have known several robustness properties in structural
random graph models for some time [9, 41, 42], though the
term used there is configurational. In addition, structural
models have been found good ﬁts for Internet topologies
[54]. Therefore, in this paper where we attempt analytical
justiﬁcations, we will use a structural model similar to the
one in [3].
Let d = (d1 , d2 , . . . , dn ) be a sequence of integers. The
structural or conﬁgurational methodgenerates a random
graph as follows. First consider D = n
i=1 di mini-vertices;
think of mini-vertices as lying in n clusters of size di , 1 ≤ i ≤
n. Then construct a random perfect matching among the
mini-vertices and generate a graph on the n original vertices
as suggested by this perfect matching in the natural way:
two vertices are connected with an edge if and only if at
least one edge of the random perfect matching was connecting mini-vertices of their corresponding clusters [9, 4]. This
is an uncapacited graph. Alternatively, we may generate a
capacitated graph by assigning capacity ce between vertices
u and v proportional to the number of edges between the
clusters of du and dv mini-vertices corresponding to u and v.
Note that this is a general random graph model. It makes
no assumptions on the starting sequence of integers.
A power-law random graph (PLRG) is an uncapacitated
graph generated according to the structural method for a
degree sequence obtained by sampling from a power-law distribution. In [4] it was shown mathematically that a PLRG
consists of more than one connected components, almost
surely, though it has a giant connected component, almost
surely. Necessary and suﬃcient conditions under which a
general degree sequence results in a connected graph in the
structural model were obtained in [41, 42]. From the technical perspective, notice that it might be hard to argue about
expansion on a random graph model that is not even connected. The intuition is that, what causes small isolated
connected components in the entire graph, may cause small
sets with bad expansion inside the giant component.
In [54] it was argued experimentally that the giant component of a PLRG matches several characteristics of real

complex networks, and hence is a good candidate for generating synthetic Internet topologies. However, one notable
discrepancy between PLRGs and topologies of real communications networks is that in real networks nodes of very
small degree (customers) are much more likely to be connected to nodes of large degree (providers). This has been
measured in [14, 44] and has been formalized in [44].
We will use a technical modiﬁcation of PLRG that ensures
connectivity, almost surely, and always connects nodes of degree 1 and 2 to nodes of degree greater than 3. In practice,
we will construct a modiﬁed PLRG as follows. For a degree
sequence d = (d1 , d2 , . . . , dn ), we ﬁrst consider a connected
graph that satisﬁes the degree sequence exactly and is reminiscent of some Internet topology. For example, we may consider the graph generated by Inet [27], any connected graph
that satisﬁes the degree sequence and some further randomness criterion [54, 7], or a Markov chain Monte Carlo simulation approach [25]. We perform iterated pruning of vertices
of degrees 1 and 2, until we are left with a graph whose smallest degree is 3. (The signiﬁcance of “3” is that this is the
smallest constant for which random graphs are connected
expanders; for example, random 3-regular graphs are almost
surely connected expanders, while random 2-regular graphs
are almost surely disjoint cycles.) Let δ = (δ1 , δ2 , . . . , δn )
be the degree sequence of the graph after the pruning. We
consider a PLRG generated for the non-zero degree vertices
of δ; we call this PLRG a core. Note that cores can be
parameterized according to the smallest degree vertex that
they contain; this natural notion has been repeatedly observed whenever iterated pruning has been considered (e.g.
see [13].) Finally, we attach the pruned vertices with their
original degrees in a preferential fashion. This can be done
as follows. For each vertex u in the core consider du − δu
mini-vertices. Let U be the set of mini-vertices arising from
vertices in the core. For each pruned vertex v consider dv
mini-vertices. Let V be the set of mini-vertices arising from
pruned vertices. We may now construct a random maximum
matching between U and V and connect u to v if and only
if some mini-vertex arising from u was connected to some
mini-vertex arising from v.
Ideally, the modiﬁed PLRG model described above can
become completely formal, once the degrees δ of pruned Internet topologies are characterized. We have measured these
degrees in a method similar to [21] and have found them to
also obey well characterizable heavy tailed statistics (this is
not surprising, neither intuitively nor analytically.) In this
write-up we refrain from further descriptions of these tedious
but straightforward measurements, in particular, because
they are not necessary for the analytic argument. Indeed,
the analytic argument holds for any sequence of integers
d = (d1 , d2 , . . . , dn ) with
D=

n


1

di = O(n) and max{di , 1 ≤ i ≤ n} = O(n 2 ) (5)

i=1

and any sequence δ = (δ1 , δ2 , . . . , δn ) with
δi
di
{δi : δi > 0}|
δi


i:δi =0

≤
≤
=
=

d
i

i:δi =0

Ω(n)
Ω(di )

di − δi

∀i
(6)
∀i : δi > 0

Conditions (6) are straightforward. They say that there are
enough degrees in the core to absorb the non-core vertices,

that the core is a constant fraction of the entire network and
that the degree of each vertex inside the core is proportional
to its degree in the entire network.
Conditions (5) say that the network is sparse and that the
1
maximum degree is O(n 2 ). We justify the latter by pointing
out that it is true in the evolutionary model of growth with
preferential connectivity and the structural PLRG. For the
evolutionary model it was proved in [10]. For the structural
model it can be veriﬁed as follows. Consider any degree
sequence produced by n independent samples drawn from a
power law distribution with Pr[di = d]  d−ζ , 2 < ζ < 3.
The probability that any drawn sample has value greater
than Ω(n ) is O(n−ζ ). Thus the probability that all drawn
samples are smaller than O(n ) is O(n1−ζ ) = o(1), for  >
1
. Since 2 < ζ < 3,  = 12 suﬃces.
ζ

3.

THEORETICAL SUPPORT: THE CONDUCTANCE ARGUMENT

Theorem 3.1. Let d and δ be sequences of integers satisfying (5) and (6). Suppose that all links have unit capacity. Then, there exists a way to route demand O(du dv )
between all pairs of nodes u and v such that all links have
flow O(n log 2 n). Moreover, the routing can be computed in
polynomial time.
Proof. Every node that does not belong to the core, that
is where δu = 0, will transfer its demand uniformly to the
core vertices to which it is attached. Because of (6), this
imposes demand O(δu δv ) between all pairs of vertices in the
core.
To argue about the routing of the demand in the core we
may start from (2). In particular, where V  is the set of
vertices belonging to the core (V  = {u ∈ V : δu > 0}), the
cut sparsity in the core is:


c(S)
c(S)

≥ Ω minS⊂V  
minS⊂V  dem(S)
δu
δv
u∈S
v∈
S̄


c(S)
≥ Ω minS⊂V  ,vol(S)≤vol(S̄) Ω(n) 
du
=

Φ
Ω(n)

u∈S

.

From Lemma 3.3, for the core, we have Φ = Ω(1/ log n).
Thus the cut sparsity in the core is Ω(1/n log n). Now (1)
implies that there is a routing of all the demands with maximum link ﬂow O(n log2 n).
We proceed to establish conductance for the core. This is
done in Lemma 3.3. The main technical step in in Lemma 3.2
that follows.
Lemma 3.2. [ Main Lemma.] Let d = d1 ≥ d2 ≥ . . . ≥ dn
be a sequence of integers with
dn ≥ dmin = 3

and

D=

n


di = O(n) .

i=1

Let G(V, E, W ) be a graph with capacities generated according to the structural random graph model of Section 2. The
conductance of G(V, E, W ) is
Φ(G) =

min

S⊂V,vol(S)≤D/2

with probability 1 − o(1).

c(S)
≥ Ω(1) ,
vol(S)

Proof. For a positive constant α, we say that a set of
vertices S with k = vol(S) ≤ D/2 is Bad if
c(S)
< αn .
vol(S)
We will show that there exists a positive constant α such
that
Pr[∃ BadS] ≤ o(1) .

(7)

The left hand side of (7) is


D/2

Pr[∃ BadS, vol(S) = k] .

(8)

k=dmin



min
Let us ﬁx k in the above range. There are at most D/d
k/dmin
sets of vertices in G that have volume k. This is because
every such set arises from a set of mini-vertices such that
the total number of minivertices is k and, for each cluster,
either all or none of the mini-vertices of the cluster are included. Since the minimum cluster size is dmin , the number
of possibilities is maximized if all clusters were of size dmin .
We hence need to bound


D/2

D/dmin
Pr[a ﬁxed set S, vol(S) = k, is Bad] .
k/dmin
k=dmin

(9)
We analyze the probabilities that appear in the terms of
the above summation. We may now assume that the set
S is ﬁxed. Let A denote the set of the k mini-vertices
corresponding to S. Let Ā denote the set of the (D − k)
mini-vertices corresponding to S̄. Let BA ⊂ A be the set
of mini-vertices in A that were matched to mini-vertices in
Ā. Let BĀ ⊂ Ā be the set of mini-vertices in Ā that were
matched to mini-vertices in A. In order for S to be Bad, the
cardinality |BA | = |BĀ | is at most αk. Foreach
 cardinality
k
ways to ﬁx
in the range 0 to αk, there are at most αk


ways
to ﬁx the
the mini-vertices in BA and at most D−k
αk
mini-vertices in BĀ . We may now assume that the sets BA
and BĀ are ﬁxed. We need to analyze the probability that
the random perfect matching on the mini-vertices matched
all mini-vertices in A \ BA inside A \ BA , all mini-vertices
in Ā \ BĀ inside Ā \ BĀ , and all vertices in BA ∪ BĀ inside
BA ∪ BĀ . The above probability can be expressed in terms
of the total number of perfect matchings on n vertices. Let
be the number of perfect matchings on n
f (n) = 2n/2 n!
·(n/2)!
vertices. We may now write
Pr[a ﬁxed set S, vol(S) = k, is Bad]
≤
 k  D−k f (2αk) f (k−αk) f (D−k−αk)
αk αk
αk
f (D)

(10)

We proceed with calculations. We bound each term of (10)
separately. We will repeatedly use the following bounds
which follow from Stirling’s approximation [9, p.4]. There
are positive constants c1 and c2 such that,
n

c1 nn+1/2 e−n < n! < c2 nn+1/2 e−n .
n!
m! (n−m)!

(11)

and (11), for some constant c3 , we
Using m =
can bound


1/dmin

DD
D/dmin
.
(12)
< c3
k/dmin
kk (D − k)D−k

n
Using the inequality m
≤ (n e/m)m , we bound
 

 e 2αk D − k αk
k
D−k
≤
α
k
αk
αk

both these quantities by o(1/D).

By substituting the values of f and using (11), for some
constant c4 , we can bound
αk
αk

f (αk) f (k−αk) f (D−k−αk)
f (D)

(2αk)!

2αk (ak)!

(k−αk)!

D−(1+α)k
2

D−(1+α)k
2


!

2D/2 (D/2)!
D!

D−(1+α)k
2

D−(1+α)k
2
(D−(1+α)k)

c4 αk (2α)αk

βα
2γ

D
2

D/2

1
D

≤o

3
+ 2 log2 e − log2 α
2

β α < 2γ ⇒ α
<

2
(αk)2αk (k(1−α))k(1−α) 2k(1−α)/2 21/2
(αk)αk
(k(1−α))k(1−α)/2

(D−(1+α)k)D−(1+α)k 2

G(D/2) = c7
for constant c7 and

·

2αk 1/2

c3 αk 2

1
D

1
≤o
D3dmin γ

for constant c6 and 3dmin γ > 1 which implies α ≤ α2 (dmin ).

=

2k(1−α)/2 (k(1−α)/2)!

(D−(1+α)k)!


2

G(3dmin ) = c6

(13)

·

D D/2
D D 2D/2

kk(1+α)/2 (D−k)(D−k−αk)/2
D D/2

<
.

1
1
.
−
2
dmin

The left side of the inequality is a monotonically increasing
function of α in the range (0, 1]. A suﬃcient condition for
the inequality to hold gives the third condition for α: α <
α3 (dmin ) (α < 0.0175 for dmin = 3 suﬃces).
For k in the range dmin to 3dmin , there are a constant
numbers of terms of (17). It can be seen that each one of
these terms is o(1).
Thus:
3dmin −1



D/2

(14)
Now combining (12), (13) and (14) we get that, for some
constant c5 ,
D/d   k  D−k
f (D−k−αk)
min
αk f (αk) f (k−αk)
αk
αk
k/dmin
f (D)
<
(15)

αk 2αk 
e
k k((1−α)/2−1/dmin )
c5 αk 2 ααk
D

<

G(k)

=

k=dmin





D/2

G(k) +

k=dmin

G(k)

k=3dmin

≤ o(1) + D · o(1/D)
= o(1)
This completes the proof of (7) by using (9), (15) and the
deﬁnition of G(k) (17).

Deﬁne
β=

1−α
1
2e2
and γ =
−
.
α
2
dmin

(16)

Deﬁne
G (k) = c5 αk β αk

k
D

γk

.

(17)

D/2

G (k)

Note that a necessary condition for the sum to be bounded
is that the terms G(k) become vanishing, which, by (17),
2
requires γ > 0, which, by (16) implies dmin > 1−α
⇒ dmin ≥
2
3 and α ≤ α1 (dmin ) = 1 − dmin .
The ﬁrst derivative of G(k) is
1
k
+ α ln β + γ ln
+ γ G(k)
k
D

The second derivative of G(k) is

d G(k)
d2 G(k)
1
γ
= − 2 + +
d k2
k
k
dk

dn ≥ 3

and

D=

n


di = O(n) .

(20)

Let G(V, E, W ) be a graph with capacities generated according to the random graph model of Section 2. Let G(V, E)
be the corresponding uncapacitated random graph. The conductance of G(V, E) is
Φ(G) ≥ Ω(1/ log n) ,

k=dmin

d G(k)
=
dk

1

d1 = O(n 2 ),

i=1

Using (10), (15), (16) and (17), we can bound the quantity
in (9) by


Lemma 3.3. Let d = d1 ≥ d2 ≥ . . . ≥ dn be a sequence of
integers with

2

(18)


G(k)

(19)

The ﬁrst derivative is negative for k = 3dmin and suﬃciently large D. The second derivative is positive for k ≥
8
. Notice that dmin ≥ 3
3dmin and α ≤ α2 (dmin ) = 1 − 3dmin
guarantees that α is positive. Thus G(k) attains its maximum either at G(3dmin ) or at G(D/2). We wish to bound

with probability 1 − o(1).
Proof. In Lemma 3.2 we showed conductance Ω(1) for
the capacitated G(V, E, W ). Therefore it suﬃces to show
that no link will have capacity more than O(log n), almost
surely. In turn, it suﬃces to bound the probability that the
link between vertices u and v of degrees d1 and d2 respectively have capacity more than O(log n). We will bound this
probability by o(1/n2 ). This probability is maximized when
1
d1 = d2 = Θ(n 2 ).
Let u1 , . . ., ud1 be the mini-vertices corresponding to u.
Let Yui , 1 ≤ i ≤ d1 , be 1 if ui is connected to a mini-vertex
corresponding to the cluster of minivertices of v and
 10 othY ui .
erwise. We are interested in the capacity Y = √ di=1
This can be bounded by the sum X of d1 = Θ( n) independent Bernoulli
√ trials, each one with probability of success
d1
=
Θ(1/
n). The expectation µ = E[X] = Θ(1).
D−d1

Using the standard tail equality (Chernoﬀ bound) is [9,
p.12]:
2

Pr[X > µ + t] < e

t
− 2(µ+t/3)

we get
Pr[Y > Ω(log n)] = o(1/n2 ) .

Corollary 3.4. Let G(V, E) be a random graph as in
Lemma 3.3. Let A be the adjacency matrix of G. Consider
a stochastic matrix P corresponding to a random walk G.
The spectrum of P is in [−1, 1], with the largest eigenvalue
λ1 = 1. Let λ2 be the second largest eigenvalue. Then,
1−Ω

1
log n

< λ2 < 1 − Ω

1
log2 n

.

Proof. Follows from the known inequalities (e.g. see [52,
p.53])
1 − 2Φ < λ2 < 1 −

Φ2
2

and Lemma 3.2.

4.

EVALUATION

4.1 Methodology
In the previous sections we proved congestion properties for
routing involving non-integral ﬂows over paths of arbitrary
length. In this section, we strive to experimentally verify that the basic conclusions hold even under shortest-hop
routing involving integral ﬂows.
A canonical example of particular interest is Internet routing at the level of Autonomous Systems (AS). The routing
protocol at the AS level is the Border Gateway Protocol
(BGP) [51]. This protocol ﬁlters all paths that do not satisfy
certain policy constraints and among the remaining ones, it
picks paths with minimum hop distance. The policy constraints can be arbitrarily complex, but at minimum they
are set in such a way to prevent transit traﬃc [24]. Network owners are willing to route traﬃc that originates or
terminates in their own network or in the networks of their
(paying) customers. They do not allow traﬃc arriving from
one of their (non-paying) peers to be forwarded to another
peer, since this wastes network resources without generating
revenues.
We model two routing schemes. The ﬁrst one is ShortestHop Routing. This scheme routes along paths with minimum
hop (AS) distance. In case of multiple minimum hop paths,
we pick one of them at random. The second is Shortest-Hop
Routing with Policies, which is an extension of the previous scheme without transit traﬃc. The ﬁrst scheme can be
applied to all topologies. The second scheme can be used
only when information about the type of the links is available, which is the case for the real topologies and not for the
synthetic ones.
As in the theoretical analysis, we have assumed that there
is one unit of demand between any two ASes, which is routed
over a single shortest paths. For each link we compute the

number of paths going through that link (link congestion),
and we examine the maximum number over all links (congestion). We also examine the proﬁle of these values. We
study how the maximum link congestion evolves as the size
of the network increases and how the rate of increase compares to two baseline models. The ﬁrst baseline model is the
family of 3-regular expanders. Graphs of this type have congestion O(n log n). The second baseline model is the family
of trees grown with preferential connectivity. These graphs
have congestion Ω(n3/2 ). To see this, we use the fact that
such trees have a node of degree Ω(n1/2 ) [10]. Let u be this
node. Let v be a neighbor of u such that the subtree rooted
at v has Ω(n1/2 ). Let K be this subtree. If |K| < n2 , then
the complement of K has at least n/2 nodes. Thus, the link
(u, v) carries ﬂow n1/2 n2 . If |K| ≥ n2 , then the link (u, v)
must carry ﬂow between K and the neighbors of u outside
K. This is n2 (n1/2 − 1). We ﬁnd qualitatively that the congestion of the AS topology is closer to 3-regular expanders
than trees grown with preferential connectivity.
In Section 4.2 we discuss the data used. In Section 4.3
we discuss the evolution of congestion with time. Further
observations are in Section 4.4.

4.2 Data Used
We have used AS topology data from two sources. The ﬁrst
source is [2]. In addition to the topology, [2] classiﬁes links
as customer-provider, or peer-to-peer. This classiﬁcation is
important for policy routing. We have data from [2] for the
years 2001 and 2002.
The second set of data is [22]. Though this set is far less
complete, it has the advantage that it spans the time period
of 1997 to 2001. [22] does not contain information about the
relationships between the ASes. We have used the algorithm
of [24] to infer AS relationships.
Using these data to derive conclusive results raises two
issues. First, we have no way of knowing how complete the
measurements are. Second, in order to study the evolution of
the Internet from 1997 to 2002, we had to rely on data from
two diﬀerent sources which have diﬀerent levels of accuracy
[14]. Thus, the data are not directly comparable and we can
observe minor irregularities in the results. Nevertheless, we
believe that the trends we observe are correct.
To study the evolution of the Internet in the future we
need to experiment with topologies that are larger than the
current Internet. We use the modiﬁed structural random
graph model described in Section 2 to generate Internetlike topologies for large sizes with degree sequences obtained
from Inet [27].
Note that there is an alternative representation of the Internet at the level of routers. The resulting graph contains
much more detailed connectivity information. Even though
the AS graph is a less detailed representation of the Internet
than the router-level graph, it has three main advantages.
First, it is smaller and thus amenable to processing. Second,
detailed data for the AS topology are collected since 1997
[22]. No router level data that span that many years exist. Third, bottlenecks in the Internet are usually either at
the access links, or at the connections between ASes (on the
contrary, links inside the ASes are usually overprovisioned)
[45].
The construction of trees with preferential connectivity
and 3-regular expanders is straightforward. Our 3-regular
expanders of size n are random graphs with n nodes, where

Table 1: Congestion of the AS topology
Nodes

Links

Shortest Hop

1997
1998
1999
2000
2001
2002

3055
4341
6209
9318
10915
13155

5238
7949
12206
18272
23757
28317

559653
681067
1051782
1754897
5523085
9096654

Shortest Hop
with Policies
1213810
2184841
3914276
8376841
7533275
11361893

Note: Maximum congestion over all links for diﬀerent instances of
the AS topology, assuming min-hop routing and min-hop routing
with policies.

each node has degree 3 (technically this is achieved by superpositioning three random perfect matchings.)
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14

4.4 Congestion Fingerprints
Next, we examine in more detail the characteristics of the
link congestion for all links. Consider all the links of the
graph sorted according to their congestion in increasing order. We call the resulting proﬁle the congestion fingerprint
of the graph.
The congestion ﬁngerprint of the AS topology is drawn in

PLRG
O(n*log2n)
O(n*log2.6n)

10

8

6

4

4.3 Evolution of Congestion with Time
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Figure 1: Congestion for PLRG topologies.
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Level of Congestion

First, we examine the evolution of the maximum link congestion over all links for the AS topology. The results for
various snapshots of the Internet topology are given in Table 1. The number of nodes increased by a factor of 4.3
between 1997 and 2002. The congestion increased by a factor of 13.36 and 9.36 for graphs with shortest hop routing
without and with policies respectively. These results agree
qualitatively with Section 3, which argues that congestion
increases as a function of n·poly log n, where n is the number
of nodes.
The transition from year 2000 to 2001 in Table 1 may
come as an anomaly since the congestion for shortest hop
routing with policies decreased. We believe that this is due
to the fact that we used data collected from diﬀerent sources.
To study the evolution of the congestion as the size of the
network increases, we need to experiment with graphs that
have a wider range in sizes. We have used the Inet generator
 We used the Markovto get an initial degree sequence d.
Chain method to get a random graph for d [25]. We used
the method of Section 2 to get a degree sequence δ for the
core. We used the modiﬁed PLRG model of Section 2 to
get the ﬁnal topology Figure 1 gives the maximum link congestion for graphs of size 3037, 5000, 7000, . . ., 23000. The
observation for this ﬁgure is the shape of the curve. The
values of the congestion
are bounded from above and be
low by O n · log2.6 n and O n · log2 n respectively. These
bounds were not designed to be tight, but to illustrate that
congestion
in Internet-like
topologies grows as a function


of O n · logk n for a small value of k. The observations
remain the same if we use the output of Inet, or the unmodiﬁed PLRG.
How does the congestion of synthetic PLRG compares to
that of 3-regular expanders and trees? We give this comparison in Figure 2. The modiﬁed PLRG model appears
to behave much closer to the 3-regular expander than the
tree. The evolution of congestion for 3-regular expanders
and trees are given in Figures 3 and 4 respectively.
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Figure 2: Comparison of congestion between synthetic PLRGs, 3-regular expanders and trees grown
with preferential connectivity.

Table 2: Degrees of endpoints for the ten most congested links.
Congestion
9096654
4223943
3704681
3267646
2742594
2481002
2188507
1714812
1682390
1681173

5

3

x 10

O(n)
O(n*logn)
O(n*log1.2n)
3−Reg−Exp

Level of Congestion

2.5

2

1.5

Degree 1
2640
2640
2640
2640
2640
2640
2640
586
2640
2640

Degree 2
625
1530
586
795
159
140
837
1530
330
191

Results for a topology of 13155 nodes using integral shortest hop
routing without policies.

1
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Figure 3: Congestion for 3-regular expanders.
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12
10

Figure 5. The ﬁngerprint is given for various snapshots of
the Internet and for the routing with and without policies.
Below, we discuss some further observations.
The most congested links have always one endpoint (and
very often both) of high degree (see Table 2.) Nodes with
high degrees correspond to big providers. Thus, congestion
appears around the core.
The diﬀerence between the most congested links and the
average congestion over all links is 2-3 orders of magnitude.
The diﬀerence between the most congested links and the
least congested ones is 7 orders of magnitude. Observe that
the maximum possible diﬀerence is bounded above by n2 ,
which is less than 2108 for graphs with n < 14K.
Around 10% of the links are heavily congested. These
are the peaks of Figure 5. In this sense, our paper can be
understood as quantifying O (n · poly log n) as the growth
rate of the “peak.”
Both ﬁngerprints show the same trends. This means that
the use of policy routing does not give extra information for
our purposes. Thus, we believe that the analysis of nonpolicy routing in the synthetic topologies approximates well
routing with policies for our purposes.
Using the degree sequences of real topologies, we generated synthetic topologies using the PLRG and the modiﬁed
PLRG. The congestion ﬁngerprints of the generated graphs
are qualitatively similar to the real topologies and very different of that of expanders (see Figures 6 and 7.)
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5. SUMMARY
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Figure 4: Congestion for tree grown with preferential connectivity.

In this paper we studied the impact of the Internet topology
on the performance of basic communications tasks, such as
routing with low congestion. We particularly focused on the
issue of scaling. We proposed to use the theory of approximation algorithms for maximum multicommodity ﬂow to
bound congestion [57].
For power law random graphs we showed congestion scaling as O(n log2 n), where n is the number of nodes, under
uniform capacity and demand. This is near-optimal and
places power law random graphs much closer to expander
graphs than trees. Power law random graphs are believed
to be good models for Internet topologies.
Using our methodology to establish results for more general capacity and demand patterns is an interesting open
problem.
The above results concern non-integral routing along paths
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Figure 5: Congestion Fingerprint: Congestion of all links for various snapshots of the AS topology assuming
min-hop routing (left) and min-hop routing with policies (right). Links are sorted from the least congested
to the most. Observe the log scale in the vertical axis. We have stretched the curves horizontally to be
comparable in size. This is important since diﬀerent topologies have diﬀerent number of edges.
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Figure 6: Congestion ﬁngerprint for PLRG.

Figure 7: Congestion ﬁngerprints of the 3-regular
expander topologies (vertical axis in log scale.)
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Figure 8: Eigenvalues of the Internet topology: The
biggest eigenvalues of the stochastic matrix arising
from the Internet at the AS level, for both the core
and the entire topology [25]. Note the gap between
the ﬁrst and second eigenvalue in the core of the
topology and see Corollary 3.4.
of arbitrary length. We gave experimental evidence that the
results hold even for routing along integral shortest paths.
We use data from the Internet at the level of Autonomous
Systems (AS). This level implements the BGP routing protocol.
The key ingredient of our technical argument establishes
strong conductance properties in the core of Power-Law Random Graphs. The bound of conductance is of independent
interest. In particular, it implies strong bounds on the second eigenvalue of the stochastic normalization of the adjacency matrix. This also agrees with experimental ﬁndings,
see Figure 8. Such spectral gaps have wide implications in
algorithms and stochastic processes [17, 52, 43]. Exploring further implications for the Internet performance is an
interesting open problem.
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