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Why is Privacy a Concern?

• Trust: If people feel uncomfortable with the availability of data they 
feel pertains to them, they will try to withdraw the data. 

• Legal barriers: Privacy rights are often enshrined in law, through 
contracts, IRB agreements, public policy.

• Direct harm via privacy violations (real and perceived).



Safeguarding Privacy

• Prescriptive: Best Practices and Guidelines for Privacy Respecting Data 
Sharing Practices. Assertion: This is not the complete picture.

• Other side of the coin 1: Facilitating the legal and safe sharing of data that 
data owners would like to share.

➡ Privacy and confidentiality as driven by subjects’ preferences.

• Other side of the coin 2: Understanding open data, implied transparency 
in methods and provenance.

➡ Privacy and confidentiality as driven by access to methods.



Other Side of the Coin 1: In Practice

• Best Practice templates for data sharing under different 
circumstances, and incorporation of additional exceptions for those 
who wish to enable increased sharing.

• Example 1: Consent to Research

• Example 2:  The DataVerse Network 



Consent to Research

• An effort to provide legal means for patients to consent to their 
data being used for research.

• Founded by John Wilbanks http://weconsent.us/

➡ Some patients would like their data used more widely than the 
default. Consent to Research reflects the “empowerment” view of 
data sharing.

http://weconsent.us
http://weconsent.us


The DataVerse Network

• Stodden, “Data Sharing in Social Science Repositories: Facilitating 
Reproducible Computational Research” NIPS 2010

• 30,090 data uploads, 4 terms of use pre-specified fields (special 
permissions, citation requirements, conditions of use, restrictions on 
use), authors added 20 others.

http://www.stanford.edu/~vcs/papers/nips2010Stodden12062010.pdf
http://www.stanford.edu/~vcs/papers/nips2010Stodden12062010.pdf
http://www.stanford.edu/~vcs/papers/nips2010Stodden12062010.pdf
http://www.stanford.edu/~vcs/papers/nips2010Stodden12062010.pdf


Other Side of the Coin 2: In Practice

• Example: Personal genome sequencing companies often provide 
(vastly different) interpretations of the data. Interpretation requires 
knowing what was done, which undergirds informed privacy 
decision making on the part of the data owner.

➡ Open data is most useful with provenance, and access to the 
methods and code that generated the dataset/statistics being 
shared.



Reproducible Research Standard

• A suite of license recommendations for computational science:

• Release media components (text, figures) under CC BY,

• Release code components under Modified BSD or similar,

• Release data to public domain or attach attribution license.

➡  Remove copyright’s barrier to reproducible research and,

➡  Realign the IP framework with longstanding scientific norms.

The Reproducible Research Standard (RRS) (Stodden, 2009)

Winner of the Access to Knowledge Kaltura Award 2008



Copyright and Data

• Copyright adheres to raw facts in Europe.

• In the US raw facts are not copyrightable, but the original “selection and 
arrangement” of these facts is copyrightable. (Feist Publns Inc. v. Rural 
Tel. Serv. Co., 499 U.S. 340 (1991)). 

➡ the possibility of a residual copyright in data (attribution licensing or 
public domain certification). 

➡ Law doesn’t match reality on the ground:  What constitutes a “raw” 
fact anyway?



Conclusion

1. Owner-centered view of privacy, enabling custom sharing agreements.

2. Privacy implications without code and methods disclosure.

3. Third party and public policy ramifications: Congressional 
investigations recently launched into private data suppliers; open 
genome sequence sharing; etc.

Appendix 1: Open Data from Federal Policy
Appendix 2: Open Data from Journal Policy

http://www.nytimes.com/2012/07/25/technology/congress-opens-inquiry-into-data-brokers.html
http://www.nytimes.com/2012/07/25/technology/congress-opens-inquiry-into-data-brokers.html
http://www.nytimes.com/2012/07/25/technology/congress-opens-inquiry-into-data-brokers.html
http://www.nytimes.com/2012/07/25/technology/congress-opens-inquiry-into-data-brokers.html


Appendix 1: Open Data from 
Federal Policy

• NSF, NIH grant and application requirements,

• Congress: “America COMPETES Reauthorization,” and Whitehouse 
RFIs.



Funding Agency Policy

• NSF grant guidelines: “NSF ... expects investigators to share with other 
researchers, at no more than incremental cost and within a reasonable time, 
the data, samples, physical collections and other supporting materials created 
or gathered in the course of the work. It also encourages grantees to share 
software and inventions or otherwise act to make the innovations they 
embody widely useful and usable.” (2005 and earlier)

• NSF peer-reviewed Data Management Plan (DMP), January 2011.

• NIH (2003): “The NIH endorses the sharing of final research data to serve 
these and other important scientific goals.  The NIH expects and supports the 
timely release and sharing of final research data from NIH-supported studies 
for use by other researchers.” (>$500,000, include data sharing plan)



Congress:  America COMPETES
• America COMPETES Re-authorization (2011):

• § 103: Interagency Public Access Committee:

“coordinate Federal science agency research and policies related to the 
dissemination and long-term stewardship of the results of unclassified 
research, including digital data and peer-reviewed scholarly publications, 
supported wholly, or in part, by funding from the Federal science 
agencies.” (emphasis added)

• § 104: Federal Scientific Collections: OSTP “shall develop policies for the 
management and use of Federal scientific collections to improve the quality, 
organization, access, including online access, and long-term preservation of such 
collections for the benefit of the scientific enterprise.” (emphasis added)



Whitehouse RFIs

‣ “Public Access to Peer-Reviewed Scholarly Publications Resulting From 
Federally Funded Research”

‣ “Public Access to Digital Data Resulting From Federally Funded 
Scientific Research”

Comments were due January 12, 2012.

President Obama’s first executive memorandum stressed transparency 
in government, ie. http://data.gov

https://www.federalregister.gov/articles/2011/11/04/2011-28623/request-for-information-public-access-to-peer-reviewed-scholarly-publications-resulting-from
https://www.federalregister.gov/articles/2011/11/04/2011-28623/request-for-information-public-access-to-peer-reviewed-scholarly-publications-resulting-from
https://www.federalregister.gov/articles/2011/11/04/2011-28623/request-for-information-public-access-to-peer-reviewed-scholarly-publications-resulting-from
https://www.federalregister.gov/articles/2011/11/04/2011-28623/request-for-information-public-access-to-peer-reviewed-scholarly-publications-resulting-from
https://www.federalregister.gov/articles/2011/11/04/2011-28621/request-for-information-public-access-to-digital-data-resulting-from-federally-funded-scientific
https://www.federalregister.gov/articles/2011/11/04/2011-28621/request-for-information-public-access-to-digital-data-resulting-from-federally-funded-scientific
https://www.federalregister.gov/articles/2011/11/04/2011-28621/request-for-information-public-access-to-digital-data-resulting-from-federally-funded-scientific
https://www.federalregister.gov/articles/2011/11/04/2011-28621/request-for-information-public-access-to-digital-data-resulting-from-federally-funded-scientific


Computational Science Journals (Stodden and Guo, preliminary results)

Stated Policy, Summer 2011

Proportion requiring data 15%

Proportion requiring code 7%

Proportion requiring supplemental materials 9%

Proportion Open Access 58%

N=170; journals classified using Web of Science classifications (Mathematical
  & Computational Biology, Statistics & Probability, Multidisciplinary Science).

Appendix 2: Open Data from 
Journal Policy



Barriers to Journal Policy Making

• Standards for code and data sharing,

• Meta-data, archiving, re-use, documentation, sharing platforms, 

• Citation standards,

• Review, who checks replication, if anyone,

• Burdens on authors, especially less technical authors,

• Evolving, early research; affects decisions on when to publish,

• Business concerns, attracting the best papers.
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