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We live in a time with 
real work to be done…

Smart grids Story telling

Better 
healthcare
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Can we use the 
affordances of ML to help?
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1. Recognize a hidden 
ethics issue in ML with 
respect to protected 
demographics (and how 
to solve them)

2. Discuss ways to 
address them

Learning Goals
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Other learning goal: how not to show up in a negative 
piece on the internet



New	Concepts	from	philosophy	/	ethics
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• What is a Protected demographic?
• Distributive Harm vs Quality of Service Harm
• What is fairness?

• Philosophy of procedural vs distributive
• Different definitions of fairness



Part	0:	Review
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Machine	Learning
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Classification	Algorithms



The	Training	/	Testing	Paradigm
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Deployment

If your model passes 
testing…

Learn your 
parameters

Make sure that 
they work



argmax
y={0,1}

P (y|x)

[0, 1, 1, 0]

x

ŷ = 0

Making a prediction…

Classification	Algorithms



Logistic	Regression
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§ Logistic regression is trying to fit a line that separates data instances 
where y = 1 from those where y = 0

§ We call such data (or the functions generating the data) “linearly 
separable”

§ Naïve bayes is linear too as there is no interaction between different 
features.

Single	Logistic	Regression	is	a	“Linear	Classifier”	

✓Tx = 0

✓0x0 + ✓1x1 + · · ·+ ✓mxm = 0

x1

x2



A neuron

Your brain

x1
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x3
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Deep	Learning:	Logistic	Regression	Can	Be	Stacked

Actually, it’s probably someone else’s brain



Logistic	Regression	for	Image	Classification
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http://scs.ryerson.ca/~aharley/vis/conv/

http://scs.ryerson.ca/~aharley/vis/conv/


Part	1:	Framework	of	
Harm
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A	Value	System
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Quality	of	Service	Harms

20

Quality-of-service harms
Occur when a system does 
not work as well for one 
person as it does for 
another

Examples:
oGenerative Art
oFace Recognition
oDocument Search
oProduct 
Recommendation



Distributive	Harms
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Quality-of-service harms
Occur when a system does 
not work as well for one 
person as it does for 
another

Examples:
oGenerative Art
oFace Recognition
oDocument Search
oProduct 
Recommendation

Distributive harms 
Occur when AI systems 
extend or withhold 
opportunities, resources, 
or information

Examples:
uHiring
uLending
uSchool admissions



Existential	Harms?
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Quality-of-service harms
Occur when a system does 
not work as well for one 
person as it does for 
another

Examples:
oGenerative Art
oFace Recognition
oDocument Search
oProduct 
Recommendation

Distributive harms 
Occur when AI systems 
extend or withhold 
opportunities, resources, 
or information

Examples:
uHiring
uLending
uSchool admissions

Existential harms 
Maybe you will just break 
the whole damn thing

Examples:
uGenocide?
uDemocracy?
uClimate?
uAI Supremacy?



Sticky	Challenges
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How hard is it to reason about?
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Procedural 
harms

Existential 
harms



Part	2:	Detecting	
Hidden	Bias
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Every community has axis of discrimination –
framing goes beyond the US and beyond 

racism, sexism.

Is that a meta bias?

Warning: Many of the examples in this lecture 
come from the US. Much of ML fairness 

research has been done in the US (AFAIK)
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Theme	#1:	
Building	Responsible	Datasets
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How	is	training	data	
created	and	why	is	it	
often	biased?

29



Classify	the	Artist

30
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Classify	the	Artist

31

= Monetŷ Op. cite and Srinivasan & Uchino 2021 
dl.acm.org/doi/10.1145/3442188.3445869

In the training dataset 
there are few examples 
of money drawing red 
flowers
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Skin	lightening	&	feature	whitening	in	generative	art	

Images generated by AI Portrait Ars (now offline)
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Better	generative	art	is	possible	...	if	we	train	on	datasets	more	representative	
of	human	population	(but	not	of	the	European	art	archive)



Biases	in	Image		
Benchmarks	...	
A	very	brief	
history.
Tools used for 
benchmarks or 
calibration often are 
biased towards majority 
or dominant social 
groups. The “Shirley 
Card” film developers 
used as the test image 
original showed a white 
woman and only later 
included darker 
skintones.
(source: work of Sarah Lewis & Lorna Roth)

34
Shirley Card, 1944 Shirley Card, 1995
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Biases	in	
ImageNet
Imagenet is biased 
(in a neutral sense) 
towards texture ... 

37

Hendrycks et. al. 2020



Biases	in	
ImageNet
Imagenet is biased 
(in a neutral sense) 
towards texture ... 

38

Hendrycks et. al. 2020



§ Logistic regression is trying to fit a line that separates data instances 
where y = 1 from those where y = 0

§ We call such data (or the functions generating the data) “linearly 
separable”

§ Naïve bayes is linear too as there is no interaction between different 
features.

Recall	this	visualization	of	ML	prediction

✓Tx = 0

✓0x0 + ✓1x1 + · · ·+ ✓mxm = 0

x1

x2



Classification	of	the	minority	group	may	be	worse.

40



Classification	of	the	minority	group	may	be	worse.
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Classification	of	the	minority	group	may	be	worse	...	
even	with	“awareness”	or	“stereotyping.”

42



Biases	in	
ImageNet
... but the dataset 
also overrepresents
males, light-skinned 
people, and adults 
between the ages 
of 18 & 40.

43

Yang et. al 2020 
https://dl.acm.org/doi/10.1145/335109
5.3375709

Kärkkäinen & Joo 2019 
https://arxiv.org/pdf/1908.04913.pdf



Problem	1:			Undersampling &	Lack	of	Data
uFor both gender and race, the majority groups are often undersampled in 
image databases.

uMajority of images in some databases of faces are of white faces.

uFaces In The Wild database was 83.5% white and 77.5% male.
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Huge	Improvement	in	Face	Datasets	since	2014
Research	and	activism	by	Joy	Buolamwini,	Timnit Gebru,	and	many	
others	has	led	to	more	representative	datasets	already.

45
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Case Study



Algorithmic	Discrimination:	The	Case	of	St.	George’s	Hospital

2,500 
applicants to 
the medical 
school

Interview 
approx. 625 
(so ¾ are 
rejected)

Offer spots to 
approx. 425 
(so 70% of 
interviewees 
accepted)

47



Algorithmic	Discrimination:	The	Case	of	St.	George’s	Hospital

2,500 
applicants to 
the medical 
school

Interview 
approx. 625 
(so ¾ are 
rejected)

Offer spots to 
approx. 425 
(so 70% of 
interviewees 
accepted)
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In 1979, Vice Dean Dr. 
Geoffrey Franglen
finishes a classification 
algorithm to do the job



Timeline	of	a	Biased	Algorithm
1982: Dr. Franglen

argues that 90-
95% of 

classifications 
agree with the 

verdict of human 
assessors on the 
selection panel

1982: Algorithm 
trained on 

historical data 
from St. George’s 

screens all 
applications

Internal review 
questions why 
applicants are 

being weighted by 
factors like name 
and place of birth

1986: two St. 
George’s lecturers 
report findings to 
UK Commission 

for Racial Equality

Commission finds 
that name and 

place of birth are 
used to dock 

points from female 
and “Non-

Caucasian” 
applicants

49



Timeline	of	a	Biased	Algorithm
1982: Dr. Franglen

argues that 90-
95% of 

classifications 
agree with the 

verdict of human 
assessors on the 
selection panel

1982: Algorithm 
trained on 

historical data 
from St. George’s 

screens all 
applications

Internal review 
questions why 
applicants are 

being weighted by 
factors like name 
and place of birth

1986: two St. 
George’s lecturers 
report findings to 
UK Commission 

for Racial Equality

Commission finds 
that name and 

place of birth are 
used to dock 

points from female 
and “Non-

Caucasian” 
applicants
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This	biased	
result	was	
predictable

1.  Garbage In, Garbage Out. 
Previous admissions process was biased against 
female applicants and applicants of color.  Simply 
learning from the data will replicate and perpetuate 
the past bias.

2. Improper use of “Sensitive Features.”
Algorithm relied on data like name and place of birth 
that provide no information about the merit of the 
applicant and are highly correlated with sensitive 
categories like race and gender.  

3. Can be biased without intention to be evil
Even if you didn’t mean to make a biased algorithm, 
that doesn’t mean it isn’t biased.

Costs: At least 60 
people wrongly 
rejected each 
year.

51



Definitions	of	
Bias

Nissenbaum:  we will use “bias to refer to 
computer systems that systematically and 
unfairly discriminate against certain 
individuals or groups of individuals in favor 
of others. 
A system discriminates unfairly if it denies 
an opportunity or a good or if it assigns an 
undesirable outcome to an individual or 
group of individuals on grounds that are 
unreasonable or inappropriate”

52



Three	Formal	
Definitions	of	Fairness
Fairness	through	Unawareness
Fairness	through	Awareness:	Independence
Fairness	through	Awareness:	Separation

53



Fairness	through	Unawareness
Motivating idea: “The way to stop discrimination on the basis of race is to 
stop discriminating on the basis of race” – Chief Justice Roberts

Note: Fairness through unawareness of some federally “protected 
categories” (subset of sensitive features) is legally required in domains like 
lending. 

How to do it:
1. Exclude the sensitive feature (race, gender, age, etc) from your dataset
2. (Recommended) Also exclude proxies for the sensitive feature (name, zip 
code)

54



Protected	Demographics

55

Protected Groups 
Protected groups under EEO are race, color, national origin, 
religion, age, sex (gender), sexual orientation, physical or 
mental disability, and reprisal.

Equal Employment 
Opportunity, USA

Similarly defined for housing, loans, etc



Case	Study:	Facebook	Ads	&	Job/Housing	Recommendations

Facebook creates “Lookalike” 
feature for advertisers: 

upload a “source list” and 
find users with “common 
qualities” to target ads, 

including for housing and 
jobs 

March 2018: National Fair 
Housing Alliance (NFHA) & 

other civil rights groups sue 
Facebook over violations of 

the Fair Housing Act

March 2019: As part of 
settlement, Facebook agrees 

not to use “age, gender, 
relationship status, religious 
views, school, political views, 
interested in, or zip code” in 
creating lookalike audience 

56



Facebook	Input	Lookalikes

57



New	“Special	
Ad”	Audiences	
Still	Biased
Gender: Equally Biased

Age: Almost as Biased

Race: more difficult to measure 
given the tools provided but still 
somewhat biased

Political Views: Less Biased

Sapiezynski et. al 2019, 

https://sapiezynski.com/papers/s
apiezynski2019algorithms.pdf 58

Lookalike Lookalike (no gender)

Yo, Piotr, you got your axis backwards J



Many	Features	=	Accurate	Group	Prediction	
Sensitive attributes are often “redundantly encoded” in the dataset
Many of the features or datapoints are correlated with the sensitive attribute

59



Procedural Fairness: 
Focuses on the decision-
making or classification 
process, ensures that the 
algorithm does not rely on 
unfair features.

Distributive Fairness:
Focuses on the decision-making 
or classification outcome, 
ensures that the distribution of 
good and bad outcomes is 
equitable.  

Two	Philosophic	Values	of	Fairness



Procedural Fairness: 
Focuses on the decision-
making or classification 
process, ensures that the 
algorithm does not rely on 
unfair features.

Distributive Fairness:
Focuses on the decision-making 
or classification outcome, 
ensures that the distribution of 
good and bad outcomes is 
equitable.  

Two	Philosophic	Values	of	Fairness

Fairness through unawareness
(facebook example helps with this)



Let’s	Try	Fairness	
Through	Awareness!
Awareness	of	what?

62



Fairness	Through	Awareness	Terms
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D: protected demographic
G: guess of your model (aka y hat)
T: the true value (aka y)



This table is sometimes called a “confusion matrix”
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False	Positives	and	False	Negatives

Condition y = 1 Condition y = 0

Event ŷ = 1 True Positive False Positive

Event ŷ = 0 False Negative True Negative

Errata: The labels on this matrix were fixed during class



Parity
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D: protected demographic
G: guess of your model (aka y hat)
T: the true value (aka y)

P(G=1|D=1) = P(G = 1 | D = 0)



Calibration
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D: protected demographic
G: guess of your model (aka y hat)
T: the true value (aka y)



Calibration	(Relaxed)
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D: protected demographic
G: guess of your model (aka y hat)
T: the true value (aka y)

Where epsilon = 0.2

US legal standard: “disparate impact,” also known as the 80% rule.  



Disparate	
Quality	&	Self-
Fulfilling	
Properties

What does fairness through awareness fail to 
capture? 

u If the classifier is significantly less good at 
identifying candidates e.g. for a surgery in a 
minority group (relative to the data), the 
candidates accepted might have worse 
outcomes, leading to future bias & over or 
under treatment.

u Quality of Service Disparity might then lead 
to an Allocation Disparity.

u Dwork et. al. (including Omer Reingold!) call 
this a “self-fulfilling prophecy.”

Dwork et. al. 2012, “Fairness Through 
Awareness” 
https://dl.acm.org/doi/10.1145/2090236.20
90255
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Part	3:	What	are	you	
going	to	do	about	it?
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Balanced	Training	
Data

70



Transparent	Reporting
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Model	Cards:	A	systematic	checklist	for	investigating	your	model	
and	sharing	the	results	with	others	(Mitchell	et.	al.	2019)



Train	bias	out
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Advanced	Idea:	Adversarial	Learning

Seniors at the time 
they wrote it
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COMPAS:	Predicting	“Recidivism”

argmax
y={0,1}

P (y|x)

Data about an 
inmate:
Their zip code, 
past crimes, etc

x

ŷ = 0
Will they commit a 
crime again

Was in use in California and Florida
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COMPAS:	Biased	Against	Black	Inmates

Before: Compas is Biased
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Can	We	Train	Out	Bias?

x ŷ = 0

Model 1: Prediction

Demographic

Model 1: Extract Demographic

Model 1 should 
be accurate

Model 2 should 
be inaccurate

*note in the paper these were neural nets
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Can	We	Train	Out	Bias?
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Their	Conclusion

DON’T USE BLACK 
BOX ALGORITHMS TO 

MAKE RECIDIVISM 
PREDICTIONS



Use	A	Bayes	Net?
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Bayes	Nets	>	Black	Box?



Justice	Beyond	
Distribution

82



Justice	beyond	Distribution
Zero-sum: 
Resources and outcomes are fixed: the only task of justice is to fairly 
distribute them between individuals and groups.  Improving the outcomes 
of the least-well-off group means worse outcomes for the best-off group 
(although in many cases only slightly worse). 

Leveling Up & Expanding the Pie:
Outcomes and Resources are not fixed: justice means distributing 
outcomes fairly and increasing the number of good outcomes. Improving 
outcomes of the least-well-off group need not come at the expense of any 
other group.
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Activism	by	Computer	
Scientists
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Before	
#TechWontBuildIt
Retail Polaroid cameras had 
only one flash button, but 
the ID-2, sold to the South 
African government, had a 
second “boost” flash which 
increased the illumination 
by 42% to better capture 
Black skin tones.
This was used to create 
passbook photographs for 
the Apartheid government.

http://physical-electrical-
digital.nyufasedtech.com/items/show/46
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Caroline Hunter: “I worked at Polaroid 
as a research chemist and my late 
husband Ken Williams was in the 
photo department producing 
advertisements for Polaroid, and one 
day I went to pick him up for lunch 
and we discovered an ID badge with a 
mockup of a black guy that we knew 
from Polaroid saying ‘Union of South 
Africa Department of the Mines’”
“We discovered that Polaroid was in 
South Africa and that they’d been 
there for quite some time, since 1938, 
and that they were actually the 
producers of the notorious passbook 
photographs which South Africans, 
black South Africans called their 
‘handcuffs.'”

86

Workers	at	Polaroid	Whistleblowing



Do your own analysis of the 
systems you are making.
Ensure that they line up with your 
values and function for the “greater 
good.”
Work with others inside and 
outside your company to hold 
machine learning to the highest 
standards of fairness.

87

Support	internal	&	external	efforts	to	honestly	evaluate	models

Timnit Gebru & Margaret Mitchell, recently of Google’s Ethical AI team



(Pedagogic	Pause)
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1. Recognize a hidden 
ethics issue in ML with 
respect to protected 
demographics (and how 
to solve them)

2. Discuss ways to 
address them

Learning Goals



1

2

3



Part	4:	The	Blind	Spots

91
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But

What are our current blind 
spots?

(Chris Opinion)
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But

Well intentioned people can 
break things at scale 

(especially while moving fast)



Facebook	Introduces	Free	Basics	(2015)
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Junta	Starts	a	Misinformation	Campaign	Against	Rohingya
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Facebook:	Two	Moderators	Who	Speak	Burmese	(2015)

96



Genocide	Against	Rohingya	Starts	(2016)

Almost 1M Displaced

97



UN	Concludes	that	Facebook	Was	Critical	Component

98
Silicon Valley’s impact beyond the US was a major blind spot



A	more	thoughtful	era
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Aside:	Facebook	Says	the	Answer	is	Better	ML

100
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But

One Blind Spot I Want to 
Highlight



160,000,000,000,000
Hashes per second

But climate change and 
bitcoin isn’t even part of ethics 
at Stanford CS (I will update 
this slide once that changes)



It	isn’t	too	hard	to	see	the	trend

103We will most almost certainly hit 2x CO2 before 2060, and then blow past it.



The	Whole	Story	is	Filled	with	Uncertanties

104

Many things are uncertain
• Future Amount of CO2
• Climate Sensitivity
• Impact

But we can reason under 
uncertainty



We	know	the	physics

105

https://youtu.be/3v-w8Cyfoq8?t=39

https://youtu.be/3v-w8Cyfoq8?t=39


Easy	to	Know	Impacts	Will	Be	Harsh
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Paleoclimate	Gives	us	a	Clue

107

PETM Video: 
https://www.youtube.co
m/watch?v=ldLBoErAh
z4

https://www.youtube.com/watch?v=ldLBoErAhz4


Impacts	are	Here

Cyclone Idai
Impacted over 3M people



But	Most	Impacts	are	Far	in	Time	and	Space

Cyclone Idai, impacted over 3M people



It	is	hard	to	feel	like	you	can	do	anything…

110

“I am just going 
to wait and see 
what happens”



Not	really	an	ethical	stance

111

“I am just going 
to wait and see 
what happens”

Is this an ethical 
policy?

Hannah Arendt what is the 
problem with bureaucrats of 
Hitler’s empire?



What	Value	System	Can	You	Use?

112

Concept: aesthetics / mencious

Concept: awareness
was that they were not thoughtful
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But
What can we do?



Push	for	some	change

114

Individual Nation StateCommunity

Is this our sweet spot?

Scale



Reduce	CS	“Pump”	of	Proof	of	Work

160,000,000,000,000
Hashes per second

But climate change and 
bitcoin isn’t even part of ethics 
at Stanford CS (I will update 
this slide once that changes)



Advocate	for	a	Clean	Grid	in	CA
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But
Your Homework
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Give yourself space to reflect on your own 
sense of what is right. And what you want for 

your own life’s work



Mencius	Philosophy	on	Ethics
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Mencius holds that all humans have innate but incipient 
tendencies toward benevolence, righteousness, wisdom, and 
propriety. Employing an agricultural metaphor, he refers to 
these tendencies as “sprouts” (2A6). The sprouts are manifested 
in cognitive and emotional reactions characteristic of the 
virtues.



Thank	you!
Feel	free	to	chat	about	this	with	Chris	or	with	our	
Embedded	Ethics	instructor,	Katie	Creel
kcreel@stanford.edu
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