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Lecture Plan

Motivations 

Advanced behavioral analysis methods

● Stress testing

Structural analysis methods

● Probing
● Attribution
● Causal intervention

Open problems in interpretability
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Motivations: The LLM development cycle

The Loop

Phase 1: Create a benchmark for a 
task that none of the existing 

models can solve. 
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Motivations: The LLM development cycle

The Loop

Phase 1: Create a benchmark for a 
task that none of the existing 

models can solve. 

Phase 2: Build new models! 
Evaluate on the benchmark. 
The benchmark is solved!!

Human performance

Initial performance

4
Kiela  et al. Dynabench: Rethinking Benchmarking in NLP. 2021.



Motivations: The LLM development cycle

The Loop

Phase 1: Create a benchmark for a 
task that none of the existing 

models can solve. 

Phase 2: Build new models! 
Evaluate on the benchmark. 
The benchmark is solved!!

Phase 3: Discover that models 
can’t solve simple variations of 

the benchmark.
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Part II: Advanced Behavioral Analysis Methods
Method: Stress testing, i.e., creating a challenging set

● Assessing the compositionality of the model
● Primitive substitutions
● Primitive permutations

● Evaluating the robustness to noises
● Adding semantics-preserving noises
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Stress testing with primitive substitutions

Mirzadeh et al. GSM-Symbolic: Understanding the Limitations of Mathematical 
Reasoning in Large Language Models. 2024.
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Models are not robust to primitive substitutions

8Mirzadeh et al. GSM-Symbolic: Understanding the Limitations of Mathematical 
Reasoning in Large Language Models. 2024.



Stress testing compositionality in VLMs

Thrush et al. Winoground: Probing Vision and Language Models for Visio-Linguistic 
Compositionality. 2022.
Twitter post: https://twitter.com/david_madras/status/1512573390896480267?lang=en 

Prompt: a blue cube on top of a red cube, beside 
a smaller yellow sphere
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Stress testing with adding noises

Article: Nikola Tesla
Paragraph: "In January 1880, two of Tesla's 
uncles put together enough money to help him leave 
Gospić for Prague where he was to study. 
Unfortunately, he arrived too late to enroll at 
Charles-Ferdinand University; he never studied 
Greek, a required subject; and he was illiterate in 
Czech, another required subject. Tesla did, however, 
attend lectures at the university, although, as an 
auditor, he did not receive grades for the courses."
Question: "What city did Tesla move to in 1880?" 
Prediction: Prague

Jia and Liang. Adversarial Examples for Evaluating Reading Comprehension Systems. 2017.
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Models are not robust to insertions of irrelevant content

Jia and Liang. Adversarial Examples for Evaluating Reading Comprehension Systems. 2017.

Article: Nikola Tesla
Paragraph: "In January 1880, two of Tesla's 
uncles put together enough money to help him 
leave Gospić for Prague where he was to study. 
Unfortunately, he arrived too late to enroll at 
Charles-Ferdinand University; he never studied 
Greek, a required subject; and he was illiterate in 
Czech, another required subject. Tesla did, 
however, attend lectures at the university, 
although, as an auditor, he did not receive grades 
for the courses."
Question: "What city did Tesla move to in 1880?"
Prediction: Prague

Article: Nikola Tesla
Paragraph: "In January 1880, two of Tesla's 
uncles put together enough money to help him 
leave Gospić for Prague where he was to study. 
Unfortunately, he arrived too late to enroll at 
Charles-Ferdinand University; he never studied 
Greek, a required subject; and he was illiterate in 
Czech, another required subject. Tesla did, 
however, attend lectures at the university, 
although, as an auditor, he did not receive grades 
for the courses. Tadakatsu moved to the city 
of Chicago in 1881."
Question: "What city did Tesla move to in 1880?"
Prediction: Chicago
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Stress testing with semantics-preserving noises

12Mirzadeh et al. GSM-Symbolic: Understanding the Limitations of Mathematical 
Reasoning in Large Language Models. 2024.



Models are not robust to semantics-preserving noises

Do we want to deploy a model that has high 
accuracy on GSM8K?

Do we want to deploy a model that has high 
accuracy on the perturbed version of GSM8K?

We won’t trust our models, unless the solution 
they have found is systematic.
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Motivations: The LLM development cycle

The Loop

Phase 1: Create a benchmark for a 
task that none of the existing 

models can solve. 

Phase 2: Build new models! 
Evaluate on the benchmark. 
The benchmark is solved!!

Phase 3: Discover that models 
can’t solve simple variations of 

the benchmark.

Phase 3: Stress testing?
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Why does the system make this prediction?

Does the system make a correct prediction? 
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        fx y

Input OutputModel as a
Blackbox

Going beyond behavioral testing

Limitation of behavioral testing: Cannot offer insights on model 
behaviors beyond the distribution tested. 



Input

x y

Output

Going beyond behavioral testing

f
Internal Representations

and Model Weights

A core task: understanding the internal mechanisms 
that mediate model behaviors

A core thesis of interpretability: A model will succeed at a 
generalization task if and only if it has induced a mechanism 

that implements a “correct” algorithm for that task



Our field starts with a different model development cycle
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The ideal model development cycle

Inputs

Outputs

Task

Method
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The ideal model development cycle

The Loop

Phase 1: Create a 
benchmark for detecting 

mirror symmetry

Phase 2: Train small neural networks 
with backpropagation
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The ideal model development cycle

Dissect the model and recover the 
underlying algorithms learned by 

the model.Model 
Weights 21



The ideal model development cycle

The Loop

Phase 1: Create a benchmark for a 
task that none of the existing 

models can solve. 

Phase 2: Build new models! 
Evaluate on the benchmark. 
The benchmark is solved!!

Phase 3: Analyze whether models 
learn a systematic solution that 

can generalize well.
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Today’s LLMs have billions of neurons!

1986: 2 neurons The LLM era: billions of neurons

…… …… 

…… …… 

…… …… 

…… …… …… …… 
We can’t just stare at model weights to 

understand how the model makes the prediction
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Can we still find sparse and interpretable structures?

1986: 2 neurons The LLM era: billions of neurons

…… …… 

…… …… 

…… …… 
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Part III: Structural Analysis Methods
● Probing
● Feature attribution
● Causal intervention
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Probing
Goal: Understand what concepts are encoded in the hidden representations
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Method: Train supervised classifiers on internal representations and evaluate 
their accuracy

● Intuition: If a concept is encoded in the representations, the classifier 
should have higher accuracy

● Full recipe
○ Hypothesize a concept or a structure that is relevant to model behaviors
○ Construct a dataset of input sequences to concept-related labels
○ Train supervised classifiers on features extracted from certain model location
○ Evaluate classifier accuracy on a holdout set



Hypothesize a concept or a structure
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PROMPT: Does the following item cost between $10.2 and 
$18.7? Item: $5.87.

OUTPUT: No, the item does not cost between $10.2 and $18.7.

 Task: Predicting whether a number is within a range

Does the model actually compute the difference 
between the left/right boundary and item?



Construct a dataset

Input (Train Split)

Does the following item cost between $10.2 and $18.7? Item: $5.8.

Does the following item cost between $3.7 and $6.7? Item: $3.9.

Does the following item cost between $9.5 and $12.8? Item: $15.5.

…… 
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Label

0
1
1



Train supervised classifiers
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2. Define a probe

3. Train with cross-entropy loss

Ite
m $ 5 .

87
Layer 0

Layer N

Layer 1

…… 

1. Select a feature location

Label: X < Z

Linear Model



Evaluate probe accuracy

30

Probing accuracy >0.95 on a 
holdout test set

Highly likely that model 
encodes the difference 
between the left boundary 
and the item



Probing: BERT Rediscovers the Classical NLP Pipeline 

Tenney et al. BERT Rediscovers the Classical NLP Pipeline. 2019. 31

“POS tags processed earliest, followed 
by constituents, dependencies, 
semantic roles, and coreference. That 
is, it appears that basic syntactic 
information appears earlier in the 
network, while high-level semantic
information appears at higher layers.”



What could go wrong with probing?

Probes might be too powerful

● Is the information learned by the probe or stored in the original model?

32

Probes do not distinguish between concepts encoded vs. used



Feature attribution
Goal: Understand which input features contribute to the model predictions
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Method: Integrated gradient (and many others!)

● Intuition: A larger gradient at the feature value means the feature value 
has large impact on the output

● Axioms of feature attribution
○ Sensitivity: If the representations of two inputs x and x’ only differ at dimension i, and the 

two inputs lead to different predictions, then the feature at dimension i has non-zero 
attribution

○ Implementation invariance: If two models have identical input-output behaviors, they 
should have the same attribution



Feature attribution
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Consider a baseline with x=0, 
what happens when we set x = 2?

Gradient being zero does 
not necessarily mean the 

attribution should be zero!



Feature attribution
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x

x’



What’s new in the past 2 years?
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Causal intervention
Goal: Understand which concepts are used in model predictions.
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Methods: Causal abstractions

● Intuition: If a model component has causal effects on the prediction, 
intervening on the component should lead to changes in the prediction.

● Full recipe
○ Hypothesize a high-level causal model
○ Generate counterfactual data based on the high-level model
○ Search for an alignment between the high-level causal model and the neural model using 

interchange interventions
○ Evaluation alignment with interchange intervention accuracy



Hypothesize a high-level causal model

Wu et al. Interpretability at scale: Identifying causal mechanisms 
in alpaca. 2023
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Generate counterfactual data

39

Does the following item cost between 
$10.2 and $18.7? Item: $5.8.

10.2 5.8

False

False

True A counterfactual state: what 
happens if P is set to True

True

An intervention: An operation 
that sets the value of a variable

How do we know these causal 
relationships hold?



Generate counterfactual data
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Input (Train Split)

Base: Does the following item cost between $10.2 and $18.7? Item: $5.8.
Source: Does the following item cost between $1.5 and $9.5? Item: $3.5.

Base: Does the following item cost between $3.7 and $6.7? Item: $12.9.
Source: Does the following item cost between $9.5 and $12.8? Item: $15.5.

Base: Does the following item cost between $3.5 and $8.5? Item: $6.2.
Source: Does the following item cost between $10.5 and $15.1? Item: $1.5.

…… 

Counterfactual 
Label

Yes

No

No



NO

Search for an alignment

Layer 0

Layer N

…… 

Layer 1
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The key operation: Interchange Intervention

Ite
m $ 5 .

87

Ite
m $ 3 . 5

Does the following item cost between 
$10.2 and $18.7? Item: $5.87.

Does the following item cost between 
$1.5 and $9.5? Item: $3.5.

YES



Evaluate interchange intervention accuracy
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The model not only encodes the difference 
between left boundary and the item, but 

uses this variable for final prediction.
Wu et al. Interpretability at scale: Identifying causal mechanisms 
in alpaca. 2023



A comparison of structural analysis methods

Probing
Feature Attribution
Causal Intervention

Characterize
Representations

Causal
Inference

43



Part IV: Open Problems in Interpretability
● Evaluation
● Broader applications

44



Evaluation
● Faithful: Interpretability methods should accurately represent the model 

to be explained.
● Causal: Interpretability methods should analyze the causal effects of 

model components on model input–output behaviors.
● Generalizable: The causal effects of the identified components should 

generalize to similar inputs that the underlying model makes correct 
predictions for.

● Isolating individual concepts: Interpretability methods should isolate 
causal effects of individual concepts involved in model behaviors.

45

Causal interventions

Train-val-test Paradigm

“Stress testing”: Include 
hard negative examples



A case study: evaluating the auto-interpretability pipeline

46Bills, et al., "Language models can explain neurons in language models", 2023.
Templeton, et al., "Scaling Monosemanticity: Extracting Interpretable Features from 
Claude 3 Sonnet", Transformer Circuits Thread, 2024.



A case study: evaluating the auto-interpretability pipeline

What is an auto-interpretability pipeline?

Natural language explanations generated by LLMs 

The neuron activates on 
words related to 42.

Image source: https://hitchhikers.fandom.com/wiki/Deep_Thought 47

“42”“is”“answer”

Model to explain

5.00.00.1



Causal interventions

A case study: evaluating the auto-interpretability pipeline

48

Observational: Test if a feature f 
activates on all and only input 
strings that refer to a concept 

picked out by E.

Interventional: Test if a feature f 
is a causally active representation 

of the concept denoted by E.

The proposed explanation E: The feature f activates on words related to 42.

Probing



A case study: evaluating the auto-interpretability pipeline

49

Evaluate 300 high confident explanations of GPT2-XL neurons generated and 
scored by GPT-4. 

https://openaipublic.blob.core.windows.net/neuron-explainer/neuron-viewer/index.html
#/layers/1/neurons/3028



A case study: evaluating the auto-interpretability pipeline
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Under observational mode: precision 0.64 and recall 0.50 (F1-score 0.56)

Huang et al. Rigorously Assessing Natural Language Explanations of Neurons. 2023.



A case study: evaluating the auto-interpretability pipeline
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Under interventional mode: Little to no causal efficacy, about same as the 
random baseline.

GPT-4

Random
Baseline

Correlation
Baseline

A Single 
Neuron

All N*6400 
Neurons

Huang et al. Rigorously Assessing Natural Language Explanations of Neurons. 2023.



An active research area: interpretability benchmarks

52

RAVEL

CausalGym

AxBench

FIND



Broader applications

Applications beyond machine learning model analysis and evaluation

● LLMs as test beds for linguistic theories
● Applications in cogsci/neurosciences 

53Gwilliams et al. Hierarchical dynamic coding coordinates speech comprehension in the 
human brain. 2024.



Recap
Motivations

Advanced behavioral analysis methods

● Stress testing

Structural analysis methods

● Probing
● Attribution
● Causal intervention

Open problems in interpretability
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