
CS250/EE387-LECTURE 12-LIST RECOVERY
-

AGENDA TODAY'S ANT FACT

The collectivemoun forants is a "swarm
.

"

d LIST-RECOVERY &
It's not fair ! There are only two of us.

-

Why can't we be something cool
,

like a Yeah! I want to be

e APPLICATIONS ! I C /
a "BATCAVE of ANTS"

"Ostentation of peacocks" or a L S

Parliament
of owls" ?

-

Sublinear-time GroupTest ing(HW)
4

±- Applications to list - DECODING...
-

-

Heavy hitters, twoways.

- Cute approach to IP-traceback.

Recallthat last time we proved :

#M. Forall o
,
RS codes of rateRare (1- ,

M)

=-List-decodable ,
and the Guruswami-Sudan algorithm

can do the list-decoding in time poly (n ,r) .

We did this viathe following algorithm :

GURUSWAMI-SUDAN ALGORITHM
.

Chooseaparameter r

Suppose +=(1+)

1. INTERPOLATION STEP

Elfind a polynomial Q(X ,
Y) with (1

, k)-degreeD=ur (r+ 1)
so that Qiyi) = 0 withmultiplicity

r for is...
n

2. ROOT-FINDING STEP
.

Returnall
f so that QIX, f(x)) = 0.

[Notice that there are =degy(0) = D/k=e of these
. I



OBSERVATION : There is no reason that the Xi's need to be distinct.

What we actually proved was
:

-

±
Moreover

,
there are at most r
.

such polynomials.

Before M = n. But ! It might be useful to have Mcn ... for example,

if the Xi's are not distinct.

VE15ceC / GeSi forat least + values of 13)-L.

ymeandthisone is

17
, 2 or 23.

This
one

,
,
or
0

You

:O
Aha! Thereare not too

many
codewords that meet all of those

constraints... and hereare all of them !

=3



In the context of RScocks
,
the picture is this :

ADVERSARY :

±m
thinking

of a
low-degree polynomial

that

goes throughonlyo
e

X

-

X

-
XX

- XXX

- X X-
& X X

l g l g l

&, 22 23 In eval pts

YOU :

g
There are not too

many
of those

,
and here they

are

X

#

--X x

-

x)
E

±
-
· X

!&

&
X-
*
-

↳
. .

.

event&, 22 23

I
And

,
the Gurswami-Sudan algorithm precisely solvesthis problem

!



Inkist-recoverablealonga

IfReplace M by n.l and choose
r = znlk.

Y
andmaybe use the

SOME Notes ABOUT LIST RECOVERY :

factthat t is an

integer
r...

1
. List

recovery
is

interesting even if
t =
n

.

2. If l= 1 ,
this is just list-decoding again

3. We need : 1 [why? ]

4
.

The THM above for RS codes requires
R = #1

,
since at best

E=
n

,
and we'dneed

5. That hums out to be tight for RS codes ...

but wecan do better

for other codes !

ERCISES:

O Show that there exist high-rate (l , L)-list-recoverable
codes for reasonable1. CHINT:

trya random code]

· Show that RS codes of high rate are NOT (e , 2) - list-rec.

CHINT : BCH codes form a big list of codewards whoseL
symbols all live in smaller lists.



³

sketches of

e List-Recovery is USEFUL ! Todaywewill see some APPLICATIONS!

APPLICATIONO : SUBLINEAR-TIMEGROUP-TESTING ALGORITHMS Con
your

HW)

APPLICATION 1 : APPLICATION to LIST-DECODING. [Extremelysketchy- See
,

Guruswami-Incyb,

"LINEARTIME ENC
. SLIST-DECODABLE CODES

"

Consider
a code with the following STOC 2003 for more details]

.

encoding procedure
:

LIST- B &-

>#symbols from every

message neighbor.

[i
± ce([d)n

Degree-d
bipartiteexpander

graph

To decode
, suppose

there area few errors :

This naturally sets
up

a list-recovery
gali problem for C.

I we aregenkedthethePo
de

on
e

of expandiness of the expander.
x

g

[i ce([d)n
Thus

,
this whole thing gives a list-DECODING

algorithm.



The GOOD THING about this :

- we can tolerate
way

more error than we could without this

expander trick (it's "distance amplification" (

The BAD THING :

-

The rate takes a factor-of-d hit.

But ! You can fix that other thing
and use this framework to get

constant-rate codes that correct a 11-E) fruction of errors
*

in LINEAR time CGuruswami-Incyk'03]
* Over large alphabets,

and the

Subsequent work has used a similar "Constant" in "constantrate" is

framework to
get

rate R
,
list-decodable 2

- 20(93)

up to a 1-R fraction of errors.

-

APPLICATWE
.

HEAVY HITTERS

³
"Universe"

M
.

Givendatastream -m Wheri
Easy! Store a histogam (ficfus--sfw) which counts the # ofelements.[

Or
, just store XI---

,
Xm and do the count on the fly .

Suchan X is

called an

"E-heavy-hitter.
"

Youhave limited (say logarithmic) space
.

Hard ! Actually you need &2(N) space to solve this problem H.



NEW PROBLEM
. (Approximate probable heavy hitters)

Given access to a data stream
X1s-/

Xm eX
,
with (H) = N
,

ENfind a set S-1 so that
,
with probability 99/100

:

·

vx with 121/x :
= x 3k Em

,
XES

· IS) = 4

Notice by Markov's inequality , there are at most /3 x's so that

(5i)xi = x 3/Em.

So this is

allowing us to return a superset of those, with some failure

probability-

THIS IS DO-ABLE
! ustgivea sketchof the sketchhere.

~

Wewill

See theoriginal paper by Commode + Muthukrishnan

Here's a classic solution
,
called COUNT-MIN-SKETCH. formore details

... or just Google "Count min sketch.

"

Let T= Ollog (N)

DATA STRUCTURE :

· Arrays A
, , ...,
At

,

eachof length 4/2, initialized to 0.

· Hash functions h
, , ...,

h
+,

hi : n
- [4/3].

UPDATE :

· When
you

see xel
,
for each i= 1

, ...,
T :

Ai[hi(x)] + = 7

QUERY : Estimate

#times X appeared = min Ai[hi(x)]
i= 1
,

...,
T

and return all the things with big estimates
.



Picture looks like this :

X Y Y z. YYYWX yyy
...

hz(X) = bucket 1

h1(y)
= bucket 5

P eRz...

(11 1 I 1

Each bucket just stores the count of the items in
it.

Now
,
HOPEFULLY

,

each heavy hitter is "reasonably" isolated in at least

one bucket (in that no other heavy hitter lands there too)
,
and then the min

is a

good
bet.

FUN EXERCISE : Show that this works whp .

Ylf
, say ,

the hash fas are uniformly random,

although you don't really need that) .

SPACE : O)[log(m)(log(m)
E

the his, but it turnsout that's OK.

Farrysw/Olvelbuckets

Nort Chekweasomedto.
each

,
and each bucket holds

an int in [m]

THIS IS AN AWESOMEDAM STRUCTURE SliterallyMyFAVORITE

But as presented there are 2things
list

recovery
can help with

⑳ Under an additionalassm
, we can make this DETERMINISTIC+ EXACT

see [Nelson
, Nguyen ,Woodruff14] for nonexact deterministic

,
w/ spaceOf(IgN)

⑬ Better
query

time

There are betteralgs out there
,
but thisone is real cate and uses RS codes.



⑭DETERMINISTIC CONSTRUCTION .

The randomized part is the hash fus, so we'll have to replacethose
...

...
with a Reed-Solomon code !

agreement
lg is the sizeof

IDEA
.

Fix dis-inEFg , sayn
=

g.
the "inner"

lists.

&

Let R = en-1
,

so that RSg(nik) is (1 ,
"s

,
L)-list-recoverable

,
forreasonable

Set : · U = [fE/F[x] :

deg(f) < k3
PARAMETERS h

= size of1

· hj(f) = f(xj) = #g , furj= - ,
n

-NYucke
tables

Same data structure. The recovery algorithm
is :

For
j=, ...,

m :

~

In RS lingo,

³
Sc =C p

: Aj(p)
=

cm)) S
Run RS list

recovery
w/ lists Sj

Sj
=

p
:

Memestama
Relume the results,

X : freg(x)< Em
forexample

·heavyhitters, with :

UPDATE TIME : T(log(N)(e)

QUERY TIME : poly (log(N)/e)

Examples not part of Thm statement>



Pt
.

First
,
let's see why this works.

For an "item"Caka
, polynomial) f ,

letFf denote the frequency of f.

CASE1
. Suppose F1 Em

,
so X is an -heavy-hitter.

Then f(xj)ESj for all j = 1
... n

,
so the list-recovery algorithm

With relum f
.

casez
. Suppose If Jem, so fis NOTa heavy hitter.

·There are /E ACTUAL

heavy
hitters

, g1 . --, gra

· fagrees with eachof those in-R places
·

Since US k/a
,

there is at least one
j s .

t. f(xj) = gi(xj) VE) , ...

)
"E

.

·That means that there is

somej s . t . Aj[f(x; )] receives no

contributions from
any
of the heally hitters.

Aj[B] = Em
.↳· Thus, Aj[f(x; )] = Em
,
so f(xj) * S;

Now let's establishtheparameters. note glNkn,, /

UPDATETIME :

QUERYTIME : (To Andall heavy hitters) : Run Guruswami-Sudan
, poly(m) = poly(N)



This approach does not have optimal space, and it requires an additional asso
,

BUT it is :

· deterministic

3 Noticethatsome sortof assm is necessary
· exact

to get these w/ o(N) space.

·

really
cute !!

⑬ Back to the randomized
, approximate setting

.

As presented (MS has a slow
recovery algorithm :

· For xU :

Estimate fx as Ex

Lif Ex Em ,
includex in the heavy

hilters list.

which takes time O (N)
, really not good

.

There are better algs known
:

(today(

-
*
big-Oh's suppressed

&



Here's the idea. CATON
: wewill need totweakthis slightly.

Let C = RSg(u , k) w/k=
,

so
it is

(1 , E
,L) list-recoverable with L=

poly(n) . Againchoose gin
.

Again Let 1
= &feg[X] : deg(f) < k3

DATA STRUCTURE :

&

Maintain n different COUNT-MIN-SKETCH data structures
,

CMS1
,

CMSe
s ...,

CMSn
,

which havea universe M =

#g ,

and thesame parameter E.

T
· Each has :

UPDATE : Ollog(g)

Query : O(g)

SPACE :O((g) + 1g(m)

· So the SPACE for
my
data structure isO

g(y)
+ O(glog(m)

= O(log(N)/(z)

for i = 1
, ...,

U :

L
CMSi · UPDATE) f(xi)

·

oappeetpolyevalention)
+ Tcmsa la

= (log(N)(c)



QUERYSTEP :

Let S
j

= QUERY (CMS
;) 1 thesymbols i that frequently

occured as f(xj)

Run Guruswami-Sudan on the Sj's
,
X find all the f's that might have

L
and returntheoutput

. been responsible for those B's.

Noticethat IS
;

/ <2
,
sincethat'sthe guarantee

of CMS.

Since E = 32
,
Guruswami-Sudan applies.

QUERY TIME : 0 (n . g) + poly(n)
= poly))

1nc finally, why does this work?MON : ITDOESN'T QUITE WORKYET.

Here's the picture
:

#
Query
I · Sn Is

St
³ & ³

#Knauswami-Supan 1- [f ,

fz
, ... ,f]

If f is ane-heavy hitter, then flxi) is an -heavy-hitter for CMSi ,
Ve
,

and so f(xi)ES :
Vi

,
and so GurusWyMI-SUDAN returnsf in the output list.

If f is NOT an s-heavy hitter... err
,
well

,
therearepoly(n) many

such f thatend up
in the output list ! Oops! Sothatdoesn't quite work. Six on next page

...



The fix is to keep one more CMS
,

this one for theuniverse U :

UPDATE(f) : f

-

# E
-swam-sus b

,

³

QUERY((

19
1 Initialize 2 = &

±Destimatetherequencfoa
³

Final list2

Now
,

this has output list size
Ye

,
because CMS will only say

"Sam" for

atmost 21s of the fi's.

#GORAY
! That's what we wanted

, MND it's really fast
!



⑳ APPLICATION : Identifyingattackers inDoS attacks [BasebonDean-Franklin-Stubblefield102

suppose
the set-up is :

[
Normal

users Baguys trying tocamya

&

FI
S (

I I II Fl &
/X
# I

*

in# Fl

&

& You

Question: How can
you

(withthe help of the routers), identify the bad guys,
and block

their packets in the future?

Here's a cute (but grosslyover-simplified) versionbased on RS codes.

Say there are n <

g
routers

,

and each router is addressed by some defy
for example,

let's take g=23 ,
so that

every
router has a 32-bit address).

NAIVE SCHEME :

Every time a router handles a packet, it appends it's address.

Thisworks:

But the downside is that the

I'm getting a lot of traffic

ComteDathd
Packets get REALLY big ,

32 exteritisis

foreach routerthey stop at.

± packets with that path !



Instead:

· Each packet gets TWO field elements appended.

1

. Packet ID - the firstrouter chooses this at random. * our does a routerknow
&

it is first? It doesn't.

2. Current path ID -this is initialized to 0. One way to get around this

is to randomize- a router

PackePath
just guesses

that it is first

· The rule fora router is :

(packet-cluf,x
, B)

with some small probability
.

This can be made to work.

#Mis router's ID is g

³

(packet-stuff,
x

, Box +y

That means that what happens to a packet is :

(p
,

x
,

0)

#

³ (p,
x

, (2)

El

³ (p,
x

, 82x + Us)

u

(p, d
, 82.x+ ya + 00)↳⑳a

That is
,
each path has associated to

it a POLYNOMIAL f(X).

At the end of the day ,
What you

see is :

In this example,
the paths

·

corresponding
to
g

and h

havea malicious user

somewhereupstream.



That is
, you

are given a bunchof points (xi , y :
) so that the "BAD" paths

correspond to polynomials that pass through many of these points-

and
you

want to find these bad polynomials
.

That's what the Gurswami-Sudan algorithm
does !

(
,
fi()) (4, g(a)) (G

, h(0)) (0 , fo(8)(

·
O

(4 , 9(4) (B . fz(p) (2 . 2/8)) (8. g(r) (G , g(O)

·⑳ (p , g(p)) (p. h(p) (8 . h(0)) (8
, h(f)) (4, g())

drawn XS -Ifa XX

...... I

³ Guruswami-Sudan

[g(X) ,
f(x)

, fiz(X)3

u

I'm not
going to allow

any path
that ended

up goingthrough
g ,
h

,
or fiz !

S-O Sure
,

therewill be somefalse

positives, but that's OK.

-
i

That's it !

QUESTION TO PONDER

What can list-recovery do for you ???


