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👾 Ethical Hacking & Web Security

Ben Yan, Spring 2025 🌸
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Welcome back! Great to see you :)

It’s Week 5 wow

Spring Summer

🌊🏖🌱🌷
So … how’s life y’all 

Hope that midterms are going well!



1) Brief overview of cybersecurity, 
relevant & modern case-studies 

2) Crash course of the web & web 
hacking, typical insecure designs

3) project: hacking a public cat 
photo-sharing website

4) Reflections & check-off form!

Agenda for Today
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💾 1998: Morris Worm
● First computer worm on the Internet
● Nov. 1988 – A Cornell grad student (Robert Morris) 

released a worm from MIT, exploiting computers 
with certain UNIX and network security flaws.

● The worm could replicate itself repeatedly, leading to 
some computers crashing over and over again.

● Est. 10% of all machines at the time were infected.

● Morris was caught and convicted, in 1989, under the 
brand new Computer Fraud and Abuse Act.

● He then went on to become a tenured professor in 
EECS at MIT ✨, with research on computer networks. for ethical reasons, 

yes, this is a joke



🪫 2024: Crowdstrike Outage

Photo I took while visiting 
SF 🌉 over last summer

● ~8.5 million systems crashed (endless blue 
screens of death)

● Though the bug was found within hours, many 
computers had to be fixed manually → leading 
to persisting outages

https://www.vox.com/technology/361740/crowdstrike-outage-windows 

https://www.vox.com/technology/361740/crowdstrike-outage-windows


Why care about security?

Basically everything out there is 
secure by now – right? 



💘 Stanford Link (2020)

● Match with your crush if they like you 
back; otherwise, you stay anonymous

● > 1700 students had signed up

● What could possibly go wrong?



💘 Stanford Reveal (2023)

{“submittingUserEmail”: “bbyan@stanford.edu”
  “submittingUserFullName”: “Benjamin Yan”,
  “user”: “YmVuamFtaW4geWFu”,
  “fullNames”: [Gong Yoo (plays Recruiter from 
   🦑 Squid Game)] ← a hypothetical example!
}



Why should we hack?



📱 The Internet

Languages of the Web

all of this just so I can watch reels 2 hours every morning



🌐 Internet: Client-Server Model
A conventional abstraction

Web ServerClient Browser

HTTPS Request for
cs106s.stanford.edu

HTTPS Response of 
index.htmlUser

Internet

The client (who initiates requests for resources) and server 
communicate over a computer network, e.g., the Internet

cs106s.stanford.edu



🌐 HTTP: Hypertext Transfer Protocol
Request-response communication with web server

GET   /30   HTTP/1.1
Host: www.numbersapi.com

 Content-Type: application/json  

Method
(Verb)

Path
(Object)

Protocol Version
(Adverb)

Headers
(Modifiers)

Example: Getting fun facts about the number 30 from www.numbersapi.com 

Demo: Sending HTTP Requests in the Terminal via telnet



GET /8000 HTTP/1.1
Host: www.numbersapi.com
Content-Type: application/json

Request
Headers

🤔 Say we want some fun facts about the number 8000…

🌐 HTTP: Request → Response 



HTTP/1.1 200 OK
Server: nginx/1.4.6 (Ubuntu)
Date: Tue, 04 Feb 2025 14:54:59 GMT
…
{"text": "8000 is the approximate number 
          of mirror squares the biggest disco ball 
          in the world had in 2006.",
 "number": 8000,
 "found": true,
 "type": "trivia"
}

Response Code
Headers

Body/Payload

🪩 We got a fun fact back I guess

🌐 HTTP: Request → Response 



📦 HTTP Requests: GET vs POST
❖ A GET request only extracts data from a server.

❖ A POST request modifies or updates resources on the server side, like 
making changes within a database. 



📦 HTTP Requests: GET vs POST

Web Server / DatabaseClient (JavaScript)

E.g., a GET request may fetch one’s Instagram feed from an internal 
database, with the payload (server→ client) being a collection of images.

[‘img1.jpg’,
‘img2.jpg’,

...]

instagram.com/benji.yan

GET 
/api/images

��

❖ A GET request only extracts data from a server.

❖ A POST request modifies or updates resources on the server side, like 
making changes within a database. 



📦 HTTP Requests: GET vs POST

POST 
/api/images

Web Server / DatabaseClient (JavaScript)

E.g., a POST request may add a newly posted image to the Instagram 
database, with the payload (client→ server) being the new image.

new_img.jpg
instagram.com/benji.yan��

Just graduated! 
🎉🌲#co2024

❖ A GET request only extracts data from a server.

❖ A POST request modifies or updates resources on the server side, like 
making changes within a database. 



Session Handling
How does a website remember user sessions / logins?

website = cookie monster

When logging in:   Set-Cookie: session=session_id

After first login:       Cookie: session=session_id 🍪

● Cookies! 🍪🍪🥠 

● Cookies allow websites to store stateful 
information (e.g., classes being added in 
SimpleEnroll), or to track browsing activity.

● Authentication Cookies:  Used to 
authenticate that a user is currently logged 
in & with which account



🐈 Catshare 
Website

https://catshare.saligrama.io 

https://catshare.saligrama.io


catshare.saligrama.io



⚠ Common Website Vulnerabilities

1) Insecure Direct Object 
Reference (IDOR)

2) Cross Site Scripting (XSS)

3) Improper Session Handling 

4) Database vulnerabilities, e.g., 
SQL injection
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🎁 IDOR: Indirect Direct Object Reference
Requesting resources directly from the server

ofc, here’s meme-100.jpg!

give me the meme with ID 100 plz!

ofc, here’s meme-200.jpg!

give me the meme with ID 200 plz!

sorry, can’t find resource!

give me the meme with ID 3.14159 plz! ⚠ HTTP 

404 Error



Wristband:  a startup app for discovering 
and getting into public & private events 
on campus 🎉🌲

IDOR: Wristband (2023)



IDOR: Wristband (2023)
● Each event (public or private) was universally accessible via a link that 

contained its event ID / number. 

https://wristband.events/event/269

● These ID numbers were sequentially ordered, meaning that by counting 
up from 1, one could stumble upon and access private events. 

🎊

https://wristband.events/event/1

https://wristband.events/event/2 

https://wristband.events/event/40 

... 

🎭ACCESS TO SECRET EVENT: 
E.g., sign up for Jerry’s 

Fleet Street reunion party!  

... 



󰳕 Hack Catshare! Round 1
● The Catshare startup has a website (https://catshare.saligrama.io/) 

that stores personal information!

● The Catshare team claims that this endpoint is secure and only 
accessible to admins. Prove them wrong.

● There’s a new endpoint to access this info:

https://catshare.saligrama.io/user

An example use case:
https://catshare.saligrama.io/user?id=0

catshare.saligrama.io

Or press 
User here!

https://catshare.saligrama.io/
https://catshare.saligrama.io/user
https://catshare.saligrama.io/user


💍 IDOR: Marriage Pact (2020)
Sample Question: I believe in star signs ♐
1 2 3 4 5 6 7

Strongly disagree Strongly agreeNeutral

● Based on answering compatibility questions 
like the ones above, get matched with 
someone else on campus!



💍 IDOR: Marriage Pact (2020)

https://mp.com/de6067feba693ee691b94b25d0527b30Ben Yan

https://mp.com/554d417a3bc9fbcba653c0097c6f3710
Cooper de 
Nicola

MD5 Encoding Hashbbyan@stanford.edu

de6067feba693ee691b94b25d0527b30

MD5 Encoding Hashcdenicol@stanford.edu

554d417a3bc9fbcba653c0097c6f3710

● Similar to Wristband, each Marriage Pact questionnaire had a link with a 
unique (but not un-discoverable) identifier



🛡 Avoiding IDOR Attacks
● Ensure that a user is allowed to access a resource 

before returning it

● When this isn’t possible (e.g., cloud storage buckets), 
make resource URIs random and unpredictable.

Use random identifiers such as globally unique 128-bit UUIDs 

❌ Automatically incrementing resource IDs (e.g., Wristband)

❌ Hashing a guessable property like name, phone number, 
username, email (e.g., Marriage Pact)

●  That is, avoid:



🃏 Cross-Site Scripting (XSS) Attacks

● XSS is a potentially dangerous attack that enables hackers to take over 
your website to run JavaScript code on other users’ browsers

● This typically occurs when user input is not properly sanitized and 
displayed, allowing it to execute as code

● XSS stands for Cross Site Scripting

https://innocent.website/myfeed?id=<script>alert(“you got hacked!”)</script>

https://innocent.website/myfeed?id=<?steal-all-the-money.js>

https://innocent.website/myfeed?id=


🃏 Cross-Site Scripting (XSS)

Heyo click on this reel 
I just sent you :)

https://website.com

GET /myfeed

��<html>
<body>

<b>Your Explore Page:</b>
<script>

alert(“you got hacked!”)
</script>

</body>
</html>

Your Explore Page:

You got hacked!



https://website.com

🌐
Bad code sent 
as text

https://buggy.website/search?q=<script>alert(“get rekt!”)</script>

Bad code runs 
in the browser👿

🪞 Reflected XSS
Heyo click on this reel 

I just sent you :)
The malicious code 
gets reflected by the 
server back to the user.

😈
😈



website.com

��

website.com Server
Database

Bad code sent 
as text ��

����
Just a regular 
request…

��Bad code runs 
in browser 

💾 Stored XSS

Server fetches resources from the database, 
and it’ll send the malicious code to the user

The malicious 
code gets sent to 
the server.

The server stores the 
malicious code in the 
database.Imma troll the database



󰳕 Hack Catshare! Round 2
● After the previous data breach, Catshare’s valuation fell by 400 meows. Not good.

● The Catshare team claims that this endpoint is secure and only 
accessible to admins. Prove them wrong.

● As recompense, the Catshare startup wants to 
make its customers feel welcome again. They’ve 
added a new endpoint that takes a user’s name 
and greets them :)

catshare.saligrama.io/hello

An example use case:
catshare.saligrama.io/hello?name=ben

catshare.saligrama.io

Or press 
Hello here!

https://catshare.saligrama.io/user
https://catshare.saligrama.io/user


JavaScript for Modifying Webpage

let text = document.createTextNode(“text here”);
 document.body.appendChild(text);

❏ JavaScript is a powerful ‘interface’ with an HTML webpage, enabling 
HTML elements to be programmatically accessed and modified.

Load new images Toggle display to night modeAdd text on the page

document.body.innerHTML = “text here”;

Append, remove, or modify any HTML nodes i.e. tags/elements 

Modify the internal HTML content / text on the page



XSS: Stanford Axess (2023)

Miles & company found 
and disclosed an XSS 
vulnerability in Axess 
(March 2023)

Awarded $1000 by the 
Stanford Bug Bounty

Remediated Jan. 2024



Cookies: Improper Session Handling 

⚠ Cookie itself is insecure

⚠ Cookie not checked for authorization

● Can modify cookie to access another’s 
account, e.g., become admin

● Use your own account to:
○ Impersonate someone else
○ Ascend privileges to admin



󰳕 Hack Catshare! Final Round
● Seeking to rectify the user data privacy issue, Catshare has built an 

admin-only view to look at user data, at the new endpoint below. 

https://catshare.saligrama.io/login
catshare.saligrama.io

Or press 
Login here!

● First, log in using:

○ Username: stanford

○ Password: stanford

● Can you become admin and view the 
user data? 😱

https://catshare.saligrama.io/user


🛠 Tools & Reference Guide

What to look 
for in Cookies

● To access cookies, go to browser’s 
Developer Tools (Inspect Element / 
Console → Application tab → then 
Cookies under Storage)

● Cookies are in Base64 format
○ Transforms data into a mix of 

letters and numbers
○ Doesn’t actually encrypt or 

secure the data, just a 
different way to present it

● Use https://kk.lol to encode and 
decode from Base 64!

https://catshare.saligrama.io/login

Try stanford:stanford first

https://kk.lol
https://catshare.saligrama.io/user


🛡 Avoiding Improper Session Handling

 ✅ Check to make sure the user is who they say they are

 ✅ And that they are allowed to perform the action

 Before taking a sensitive action:Before taking a sensitive action:



🔓 Database 
Vulnerabilities

★ Database is in charge of 

validating user access to data

★ Poor validation (e.g., 

misconfigured rules) → 

unauthorized data access

With misconfigured security rules, 
clients can directly access the 
database – including potentially 
malicious clients!

Traditional Web Application

Firebase Web Application

Server

Database

Server

Database

Browser

Browser



Firebase Vulnerabilities: Fizz (2021)



Firebase Vulnerabilities: Fizz (2021)

Misconfigured security 
rules in Fizz’s Firebase, 
allowing anyone to query 
the database directly

Phone numbers / emails 
were accessible, along 
with author of any post

Could also edit database, 
e.g., posts, karma values, 
moderator status



Firebase Vulnerabilities: Fizz (2021)



Potential Legal Consequences to Hacking

https://miles.land/posts/classmate
s-legal-threat-fizz-defcon/ 

https://miles.land/posts/classmates-legal-threat-fizz-defcon/
https://miles.land/posts/classmates-legal-threat-fizz-defcon/


Nothing is 100% secure
But that isn’t a reason not to build!

Vulnerabilities happen to the best



The community can help!

Disclosing vulnerabilities 
ethically!

http://securityclinic.org 

Bug Bounty programs incentivize 
responsible disclosures of security 

vulnerability – often with a 
monetary reward 💰💰💰💰💰

securityclinic.org
https://uit.stanford.edu/

security/bug-bounty

http://securityclinic.org


Further Resources
● 🐈 CATSHARE (Aditya Saligrama, Cooper de Nicola, 

George Hosono) & accompanying source code: 

○ https://github.com/saligrama/catshare-serverless 

● Stanford Applied Cyber, Stanford Security Clinic

● Security / cybersecurity courses at Stanford

○ INTLPOL 268: Hack Lab

○ CS 155: Computer & Network Security

○ CS 152: Trust & Safety Engineering

○ CS 255: Cryptography 

○ CS 40: Cloud Infrastructure & App Deployment

catshare.saligrama.io

securityclinic.org

https://github.com/saligrama/catshare-serverless


Check-Off Form

Another brief check-off form (< 5 
min to complete) for checking 
attendance!

For today, click the “Check-Off 
Form” link in the Week 5 section 
of cs106s.stanford.edu.

Thank you so much!



Have an awesome week, and good 
luck on any midterms! 🍀

You’re going to do awesome!


