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Welcome Back — Week 7!

Spring

🌱🌷
Summer!

🌊🏖

Hope that all is going well!

Week 9: Last class! 
Boba party, CS106S++! 

If you’re taking a midterm today, good luck! 
You’re 👏 going 👏 to 👏 do 👏 awesome 👏

Bay 2 Breakers 🌉

Start of 
Spring

Add/Drop 
Deadline

Star Wars Day

Admit 
Weekend



1) Brief overview of Internet trust & safety 🛡

2) Class discussion through real-world case studies (e.g., 
content moderation on YouTube & other platforms, 
combating extremism on Google Search)

3) Reflections, check-off form, and enjoy your day!
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Agenda for Today



Is the Internet safe?



One Google Doc to Rule Them All (2022)

Another attempt at a universal Google Doc 
was also shut down due to hateful content 



Gamergate

https://www.nytimes.com/interactive/2019/08/15/opinion/gamergate-zoe-quinn.html

https://www.nytimes.com/interactive/2019/08/15/opinion/gamergate-zoe-quinn.html


not good.

“Game of Thrones with Penguins”

https://www.bbc.com/news/technology-52677039


🤖 Tay Chatbot (2016)
A Twitter chatbot developed to 
“experiment with and conduct research 
on conversational understanding”

“The more you chat with Tay the 
smarter she gets” (i.e. the chatbot 
learns to emulate human users, 
specifically 18-24 year olds in the US)

The chatbot did learn to emulate users, 
who taught the bot to create 
inflammatory and hateful tweets

Tay was shut down within 16 hours



🤖 Bing Search Manipulation (2023)

Chatbot urged user to divorce their spouse 😳
How? LLMs are trained on a large amount of the 
Internet (may include Wiki, Reddit, social media), 
and often repeats / remixes text it’s seen before



What’s Trust and Safety?
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The study of how people abuse 
the internet to cause harm.

Often using products the way they 
are designed to work.

Crosses between specialties. Requires 
understanding of society and humanity.

Is dynamic and unpredictable



🧩 Case Studies



Situation

People are uploading highly 
graphic content to YouTube.

Situation



https://blog.youtube/inside-youtube/policy-development-at-youtube/ 

https://blog.youtube/inside-youtube/policy-development-at-youtube/


Situation

ISIS websites are showing up 
on Google Search results

Situation



PageRank: Each website has a quality 
ranking, affiliated with the number and 
quality of pages that link to it. (e.g., 
Wikipedia sites tend to rank quite highly)

Relevance: Each website is also ranked 
with respect to how relevant is it to the 
user’s search query (e.g., presence of 
search keywords, same / adjacent topics)

🔍 Google Search Algorithm



https://www.google.com/intl/en/search/howsearchworks/how-search-works/ranking-results/#quality 

PageRank Algorithm: Each webpage has a measure of quality that is recursively 
defined: a page is high-quality if (many) other high-quality pages link to it. 

📊 Search: Quality of Content
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Imagine a random surfer on the web, who traverses links from page to page randomly. 
The PageRank of a page is roughly the likelihood that the surfer will end up there. 
High-quality pages have more links leading there, so higher chance of being landed on.

https://www.google.com/intl/en/search/howsearchworks/how-search-works/ranking-results/#quality
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https://www.google.com/intl/en/search/howsearchworks/how-search-works/ranking-results 

Based on parsing the user’s search query, websites are also ranked on how relevant 
they are to the query (e.g., contains matching keywords, from the CS106B search).

🗂 Search: Relevance of Content

🔎  song that goes like yeah i 
wanna dance when i got to 
the club club club club club

  google.com/search

Relevance

5.3

9.1

6.2

Search Query Websites

“dance dance revolution is 
a music dance game …” 

“yeah I wanna dance to me 
… when i go to the club …” 

“...and we dance all night 
to the best song ever”

“dance dance revolution is 
a music dance game …” 

“yeah I wanna dance to me 
… when i go to the club …” 

“...and we dance all night 
to the best song ever”

https://www.google.com/intl/en/search/howsearchworks/how-search-works/ranking-results


Google Search Algorithm

🔎  is Berkeley a more fun university to attend than Stanford?

Search results are based on a combination / weighing of quality, relevance, etc.

  google.com/search

QualityRelevance

🔑 Key: For some searches, prioritize website quality (i.e. trustworthiness or 
credibility) over relevance, to redirect users away from sus websites / pages

2.38.9 (Reddit) Rant: Stanford is terrible!!! Berkeley fun

8.15.1 www.stanford.edu/incoming-students

7.67.2 (Daily) Stanford – fun things to do during spring!

🌲🐻



https://www.wired.com/2016/09/googles-clever-plan-stop-aspiring-isis-recruits/ 

Google Redirect Method
Detect any searches that 
contain relevant keywords and 
phrases to extremism

For those searches, modify the 
algorithm to favor credible 
websites / content over ones 
directly relevant to the search.

That is, redirect users away 
from finding extremist content

https://www.wired.com/2016/09/googles-clever-plan-stop-aspiring-isis-recruits/


Situation

A man’s ex-boyfriend uses the Grindr dating app 
to get revenge—making fake profiles 
impersonating him, and directing people on the 
app to his home and workplace.

“It was like an episode of Black Mirror”

Situation



https://www.buzzfeednews.com/article/tylerkingkade
/grindr-herrick-lawsuit-230-online-stalking 

https://www.buzzfeednews.com/article/tylerkingkade/grindr-herrick-lawsuit-230-online-stalking
https://www.buzzfeednews.com/article/tylerkingkade/grindr-herrick-lawsuit-230-online-stalking


🛡 Trust and Safety Areas
● Data security: Encryption, secure handling of user 

data, authorization and access controls

● Content Moderation: Reviewing user content, 
flagging content deemed inappropriate

● Cybersecurity: Protecting the website against 
hacking, data breaches, and malicious virus attacks, 
user authentication  

● Real-time threat detection and monitoring: 
Responding and helping with user reports, 
emergency crises on the platform, etc. 

● And more



✅ Check-Off Form

Another brief check-off form (< 5 
min to complete) for feedback 
and checking attendance!

For today, click the “Check-Off 
Form” link in the Week 7 section 
of cs106s.stanford.edu.

Thank you so much!



Thank you and have an 
amazing week! 🍀


