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Housekeeping

• Friday sections will discuss privacy

• Technical assignment due yesterday.

• Philosophy paper assignment released tomorrow.





Today’s Agenda:
Data Collection, Privacy, Civil Liberties

1. Privacy provocations
• Zuckerberg and Sen. Durbin
• Your privacy practice
• Stanford data collection policy

2. What is privacy?
1. From Bentham to Foucault to Surveillance Capitalism
2. Different conceptions of privacy

3. Privacy and Big Data
4. Privacy and Tensions with Other Values: Security, Safety, 

Innovation
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Mark Zuckerberg 
testifying before the United States Senate, April 2018

Source: C-SPAN, Public Domain



Your Privacy Practices: a quick poll

• Do you allow your parents to follow you/locate you on your phone?
• Do you consent to or actively prefer it?

• Do you allow your grandparents to follow you/locate you on your 
phone?

• Do you have an active friends map (FindMy, Snap, etc)?
• How many times per day do you check it?

• Do you use an end-to-end encrypted messaging app, (Signal)?
• Would you be in favor of security cameras positioned at dorm 

entries with facial recognition?





Would you let me follow you?



Stanford’s 
Data 
Collection 
Policies



Stanford’s Data Collection Policies

Spend 3-5 minutes:

Create a shared list at your table of all the data that 
Stanford has collected about you in the past 7 

days.



First 9 Sources of Stanford’s Personal 
Data Collection

SYSTEM BUSINESS PURPOSE

AFS Provides general purpose online file storage hosted entirely at Stanford 

BigFix Software updates for your laptop/desktop computer, provides software and 
hardware inventory capabilities.

DHCP logs assigns network addresses and provides key network configurations to the vast 
majority of laptops, desktops and mobile devices used on the campus network. 

Door Access Logs Controls card access to most of the campus buildings. Logs are used for 
troubleshooting and for maintaining a record of accesses. 

Email, Contacts, 
Calendar, Office 365

Office 365 is the University's primary electronic collaboration system. 

Email Processes all incoming and outgoing email, spam detection and filtering, 
automatically blocking unencrypted messages containing known High Risk Data 

Stanford ID Card Meal plans, purchases, library services

Server Logs Generate Logs of Stanford Server Activity

Network Activity Logs Network activity logs are used to detect network intrusions and identify 
compromised systems. They are also used for forensic investigations of past 
intrusions, and sometimes to locate missing students. 



AFS (online file storage)

Authentication Logs

BigFix Configuration Management 

Box

Centralized Logging for Servers (Splunk)

Departmental Firewalls

DHCP Logs 

Domain Name Service (DNS) Logs 

Door Access System Logs

Email, Calendar, Contacts, OneDrive: Office 365

Email Data Loss Prevention (Code Green)

Email Logs

Google Apps 

IPM

Laptop/Desktop Anti-Exploit for Windows 
(EMET)

Registry

Server Logs

Server Vulnerability Scanning

Software Vendors 

Stanford ID Card Financial Transactions 
and Library Usage

Stanford Whole Disk Encryption 
(SWDE)

SUNet Account Password and Two-Step 
Authentication Resets

Telephone Service for Students

Two-Step Authentication (Duo) 

Video Cameras and Monitoring

Virtual Private Network

Very Lightweight Reporting Engine 
(VLRE) 

Voicemail

Laptop/Desktop Anti-Malware for Mac 

Laptop/Desktop File Backups (Crashplan)

Medicine Box

Mobile Device Management

MyDevices

NetDB

Network Activity Logs

Network Equipment

Network Registration

Paging System

People Soft

40 ways in which Stanford collects your data (Sources of 
Stanford’s Personal Data Collection)



Discussion Question

Stanford is seeking new approaches to dealing with mental health 
challenges on campus

Proposal: Stanford aggregates all its data sources and builds a 
predictive model about students who might be experiencing acute 
mental health challenges.

Discuss: Do you support? Why or why not?
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Who is this person?

Image: Ann (Helen) Devereux, Flickr (CC-BY NC-SA 2.0), 
https://www.flickr.com/photos/hadevereux/1385875140/ 

https://www.flickr.com/photos/hadevereux/1385875140/


Jeremy Bentham,
1748-1832

British philosopher 
and social reformer

Rob Reich generated image with Midjourney
“Oil painting in the style of Rembrandt of philosopher Jeremy Bentham 



Image: Philip Stevens, Wikimedia (CC-BY 4.0)



Bentham’s design for a 
panopticon, public 

domain



Stateville Correctional Center, Illinois



Michel Foucault 
(French philosopher)

“He is seen, but he does 
not see; he is an object of 
information, never a 
subject in 
communication.”
Discipline and Punish

Reich generated image on Gemini, “Create an image of 
Foucault with some reference to his work on the panopticon”



Structural Power over Others

Hence the major effect of the Panopticon: to induce in the inmate a state of 
conscious and permanent visibility that assures the automatic functioning of 
power.
So to arrange things that the surveillance is permanent in its effects, even if it is 
discontinuous in its action; that the perfection of power should tend to render its 
actual exercise unnecessary.

- Michel Foucault



Stateville Correctional Center

“The Panopticon must not be understood as a dream 
building; it is the diagram of a mechanism of power 

reduced to its ideal form.” (Foucault)



The Worst 
Product 
Name in 
History?

Source: Panopto, 
https://www.panopto.com/ 

https://www.panopto.com/


Panopto on campus

Source: Ujwal Srivastava, “Panopto software glitch temporarily grants 660 Stanford students ‘creator’ 
status,” The Stanford Daily, https://stanforddaily.com/2020/11/15/panopto-software-glitch-
temporarily-grants-660-stanford-students-creator-status/. Photo courtesy of Evan Baldonado.

https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/
https://stanforddaily.com/2020/11/15/panopto-software-glitch-temporarily-grants-660-stanford-students-creator-status/




Images (Left to Right, Top to Bottom): Possessed Photography 
(Usplash License Agreement); Y2kcrazyjoker4, Wikimedia (CC-BY 
4.0); Pi.1415926535, Wikimedia (CC-BY 4.0)



Surveillance Wearables



Power over Slaves, Power over Workers

Today modern technology has facilitated unremitting workplace supervision, 
particularly in the service sector. Companies have developed software that 

records workers’ keystrokes and mouse clicks, along with randomly 
capturing screenshots multiple times a day. Modern-day workers are subjected 
to a wide variety of surveillance strategies, from drug tests and closed-circuit 

video monitoring to tracking apps and even devices that sense heat and 
motion. A 2006 survey found that more than a third of companies with work 

forces of 1,000 or more had staff members who read through employees’ 
outbound emails. The technology that accompanies this workplace supervision 

can make it feel futuristic. But it’s only the technology that’s new. The core 
impulse behind that technology pervaded plantations, which sought 

innermost control over the bodies of their enslaved work force.

The 1619 Project, New York Times.



”No Negro, Mulatto, or 
Indian slave shall be found in 
any of the Streets of this 
City…without a lanthorn and 
lighted candle in it so as the 
light thereof may be plainly 
seen…in such case it shall be 
lawful for any of his Majesty’s 
Subjects within the said city 
to apprehend such slave or 
slaves not having such 
Lanthorn and Candle…”

- Common Council of New 
York City, 1731



Images (Left to Right): Duke University Press; Courtesy of Simone Brown



The Digital Panopticon

Source: Nick Miroff (March 11, 2022), “Powered by artificial intelligence, 
‘autonomous’ border towers test Democrats’ support for surveillance 
technology,” Washington Post

The U.S. government is guarding the 
border with “solar-powered 
“autonomous surveillance towers” 
whose humming, rotating heads look 
like Pixar’s WALL-E on a pole. The 
towers use thermal imaging, cameras 
and radar to feed an artificial 
intelligence system that can 
determine whether a moving object is 
an animal, vehicle or person, and 
beam its location coordinates to U.S. 
Border Patrol agents.”

Image: U.S. Customs and Border Protection, 
https://www.cbp.gov/sites/default/files/u14651/YUN_0004.jpg



Facial Recognition

Source: Kashmir Hill (Nov. 2 , 2021), “The Secretive Company That Might End 
Privacy as We Know It,” New York Times

Image: Public Domain



Clearview AI founder 

Source: Kashmir Hill (Nov. 2 , 2021), “The Secretive Company That Might End 
Privacy as We Know It,” New York Times

Image: Homepage of Hoan Ton-That’s Personal 
Website. Hoantonthat.com



Images (Left to Right): Lorenzo Manuali generated by MidJourney AI.,“the police using facial recognition artificial intelligence 
software to identify suspects.” Image: Terence Ong, Wikimedia (CC-BY 2.5)



Source: Juliette Rihl (May 20, 2021), ”Emails show Pittsburgh police officers accessed Clearview facial recognition after BLM 
protests, PublicSource. Image source: iStock.



An Age of Surveillance 
Capitalism?

A tech business model driven by massive and 

passive data collection, providing a small 

number of companies vast troves of 

information about individual and collective 

experience.

Image: Alessandra Montalto/The New York Times



Source: Screenshot, Financial Times, January 30, 2023



You have zero 
privacy. Get 
over it.

Scott McNealy, CEO Sun 
Microsystems

Image: Schreibvieh, Wikimedia (CC-BY 2.0)



Tim Berners-Lee, 
founder of the web

The right of people to have a 
private conversation is really 
important for democracy. 
People in the same family who 
live in different cities need to 
be able to communicate 
privately without it being 
intercepted. Really, it is a 
human right.

Wired Magazine 2017

Image: Paul Clarke, Wikimedia (CC-BY-SA 4.0)
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What is Privacy?

Alan Westin, 
1967

Few values so 
fundamental to society as 
privacy have been left so 
undefined in social theory 
or have been the subject 
of such vague and 
confused writing by social 
scientists.



What is Privacy?

Judith Jarvis Thomson, 1975
MIT Philosopher, “The Right 
to Privacy”

The most striking thing 
about the right to privacy 
is that nobody seems to 
have any very clear idea 
what it is.

Image: Daily Nous, https://dailynous.com/2020/11/20/judith-jarvis-thomson-1929-2020/ 
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What is Privacy?

Daniel Solove
Georgetown Law 
Professor

Privacy is a 
concept in 
disarray.

Image: GW Law, “GW Law Professors Top Chicago Law Review List of “Most-Cited Younger Legal Scholars”,” https://www.law.gwu.edu/gw-law-professors-top-
chicago-law-review-list-%E2%80%9Cmost-cited-younger-legal-scholars%E2%80%9D



What is Privacy?

Robert Post, 
Yale Law 
Professor

Privacy is a value so complex, so 
entangled in competing and 
contradictory dimensions, so 
engorged with various and 
distinct meanings, that I 
sometimes despair whether it 
can be usefully addressed at all.

Image: Yale Law School



So, What is Privacy?

Aristotle provides us an early view:

The Public Sphere: politics and 
commerce

The Private Sphere: domestic 
life, family and friends

Individuals have interests in 
shielding the public (politics and 
commerce) from seeing/hearing 
what happens in private.

This Photo by Unknown Author is licensed under CC BY-NC

http://essentialthinking.wordpress.com/
https://creativecommons.org/licenses/by-nc/3.0/
https://creativecommons.org/licenses/by-nc/3.0/
https://creativecommons.org/licenses/by-nc/3.0/


So, What is Privacy?

But the public/private sphere distinction is 
crude.

Social context is what’s important, 
whether in the public or private sphere 
(Nissenbaum). We want to be able to 
control what is known about us, how we 
present ourselves, whether we are in 
public or private spheres. 

Individuals have privacy interests even 
when in public.

Image: Joe Hall, Wikimedia (CC-BY 2.0)



So, What is Privacy?

Privacy is multi-dimensional (Solove)

Privacy concerns control over information about ourselves (self-
determination), and about the pursuit of relationships with 
others (intimacy).

➢ Individuals have privacy interests even when in public!

Privacy is not about hiding things that are wrong or embarrassing. 

It is about protecting intimacy, freedom, and control.
(Solove, “Nothing to Hide Argument”)



Privacy and the Good Life

Privacy and zones of unknowability are 
essential to individual and collective well-
being.

Privacy is the right to be unknown rather 
than the right to control what is known 
by others.



So What is Privacy?

Modern view is concerned with both private and public spheres

Privacy is central to individual autonomy or self-determination:

The claim of individuals to determine for themselves when, 
how, and to what extent information about them is shared 
with or communicated to others.

Violations of privacy impose harms:

Loss of freedom, intimacy, control over self and future.



Four Categories of Privacy Harms

1. Information Collection (e.g., surveillance)
2. Information Processing (e.g., aggregation and inferences 

made from big data)
3. Information Dissemination

A. Breach of confidentiality
B. Disclosure to third parties
C. Blackmail

4. Invasion of Privacy
A. Intrusion
B. Decision interference

(Solove, A Taxonomy of Privacy)



Public vs. Private Sectors

Should privacy be treated differently depending on whether 
it is the government or a company that collects data?

“In being so relentlessly 
focused on the 
government’s use and abuse 
of data, Congress paid little 
attention to what private 
industry was doing.”

Margaret O’Mara
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Privacy and Big Data

When interacting with digital devices and the web, 
individuals give up information about themselves, 
creating digital exhaust streams.

Then algorithms can make inferences and predictions 
about people from these data.



Predictive Analytics at Target
(and nearly every other company)

Data Collected by Target on 
shoppers, all linked to unique 
“Guest IDs”:

• Purchases made
• Coupons used
• Credit cards used/owned
• Surveys completed
• Emails opened
• Website visits
• Other websites visited
• Customer service calls

Plus data purchased from data 
brokers or acquired through 
surveys:

• Age
• Marriage status
• Income
• Zip code
• Race/ethnicity/religion
• Alma mater
• Magazine/newspaper subs
• Job history
• And much more



Create a “Pregnancy Prediction” Score

Source: Charles Duhigg (Feb. 16, 2012), “How Companies Learn Your Secrets,” https://www.nytimes.com/2012/02/19/magazine/shopping-habits.html



Image: FreeStuffFinder, https://www.freestufffinder.com/hot-free-15-
target-gift-card-75-baby-purchase/



“golden age of behavioral research”

or

Source: Sunderland



Privacy and Big Data

Questions:

• Should the information about the women be private 
information?

• Did Target do something wrong?



A Digression: Ad Tech and You

Stanford and the surveillance capitalism economy.



Technical Solutions?

1. Encryption
Protect information collection, processing, and dissemination

2. Differential Privacy

Retaining predictive accuracy while also protecting individual 
privacy.

➢ Mehran to discuss.
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Tradeoffs

1. Privacy vs. national security
2. Privacy vs. personal safety
3. Privacy vs. innovation



Rival Values?

Privacy versus National Security?

Does national security override concerns 
about privacy?



vs. 



Privacy vs. Security?

Apple vs the FBI:

Should the government be able to 
compel Apple to unlock the iPhone 
of a suspected terrorist?

Source: Eric Lichtblau (March 28, 2016), “In Apple Debate on Digital 
Priacy and the iPhone, Questions Still Remain, The New York Times



Source: Fortune



Privacy vs. Security?

White Supremacists move to Signal 
and Telegram

Very limited capacity to monitor 
what happens on end-to-end 
encrypted platforms.

Is 100% privacy the right trade-off?
Source: Jack Nicas, Mike Isaac and Sheera Frenkel (Jan. 13, 2021), 
“Millions Flock to Telegram and Signal as Fears Grow Over Big Tech,” 
New York Times

Images from the public domain



Privacy vs. Personal Safety?

Source: Andy Greenberg (Aug. 2021), “Apple Walks a Privacy Tightrope to Spot Child Abuse in iCloud,” WIRED.



Privacy vs. Innovation?

Source: Kristen V Brown (November 2021), “All Those 23andMe Spit Tests Were Part of a Bigger Plan,” Bloomberg. 
Image:  Drew Hays, Unsplash (Unsplash licensing agreement)



Biometric data:

You can’t change your 
faceprint. You can’t 
change your genes.
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