"Peer Production” example submitted by Isabelle L.,Vyoma R.

r/TraceAnObject

[15334] We are looking for the location of this arena. It is most likely in Central or
South America. Can you help us?
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Anti-Social Computing
CS 278 | Stanford University | Michael Bernstein

content warning for the last part of lecture: online rape, bullying,
doxing, revenge porn, Intimate partner violence




Announcements

Assiscnment 3 Part 2 (Remixes) due by | [:59pm tonight

Part 3,Votes, due Friday — attention check questions are
includec

Reflection (Part 4) due after the exam
Project milestone due | :59pm next Tuesday
No reading this week
Exam question bank out next Tuesday

Exam one week later (no class, evening exam)




Last time: peer production

Shifting from simple wisdom-of-the-crowd tasks
requires much more than just a scaling up of
ambirtion: It requires designing for interdependence.

Peer production — the term encompassing shared
open work (e.g,, Wikipedia, open source) Is one
powerful method for volunteer coordination.
Workflows and algorithms offer another approach.
Both have thelr Issues.

Aiming higher means we will need to solve issues of
convergence and coordinated adapatation.




Thursday’s guest visitor

Samidh Chakrabarti, creator of the
Civic Integrity team at Meta

"Widely seen by employees as the spiritual
leader of the push to make sure the platform
had a positive influence on democracy and
user safety”

Pushing changes to newsfeed ranking,
tracking civil society Issues, advocating
within the company

Samidh was the manager of
whistleblower Frances Haugen

— TIME SUBSCRIBE

BUSINESS « FACEBOOK

How Facebook Forced a Reckoning
by Shutting Down the Team That
Put People Ahead of Profits

19 MINUTE READ

| i

‘ P acebook’s civic-integrity team was always different from all the other
teams that the social media company employed to combat

4

misinformation and hate speech. For starters, every team member subscribed to |

an informal oath, vowing to “serve the people’s interest first, not Facebook’s.”

The “civic oath,” according to five former employees, charged team members to

understand Facebook’s impact on the world, keep people safe and defuse angry
polarization. Samidh Chakrabarti, the team’s leader, regularly referred to this
oath—which has not been previously reported—as a set of guiding principles
behind the team’s work, according to the sources.



We Work

JUnit 3



Don’t Feed The Trolls

Unit 4
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lToday: anti-social
computing

How can a community manage anti-social behavior?
(- °go)) ~A—1L

Premeditated anti-social behavior: trolling
Non-premeditated anti-social behavior: tlaming

The darkest of the dark: beyond trolling [content warning]



Premeditated
anti-social behavior

a.k.a., trollin
g




How Trolls Are Ruining the
Internet

When Will the Internet Be
Safe for Women?

FAKE NEWS IS ABOUT T0 GET EVEN
SCARIER THAN YOU EVER DREAMED

Examples via Justin Cheng [ Time 2016; The Atlantic 201 6;Vanity Fair 201 /]




41% of Americans have been harassed
online, Including 64% of those under
thirty years old

Vogels 202 1; Thomas et al. 2022]



One In twenty comments left up on

Reddit violate Reddit's own norms
Park; Seering, and Bernstein 2022}

-rom You lube to Reddit to Facebook to
Usenet to Iwitter to lelegram, 5-107% of

comments are toxic
Avalle et al. 2024]



WHY WE'RE SHUTTING OFF OUR COMMENTS

We're turning comments off for a bit

Sick of Internet comments? Us, too -
here's what we're doing about it

Examples via Justin Cheng [Popular Science 201 3; The Verge 201 5; Chicago Sun-Times 20| 4]
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TECHNOLOGY €he New York Times

The Coronavirus Outbreak > m Latest Updates Maps and Tracker  Tips and Advice  Life at Home

‘Zoombombing’ Becomes a Dangerous

Organized Effort

/.oom, the videoconferencing app, has become a target for

harassment and abuse coordinated in private off-platform chats.
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What is trolling!?

Intentional disruption of an online community |Schwarz 2008

Behavior that falls outside the acceptable bounds of the community
[Binns 2012; Hardaker 201 0]

People who habrtually engage In trolling are known as trolls, as In
the grumpy monsters who hide under bridges.

20



Is trolling worse online?

t's certainly more well-publicized. [ here are two reasons we might
run Into It more online than oftline:

(1) Scale: a single troll can impact many communities, or a single highly
visible community, In ways that their reach would otherwise be limited.

(2) People troll more online than they do offline.

Are these true! | Imin]



People are typically equally hostile offline as they are online |Bor
and Peterson 2021 ]

But, status-driven individuals who are drawn to hot-button topics such as
politics have large audiences online

S50, we experience hostility more often online than offline

22



Why do trolis troll?

“Irolls are born that way"

Inveterate trolls do, on average, register strong personality
dispositions such as high self-report scores in three of the four
Dark Tetrad of personality trarts: especially sadism, but also
psychopathy and Machiavellianism | Buckels, [rapnell, and Paulhus

20147

And unfortunately, one in fourteen people internationally fall in the Dark
Triad [Neumann et al. 2020]

Reasons given range from boredom | Varjas et al. 2010, to doing 1t
for fun |Shachat and Hara 2010], to venting |Lee and Kim 2015].




Blocking

T a few people are responsible for the majority of the deleterious
content, then blocking them should silence most of the negative
behavior.

However, blocking just becomes whack-a-mole If it's easy for
participants to create another account. 5o, this only works if
identrties are expensive to create.

24



How much do trolls troll?

04 CNN.com

5 03 data: some
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Proportion of Deleted Posts
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How much do trolls troll?

04 CNN.com
O 203 data: some
5 = trolls will
T o 02 troll almost
= exclusively. ..
O C
s 8 Ol and some
o I ..----. only rarely
O O] 02 03 04 05 06 0./ 08 09 | Why? [‘ min]

Proportion of Deleted Posts
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How much do trolls troll?

)4 CNN.com
— o [rolls |
0 < 03 data: some
55 trolls wil
235 09 | troll almost
= Flaming exclusively. ..
O C
s 8 Ol and some
o I ..----. only rarely
0 0O 02 03 04 05 06 0./ 08 09 | Why? [ min]

Proportion of Deleted Posts
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Unpremeditated
anti-social behavior

a.ka., flaming &



What is flaming!?

~laming: uninhibrted hostile behavior directed at another person or
oroup [Kayany 998, Kiesler [9386]

Common examples: swearing, calling names, ridiculing, insulting

While trolling usually refers to someone intentionally riling people
up, flaming usually refers to someone who lost self-control.




Online disinhibition effect

[Suler 2004]

When we Interact online, we

say and do things that we would not

do offline and in-person.We self-disclose more, and we act out

MOre.

This 1s known as the online disinhibrtion effect: we have less

Nhibrtion when online.

Online disinhibrtion would im
offline.

bly that we do troll more online than
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“Well, that escalated quickly.”

We are not good at predicting how others will read our comments

We overpercelve moral outrange online: readers perceive more moral

outrage

[

N social media content than the content author actually feels

3rady €

al. 202 3]

3



Recall: environment matters

I’m Voting for Hillary Because of My
Daughter

I’m Voting for Hillary Because of My
Daughter

Back in the 2008 primary season, | supported Hillary Clinton. That choice...

Back in the 2008 primary season, | supported Hillary Clinton. That choice...

Top Comments Sorted by Best

User1337 - 2 hours ago
Oh yes. By all means, vote for a Wall Street sellout - - a lying,

abuse-enabling, soon-to-be felon as our next President. And do it
for your daughter. You're quite the role model.
1 A~ |V - Reply

Top Comments Sorted by Best

User1337 - 2 hours ago
I'm a woman, and i don't think you should vote for a woman just

because she is a woman. vote for her because you believe she
deserves it.
6 A |V - Reply

(Real comments)

User9054 - 3 hours ago . User9054 - 3 hours ago

Darecennallhhs 1'A vinta fAvr s

Positive comments Negative comments

Result: 359 antisocial comments Result: 4 /9% antisocial comments
[Cheng et al. 20177 (Relative Increase of one thira
compared to the 35% baseline)
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Mood ®

The environment Is something the designer has control of. But
people also bring their own affective state to a social computing
system.

Being In a bad mood reduces self-regulation [Leith and Baumelster

1996 and results In less favorable impressions of others |Forgas
and Bower [98/].

33



Antisocial behavior tracks

human diurnal mood patterns
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Mood influences behavior crense 2017

Unscramble the following letters to form an English word: Unscramble the following letters to form an English word:
"PAPHY" 'DEANY ON"

Type in your answer. Type in your answer.

Subtract three thousand from five thousand. Write your answer in words. Subtract six thousand, seven hundred eighty-three from eight thousand,

Type in your answer. eleven. Write your answer in words.

Type In your answer.

How many 'I's are there in these sentences?
"I wanted to enjoy the play but | left.” How many 'l's are there in these sentences?
"I really wanted to like this play but | was flumoxxed by the blatant lying so |

Type In your answer.
ultimately left. | really really wanted to like this play but | was flumoxxed by

179.5 seconds left 272.5 seconds left
Placed In a good mood by doing Placed In a negative mood by doing
well on an easy test poorly on a difficult test
Result: 35% troll comments Result: 49% troll comments

(Same effect as seeing troll comments!)



Negative Norm Positive Norm

Positive Mood

Unscramble the following letters to form an English word:

'"PAPH

YII

Type in your answer.

User1337 - 2 hours ago

I'm a woman, and i don't think you should vote for a woman just
because she is a woman. vote for her because you believe she
deserves it.

359 antisocial comments

Negative Mood

Unscramble the following letters to form an English word:
'DEANYON"

Type Iin your answer.

User1337 - 2 hours ago
I'm a woman, and i don't think you should vote for a woman just

because she is a woman. vote for her because you believe she
deserves it.

499% antisoclal comments

The effects compound: “Anybody can become a troll.”

Unscramble the following letters to form an English word:

"PAPH

YII

Type In your answer.

User1337 - 2 hours ago

Oh yes. By all means, vote for a Wall Street sellout - - a lying,
abuse-enabling, soon-to-be felon as our next President. And do it
for your daughter. You're quite the role model.

479% antisocial comments

Unscramble the following letters to form an English word:
'‘DEANYON"

Type In your answer.

User1337 - 2 hours ago
Oh yes. By all means, vote for a Wall Street sellout - - a lying,

abuse-enabling, soon-to-be felon as our next President. And do it
for your daughter. You're quite the role model.

68% antisocial comments




Does it get worse over time!
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Flageed posts ~double on CNN.com over six

months | Cheng et al 201 /]

JToxicity of tweets by US Congress members up

by 22% over a decade
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Many independent signals can combine to create a
hostile or negative environment

“Put on hold as too broad”
“Deleted by moderators”

4 Posts first question®

7
Discouraging negative rating v

List of people who think
your question is bad

Snarky or unhelpful comments

OP justifying their question

é The Newbie Experience

 https://stackovertflow.blog/20[9/0//18/building-community-inclusivity-stack-overflow/

38
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Design responses



Dealing with disinhibition

Reasons Include: 50, design Interventions might be:
Anonymity: dissociation from Re-Individuate by associating
my real identity, so fewer actions with an identity that |
consequences care about
Few social cues: no facial Re-Introduce soclal cues: e.g,
expressions, reactions, etc.; a when | reply to a mean
soclally opague system comment, they often soften up
Asynchronicity: conversations Jake 1t offline: don't try to

never cool off manage fights online It possible

40



What does the design

encourage!

Systems that reward short-term
engagement are likely to produce
snark and flame, since these activities
are the most likely ones to raise an
affective response.

'Image from Niloufar Salehi]
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Early detection of off-the-
rails conversations

'Chang and Danescu-Niculescu-Mizil 2019]

Iwo threads on the Wikipedia discussion for the Dyadlov Pass incident:

Al:Why there's no mention of 1t here! Bl:ls the St. Petersberg Times considered a reliable
Namely, an altercation with a foreign source by wikipedia! It seems that the bulk of this
intelligence group? True, by the standards of | article Is coming from that one article, which
sources some require it wouln't even come speculates about missile launches and UFOs. I'm
close, not to mention having some really weak | going to go through and try and find corroborating

points, but it doesn't mean that it doesn't exist.| sources and maybe do a rewrite of the article. | don't
think this article should rely on one so-so source.

A2: 50 what you're saying is we should put
a bad source In the article because 1t exists!| B2:| would assume that it's as reliable as any other

Mainstream news source.




Want to review this
before Tweeting?

We're asking people to review replies with
potentially harmful or offensive language.

Reducing flaming

Assuming the environment and
norms arent changeable, then one

DOSSIble mechanism Is to manage Are you sure you
mood. Moods pass, so consider a want to send?
cool-oft period before posting a Think twice - your match may find
ﬂame pOS't this language disrespectful.
cxamples: [witter; [ Inder; Instagram » & " s

Tw Reply

= divdivk You are so ugly and stupid

Or:"we will ask you again in 20
minutes If you really want to post &

')
_th |S Are you sure you want to post this? Learn More




Blocklists

[ Geiger 201 6]

Community-maintained block lists: harassers
can get added to the blocklist, then are
automatically blocked from any user’s
account that subscribes to the blocklist

BLUCK PARTY How it works Plans Use cases About us m

Bye-bye, Twitter trolls

Use Block Party to filter out unwanted Twitter @mentions and use Twitter as normal.
Works in every language.

| 6@3 Paul Frazee (the legend of) - 12h
ay @pfrazee.com

With this release, we've added a
"Moderation" section to the drawer
where you can control all your
content settings, mutelists, muted
users, and blocked users.

y Moderation

Content filtering

(A) Home

&  Mute lists

Q. Search

Muted accounts

@ Notifications
¥ Moderation Blocked accounts

® Profile

{63 Settings

Detalls

Block Together is designed to reduce the burden of blocking when
accounts are attacking you, or when a few accounts are attacking
people in your community. It uses the Twitter API. If you choose to s
list of blocks, your friends can subscribe to your list so that when ya
an account, they block that account automatically. You can also use
Together without sharing your blocks with anyone.




Affirmative consent

Im et al. 2021 ]

Mass online harassement Content feed algorithms
Revenge porn

Affirmative Consent

Voluntary
Informed

Revertible

Explanatory theory I

Periodic checks Cascading & normative revert
Granular visibility Social circles
Sharing hops Topic inference

Generative theory Request isolation Group-level policies

Account summarization Timeboxing
Audience intel Annotation for system learning

Efficient expressivity Individual rate limit

Specific
Unburdensome

Rather than defaults that focus on repair after the fact, what it
designs aimed for affirmative consent!
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Dealing with norm breakers

Imagine you were a Stanford admin/RF/RA/etc. and 1t was brought
to your attention that someone was engaging In substantial amounts
of antisocial behavior in your community’'s online spaces.

VWhat would you do! [Z2Zmin]

COMING UP NEXT:“darkest of the da

bullying, doxing, revenge porn, par

LNer dDU

step out It you prefer. I his materia

se). [ his

will No

‘beont

k' (content warning: online rape,

S a good moment to

e SXdlm.
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Face-saving

Kiesler et al. 201 2]

People self-regulate If they can do so without having to admit that
they deliberately violated norms. MI's warning email to students:

Someone using your account did [whatever the offense 1s]. Account

holders are responsible for the use of their accounts. If you were
unaware that your account was being used in this way, 1t may have

been compromised. User Accounts can help you change your password

and re-secure your account.

Many would change their password and the practice would stop,
even It MIT knew from eyewitnesses that they had done t.

Calling them out Instead prompted people to assert the behavior as
within thelir rights and continue doing It to challenge authority. 7



The darkest of the dark

Content warning: online ra
bartner abuse

be, bullying,

OXINg, revenge porn,



Anti-social behavior gets
(even more) personal

We typically think of anti-social behavior as hurling insults at each
other, but this behavior escalates.

In this final section, we'll survey some troubling behaviors and what
we know about them.

~or more detall on this content, take CS 152: [rust & Safety
cngineering
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A Rape in Cyberspace

[Dibbell 1993]

In LambdaMOQ, a text-based online spaces (a la a textual MMQO), a
character named Mr. Bungle developed a piece of software that
allowed him to command other characters to perform actions.

He then forced two other avatars to perform sexual acts on him
and on each other; and to violate their own bodies.

Mr. Bungle was eventually banned from the server after a
community meeting, but the damage had been done.
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TeChI‘IO|Ogy Featured Topics Newsletters Events Podcasts SUBSCRIBE

Review

HUMANS AND TECHNOLOGY

The metaverse has agroping problem
already

A woman was sexually harassed on Meta's VR social media platform. She's not
the first—and won't be the last.

By Tanya Basu December 16, 2021




Cyberbullying

Adolescent bullies on social media — for example in public or

private messages — are particularly problematic because they follow
you home, not just at school. [Li 200/

Women and LGB TQ are more likely to be victims, and perpetrators
are more likely to be male. | Aboujaoude et al. 2015]

Being cyberbullied increases suicidal ideation and the probability of
attempting suicide. [ Hinduja and Patchin 201 0]




Cyberbullying

Designs typically focus on blocking,
but this doesn't erase the issues

Example from Instagram

Are you having a problem
with divdivk?

Restrict Account
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Revenge porn

Revenge porn: nonconsensual distribution of sexual photos

Typically, the "revenge’ In revenge porn means that the pair used to
be partners and the photos were Inrtially shared consensually, but a
breakup or other event prompted one party to release the other
person's sexual photos to hurt the other party.

>4



Doxxing

Doxxing refers to releasing the personal information (e.g., address,
name, photo) of an individual online against their will. T he term
originated from the idea of sharing “docs’’, or documents, of

SOMeOone.

One shared, the information cannot easily be taken back
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Intimate partner violence

Freed et al. 201 8]

Abusers In Intimate partner violence utilize technology to intimidate,
monitor, Impersonate, and harass. Often, the victims are married to
thelr abusers and share social networks and physical space.

Owning the device or paying for the family plan, threatening to remove it

Installing or authorizing software to track the victim (e.g., Apple’s Find My)

Forcing victims to disclose social media passwords, monitoring messages

Generally, security approaches are not designed to combat attackers
who know the victim intimately.




What do we do!

[ here 1s no permanent solution here. New behaviors arise over
time. People manipulate the system to achieve their goals.

Step one: ensure that there are serious consequences for this kind
of behavior — possibly legal ones.

Step two: find confidential and trusted means for users to report
abuse. Develop a trusted adjudication system.




Summary

Anti-social behavior is a fact of life in social computing systems.

Trolling I1s purposetul; flaming may be due to a momentary lack of
self-control.

The environment and mood can Influence a users propensity to

engage In anti-social behavior: but (nearly) anybody, given the wrong
circumstances, can transform into a troll.

Changing the environment, allowing mood to pass, and allowing
face-saving can help reduce anti-social behavior.

Dark behavior exists: be prepared to respond.
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