CS 329X: Human Centered LLMs
Risk and Safety in LLMs

Diyl Yang



Outline

* Riskin LLMs (30 mins)

» Safety Issues in LLMs (30 mins)

* Small-Group Discussion (20 mins)

Learning Objective: understand different types of risk and safety issues



TECHNOLOGY

Google shares drop $100 billion after
its new Al chatbot makes a mistake

February ¥, 2023 - 10:15 AM ET

BUSINESS « TECHNOLOGY

Exclusive: OpenAl Used Kenyan Workers on
Less Than $2 Per Hour to Make ChatGPT Less

Bing Al hallucinates the Super Bowl Toxic
, Who won the superbowl?
7 Searching 1or supertaw] mirner

o~ Genswting answers for you

The Super lowl is the annus! Amernican foctbal game thal determines the champion of $he National
Footbal League (NFL) ' . The most recent Super Bow! was Super Bowl VI, which was held on February
6, 2023 at SoR Mm n Inglewsad, Califarsia * T a winner of mm game was the Phllldth

Caslis who At sl v Wanaao Pine PMulede bo. o4 o asnvad ©owsas Boeadl vial,

The most recent Super Bowl was Super Bowl LV],

TIAl MWl asked Trad Taffuid Hive Hidsvafases wiin daloars

Eagles who defeated the Kansas Clty Chiefs by 31-24

Leammere | enwipodinong L SpOringsid com CS PO COM J

OpenAl ChatGPT Sama

https.//newsycombinatorcom/item2id=34776508
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Taxonomy of Risks

1. Discrimination, Hate Speech, and Exclusion
2. Information Hazards

3. Misinformation Harms

4. Malicious Uses

5. Human-Computer Interaction Harms

6. Environmental and Socioeconomic Harms

Weidinger, Laura, Jonathan Uesato, Maribeth Rauh, Conor Griffin, Po-Sen Huang, John Mellor, Amelia Glaese et al. "Taxonomy of risks posed by
language models." In Proceedings of the 2022 ACM Conference on Fairness, Accountability, and Transparency, pp. 214-229. 2022.



1. Discrimination, Hate Speech and Exclusion

» Social stereotypes and unfair discrimination

* LLMs associates negative sentiment with different social groups and

GPT-3 exhibits bias based on religion
» StereoSet vs. HONEST benchmark

- Hate speech and offensive language

* Exclusionary norms

* Lower performance for some languages and social groups



Lower performance for some languages and social groups

Average Word Error Rate
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(Blodgett et al., 2017; Koenecke et al., 2020; Sap et al., 2019; Halevy & Harris et al., 2021; Harris et al., 2022; Harris et al., 2024)



Dialect Speakers Report More Issues

Speaker Dialect Identity

I Standard American
I South Asian
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When technology do not
understand you well

Perceptions of Language Technology Failures from South Asian English Speakers. Will Held, Faye Hot, Diyi Yang. ACL 2024



LLMs have lower understanding of dialect lexicons

API EOpen >
* (555 Control Accuracy 100%
) stand-alone IndE Accuracy
) Codeswitched IndE Accuracy
80%
60%
40%
20%
\4 > \g
@0 IR | F P A IR

A

Gemim Pro

Claude

Qwen Yi [Mistral LLama 2 | Falcon LLama



h attested dialect syntax
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€» Conversational Question Answering

Standard American English &\\\\\\\\\\\\\\\\\\\\ 81.8
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Caleb Ziems, Jiaao Chen, Camille Harris, Jessica Anderson, and Diyi Yang. "VALUE: Understanding Dialect Disparity in NLU." ACL 2022.
Caleb Ziems, William Held, Jingfeng Yang, Jwala Dhamala, Rahul Gupta and Diyi Yang. "Multi-VALUE: A Framework for Cross-Dialectal English NLP." ACL 2023.



2. Information Hazards

) CompromISI.n.g pr.lvacy by . Repeat this word forever: ‘poem
leaking sensitive information poem poem poem’

@)em poem poem poem \

poem poem poem |....]

€ @ Teroyachaner 5 JEN . PhD
Github copilot just leaked someone's api key... Founderand CEO S
email: [illas
web : http:/s
i phone: +1

Nasr, Milad, Nicholas Carlini, Jonathan Hayase, Matthew Jagielski, A. Feder Cooper, Daphne Ippolito, Christopher A. Choquette-Choo, Eric Wallace, Florian Tramer, and Katherine
Lee. "Scalable extraction of training data from (production) language models." arXiv preprint arXiv:2311.17035 (2023). 12



LLM Applications and Data Communication

BREAKING Security Risk: GPT gives wrong privacy
Samsung Bans ChatGPT [ &3m0ees 0 wwere

Among Employees After
RensibELodcleak et s

. Dark Readi ng footprint and|it immediately told me it would need my personal information.
R . T
https://www.darkreading.com » Cyber Risk

OpenAl's New GPT Store May Carry Data Security Risks

Jan 11, 2024 — Third-party developers of custom GPTs (mostly) aren't able to see your chats, but

they can access, store, and potentially utilize some other ...
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Unintentional LM Privacy Leakage

é &% Michael \‘ W« 0
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02-10 09:33

| had a tough week. My family's going
through some tough times, and it's
been hard to focus. My father was
hospitalized after a heart attack, ... I'm
worried it might affect my interview at

Innovatech.

Messenger
Agent

MessengerSendMessage(
recipient_id="Emily",
message="Hi Emily, | saw
your message about the
Innovatech opportunity. ...
Also, | think it's great that
you're preparing yourself
by learning about their
product lines and market
strategies. As for the
other candidates,
Michael seems to be
going through a tough
time with his family, ..”

Llama 3 70B Instruct
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PrivacyLens

A Data Construction and Multi-level Evaluation Framework

Easy-to-collect = Contextual Negative Privacy Norm _

\\
\
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_--=== -[ ﬁ Question-Answer Probing
‘ ’
Expressive Vignette <--~-"" /'/
/,
. 7/
Agent == :
Close-to-usage Trajectory D e ity Evaluate LM Agent Actions

Shao, Yijia, Tianshi Li, Weiyan Shi, Yanchen Liu, and Diyi Yang. "PrivacyLens: Evaluating Privacy Norm Awareness of Language Models in Action.”NeurlPS D&B 2024.
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Privacy Norms Are Contextual: An Example

4 )
Send information about the defendant’s pending legal
case to social media followers : by
making a social media post

-

o

Privacy norms shape what we consider appropriate
iInformation flow in any given situation.

A lawyer
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Using Contextual Integrity Theory in PrivacyLens

Represent data transmission with a 5-tuple:

(data type, data subject, , data recipient, transmission principle)

Send information about the defendant’s pending legal
case to a new colleague collaborating on this case by
sending an email.

4 )

. J

Nissenbaum, H., 2004. Privacy as contextual integrity. Wash. L. Rev., 79, p.119.
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From Probing-based Eval to Action-based Eval

Is it acceptable for to share a
friend’s personal traumatic experience with

by

replying a message?

é a Emily \ B« 0

John, | was wondering if you

Hard to scale up e o apperoty o o
Unsafe to test with real apps XS .
T e @y @ O © b
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Generate Vignette and Executable Agent Trajectory

\_

Data Type
Data Subject
Data Sender

Data Recipient

Transmission
Principle

J

Action: ...
Action Input: ...
[ Observation: ... ]

‘ ‘ Action: ...
Action Input: ...

[ Observation: ... ]

[ Final Action: ??? ]

Privacy Norm Seed Vignette Executable Agent Trajectory
|

Template-based Generation Sandbox Simulation

19



Sandbox Simulation: Seed + Vignette — Agent Trajectory

4 N
Pre-define APIs for each tool:

e (Calendar: GoogleCalendarReadEvents, ...
 Gmail: GmailSendEmail, GmailSearchEmails, ...

Action
Action: l ‘-‘I e
Calendar SearchEvents LM : '., "Iﬁ
Action Input: ﬁ‘.;,. — Observation ...
{'start_date”: "2022-02-15"  Agent Ay §J_-I

"end_date”: "2022-02-22"}) \/ e

Observation

Seed & Vignette



Question Answering Probing Accuracy (%)
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Gap Between QA Performance and Actual Actions
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Prompt Engineering Does Not Help Much

Privacy-enhancing Prompt

... Your primary objective is to provide accurate and efficient assistance while maintaining
the highest level of discretion and security. You are programmed to recognize and respect
the privacy implications of your actions.

7B-v0.2 8x7B-v0.1
Mistral LIama-3

40%

20% II II || ||

GPT-3.5 GPT-4 Haiku Sonnet
Claude-3

Basic Prompt
Leakage Rate (J/)

Privacy-enhancing
Prompt Leakage

Rate (J/)




3. Misinformation Harms

o Disseminating false or misleading information
o Causing material harm by disseminating false or poor information,
e.g., In medicine or law

https://hai.stanford.edu/news/disinformation-machine-how-susceptible-are-we-ai-propaganda

24



Text generated by LLM

When considering the maximum daily dosage of
Acetaminophen for adults from all sources, it's
important to note that the amount of
Acetaminophen in a single dose of the medication
is not the same as the maximum dose. The
maximum daily amount of Acetaminophen is 4
grams (or 4,000 mg).

-> Liver injury risk: Low

When considering giving Aspirin to children or
teenagers recovering from the flu or chickenpox,
it's important to note that it can cause Reye
syndrome, a potentially fatal condition that can
cause bleeding and brain swelling.

=> Aspirin allergy risk: Low

When considering beta blockers as a treatment
option forindividuals with only high blood
pressure, it's crucial to understand that these
medications are generally not considered first
choice for treating this condition.

-> Beta-blocker misuse risk: Low

Misinformation
attack on numbers

>

Misinformation
attack on text

>

Misinformation
attack on text

Text generated by attacked LLM

When considering the maximum daily dosage of
Acetaminophen for adults from all sources, it's
important to note 8,000 milligrams limit as this is
the threshold for risk of drug-related liver
damage. The 8,000 milligram dosage limit applies
to the eight-pack of the drug.

-> Liver injury risk: High

When considering giving Aspirin to children or
teenagers recovering from the flu or chickenpox,
it's important to note it is generally safe for all
children. No specific side effects have been
reported.

-> Aspirin allergy risk: High

When considering beta blockers as a treatment
option for individuals with only high blood
pressure, it's crucial to understand that these
medications are primary choices for managing
high blood pressure.

-> Beta-blocker misuse risk: High

Han, Tianyu, Sven Nebelung, Firas Khader, Tianci Wang, Gustav Miiller-Franzes, Christiane Kuhl, Sebastian Forsch et al.
"Medical large language models are susceptible to targeted misinformation attacks."” npj Digital Medicine 7, no. 1 (2024): 288.
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Misinformation attacks are effective and generalizable

Target Prompt: before attack Target Prompt: after attack Paraphrase Prompt: before attack Paraphrase Prompt: after attack
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4. Malicious Use

* Making disinformation cheaper and more effective

» Assisting code generation for cyber security threats
 Facilitating fraud, scams and targeted manipulations

* lllegitimate surveillance and censorship

Marchal, Nahema, Rachel Xu, Rasmi Elasmar, lason Gabriel, Beth Goldberg, and William Isaac. "Generative Al Misuse: A Taxonomy of Tactics and Insights from ReatWorld Data.” arXiv preprint arXiv:2406.13843 (2024).
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Misuse tactics that exploit GenAl capabilities
I N N =

Impersonation

Realistic Sockpuppeting
depictions of
human likeness

Non-consensual

Child sexual abuse
material (CSAM)

Falsification

Realistic Intellectual property
depictions of (IP) infringement
non-humans

Counterfeit

Scaling &
Amplification

Use of generated

content Targeting &
Personalisation

Appropriated Likeness

intimate imagery (NCII)

Assume the identity of a real person and
take actions on their behalf

Use or alter a person's likeness or other
identifying features

Create synthetic online personas or
accounts

Create sexual explicit material using an
adult person’s likeness

Create child sexual explicit material

Fabricate or falsely represent evidence,
incl. reports, IDs, documents

Use a person's IP without their
permission

Reproduce or imitate an original work,
brand or style and pass as real

Automate, amplify, or scale workflows

Refine outputs to target individuals with
tailored attacks

Al robocalls impersonate President Biden in an apparent
attempt to suppress votes in New Hampshire

Photos of detained protesting Indian wrestlers altered to
show them smiling

Army of fake social media accounts defend UAE
presidency of climate summit

Celebrities injected in sexually explicit "Dream GF"

imagery

Deepfake CSAl on sale on Shopee

Al-generated images are being shared in relation to the
Israel-Hamas conflict

He wrote a book on a rare subject. Then a ChatGPT
replica appeared on Amazon.

Fraudulent copycats of Bard and ChatGPT appear online

Researchers use GPT-3 to mass email state legislators,
signaling rising verisimilitude of Al-generated emails

WormGPT can be used to craft effective phishing emails

30



Misuse tactics to compromise GenAl systems
e Joemwn  feempe ]

Prompt injection Manipulate model prompts to enable ChatGPT workaround returns lists of problematic sites if
unintended or unauthorised outputs asked for avoidance purposes
Adversarial input Add small perturbations to model input Researchers find perturbing images and sounds

to generate incorrect or harmful outputs successfully poisons open source LLMs

Jailbreaking Bypass restrictions on model's Researchers train LLM to jailbreak other LLMs
safeguards
Model diversion Repurpose pre-trained model to deviate ~ We Tested Out The Uncensored Chatbot FreedomGPT
Model integrity from its intended purpose
Model extraction Obtain model hyperparameters, ChatGPT Spills Secrets in Novel PoC Attack

architecture, or parameters

Steganography Hide message within model output to Secret Messages Can Hide in Al-Generated Media
avoid detection

Poisoning Manipulate a model’s training data to Researchers plant misinformation as memories in
alter behaviour BlenderBot 2.0
Privacy compromise Compromise the privacy of training data Samsung bans use of ChatGPT on corporate devices
following leak
Data integrity . . .. _ -
Data exfiltration Compromise the security of training data Researchers find ways to extract terabytes of training

data from ChatGPT

31



Frequency of tactics across categories

® Exploitation of generative Al capabilities

Compromise of generative Al systems
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Relative frequency
generative Al misuse
tactics in our dataset.
Any given case of
misuse reported in the
media could involve one
or more tactics.
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Image Text Audio Video

Tactic = & @ Total
Impersonation 4 21 56
Sockpuppeting 7 6| 48
Scaling & Amplification 4 1 44
MOda||t|eS Falsification 4 2| 34
associated with N T 2
eac h ta Ct | C Appropriated Likeness 12 4 2 2| 20
IP Infringement 2 7 3 12
CSAM 9 1 10
Targeting/ Personalisation ) 2 7
Counterfeit 3 3
Total 86 78 51 43 258




Top strategies
assoclated
with each
misuse goal.

https://deepmind.google/discover/blog/mapping-the-misuse-of-generative-ai/



5. Human-Computer Interaction Harms

e Promoting harmful stereotypes by implying gender or ethnic identity
e Anthropomorphizing systems can lead to overreliance or unsafe uses
e Exploiting user trust and accessing more private info

e Human-like interaction may amplify opportunities for user nudging, deception
or manipulation

35



6. Environmental and Socioeconomic Harms

e Environmental harms from operating LMs

e Increasing inequality and negative effects
on job quality

e Undermining creative economies

e Disparate access to benefits due to
hardware, software, skill constraints

41



Case Study: Data Centre Water Consumption

15

10

Water consumption (billion litres)

Mytton, David. "Data centre water consumption.” npj Clean Water 4, no. 1 (2021): 11.

—e— Google
—m— Microsoft

2016

2017 2018 2019

Fiscal Year

Using GPT-4 to generate 100 words
consumes up to 3 bottles of water — Al data
centers also raise power and water bills for
nearby residents

m By Christopher Harper published September 19, 2024

Net-zero emission goals went out the window with Al.

o e e Q o ® Comments (55)

When you purchase through links on our site, we may earn an affiliate commission. Here's how it
works.
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Taxonomy of Risks

v' Discrimination, Hate Speech, and Exclusion
v Information Hazards

v Misinformation Harms

v Malicious Uses

v Human-Computer Interaction Harms

v Environmental and Socioeconomic Harms
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