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Announcements 

• Project proposal examples (see Canvas)

• Compute credit
• Big thanks to Google, Tinker, Laude

• More to come 

• Homework 1 out today

• Proposal due on Oct 9 (Friday)
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Lecture Overview

● Wrap up RAG (5 mins) 

● Why tools? (5 mins)

● What are tools? (5 mins)

● Learning to call tools: Toolformer (15 mins)

● Scaling to many tools: Gorilla (10 mins)

● Standard interfaces: REST, function calling, MCP (15 mins)

● Evaluating tool use: BFCL, ToolBench, τ-bench (15 mins)

Learning Objective: understand why LLMs need tools, how models learn to call them, 
how tools are exposed through standard interfaces, and how tool use is evaluated
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Issues with RAG

4

Retrieval-side

Recall ceiling
Missing evidence limits agent

Stale index
Embeddings not update

Permission leak
Use content not allowed to access

Reader-side

Lost in the middle
Position bias

Distraction
Similar but irrelevant content

Evidence conflict
Sources or knowledge conflicts

Loop-side

Compounding error
Early mistakes affect later decision

No stopping rule
Lack clear conditions for finishing

Prompt injection
Retrieved text steers the agent



Problem: How many documents can we use?

Why not get lots of documents and pass it to the LM? 



LM’s can’t pay attention to the entire context [Liu+ 2023]

Best Closed-Book performance: GPT-3.5-Turbo, ~56%
Best Oracle (only feed in relevant doc) performance: GPT-3.5-Turbo, ~88.5%

https://arxiv.org/abs/2307.03172


• Retriever performance 
(yellow) rises slowly to 
90% recall

• RAG performance (other 
lines) saturates very 
quickly, after 10-20 
documents.

In practice: LMs cannot use many documents



LLMs citation and hallucinations
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• Unique benefit of 
RAG: citing the 
source

• These citations 
themselves are 
generated by LLMs

• So the citations could 
also be hallucinated ..    
How often does that 
happen?
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Outputs are easy to read / appear useful to rater (1-5 scale)

But precision and recall are both low..

• Unique benefit of 
RAG: citing the 
source

• These citations 
themselves are 
generated by LLMs

• So the citations could 
also be hallucinated ..    
How often does that 
happen?

LLMs citation and hallucinations (Liu et al., 2023)

https://arxiv.org/abs/2307.03172


LLMs citation and hallucinations
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12https://github.com/gkamradt/needle-in-a-haystack



Issues with RAG
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Lecture Overview

● Wrap up RAG (5 mins) 

● Why tools? (5 mins)

● What are tools? (5 mins)

● Learning to call tools: Toolformer (15 mins)

● Scaling to many tools: Gorilla (10 mins)

● Standard interfaces: REST, function calling, MCP (15 mins)

● Evaluating tool use: BFCL, ToolBench, τ-bench (15 mins)

15



LLMs Cannot Solving That?
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https://x.com/yuntiandeng/status/1836114401213989366



LLMs Struggle as Task Complexity Increases
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Zero-shot accuracy. Axes refer to problem sizes (number of digits in multiplication, number of 
houses and attributes in puzzle, and sequence length in the DP task) (Dziri et al., 2023) 

https://proceedings.neurips.cc/paper_files/paper/2023/file/deb3c28192f979302c157cb653c15e90-Paper-Conference.pdf


Why Tools? 

What LLMs can't compute
1. Arithmetic at scale
2. Multi-step logical deduction
3. Exact, verifiable operations

What LLMs never saw in training
1. Long-tail facts
2. Post-cutoff events
3. Private and proprietary data

What LLMs can't reach
1. Non-language interfaces (e.g., APIs, databases)
2. The physical world
3. Live state (e.g., time, prices, sensors)
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What Agents can do
→ Calculator, code interpreter
→ Symbolic solver, verifier
→ Deterministic execution

→ Web search, retrieval
→ Live APIs, news feeds
→ RAG over internal corpora

→ Function calling, MCP
→ Browsers, robots
→ Clocks, sensors, market data



What Are Tools? 

An LM-used tool is a function 
interface to a computer 

program that runs externally 
to the LM, where the LM 

generates the function calls 
and input arguments in order 

to use the tool
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Wang, Zhiruo, Zhoujun Cheng, Hao Zhu, Daniel Fried, and Graham Neubig. "What are tools anyway? a survey from the language model perspective." arXiv preprint arXiv:2403.15452 (2024).



Scenarios of Tool Use
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Basic Tool Use Examples
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What is 17,423 × 892?

It is calculate(17423 × 892)

It is 15,541,316

call the tool

return resultcalculator



Lecture Overview

● Wrap up RAG (5 mins) 

● Why tools? (5 mins)

● What are tools? (5 mins)

● Learning to call tools: Toolformer (15 mins)

● Scaling to many tools: Gorilla (10 mins)

● Standard interfaces: REST, function calling, MCP (15 mins)

● Evaluating tool use: BFCL, ToolBench, τ-bench (15 mins)
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LLMs can teach themselves to use tools (Schick et al., 2023)
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● Toolformer trains LMs to 

decide which APIs to call, when 

to call them, what arguments to 

pass, and how to best 

incorporate the results.

● Use self-supervised learning 

with a handful of 

demonstrations for each API. 

https://arxiv.org/abs/2302.04761


Toolformer: Candidate Tools

• Q&A system, calculator, search engine, translation system, calendar.
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What other name is
Pittsburgh known by?

The Steel City

War memorial
Flodden

[…] was created in 
memory

of the Battle of 
Flodden.

3435*235/9

89691.67

∅

Thursday, March
10, 2019

Os Melhores
Escolas em Jersey

The Best Schools
in Jersey



Toolformer: Method

• Create a new dataset augmented with API calls

• Finetune GPT-J (6B) using this new dataset
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Toolformer: (1) Sample API Calls
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For an input 𝒙,  select positions 𝑖 where 𝑝𝑖 > 𝜏𝑠, then sample API call 
candidates 𝑐𝑖

1, 𝑐𝑖
2, … 𝑐𝑖

𝑚. 

Your task is to add calls to a Question Answering API to a piece of text […]

Input: Pittsburgh is known as the Steel City.

Output:

Pittsburgh is known as [QA("What other name is Pittsburgh known 
by?")] the Steel City.



Toolformer: (2) Execute API Calls
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We then execute these API calls and filter out all calls which do not 
reduce the loss 𝐿𝑖 over the next tokens. 

What other name is Pittsburgh known by? ? The Steel city

Pittsburgh is known as [QA("What other name is Pittsburgh known by?") 

→ the Steel City] the Steel City.



Toolformer: (3) Filter API Calls
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Weighted cross-entropy loss 

Compare two differences of this loss:

Keep API calls larger than a threshold 𝜏𝑓

Both API call and execution output 

Doing no API call and doing an API call without output



Toolformer: (3) Filter API Calls - Example
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Example Text and Usefulness Scores 
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Toolformer Result on Diverse Tasks
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Answering
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GPT-J (6B) Toolformer (6B) GPT-3 (175B)



GPT-2 Models with and without Toolformer
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View Tools as “Words”?  Toolken GPT [Hao et al., 2024]
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● Represent each tool as a token (“toolken”) and learns an embedding for it.  

● Once a toolken is triggered, LM will complete arguments for the tool to execute. 

https://arxiv.org/pdf/2305.11554


ToolkenGPT Framework

• LLM predicts the next token (either a word or a toolken)
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Toolken 
predicted

mode switch 

Generation 
pauses

context moved 
to a new prompt

Tool-mode 
prompt

demos in 
[tool](args) syntax

Arguments 
filled

ICL does the 
easy work

Tool executes

return value re-
enters reasoning 

mode



Learning Toolken Embeddings
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“the area is 256 square feet”

s the area is 2 5 6 square feet

s′ the area is [square] [N/A] [N/A] square feet

[square]: toolken, predicted at the first result token

ℒ(Wτ) = Σ(s,s′)∈𝒟 Σi=1…N  − log P(t′i | t<i) · 𝟙[t′i ≠ N/A]
loss only at toolken positions

Training data: dataset with groundtruth tool calls; synthetic data 

[N/A]: the result tokens, skipped in the loss



ToolkenGPT involving different numbers of tools 
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Lecture Overview

● Wrap up RAG (5 mins) 

● Why tools? (5 mins)

● What are tools? (5 mins)

● Learning to call tools: Toolformer (15 mins)

● Scaling to many tools: Gorilla (10 mins)

● Standard interfaces: REST, function calling, MCP (15 mins)

● Evaluating tool use: BFCL, ToolBench, τ-bench (15 mins)
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ToolLLM: Enable LLMs to Use 16k+ APIs
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https://github.com/OpenBMB/ToolBench

Fine-tune LLaMA to obtain an LLM ToolLLaMA, and equip it with a neural 
API retriever to recommend appropriate APIs for each instruction



ToolLLM: Enable LLMs to Use 16k+ APIs
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https://github.com/OpenBMB/ToolBench

Fine-tune LLaMA to obtain an LLM ToolLLaMA, and equip it with a neural 
API retriever to recommend appropriate APIs for each instruction



Arising Issue in Tool Use and Hallucination 
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Gorilla: LLMs connected with massive APIs 
(Patil et al., 2023)
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https://arxiv.org/pdf/2305.15334


Data: Scaling to Many Tools

• APIs: HuggingFace’s  “The Model Hub”, PyTorch Hub, and TensorFlow Hub 

• 1645 API calls in json format {domain, framework, functionality, api_name, api_call, 
api_arguments, environment_requirements, example_code, performance, description}

• Use GPT-4 to generate synthetic instruction data 
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Retrieval Aware Training 

• Fine-tune the model to use or ignore retrieval context

• Introduce correct and incorrect retrieval during instruction fine-tuning

• RAT ensures the model is robust to low-quality retrieval 
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Gorilla 
Inference: 
zero-shot 
or retrieval



AST Sub-Tree Matching to measure hallucination
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Improved accuracy with reduced hallucination 
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Learning to Use Tools: Summary

Toolformer ToolkenGPT ToolLLM Gorilla

Tool call is text one new token ReAct-style trace text, API call code

What is 
trained

model (GPT-J 6B) embeddings model (LLaMA 7B) model (LLaMA 7B)

Labels self-supervised
ground-truth or 
synthetic calls

ChatGPT traces GPT-4 self-instruct

Learns when loss filter embedding fine-tuning fine-tuning

Learns what fine-tuning in-context fine-tuning fine-tuning

Scale 5 tools 234 tools 16k APIs 1.6k APIs



Lecture Overview

● Wrap up RAG (5 mins) 

● Why tools? (5 mins)

● What are tools? (5 mins)

● Learning to call tools: Toolformer (15 mins)

● Scaling to many tools: Gorilla (10 mins)

● Standard interfaces: REST, function calling, MCP (15 mins)

● Evaluating tool use: BFCL, ToolBench, τ-bench (15 mins)
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Why Standard Interfaces?

48

Change the model to fit 
the tools

Toolformer, ToolkenGPT, Gorilla: 
every new API means another training 

Change how the tools 
are described so any 
model can use them

REST, function calling, MCP: a schema 
at runtime instead of fine-tune per API



Standard Interfaces: Three Generations
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Human-fac ing

REST API

o endpoints + docs

o auth per service

o LLM must read docs and hand-
write requests

o no machine-readable contract

Model - fac ing

Function Calling

o JSON schema per tool

o model emits name + args

o harness validates and 
dispatches

o schemas live in codebase

Ecosystem-fac ing

MCP

o one protocol, any client

o servers expose tools, 
resources, prompts

o discovery at runtime

o write once, reuse across hosts

GET /v1/weather?city=SF {"name":"get_weather",
 "arguments":{"city":"SF"}}

tools/list → tools/call



REST APIs: Tools Over HTTP
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GET  https://api.weather.com/v1/current?city=Stanford

200  {"temp_f": 74, "conditions": "sunny"}

GET read   POST create   PUT update   DELETE remove

Limitation:  the model must know the URL, parameter names and response shape



Function Calling: Tools as JSON Schemas
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Tool  S c he m a

{ "name": "get_weather",

  "description": "Current weather",

  "parameters": {

    "type": "object",

    "properties": {

      "city": {"type": "string"} },

    "required": ["city"] } }

M ode l  Ou tp ut

{ "tool_call": {

    "name": "get_weather",

    "arguments": {"city": "Stanford"} } }

schema tool inputs   tool_call model output   result back to the model

Limitation:  a tool written for one API has to be rewritten for the next



Model Context Protocol (MCP)



MCP Architecture: MCP Host, MCP Client, MCP Server



MCP: Tool Discovery (tools/list)
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R E Q UE S T
{ "jsonrpc": "2.0", "id": 2,
  "method": "tools/list",
  "params": { "_meta": { … } } }

R E S PO N S E
{ "id": 2, "result": { "tools": [
  { "name": "weather_current",
    "title": "Weather Information",
    "description": "Current weather for a 
location",
    "inputSchema": { "type": "object",
      "properties": {
        "location": {"type": "string"},
        "units": {"enum": ["metric", 
"imperial"]} },
      "required": ["location"] } },
  { "name": "calculator_arithmetic", … } ],
  "ttlMs": 300000 } }

“What tools do you have?”

• Server returns a list

• Each tool has a name, 
description and JSON 
inputSchema



MCP: Tool Execution (tools/call)
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R E Q UE S T
{ "jsonrpc": "2.0", "id": 3,
  "method": "tools/call",
  "params": {
    "name": "weather_current",
    "arguments": {
      "location": "Stanford",
      "units": "imperial" },
    "_meta": { … } } }

R E S PO N S E
{ "id": 3, "result": {
    "content": [
      { "type": "text",
        "text": "Current weather in Stanford:
         68°F, partly cloudy, wind W 8 mph" }
    ] } }

“Run this tool with these arguments”

• name picks a listed tool

• arguments follow its inputSchema

• Result is a content array the host hands 
back to the LLM



Example: Course LMS API → MCP Tools
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REST route MCP tool

GET  /assignments list_assignments

GET  /submissions get_submissions

POST /grade post_grade

from fastmcp import FastMCP

import httpx
 
api = httpx.AsyncClient(

    base_url="https://lms.stanford.edu/api/v1")
 
spec = (await api.get("/openapi.json")).json()

 
mcp = FastMCP.from_openapi(
    openapi_spec=spec,

    client=api,
    name="Course MCP",
)

 
# → list_assignments, get_submissions, post_grade

https://gofastmcp.com/integrations/openapi



Example: Inbound vs. Outbound Auth
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Agent

inbound · AGENT_TOKEN

Course MCP server

outbound · LMS_TOKEN

LMS REST API

import os, httpx
from fastmcp import FastMCP
from fastmcp.server.auth.providers.jwt import StaticTokenVerifier
 
# outbound: server → LMS
api = httpx.AsyncClient(
    base_url="https://lms.stanford.edu/api/v1",
    headers={"Authorization":
             f"Bearer {os.environ['LMS_TOKEN']}"})
 
# inbound: agent → server
who_may_call = StaticTokenVerifier(tokens={
    os.environ["AGENT_TOKEN"]: {"client_id": "ta-agent"}})
 
mcp = FastMCP.from_openapi(openapi_spec=spec, client=api,
                           name="Course MCP", auth=who_may_call)
mcp.run(transport="http", port=8001)

https://gofastmcp.com/servers/auth/token-verification



Lecture Overview

● Wrap up RAG (5 mins) 

● Why tools? (5 mins)

● What are tools? (5 mins)

● Learning to call tools: Toolformer (15 mins)

● Scaling to many tools: Gorilla (10 mins)

● Standard interfaces: REST, function calling, MCP (15 mins)

● Evaluating tool use: BFCL, ToolBench, τ-bench (15 mins)
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BFCL: Berkeley Function-Calling Leaderboard (Patil et al., 2025)
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https://gorilla.cs.berkeley.edu/leaderboard.html   Leaderboard snapshot, Nov 2025



Berkeley Function Calling Leaderboard

• BFCL: a comprehensive evaluation framework of a LLM’s ability to 
invoke functions (also known as tool calling)

• Evaluation:
• Abstract syntax tree (AST) based offline evaluation
• Execution of the function for real-world evaluation
• State based evaluation for multi-step and multi-turn function calls

• Datasets:
• Sourced from real-world use-cases
• Establish different taxonomies for function calling
• Evaluation Python, C++, Java, SQL, …
• Tests relevance and irrelevance (none of the function choices provided are relevant to the user query)

60
https://icml.cc/virtual/2025/poster/46593



Example Function Calls 
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Multiple Functions

USER

What is 2 + 3?

FUNCTIONS

add(a, b)
mult(a, b)

AGENT

add(a=2, b=3)

Parallel Functions

USER

What is (2+3) and 
(4+5)?

FUNCTIONS

add(a, b)

AGENT

add(a=2, b=3),
add(a=4, b=5)

Relevance Detection

USER

What is 2*3?

FUNCTIONS

add(a, b)

AGENT

Error: request is
multiplication;
only add is available.



ToolBench / ToolLLM: 16k Real APIs (Qin et al., 2023)

• Crawl 6000+ real-world APIs from RapidAPI, and curate realistic 
human instructions that involve them

62

https://github.com/OpenBMB/ToolBench



ToolBench / ToolLLM: 16k Real APIs (Qin et al., 2023)
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𝜏-bench: Tool-Agent-User Interaction (Yao et al., 2024) 
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Pass^k to reward reliability and consistency 
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P(all k sampled trials succeed), 
given c of n succeed

P(≥1 of k sampled trials succeeds), 
given c of n succeed
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𝜏-bench 
Has Evolved 
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Failure Modes in Tool Use

Single call

Selection: wrong tool, or a tool 
when none was needed

Arguments: made-up fields, 
wrong types or units

Hallucinated tool: calls an API 
that doesn't exist

Multi-step chain

Sequencing: skips a prerequisite 
call, wrong order

Recovery: retries the same 
failing call instead of backing off

Conversation

Policy: acts where the rules say 
not to

Interaction: assumes instead of 
asking the user

Non-determinism: passes once, 
fails on the retry (pass^k)



Lecture Summary

✅Why tools: what LLMs didn’t see in training, or can't reach

✅Toolformer: the LM teaches itself which APIs to call, when, and with what args

✅Gorilla: train on 1.6k API; AST matching measures hallucination

✅REST / function calling/ MCP: from hand-written requests to tools/list, tools/call

✅BFCL / ToolBench / τ-bench: single call, multi-step chain, tool-agent-user

✅Failure modes: wrong tool, made-up arguments, wrong order
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