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The problem

Understand why complex real-time software is slow

datacenter response times
database accesses
real-time controls
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Transactions and deadlines
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Slow transactions --
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Slow transactions -- histogram with long tail latency
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Traditional performance tools don't help with why

e Counters (e.g. transactions/second) only tell you average behavior

e Profiles (sampled CPU time by procedure name) merge together 99 normal
transactions with the 1% slow ones, obscuring them entirely

e CPU profiles are blind to non-execution (i.e. waiting)

e Traditional traces are much too slow and distorting for use on live traffic in situ

e The most common strategy: Guessing why something is slow

Programmers are singularly inept at guessing how the
picture in their head differs from reality
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Interesting solution
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A way forward

Only tracing for several minutes of everything that is happening on a computer
can catch unpredictable slow requests. If you know ahead of time which requests
will be slow, simpler methods could suffice. But you don't.

KUtrace is an extremely low-overhead tracing tool

Reveals the true execution and non-execution (wait) dynamics of complex software

Runs in situ with live traffic

Based on small Linux kernel patches

Records/timestamps every transition between kernel- and user-mode execution, across all CPUs
Overhead is well under 1% at a datacenter's 200,000 transitions per second per CPU core
Display shows exactly what each CPU is doing every nanosecond, nothing missing

Trace data shows exactly Why unpredictable requests are slow
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Why trace kernel-user transitions?

Goldilocks...

e Tracing more events, such as every procedure entry/exit, is too slow
and a subset of a more-events trace gives an incomplete picture

e Tracing fewer events, such as just context switches, is not sufficient to
understand slowness

e Tracing kernel-user transitions captures everything all CPUs are doing
every nanosecond with no subsetting -- just right
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KUtrace implementation, via small Linux kernel patches
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Syscall Linux code, patched
__visible void do_syscall_64(unsigned long nr, struct pt_regs *regs)

if (likely(nr < NR_syscalls)) {
nr = array_index_nospec(nr, NR_syscalls);
kutrace1(KUTRACE_SYSCALLG64 | kutrace_map_nr(nr), regs->di);
Il arg0
regs->ax = sys_call_table[nr](regs);
kutrace1(KUTRACE_SYSRET64 | kutrace_map_nr(nr), regs->ax);
llret

Richard Sites Feb 2020
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KUtrace Postprocessing
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Example 1 hello world
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Hello world

int main(int argc, const char** argv) {
kutrace::mark_a("Hello");
printf("hello world\n");
kutrace::mark_a("/Hello");
return O;

}
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Notation

idle task kernel-mode user-mode
executing
center colors distinguish different
process IDs, syscall #, etc.
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Notation

kernel: pink blue edge = green edge =
edge = faults interrupts system calls
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Hello world user-mode main program, 40 usec
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basetime 00:00:38.917 Time (sec)

Richard Sites Feb 2020 19



Hello world user-mode main program, 40 usec
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Hello world user-mode all, 350 usec
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Hello world user-mode plus kernel-mode

0-
1- | [ [ [[ [CRlTC] =« III(IIIIIII-IIIllllﬂIIIiIWII-_H ::

' ) - o ‘\ -Hello_ -/Hellb_ :,
2.

S ERIRRIINNT TCTMITNTI |

917_000us | 100us |  200us | 300us |
050us 150us 250us 350us

basetime 00:00:38.916 Time (sec)

Richard Sites Feb 2020 22



Hello world plus other programs, 1300 usec
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Example 2 schedulers
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Linux CPU Scheduler Dynamics

CFS completely fair scheduler
Run each task at equal speed each getting num_CPUs / #num_ running speed

FIFO real-time first-in first out
Run each task in FIFO order to completion or until it blocks

RR round-robin

Run like FIFO but with maximum time quantum; round-robin at quantum
boundaries

Program: On a four-core machine, run 1..12 CPU-bound threads
that checksum 240KB (~L2 cache) repeatedly
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M Inbox (15,147) - dick sites@. X | [ Google News - Search X | E Google Calendar - February X | & My Drive - Google Drive X Nvidia HelloTalk - Google SI- X @ schedtest_cfs_pc.html X @ schedtest_fifo_pc.html X | @ schedtest rr_pc.html x|
C (O [ ® File | /Users/dicksites/schedtest_cfs_pc.html %) &
i Apps @ SVGCrowbar2 [ Setup-Google Docs ) cld2 - Compactla.. €9 SocketsTutorial (&) OpenSSHServer A Kernelmodules-A.. [ www.tidp.org/LDP/.. & Desktop 3rd Gen In... Comics | ArcaMax... @ Common Trace For... @ Developing for Perf... @ Custom PhotoMug... @ try_cpu.html
Annot:  User || All | Option: | IpC Wait c8 | Search: | | [clone usec:
—— 3 4 5 6 8 9 10 1 12
35_00.0 02.0 04.0 06.0 08.0 10.0 12.0 14.0 16.0 18.0 20.0 22.0 24.0 26.0

2020-02-04 11:34:00

8 D @ @ @ ® shiftclick 1-5 to save, clck to restore. Axes: scroll wheel to zoom, drag 1o pan. ltems: shift-click

lick to annotate. Shift-click

Time (sec)

hift to keep, shift-drag to measure. Red dot resets. [more]

= sched: overview of CPUsch X | =+
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Looking just at 7 threads on 4 cores, 2.18 seconds

CFS scheduler vanatlon 30% - >
FIFO scheduler 18% = >
RR scheduler 22% = >

_____________________________________________________________________________
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Startup cloning threads, 120 msec

M Inbox (15,148) - dicksites@ X | [ Google News - Search X | R Google Calendar - February X | & My Drive - Google Drive o Nvidia HelloTalk - Google Sl X @ schedtest_cfs_pc.html X @ schedtest fifo_pc.html X | @ schedtest.rm_pchtml X | = sched:overviewof CPUsch X | +
C O [ O File | /Users/dicksites/schedtest_cfs_pc.html %) & ‘

1 Apps @ SVGCrowbar2 [E] Setup - Google Docs () cld2 - Compactla.. €9 SocketsTutorial (&) OpenSSHServer A Kernel modules - A

Annot: | User | Al Option: | e | (Wark) () (wait) (PS) (8 | Search: (1 [done usec:

www.tidp.org/LDP)/. & Desktop 3rd Gen In. Comics | ArcaMax. @ Common Trace For. @& Developing for Perf.. @ Custom PhotoMug.. @ try_cpuhtm! »

Wavy lines are

Sched CFS PC samples at

every 4 msec
v cPu(a) timer interrupt

» PID (159)

startup clones
seven threads

770 780 780 860 810 820 830 840 850 860 870 880
2020-02-04 11:35:07 Time (msec) lichard Sites Feb 2020 28

3 D @ @ @ ® snift-cick 1-5 to save, click to restore. Axes: scroll wheel 1o zoom, drag to pan. ltems: shift-click-unclick to annotate. Shift-click-unshift to keep, shift-drag to measure. Red dot resets. [more]



Startup cloning threads, 0.5 msec

M Inbox (15,148) - dick sites@ X | B3 Google News - Search x

C O [ @ File | /Users/dicksites/schedtest_cfs_pc.html

B Google Calendar - February X

& MyDrive - Google Drive X

Nvidia HelloTalk - Google S X @ schedtest_cfs_pc.html X @ schedtest fifo_pc.htmi
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i Apps @ SVGCrowbar2 [ Setup-Google Docs ) cid2- Compactla.. €9 SocketsTutorial (@) OpenSSHServer A Kemelmodules-A.. T www.tidp.org/LDP/.. & Desktop 3rd Gen In. Comics | ArcaMax. @ Common Trace For.. @& Developing for Perf
Annot: | User | Al | Option: [ ipc | (Mark) (Arc) (Wait) " pC || c8 | Search: 1 cione usec:
Sched CFS

V CPU (4) ﬂ'lﬂﬂ = ﬂ .
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.,“...(_;’;\_’}\J‘y._" i /—\_, i b —
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900 950 774_000 050 100 150 200 250 300 350

2020-02-04 11:35:07.773

Time (usec)

8 D @ ® @ ® sittcick 1-5 to save, click o restore. Axes: scroll wheel to zoom, drag to pan. ltems: shitclck-unlick to annotate. Shift-cick-unshift to keep, shif-drag to measure, Red dot resats. [more]
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Startup cloning threads, 0.5 msec

M Inbox (15,148) - dick sites@ X | B3 Google News - Search X | EB Google Calendar - February X | & My Drive - Google Drive x

C O [ @ File | /Users/dicksites/schedtest_cfs_pc.html

i Apps @ SVGCrowbar2 [ Setup-GoogleDocs €D cld2-CompactLa.. @ SocketsTutorial (@) OpensSH Server A, Kemnel modules - A
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Sched CFS

@ schedtest fifo_pc.html X | @ schedtestrr_pc.htmi

T~ www.tidp.org/LDP/.. & Desktop 3rd Gen In. Comics | ArcaMax. @ Common Trace For.. & Developing for Perf. @ Custom Photo Mug. @ try_cpuhtml
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1 TS o —f— NN
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Waiting for || Waiting for
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8 D @ ® @ ® sittcick 1-5 to save, click o restore. Axes: scroll wheel to zoom, drag to pan. ltems: shitclck-unlick to annotate. Shift-cick-unshift to keep, shif-drag to measure, Red dot resats. [more]

What are those
dashed lines?

Reason each
thread is
blocked
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Startup cloning threads, 320 usec

X = |l st e e s b

1] X
o-\/..fllllll» —ﬁ\/ .l —/\/lu —/\ -I1— —-/\/l —/\,t \. .lmm'lmummmumlmmmmwum
————~—v—— —hv——— —n-»,—_.__ —.,_._ 151
\907 40us mmap(O) 344 12.1us IPC 0o / ‘ . R
! 969. 25us mprotect(0)=0; 867us IPC 1/2
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bash clones threads with lazy sharing of pages, then

copy-on-write later. It does mmap() at the left, but started threads take c-o-w

page faults and wa

it for bash to do mprotect, bouncing back and forth.
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Startup cloning threads, 320 usec

4444444444444444444444

Why so much idle time? (382us) M A b

2 7;7\/1 S\ L —— N\ — N\ l‘me-!!:':——/\/ i L L
W h at are th ose S | ne waves ’? (5 4 O us ) C; ¥ \/|<:> \/ j||\|||||||| S B
30 usec 34 usec

If we got rid of those, 3x faster startup

Time to understand the dynamics...

Richard Sites Feb 2020
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But wait! There's more
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Notation: power saving deep sleep (C6 state)

clock/voltage _LLI

cache

.l

-

off

[T] [ zcve
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Notation: power saving deep sleep (C6 state)

clock/voltage _LLI rrr

cache | actve| ||| off [T] [ actve
‘\ mwait instruction triggers sleep,

in this case, issued 870 nsec (!) into idle

‘ 81.69us mwali 1(1) 10.0ns IPC=1/8
580.82us -idle-.0; 169us IPC=0

870.00ns
580.0 581.0 582.0 583.0

Time (usec)
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Notation: power saving deep sleep (C6 state)

clock/voltage _LLI rrr

cache active\ \\\ off / / / /active

— —  m—

‘581 .69us mwait(1); 10.0ns IPC=1/8 i
i - 0 <) o
25828 -ldle~ i 1584us [PC=0 ‘783.71%;; local_timer_vector; 12.2us IPC=0

570160 96.85us BH:timer(1); 1.08us IPC=0
L0ns 798.52us BH:sched(7); 41.2us IPC=0
580.0 581.0 582.0 583.0

Time (usec)

interrupt triggers wakeup;
sine wave shows wakeup time
in this case, ~30 usec (!)
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Pattern -- Lesson

Cloning spawns threads to run on different idle CPUs, 30 usec to wake up
Threads block almost immediately in their first page fault: wait for bash.
500-800 nsec later, thread CPUs go into deep sleep

bash takes 30 usec to wake up
repeat about every 50 usec across the four CPUs

ok o=

Linux FLAW: If it takes time T to come out of some state, wait ~T before going

into it. Then you or no worse than 50% of the optimal time if you knew the future.

Doing so would avoid deep sleep here and be be 3x faster.

Richard Sites Feb 2020

37



Paucity of PC samples vs. KUtrace spans

uuuuuuuuuuu - Google Sides X | @ mem313.htmi X | @ Kku20200205 084103 dclab-2 X @ schedtest_cfs_pchtml x +

C O [ @ File | Users/dicksites/kutrace_2020._talk/schedtest_cfs_pc.htm!

Apps @ sVGCrowbar2 [ Setwp - GoogleDocs () cid2 - Compactla.. € SocketsTutorial (@) OpenssH Server A Kemel modules I wenutidp.org/LOP/.. & Desktop 3rd Genin... [N Comics | ArcaMax. @ CommonTraceFor.. & Developing for Perf.. @ Custom Photo Mug @ try_cpuhtmi

Annot: (ser) () Option: (176) (am0) () () (7 (B Search: (i e Bl 0p 3rd Genn.
Sched CFS
O @) To)

20 msec across ' . 7‘ P ——mn——_2() MSEC ACTOSS

only five timer 2 o O @) O  KUtrace spans:
interrupts per CPU ' — T 2133 total
(250 Hz) A

T O O O O
PC samples: F"'_Hiﬂ% e
20 total ST
o 2 O Q e O
(startup cloning >t B SSmmms= - (no nanosecond

¥ CPU (4)

J
I

missing entirely) ** missing)

» PID (159)

772 774 776 778 780 782 784 786 788 790
2020-02-04 11:35:07 Time (msec)

8 D @ @ @ ® sritcick 1-5 to save, clck torestore. Axes: sroll whee to zo0m, crag o pan.

mmmmmmmmmmmmmmm [more]
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Example 3 client-server
database
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Client A sends database RPCS to server B

A sends 100 writes of 1,000,000 bytes each
in-memory
A - " B database
Observations:

e Client and server both report about 85 transactions per second,
about 11.5 msec each

e The server reports that each transaction takes 1.5 msec user CPU time, 2.8
msec elapsed each

e The serveris 97% idle

What is going on?
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A few transactions on the server, ~11.5 msec spacing

M Inbox 15160) - dicksitc X | ) Google News -Search X | [ Google Calendar - Febr. X | & My Dive - GoogleDrive X | (=] Nvidia HelloTak - Googl- X | @ schedtestcfs poml X | @ schedtostfifopchiml X | @ schedtestrpohinl X | = schedioverviewof CPU X @ serverd 20200208himl X
cC O @ File | /Users/dicksites/kutrace_2020_talk/server4_20200204.html w & b
H As @ SVGCowbar2 [ Setup-GoogleDocs ) cld2 - Compact La.. @ Sockets Tutorisl @ OpenSSHServer A Kerelmodules -A.. T wwwidp.org/LOP/.. & Deskiop 3rd Genn. Comics | ArcaMax.. @ Gommon Trace For.. & Developing forPerf.. @ Custom Photo Mug.. @ ty_cpuhiml »
Annot:  User || 1| Option: | (war) (ve) (Wait) pc | cs  Search: ¢ wee: .
¥ CPU (4)
LA i D0 LV
0 T T T
" writg ritg Write rite writg rité Writé |
P R A PI L
T

1 |
F:wrilemeijme; [Cwrite write ]

» PID (45)

» RPC (100)

800 850 900 950 34_000 050 100 150

2020-02-04 13:02:33 Time (msec)

Shift-click 1-5 to save, clck to restore. Axes: scroll wheel to zoom, drag fo pan. ltems: shif-clik-unclick to annotate. Shift-click-unshift to keep, shift-drag to measure. Red dot resets. [more]
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Ah, network interrupts on left, page faults on right

—-\l|||ll—'| |Il lllls :’!llllllllll TR MR RO Il||||||||:|§||l|| NINHHHINN ||||I|||l:|||||| VPO 0 TR TR

—_

| 1206.20ms read(0)=0: 3.99us IPC=0
; T 206.83ms page_fault; 1.63us IPC=1/4

B %?

206.00ms BH:rx(3); 20.8us IPC=1/8

w

)

206.0 206.2 206.4 206.6 206.8 207.0
04 13:02:33 Time (msec)
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Ah, network interrupts on left, page faults on right

Transmitting 1,000,000 bytes on the 1 Gb/s
network takes about 8 msec of the 11.5.

= Nothing to change here
The client takes about 1.5 msec after finishing
one write before starting the second one.

= Client could be improved
The database program on B reads a few header
bytes of the RPC message to find the data
length, mallocs 1,000,000 bytes of buffer, reads
of the network into it, taking 245 page faults to
zero the buffer pages before using them.

> Static buffer alloc fixes

-04 13:02:33

1—ﬂ;ni—;irl—;ni_qul‘lll‘lll‘lllII“III!IIHIII‘ i

206.6

X 206.8 207.0
Time (msec)
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But wait! There's more
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Some transactions are 3x faster than others

97.882ms server4.14023; 136us IPC=0

NI |10 1000 0000 0000 O O IIIII||||i;l|||l|!||||-||||||||I!Il||||!|I|H|II|IIH 00000 0 0 i —

99

1429.5us

098.0 098.2 098.4

(O O O A -

e &
042 e 4028 T s P

Twooow 8w ®m ®  om "W

Top: 1429 usec. Bottom: 408 usec
why?

098.6 098.8 099.0 099.2
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3x difference in IPC --

=

Top: 1/4 to 1/2 instructions/cycle. Bottom: 7/8 to 1 instructions/cycle
(I don't know why)
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Example 4 interference
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Three copies of L3 cache sweep memory hog

KUtrace 2020 - Google Slides X | @ mem31a.htmi X | @ Kku20200205.084103 dclab-> X @ ku20200205.084103 dclab-2 X  +

C 0 (@ File | Users/dicksites/kutrace_2020_talk/ku_20200205_084103_dclab-2_3433.html

H Apps @ SVGCrowbar2 [ Setup- Google Docs () cid2 - CompactLa.. € Sockets Tutorial @ OpenSSHServer A Kernel modules - A.. [ winuidporg/LDP/.. & Deskiop 3rd Genn. ‘Gomics | Arcabax.
Annot: | ser | Al | Option: (1C) (Wark) (re) (Wait) pc | ca ) Search: 1 usec:

memhog x3

¥ CPU (4)

CPU 1 &3 are .:>1<3_<+—%$§
hyperthreads

overlap: 5/8 IPC o
(: total 1.25 |PC) ' IRRRNNNNEA ,I

—

L
641 I>42 643 644 645 646 647 648 649 650

(%)

[
441 442 443 444 445 446 447 448 449 450

» PID (31)

® 850 855 860 865 870 875 880

2020-02-05 08:41:36 Time (msec)

(B) il 15t save, clck o restore. Axes: scrll wheel o z00m, g o pan. e it cckunclc o annota, Shitclckunshit f keep, shit<rag o measure. Fd dot esets. (mare]

%) & | @

@ Custom Photo Mug... @ try_cpuuhtmi

IPC
-0
—1/8

I

| | ~1/4
~.3/8

CPU 2

WW%K;:E alone: 1.25 IPC

L
651 652 653 654 655 656 657 658 659 660

591 593 595 597 599
-

\3/4

v overlap: 1.0 IPC
Ao

4125
415

NN S

L
451 452 453 454 455 456 457 458 459 460

720

725

3.0

=35
900
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Three L2-sweep threads (hyperthreads share an

V CPU (4)

CPU1 &3 are
hyperthreads

alone: 2.0 IPC
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Experimental examples
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Early FreeBSD on 32 COres, 75 usec across, blue timer interrupts
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Real-time ARM port, 1 msec across, unexpected dynamics
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ARM 100 usec dClrOSS,; constant sched_yield, no progress
HW?25 w/ftrace
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Contributions
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Only tracing for several minutes of everything that is
happening on a computer can catch unpredictable slow
requests. If you know ahead of time which requests will be
slow, simpler methods could suffice. But you don't.

Tracing only works in situ for real-time live traffic when
its overhead is extremely small
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The tool: KUtrace observes and shows why

Execution

All CPU cores

All processes

All user-mode execution

All kernel-mode execution

All programs, unmodified, any language

Waiting
All reasons for not executing
All interactions between processes: block/wakeup dynamics

Execution, but slowly
Cross-program interference via IPC
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The tool: KUtrace is practical

Overhead

Kernel patched but not tracing: unmeasurable overhead
Active tracing: 0.25% CPU overhead; ~1% memory overhead for trace buffer
Active tracing with IPC: 0.75% CPU overhead; ~1.12% memory overhead

Nothing-missing philosophy

Limitations
Only addresses performance issues
Not useful for kernel- or user-mode program debugging
Only implemented for Linux

Linux 4.19 and postprocessing sources are in github
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The observations

A drill-down of hello world:
user main program, + all user, +kernel, +other programs

Linux scheduler dynamics -- not "completely fair"
Thread-spawning dynamics with idle/sleep delays [Linux sleeps too soon]

Transaction dynamics: network time, server user and kernel time, client
next-request time; together they explain the total time [buffer malloc hurts]

Cross-program interference directly observed
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What is different

KUtrace is the only tracing tool that is fast enough to run in situ with live traffic --
about 40 CPU cycles (12.5 nsec) per event

Traces process wakeups: the kernel routine doing so = reason for each wait,
including disk, network, software locks, and interprocess-signals

Traces instructions per cycle IPC at microsecond scale: shows
instruction-slowdown interference between CPUs/programs

The total trace of any request, executing & waiting & executing slowly, shows
exactly why it is slow
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What is different

A simple library can add user-supplied markers to traces, to identify major code
chunks; these are so cheap they can be left in production code

Tracing includes PC samples at timer interrupts, so it profiles at millisecond scale
long execution stretches that have no kernel/user transitions

Postprocessing produces dynamic HTML/SVG displays of everything that
happened; you can pan and zoom from minutes to nanosecond scale
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Futures (helpers welcome)

Complete: trace RPC message header arrivals (to disambiguate client-server
"transmission” delays)A port to ARM (Raspberry Pi 4)

Complete: finish tracing contended lock names and source line numbers

Complete: turn PC samples into proper profiles with source names/lines

Other Linux versions than 4.19

Other operating systems
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Questions?
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