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Internet Development

Welcome to the “Website for the Cuban Internet Dewveloment Wotkgroup.
Here wou may find mformation that attempts to analyze the developtnent of
the mternet 1 Cuba It 12 a study of present dewvelopment lewvels, constramts,
and possibilities for fisture development.

Thiz page 15 the culmination of work
petformed under the supernsion of
Dr. Eathleen Mornison and Professor
Terry Winograd at Stanford Uiver-
sity for Computer Science 3770 &
Latin Amencan studies 194 (Winter
2000-20017.

We encourage yvou to look at our
power point presentation shdes, they
are very concise and mformative

8 Prezentation 1) Owerview of Cuba
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PRESENTATION 2
TECH CAPACITY Demographics
TEcH EDUCATION iZuba, a Caribbean Island measurng 110, 860 sq ki, has a population of
TELECOM about 11,142,000, At 28%, Cubans between 12-29 years old are the larcest de-
TTHIVERSITIES mographic group, 23% of Cubans are under 15 vears old and another 22% of
YouTH CLUES i_ubans are between the ages of 20-44 At 15 2 (barth rate per 1000 popula-

tion), Cubans alsoe have a lower barth rate than the world average of 25.0.

: — Ethrically, Cuba iz a highly diverse and mntegrated country. It 15 estimated that
0% of Cuba’s population 15 mulatto, 27% 15 whate, 11% 12 black, and that 2%
15 of a Chinese or other ethruc background; it 18 difficult to confirm these
(4 oF STUDIES: numbers since the Cuban government no longer requests this information as
CUEANACAN part of the national census. The Pre-Spanish natrve population of Cuba s not
THFOMED a noticeable factor i the country’s demographics as it 15 i other Latin Ameri-
can countries, as these groups disappeared under Spanish Colonial rule.

Wital Statistics

iZuba’s lteracy rate of 96% 15 amongst the lighest m the developing world.
iZuba’s healthcare system, also separate it from ruch of the developing world,
Zubans have an average Iife expectancy of 76 years, and a lower death rate
than the Thuted States (7.4 ws., 8.7, Cuba also beat the world average of 9.5
About 76% of Cubans ive in Urban Areas; 26%0 of Cubans live in rural zones.
There are apprommately 4 major urban zones, they consist of Havanna, popu-
lation 2,175,995, Santage de Cuba 440, 084, Camaguey 2932 961; Holguin
242 0859 and Guantanameo 207 796,
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Eescurces
Boas, Taylor "The Dictator's Dilemma? The Internet and TS policy toward

Cuba" Washington Quarterly 233 pp 57-67 Summer 2000
Cuba, the Internet and 115 Policw by MNelson YValdes
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Banking System

The Cuban banking sector 15 undergoing many reforms. Owver 15,000 of Cuba’s 19,000 worlcers
i the banking sector have undergone re-tramung i an effort to comply with the full extent of
banking reform. In addition to this, the government 15 pushing for the presence of more tech-
nologes m the banking sector. Currently, only 230 Cuban Corporations have access to online
banking resources. In addition to this, the government 15 increasing the push for the use of AT
cards i major metropolitan areas, even though there are currently only 57 AT machines i the
city of Havana—uwith 100 expected to be mstalled by the end of this vear.

Law Decree 172, enacted by the Cuban Government m May of 1997, senously reformed the
Cuban bankimg sector by changing the duties of the Cuban Central Bank, and by creating sub-
stdiaries that help create, and manage, capital accumulation. Law Decree 172 replaced 16 prewi-
ous laws regarding the banking sector, and in effect helped to suaplify the Eule of Law i an ef-
fort to protect the national economy from potential fiture setbacks. Tp to 39 state controlled
and foreign banking mstitutions currently have operations in Cuba, each with a clear subdim-

ston of duties.

Among the most inportant are the Banco de Credite v Comercio and the Banco Popular de
Lhorro. Together, these banks have over 500 different locations from which they serve the Is-
land’ s population. Both of these mstitutions deal in Cuban Pesos, as well as m foreign currency,
and are the primary banking resource for the population. The Central Bank, which 1s m charge
of cothing money and protecting the value of the Cuban currency abroad, has been subdivided
mto two parts, the National Bank of Cuba and the Cuban Exterior bank. Other changes include
the creation of an International Fiancing Banle, and the International Bank of Commerce, these
two banks deal only in foreign currency, and are officially in charge of prowiding foreign busi-
nesses with banking sernces. Other banks serving exclusively foreign clients are the Metropol-
tan Bank—which has been set up to serve the staff of the many foreign embassies i Cuba—and
the 13 foreign banks with with dealings in Cuba. These 13 established foreign banks are regu-
lated through the new “Grupo de Supervision Bancara” regulatory agency. "While the entire
banking sector, has the new Central Office of Eisk MManagement (Central de Informacion de
Fiesgol.

Eesources

Boas, Taylor "The Dictator's Dilemma? The Internet and T3 peolicy toward Cuba" Washington
Cuarterly 233 pp 57-67 Summer 2000

Cuba, the Internet and TS Poliey by Melson Waldes
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Biotechnology

Cuba has spent a bilion dollars i bistechnology over the past eight vears on bistechnology.
While biotechnology labs are outfitted with the best purtfication and production lines outside
Britaun or the Tuted States, other acadernic disciplines endure severe neglect and the rest of the
country shdes inte a pre-industrial state. Castre's gamble 1s that biotechnology will atd Cubans -
as it has, for mstance, by developing a pest-resistant strain of sugar cane - and earn foreign cur-
rency. Although it brings in $100m a year, sanctions have denied the nascent industry its most
lcrative matlcet, the TI%, and it has stumbled in the face of more well-heeled competitors.

CIGE's network technology 15 standard, but old. The four builldings at the main CIGE campus
are interconnected by fiber-optic cable, but backbones mside the buildings are based on
10EBaseZ. 10Base? has been obsolete in the United States for more than a decade because net-
wotk errors tend to bring down the entire subnet and finding the recalcitrant T-piece can be
time-consurming, as every workstation has one. Eehabality and configurabiity are probably less
of a problem for CIGE, as 10Base? 15 only used m the backbone. Subnets are based on
10BaseT. Two of the other campuses connect to the main campus through EEMNACTYT, over
325, and other two campuses connect through dial-up TTCE.

servers run MetWare and free versions of Unez. The mtranet 15 well-designed and easy-to-use,
although one defintely gets the sense of playing in a sandboxz when using it; 1t hsts only 43 re-
sources, lacking the better-known resources m the English world, vet including frivolities like

the speeches of the Public IWiruster of Health. The resources that are avatlable use a custom CGI
front-end to ensure securty.

However, biomedical researchers do have access to the entire Internet. If they need something
not avalable on Infolded, they simply need to £l out a form detating what they're planmng to
loclk for. They will know within 24 hours of thew recuest has been granted, and if'it has, they
may use e-mail and the Internet for free, freely.
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Internet Regulation

Government Eegulation

Cuba first gamned itz own internet address on January 12, 1995 when Inter-DIC (the internet’s
regulatory board) granted a class B mternet address {cu) to Centro MNacional de Intercambio
Automatizade de Informacion (CENLAT). CENIAT was alteady the host to the largest internal
networle of scientific research, and as an extension of the governments Ministry of Steel, Iletal-
lurgy, and Electronics (SIWE), was best potsed to handle the techmcal difficulties of prowiding
lruted access to the nation. This lcense was handled m conjunction wath the Mimstry of Com-
munications and the Wnistry of Defense. As of JTammary 13, 2001 the Minstry of Science and
Technology was created to replace the former Mimstries of Commurnication and of SIIE. Thus
this new government MMiustry of Science and Technology currently controls and regulates
Cuban access to the Internet.

Law Decree 209, passed i June of 1996 15 the official regulatory decree. This law requires that
a license be granted to people wishing to have access to the Internet. This hcense may only be
izsued if one has an affihation to one of the 10 government approved assoctations. These assoct-
ations were said to be part of a first phase of Internet development m Cuba; associations were
granted priority depending upon therr abdity to advance the government’ s econotnic, political,
and social goals.

The Decree created an Inter-MMimstenal Comrmssion to regulate management and development
of the national networtls. The five members on the board were to be CTTRA | BANCORT, Iin-
istty of the Interior, Ministry of Tustice, and the Ministry of the Eevolutionary Armed Forces.
Cuba seemed to have back stepped from the position that all Cubans had the fundamental right
to access the human patrimony prowided by the net, to a more conservative stance, which de-
matded the most practical applications first. It 12 true that the Cuban Infrastructure i3 anticquated
and incapable of handling the traffic that cormon Internet access might require, vet, the Cuban
Governtment has used the Internet as an effective political tool as well by lirmuting the access to

party loyalists.

It remnams to be seen whether the Cuban governments claims that access was only hrnited be-
cause of Technical difficulties with Cuban infrastructure was honest. New Telecom modertiza-
tion efforts have wnprowved island communications and could, potentially, allow for an opening
of nternet access within Cuba. Efforts underway, currently mclude a digitization of the Cuban
telephone network, and the mstallation of satellite communication systems that are more de-
pendable, as well as the strengthemng of telephone access of the population. Currently, 14
WEAT are being nstalled in order to expand and improve the cell phone networke, and 21 sta-
ticns that transmit calls through the radic networls, are in place i remote southern areas. Also,
50,000 additional public phones will be mstalled throughout the 1sland by 2004, Ttis also ex-
pected that by 2004, 92% of Havana will run on a digital phone networle. The improverments m
the nfrastructure, and Cuba’s glowing success in tourtsm and bio technologies, will hopefiully
allow for an expansion of the mternet inte a “phase two: the private sector.”

Access Limits

Other Eepressive regimes have attempted to control the democratic effects of the Internet by
controling/restncting content with rated success. However, Cuba’s efforts to dursh these
effects through the limit of access to only those officials who have prewously proven them-
selves capable of handling internet access, has been much more successful It 15 often argued
that the Internet 15 a tool that will increase information flow, which inherently will make re-
pressed peoples vearn for the freedom of democratic reforms. Indeed, this has been the hope of
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pressed peoples yvearn for the freedom of democratic reforms. Indeed, this has been the hope of
the TS gowvernment in regards to Cuba, as shown through the T3 broadeast of radic free Ha-
vana. et, Castro has been extremely confident in walking the fine line between the econotmic
and educational benefits that the mternet prowdes, and the political and soctal costs that such a
freedom may cause his dictatorship. This 15 not to be unexpected, as the people who do have n-
ternet access i Cuba, are those who are to fearful to mizuse it, lest the privilege be taken away.

Cuban Democratization

The Internet has served i Castro’s mterests as a defense mechanism against TS unpenalist pol-
icy. Cuban government officials often say that the Internet prowides them wath the opportunity

to present the reality of Cuba to the world. This 15 demonstrated through the number of nation-
ally sponsored websites, such as cubanet. cu, or the great number of travel and biotech websites
that are avalable. Indeed, even Gramma, the official Cuban newspaper that 15 rapidly losing
credibility within Cuba, has renewed ttself by offerng its content m & languages. Cuba is using

its status as the weakling state wery effective internationally against TS aggression

(1e. Toriccelh Act of 92, or the Helms Burton act of 26). In fact, a recent T wote that would
have implied T approval of the Tted States” embargoe on the island was rejected by a margin
of 167 to 3. The 2 in favoer being The 7T, the Marshall Tslands, and Israel Indeed the 7T 15 ap-
parently out of sync with world sews on the communist regime, and missing an opportunity to
econotmically infiltrate the 1sland because of the embargo. It 15 possible that the embargo may

be lfted sooner than expected, as corporate pressure withun the T3S forces government officials
to reconsider thewr Cuba Stance. In addition, 45% of Cubans feel that the embargo should be

hfted, so thew political pressure 15 no longer as mportant as it once was.

Eesources

Boas, Taylor "The Dictator's Dilemma? The Internet and T3 peolicy toward Cuba" Washington
Cuarterly 233 pp 57-67 Summer 2000

Cuba, the Internet and TS Policy by Nelson Valdes

YCuba Libre? by Eoas
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Investment

Surprisingly, Cuba's largest earner of foreign currency is now tourism, earning £1.5 billion in
1957 on 1.1 mulion people. In 2000, 1.8 million tounsts were expected. The tounsts largely
cotne from Canada, but also from Italy, Spain, France, Memco, and Brtain. Unfortunately, the
minbers dipped in the first quatter of 199% when the Cuban government cracked down on pros-
titution - Havana hotels now stay vacant, and fewer unaccomparnied men travel to Cuba. It
seems, however, that making the 1sland a more "wholesome, farly-onented” place has more
than compensated, attracting record numbers of people to Varradere Beach and other resorts
that the government continues to build.

Mothing 15 tazed i Cuba.

The dollar was legalized i 1993 Until then, Cubans were barred from entering dollar stores, so
they had to beg tounsts to exchange dollars for pesos and buy things for them. MNow, anyone
with a relative m Miarmi, or who wotks m the tounsm mdustry - about a third of the population -
can bve extremely well, buying vegetable ol, meat, rlk, shampoo, washing machines, sporting
coods, watches, ice cream, pizza, and so on. Capital mobdity 13 still under tight control; it 13 1l-
legal to bring Cuban pesos mto the country, and the official exchange rate has been pegged to
the T35 dollar at exactly one-to-one since 1992, although pesos are non-convertible,

The black-market value of the peso plummeted to 150 per dollar after the collapse of the Sowiet
Tnion. Although it eventually crept up to 25 per dollar, the Cuban government requires hard
currency for unports. Unwalling to let the exchange rate float, yet needing to have some method
of skimming dollars from the local economy, the Cuban government decided to open an ex-
change house that converted at the black-market rate.

Enown as Cadeca, shott for "casa de cambio," the government exchange house 15 atmed strictly
at locals, not tourists. Tourists who use the service may convert a masamum of 10 pesos back to
dollars, and to do so, they need to turn in the receipt from when they recetved the pesos. Fortu-
nately, pesos are completely unnecessary, except for nding the bus.

Ilost foreign investment i Cuba relates to tourtsm, medicine, or food production, not telecom-
munications. Motably, THICEF donated $80,000 for computers in Cuban medical schools.

Cuba officially believes in intellectual property: It recognizes its responsibiity to the mterna-
tional community, wishes to foment a culture of respect for trademarks and copyright, and
watits to guarantee that Cuban efforts will be respected abroad. It is party to international
treaties (OWC, GATT)

Howrewver, because of the TS embargo to Cuba, it 15 tmpossible to obtain legal copies of Amerni-
can software. Further, few Cubans would be able to afford the software, unless it were sold at a
drastically reduced rate, and the antediluwian computers Cubans are forced to use would not be
able to run the most current wersions.
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Cweriiew

One of the main questions many Cubans and others are interested in, 15 to what extent will the
new Internet-based electronic commerce provide new opportunities for indindual en-
BIOTECHNOLOG trepreneurs, small businesses, larger internationally-cniented companies, and consumers?
INTERNET
REGULATION Although, Cuba has one of the best-educated workforces m the Caribbean and Latin America,

THVESTMENT because job opportunities are vehemently dictated by the government, IT professionals fre-
LAEOR cuently find few opportunities. Econotnic use of the Internet in Cuba has followed the country's
LINES general pattern of economic bifurcation, where market mechamsms are mtroduced only i the
WEDICAL dollar-denomunated, export-oriented sector. T'o prevent the creation of class diwsions between
TR T e s ad _ubans, the government has allowed only a minirmum of market reform i the detmestic econ-
PRESENTATION 1 otny. Without a major and comrutted iberalization of restrictions on private enterprises, schol-
PRESENTATION 2 ars believe that there 1z little chance of the emergence of a class of Internet entreprensurs that
TECH CAPACITY rraght exert political pressure on the regime.
TEcH EDUCATION

: The Cuban lakor force has an economically active population of 4.5 milhion wotkers. The state

sector domnates 76% of the Cuban economy, while private sector endeavors comprise only
24%0. By occupation, the labor marleet 15 comprised of the following sectors: services and gov-
ertment, 30%; industry, 22%; agriculture, 20%; commerce, 11%%; construction, 10%; and trans-
portation and commmunications, 7%, (High-tech workers are mcluded in the services and govern-
ment category.) The unemployment rate 15 6%l According to a December 1999 estimate). Ap-
prozmately 170,000 Cubans are self-employed. Tntil 1995, the Cuban government forbade uni-
versity graduates from self-employment, but remowed this ban on July 1, 1955

.|
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':-f‘* > TUDIES: Despite highly publicized migration attempts, migration has not significantly impacted the
\UBANACALN Cuban econemy. The current net migration rate 15 1.52 migrant per 1,000 citizens. Therefore,
IHFOMED "brain drain" of IT professionals have not been a significant problem.

Income and Purchasing Power

Ilonthly salaries m state-run positions range from 1250-200 pesos for secretaries and laborers to
200-425 pesos for engineertng and medical professicnals. Government-sponsored pensions
range from 120-190 pesos per month. Self-emploved mdinduals earn between 200-1,200 pesos,
on average. (Currently, 20 pesos equate to §1 TTSD)) Subsequently, entrepreneunal ventures are
beginting to increase in number,

To give an indication of purchasing power, consider the following price listing at a Havana
farmers market:

¢ 1 pound rice: 4 pesos

£ 1 bunch carrots: & pesos

i 1 pound black bean: 10 pesos
1 pound porke 28 pesos

1 turkey: 200 pesos (32)

Ilost Cuban worlcers recerve monthly food rations to supplement thew meomes. However,
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Ilost Cuban worleers recerve monthly food rations to supplement thew mcomes. However,
monthly rations cover less than two weeks of muinimum food requirements. Food and necessary
consumer goods must be purchased i dollar shops or on the agricultural and black markets.
subsequently, private retttances from fihiends and families vmng abroad have become a sigf-
icant element of the Cuban economy. Eevenues from foreign remittances have skyrocketed to
approzmately 780 million pesos (33).

Hardware MManufacturing

Mo major global hardware companies have operations in Cuba. Cuba does produce liruted
guantities of hardware products, however, exports are minitnal, and Cuba 15 not recognized as a
global or regional plaver i any hardware niche. Cuban mdustrial planners look more to soft-
ware development as the future of Cuban IT progress.

software Manufacturing

There are 30 software development companies-none exsted three years ago. Total software ex-

ports for 2000-F14 mullion-this 15 a 650% mcrease since 1999,

silicon Calle

Cuba currently has no specific high-tech area swnlar to Sthicon Valley. Howevwer, the Cuban
coverntment 15 protmoting an itiative which they refer to as Silicon Calle: The High Technol-
ogy Nexs of Cuba.

There 1z very httle mformation avatlable on this mitiative other than the government's statetnent
that "Stlicon Calle 15 the best tertn for an emergent, albeit not clearly defined, mCTTBAbator of
high technology and commumcations i Cuba today" (932).

Fesources
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Links

It 1z estimated that there are owver 18,000 Cuban Websites. Here are a few of the ones
that we believe are most representative of current Cuban levels of Internet penetration
and development.

Cubanacan—a leading tounsm website, allows online car and hotel reservations.
CEMAT--#1 Cuban ISP prowider

Lela Grande & Columbusnet--Cuban ISP prowiders,

CIGET--Leading Cuban Technology and Informatics site

Cuba (rob--official government website, prowides legal matenials.
Cuba’ieb--the MNational Website of Cuba

Crratma--Cuba's official newspaper--published in & languages

Info Com--public messages and yvellow pages

Infomed--Leading site with medical information and resources
Prenza-Latina--a great source of latin amenican current events from the Cuban
perspective

http://www.stanford.edu/%7erickerdo/cs377c/page8.html (1 of 2) [3/20/2001 5:30:44 PM]


http://www.presa-latina.cu/
http://www.infomed.sld.cu/
http://www.infocom.etecsa.cu/
http://www.granma.cu/
http://www.cubaweb.cu/
http://www.cubagob.cu/
http://www.atenas.inf.cu/
http://www.islagrande.cu/colombusnet/cnetus.html
http://www.islagrande.cu/
http://www.ceniainternet.cu/
http://www.cubanacan.cu/
http://www.stanford.edu/%7erickerdo/cs377c/presentation1.ppt
http://www.stanford.edu/%7erickerdo/cs377c/presentation2.ppt
http://www.presa-latina.cu/
http://www.infomed.sld.cu/
http://www.infocom.etecsa.cu/
http://www.granma.cu/
http://www.cubaweb.cu/
http://www.cubagob.cu/
http://www.atenas.inf.cu/
http://www.islagrande.cu/colombusnet/cnetus.html
http://www.islagrande.cu/
http://www.ceniainternet.cu/
http://www.cubanacan.cu/
http://www.stanford.edu/%7erickerdo/cs377c/presentation1.ppt
http://www.stanford.edu/%7erickerdo/cs377c/presentation2.ppt

cuba

http://www.stanford.edu/%7erickerdo/cs377c/page8.html (2 of 2) [3/20/2001 5:30:44 PM]



cuba

BIoTECHNOLOG
INTERWET
EEcuLATION
IMVESTMENT
Lapor
Liwks
MEDICAL
HaTiowal Ecowomy
ErEsENTATION 1
PRESENTATION =
TECH CAPACITY
TECH EDucaTioN
TELECOM
TIHIVERSITIES
YouTH CLUES

.|
*_

i

CASE STUDIES:
CUBANACAN
IMFOMED

Medical

Infolded, Cuba’s project to link its hospitals and tmedical schools, was built in 1992, In recent
years, Infoled has offered the Mational Telemedicine Metwork, allowing distance diagnoses of
CAT scans, MEI, z-ray, and biopsy images, and the Virtual Thuversity of Iedicine, offering
thitty, Web-based formal courses for credit to upgrade the skills of specialists.

The networl has always used Linux for s file servers, and Infolded techricians hawve recently
begun to convert all other mstitutions i Cuba to Linus, as well as helping thewr Cartbbean
neighbors buld thetr own networles. Two staff members attended the first LinusWorld Confer-
ence in oiicon Valley, whereupon Deputy Director Walentin Gonzalez panted, "Coming to this
conference 15 ke a Catholic wisiting the Vatican "

Tnfortunately, American restrictions on computer exports, as well as lack of funds, prevent
Cuba’s 70,000 physicians and researchers from hawving access to the computers they need.
While China 15 allowed to mmport computers up to 12,200 WMTOPS, corresponding to eight-way
Pentium [T servers, Cuba 15 lrted to computers of 24.8 MTOPS, corresponding to the slowest
486 ever made. Fortunately, Congress has been willing to 1ssue watvers from time to time. Ee-
cently, an unnamed Amencan medical clime offered to denate 1,800 Pentiun computers, rin-

ning at speeds up to 1660Hz, to the Mimstry of Public Health, Congress authorized that about
a fourth of them could be sent.

Fesources
IS4 -Cuba Infolvled Project
Infolfed
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National Economy

salboat with the
Havana skyline in
the background

Az a Soctalist Country that had alied itzelf wath the TTSSE, Cuba’s econoty suf-
fered some senous setbacks dunng the collapse of the Eastern European Cotmmu-
nist bloc. GDE contracted from an estimated high in 1982 of 14,2 ballien (175 Del-
lars) to a low of 9.5 billion (TS dollars) in 1993 GDP for 199915 estimated at 18 6
bilhon (T3 dollars). Currently, the Cuban government 1s reporting a growth rate of
about 6. 2% thanks in large part to the growing importance of the tourist mdustry.
Tourtstn has surpassed the sugar mdustry as the leading source of foreign capatal
influzx to the 1sland; receipts from wsttors to Cuba surpassed 1.1 bidhon TS dollars
last vear. Idemco was the largest single source of tounsts in the year 2000, respon-
sible for apprommately 1.8 million wsits.

The Cuban governement has allowed for the mbltration of Foreign wenture capital
in preselected mdustries. These tend to be industnies in which new ventures are a
minttnal cotnpetitive threat to state owned enterprises. Currently, e-commerce 13
not an approved mdustry for foreign venture capital suppott.6-

Wage inequality, a growing problem in most Latin American nations, 15 not a fac-
tor because of Cuba’s soctalist econotmic systemn. Howewer, a bafircated system 1s
emergig with the mcrease of tounism; one which separates between worlcers in the
traditional sectors (where wages are paid in Cuba pesos), and those employed i
tourism, where access to foreign currency through tips, 18 increasing wage dispar-

ity

Eesources

Brtanmica Online: Mations of the World Statistics, Cuba
CIA World Factbook 2000 Cuba

Cyber&tlas Geographics: Cuba's Online Population
Anmual International Energy
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Technical Capacity

Internet access is completely unaffordable to most businesses and citizens - charges run $675 -
U3 dollars, paid in cash - a month for "high speed” business access, and 5450 for everyone else;
the average monthly Cuban salary 1z $10, pad in pesos.

There iz, i fact, no high speed access i Cuba. Cuba's only connection to the Internet is a
Bdkbps Sprint satelite ink;, 11 million people share a connection ten times smaller than what

one IS family wath a DSL line has. Al Internet access m Cuba goes through a government
agency known as CEMLAT, it 13 wadely believed that the Castro regime reads all e-madl sent to or
from Cuba.

CENIAT

Cuba has a portal. It's pretty cute. Likke Yahoo, it has eight categonies on the first page. Butof
vou click on "Health & Science,” you get Infomed. Click on "TNews & Media," you get two
choices, AT and Granma. You get the picture: Commmurnistn at its finest.

Cubaweb

Cubans are no longer allowed mto government computer stores; only government officials and
foreigners with passports may buy computers there. The most common way of buying a com-
puter 15 buying it from another user; another 15 "redistributing” stolen computers from govern-
ment offices. The Cuban govertment now views computers as more of a problem than a help. If
a laptop enters the country with a foreigner, the seral numbers are recorded to ensure the laptop
also leaves the country with the foreigner.
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Technical Education

Ilany developing countries have expenenced difficulty in buillding and maintaining networlkes
because of the lack of specialists and sufficient techrucal traming. However, the internet has not
been widely accepted as a commurnication fonm because the population in general 15 unfarmiliar
with computers. Cuba, with its strong emphasis on technological education and research, will be
much more equipped to deal with these challenges than wall other developing countnies.

Education has long since been a priority in Cuban Society. The state prowides free schooling
from primary school to university or technical school Education 18 mandatory between the ages
of & and 11, Almost all children continue with secondary education. Cuba has an average of one
teacher for every 45 inhabitants.

Taing a defirution of iteracy as mdmmduals over age 15 who can read and write, 95.7% of

Cubans are iterate. And the 1sland has more college graduates per capita than any other Latin
American country.

Castro lumself has been very supportive not only of education itself, but also of the unprove-
ment and icrease of technological education. For example, the government has also placed an
estimated 20,000 computers i secondary schools.
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Telecommunications

Az of two years ago, Cuba's only Internet link to the TTS was &dkbps, over satellite. "WilTel, an-
ticipating higher demand i a post-embargo chimate, had applied to the Commerce Department
i 1994 to lay fiber for a 2.0 ggabit bnle. The State Department gave the proposal a favorable
review that vear, but it sank i political mire. Quest IMet, a staller TSP in Flonda, not to be con-
fuzsed wath Quest Communications, proposed i harch 1999 to build a 40 ggabit connection to
Cuba, but it was not optumstic about its chances of recernng TS governmental permission.

It turns out that TS mteligence agencies were responsible for blocking the undersea cables; it s
easy to eavesdrop on satellite calls, but unpossible to eavesdrop on a glass cable.

Cuba's telecommunications backbone 15 based on 3 25, run over coaxal cable, with the excep-
tion of a fiber-optic backbone using frame-relay m Havana connecting each mimstry, another on
the Isla de la Juventud, and one TTE-bult and one Sowmet-bult microwawe link between
prowvinces. Where Cuba chose 3250 nstead of frame relay, i did so for lack of expertize. The
175 has authorized 952 woice channels between the mamland and Cuba, although the demand is
not high, only 504 of them are i use. The reason i3 that a phone call lasting barely a rinute
costs half' a month's salary for an average Cuban. Another 162 circuits are prowded by five
portable groundstations to Italcable, they are located m tounst areas.

Wost of Cuba's telephone system dates from the 1930z and 403z, and it has detenorated rapidly
since the fall of the Sowet Tnion. Cuba made an effort to modernize ih a 51/4% joint venture
with Grupo Domos, a Mexcan company, but Grupo Domos ran mto financial difficulty after
paying $745m. Grupo Domeos sold what was left of its stake - 29.95% - to Italy's Stet company.

Cuba promized at the end of 2000 to digtize Havana's telephones, promsing to have 62% dig-
tized by the end of this yvear and 92% by 2004, and 78% digitized country-wide by 2004, In ad-
ditton, 50,000 new public telephones will be installed throughout the 1sland. Cuba clawns that
has widened its nationwide data network and mstalled fber m prowncial capitals, but without

giving specifics.
Crupo Domes Abandona Cuba

http://www.stanford.edu/%7erickerdo/cs377c/pagel3.html (1 of 2) [3/20/2001 5:31:27 PM]


http://www.granma.cu/ingles/di3/52etecsa-i.html
http://noticias.eluniversal.com/1997/06/28/29209DD.shtml
http://www.miami.com/herald/
http://www.convergedigest.com/Bandwidth/Bandwidth%252099%252003.htm
http://som.csudh.edu/cis/lpress/devnat/nations/cuba/asce.htm
http://www.stanford.edu/%7erickerdo/cs377c/presentation1.ppt
http://www.stanford.edu/%7erickerdo/cs377c/presentation2.ppt
http://www.granma.cu/ingles/di3/52etecsa-i.html
http://noticias.eluniversal.com/1997/06/28/29209DD.shtml
http://www.miami.com/herald/
http://www.convergedigest.com/Bandwidth/Bandwidth%252099%252003.htm
http://som.csudh.edu/cis/lpress/devnat/nations/cuba/asce.htm
http://www.stanford.edu/%7erickerdo/cs377c/presentation1.ppt
http://www.stanford.edu/%7erickerdo/cs377c/presentation2.ppt

cuba

http://www.stanford.edu/%7erickerdo/cs377c/pagel3.html (2 of 2) [3/20/2001 5:31:27 PM]



cuba

BIoTECHNOLOG
INTERWET
EEcuLATION
IMVESTMENT
Lapor
Liwks
MEDICAL
HaTiowal Ecowomy
ErEsENTATION 1
PRESENTATION =
TECH CAPACITY
TECH EDucaTioN
TELECOM
TIHIVERSITIES
YouTH CLUES

.|
*_

i

CASE STUDIES:
CUBANACAN
IMFOMED

Universities & Technical Schools

Overview

Eight Cuban universities offer degrees in mformation technology, and the Institute for Science
operates 40 branches around the 1sland prowding adult education i computer science.

Cuba's largest IT programs are at T3P ATE and the Tniversity of Havana, which are focusing on
creating a larger I'T graduate base to boost the Cuban economy. Iore than 13,000 students have
graduated from computer science and computer engineering programs. Howewer, ndustry esti-
mates project that the Cuban high-tech mdustry currently employs only 5,000 workers (347

The Cuban governtnent's restrictive attiude towards information and lack of Internet access are
a constramt. Currently, the Cuban government mwvests 1. 17% of GDP to technological research
and development. I'T professionals are mcreasing, wath a rate of 1.8 scientists and engmeers per
1,000 citizens, 47 universities, and over 200 research and development centers. Howewver, IT
tratung 18 restricted by the technology currently in use. Much of Cuban connectivity 15 based on
the 3025 protocol, which 15 outdated and poorly suted to IP traffic. Technological traming vl
likely shift when mote capital 15 available (35

Limited access to hardware and information compounds these difficulties as well IT profes-
stonals must contend with 2 400 bps data transfers and constant redialing to make connections.
Cuban technicians cannot go online and download the latest wersion of software or hardware
and very few have access to technical books or industry journals (36,

since Cuba 1s not a nation engulfed m IT such as the Umted States or other lugher-income na-
tions, the focus of Cuban IT 1= still on programeming and not on other areas such as trawing or
hardware development. Cuban IT professionals contiiue to meet the country's technical needs,
but with antiquated I'T mfrastructure and poor anti-piracy laws, few IT professionals are flock-
g to the software developrment mdustry.

Cuba's equivalent of MIT. Among itz graduates are members of Castro mner circle, and it 15 the
chief recruting location ammving dot-com executives whe just a few years ago looked to the Ba-
harnas and the British Virgin Islands for qualified high-tech worlkeers.
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Youth Computer Clubs

& student works at a termanal in
Hawvatia's Towven Club de Computacion,
a youth center for computer training,
Acott Wilson - The Washington Post)

Cotmnputing Clubs

Cuba has one of the lowest per capita rates of computer and telephone ownership i the hemu-
sphere. Only a select few Cubans, mostly those with access to T35, dollars, can afford a com-
puter, even with deep discounts that come with government approval INewvertheless things likke
the youth computer clubs offer youth access to computers.

Cotnputer yvouth clubs are springing up everywhere, The clubs are owned and operated by the
Cuban Commmunist government and therefore do offer access with restrictions. Castro lumself
has pledged strong support for the Youth Computing Clubs (¥ CC's), which are providing a
greater base of knowledgeable users for the fiuture. The first one opened m November 1987, and
quickly becarne jamtmed with students ranging in age from 4 to 40 wanting to talee computer
courses offered at youth clubs. The clubs are filled with both students too young to read, learn-
g how to use the mouse, to older students learrung HITIL and Mcrosoft Office. A reported
100,000 people completed the Youth Computing Clubs' computer education classes between
1993 and 1993

The walls of the computer clubs are adorned with slogans and posters. The predominant slogan
iz "Creemeos en el Futuroe" ("We Believe i the Future"). Posters advertise courses i software
prograrming, multimedia, computer repatr, and e-commerce.

YO network 15 inked to the Internet though CENIAT Wany have reported that it 12 difficult
to get mto some of thesze clubs, for example m order to get e-mail, a member must get permis-
ston from Y OC's board.

Resources

Articles
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Case Study One

Case Analysis of Cubanacan
Wistt the site and learn more

Cubanacan 15 the largest Cuban company mvolved m the tounsm industry,
And s financed by a partnershap of private foreign investors and the govern-
mert.

Grupo Cubanacan has a total of 16 comparies which own and operate restau-
ratits, entertainment centers, marinas, tour buses, car rentals, travel agencies,
retal stores, scuba diving centers and health based medical tounsm faciliies.

smee its creaton m 1987, the bulle of new construction of tounst accommeo-
dations, has been undertaken by Cubanacan They account for 48% of all for-
eigh tourists wsiting Cuba. And there success and growth 15 due mainly in

part to their established joint venture partnerships with foreion investors.

They have expenienced a 42 percent average annual revenue growth rate dur-
ing the past decade.

Cubanacan operates and handles the following facilities:
® 51 hotels (three, four and five star hotels)
® 53 restaurants and coffee shops at beaches and cities in Cuba
& A shopping chamn
® < marinas, 13 scuba divng centers and wartous nautical sites
® 5% health centers and hotels specialized i health touriam
® A tour agency
® A transport agency, which offers transfers car rental and tax cabs
® A conference center

®  Have nine offices throughout Europe and Amenica

Growth of Tourism

hiha 15 lookine to tourism to keet itz roonotmic recowery afloat
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iCuba 18 looking to tounsm to keep its econotnic recovery afloat,

Cuba's tounism rose from 340 300 m 1990 t0 1.4 mul in 1998, an 15 forecast
to reach 1.7 mmul i 129% up to 2.5 mal m 2000 and neatly 7 mil by 2010, wath
Europeans accounting for 65%, and Cuban officials sugeest that the total

mumber of guests could increase exponentially if the market opened up to
Lmericans.

Gran Canbe and Cubanacan own most of the hotels, followed by Grasnota
and Habaguanes, which owns prime specialty hotels in Hawvana's hustoric
fquatter.

Growth of Health Tourism

It iz espectally mteresting to note that Cubanancan 15 heawily volved in pro-
moting health touristm, the process by which foreigners pav to recerve high-
ruality and relatively low-cost medical attention i Cuba.

The nation iz earning some $25 milion a vear from health tourism, and it is

on the nze. But Cubanacan 15 one of the few tounizm sites that also offers -
formation on health tounsm.

People are coming because Cuban medical care in some felds 13 better than
that in the rest of Latm Amenca, and Amerncans and others are interested be-
cause 115 cheaper.

How the TS Embargo has Affected Tourism

The State Department has wet to ease 115 sanctions against Cuba, thus the
long-standing TT 5 ban on touristn m Cuba rematns.

Consistent wath current rules governing charter flights from Wam, flights
from Mew York's Eennedy International Awport and Los Angeles Interna-
tional Airport will are lirnited to journalists, scholars, representatives of hu-
tnat rights groups and others with a professional mterest in Cuba, Current
tules also permit annual wisits by 115 -based relatives of Cubans on the is-
land. And Americans may only spend up to $185 a day there.

Cuba has long advocated unrestnicted access by Amencans because that
would boost the 1sland's foreign exchange earmings. Market growth would be

NN S B ', [, Y S o ALl TTSY i
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would boost the 1sland's foreign exchange earnings. Market growth would be
exponential if the market was opened to TS citizens.

If'the TS embarge agamst Cuba 1z ever hfted, allowing Amercans to vaca-
tion on the Carrbbean 1sland once agam, tourism and Internet traffic, could
pick up considerably

Amercans have contimed to wisit Cuba, this past December 12,000 Cubans
who are 1.5, residents traveled to Cuba, despite the exmstence of laws pro-

hbating direct flights between Cuba and the Tited States.

Cuba has tned to overcome the handicap of TS travel restrictions to the 13-
land by catering to the Canadian and European market Canada, howewver,
does not have the depth of the TI's market, and the distance between Europe
and Cuba, sigrficantly ratses the cost of a Cuban vacation once international
trawvel fares are inchided.

Do they have the Human Capital Resources

The Cuban govertunent has targeted as a prionty mvestment in the tourist -
frastructure. Plans and appearances suggest the government funnels much of
this new money back into the travel mdustry through its four governtment -
established, fercely competitive hospitality comparies.

Cuba's success i accomplishing this ambiticus vesttment plan hinges on a
large extend i itz akdlity to attract foreign investment to finance hotel and
motel construction. In fact, one of the Cubanacan's main goals in to attract
toreign capital for jeint ventures i touristn.

Foretgn mvestment i the form of joint ventures have been allowed in Cuba
since Law-decree Mo 50, was enacted in 15982 Under Law-decree Mo 50, mux
cotporations with up to 49 percent foreign ownership are allowed to operate

i Cuba.

About 25 jeint venture compaties are currently prowiding Cuba with the cash
it needs for growth. These comparies have contributed to the construction of
some 13,100 rooms, 3,540 of which are m operation, and they have more
than 713 F885 milhon in capttal allocated for Cuba's tountsm ndustry. Such
compaties include, Span's Sol-IMeha group and Tryp Hotels, Jamaica's Su-
perclubs, Germany's LTT-International Hotels, Delta Hotels of Canada, Ttaly's
Wenta Club, Golden Tulip of the Hethetlands and France's Club Mediterrane

and Accor.
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supply & Shipping Issues

Ilany hotels and other tourisim facilies strugele wath the food and supply
shortages. As repotted i MNovember 1999 15zue of Business and Industry,
Lntorto Martiner Eodrnguez who runs the country's most prestigious land-
martl hotel, the Hotel IMacional de Cuba, sad, "because of conditions, we
need to conserve as much as possible and worle with what we have "

Evwen with strict conservation measures, supply difficulties increase the cost
and decrease the profits of Cuban operations. The ttems inported can be
twice as expensive as i other Canbbean locations because Cubans cannot
buy from the closest supplier, the Tited States.

A ddmionally things that they sell to Amerncans from therr online gft shop
havwe to go through Canada because of the Embargo and thus 13 more expen-
S1VE.

To learn about ad Cubanacan ad sales and to glance at a brief analysiz of the

problems and strengths with cubanacan, look here

http://www.stanford.edu/%7erickerdo/cs377c/pagel6.html (4 of 4) [3/20/2001 5:31:51 PM]



cuba

CUBA

BIOTECHNOLOGY
INTERNET
EEGULATION
IM¥ESTMENT
LaEoR
Lings
MMEDICAL
MNaTiowar Economy
PRESENTATION 1
PRESENTATION 2
TECH CAPACITY
TEcH EDUCATION
TELECOM
TJNIVERSITIES
YouTH CLUES

"
*_.—

(O ASE STUDIES:
(CUBANACAN
INFOMED

Case Study 2: Non-Profit

54 f Cuba Infomed has no difficulty finding donated computers to send to
Cuba, and obtairing icenses from the TS governtment 1s titne-consutning,

but not difficult: between 45-60 days for each one. Labor 15 another matter,
To take advantage of large donations, TTSA [ Cuba Infomed tmust have a
ready supply of labor. They don't have the budget for paid help, and volun-
teers who can be called on short notice to worle 25-hour weelks are difficult to
find. Principally, the wotle of supplying to a network of 1,500 (expanding to
10,000 computers 15 done by three people. Additionally, a fourth of the hard
drives and monttors fail i transit, due to heat and huridity, The problem is
worse because the cargo must first go to Canada or Memeo, and then to
Cuba, due to TS export restrictions. Cotnmercial shipments avoid this prob-
letn with good packaging. Infomed iz at a disadvantage in this respect be-
cause the boxes and styrofoam for the donations have long been lost, and
they do not have a box stretch-wrapping machine, which isnecessary to pro-
tect cargo from humdity. Infomed has started to wrap pallets in stretch wrap
to protect agamst humidity, but they still do not have a way to protect agatnst
heat or wbration, One solution 13 to use standard-sized cormugated packaging
with mherent fitments and filler, but cost and space efficiency are 15sues.

Eezsources
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Cubanacan cousmes

How they Utilize the Internet
strengths
o Wel Categorized
o Offers many Services (e-mail, car reservations, and online mft shop)
®  Lite 15 offered i different languages
Weaknesses
o Some [T problems
® Lacks professional (spanning graphics, music)
®  Tostly informational

® Doesn't doesn’t allow hotel or anline reservations

Ads Sales

It currently boasts £8,500 a month in banner ad sales, though these are mostly
to the government controlled Cubanacan tourism agency.
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The Internet and its Prospects for a
Democratic Society in Cuba

e have no elected government, nor are we likely to
Whave one, so | address you with no greater authority

than that with which liberty itself always speaks. |

declare the global social space we are building to be
naturally independent of the tyrannies you seek to impose on
us. You have no moral right to rule us nor do you possess any
methods of enforcement we have true reason to fear." These
words are taken from the "Declaration of the Independence of
Cyberspace," presented on February 8, 1996 at the World
Economic Forum in Davos, Switzerland by John Perry Barlow,
co-founder of the Electronic Frontier Foundation. While his
grandiose proclamation is an extreme one indeed, his words
are indicative of an increasingly widespread sentiment among
everyone from philosophers to computer scientists that the
internet is rendering national sovereignty obsolete, making it
increasingly difficult for nations to control citizens' access to
information, and contributing to a worldwide trend toward
democracy. Governments across the globe have responded to
the potential threat posed by this information revolution by
attempting to regulate the internet in one way or another.
Efforts to do so have ranged from the United States'
Communications Decency Act, which attempted to levy fines
for providing "indecent" material online, to Myanmar's fifteen-
year mandatory prison sentence for anyone caught in
possession of networked computers without authorization.

Social scientists and journalists have begun to study the
societal effects of the global diffusion of the internet, looking
primarily at different nations' attempts to regulate the
technology and the relative success of their efforts. As the
internet is still in its infancy, the interpretations of its
capability to engender change are quite varied; some are
optimistic about the internet's potential to promote worldwide
freedom and democracy, while others expect repressive
regimes to control this technology like they have other forms
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of communication in the past. So far, most of the scholarly
attention on the issue has been paid to authoritarian countries
in Southeast Asia such as China and Singapore, as well as
certain Western democracies like Germany, France, and the
United States. Very little analysis has been focused, however,
on a case that is relatively unique among authoritarian
regimes: Cuba.

While both China and Singapore have a strong industrial base
and free access to Western technology, Cuba has made gains
in its networking technology in spite of the US embargo, its
decrepit telecommunications system, its cash-starved
economy, and its status as a developing nation. Unlike China
and Singapore, whose efforts to control the internet have
involved attempts at isolating the country's computer users
from the global community, Cuba has consistently pushed for
greater electronic connectivity to the outside world. Rather
than establish elaborate mechanisms to censor the material
available on the internet, Cuba has regulated the technology
mainly by restricting access to it. This introduction of a
government-controlled internet, however, is coming at a time
of social, political, and economic liberalization for the country.
As one of the few remaining members of the former Soviet
bloc, Cuba has been struggling to redefine its identity in the
post Cold War period. Since the demise of the Soviet Union in
1991, Cuba has instituted a number of gradual economic and
political reforms which many say are leading the country in
the direction of openness and democracy. If the current social
and political theory on the internet claims that it is an
inherently democratizing technology, what role, if any, is it
playing in this gradual shift in Cuban society?

To address that question, it is necessary to examine prevailing
thought on internet communication as well as the status of
Cuban internet development. Important to this is a discussion
of theory on the social and political effects of internet
communication and its applicability to the Cuban case,
beginning with a look at general information technology
theory, as well as some specific arguments on the correlation
between the internet and democracy and the technological
difficulties of regulation. Observers have differed with regard
to the effectiveness of the ways in which nations try to control
and regulate the internet. These perspectives will be discussed
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with respect to Cuban networking history, the status of the
telecommunications system, and the major computer
networks that exist in the country. Finally, arguments will be
considered that suggest on the one hand that the internet has a
democratizing effect on Cuba and on the other that it has a
negligible political effect on the country, illuminating Cuba's
best prospects for a more open and democratic society. This
evidence supports the notion that the internet is contributing
to democratization in Cuba in three significant ways: by
strengthening civil society through the empowerment of non-
governmental organizations (NGOs), by laying the
communications groundwork for a future democratic society,
and by opening the country and its government to the
scrutiny of the outside world.

Information Technology and Internet Theory

A discussion of any communication form from a social science
perspective must begin with a look at information technology
(IT) theory, which analyzes the social and political effects of
communication media ranging from the printing press to
cable TV. Except for the most recent writings in the field, IT
theory has yet to fully incorporate the modern internet, but it
does pay a good deal of attention to satellite telephone and
television and other high-tech forms of global communication.
Many of IT's proponents herald the reversal of George
Orwell's vision of state-dominated technology presented in
the book 1984. In today's world, they claim, technology
empowers individuals rather than rulers, and people have
multiple ways of knowing exactly what their government is
doing. Walter Wriston, among others, argues that the
Improvements in information technology of the late twentieth
century have eroded the sovereignty of traditional nation-
states. In support of this thesis, he points to the photos of the
Chernobyl disaster taken by a privately-owned French
satellite, which forced the Soviet government to change its
official explanation of the disaster. He also argues that the
worldwide diffusion of electronic financial data diminishes a
state's ability to lie to its citizens about economic prosperity or
insulate its markets from global shocks.
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Should internet
technologies be
considered any
different from
other high-tech
forms of global
communication?

Much of IT theory also looks at the democratic influence of
global communication. Wriston claims that in the global
village that has been created by today's technology, people are
aware of the rights and freedoms that the rest of the world
enjoys, and it is difficult for a government to deny them the
"established customs of the village." Eugene Skolnikoff
likewise agrees on the democratic potential of modern IT; after
looking at examples of information flow in the Soviet Union
during glasnost and the 1991 coup attempt, he concludes that
"the introduction of information technologies...tends, on
balance, to have consequences that are biased in the direction
of increased limitations on the centralization of political
power and toward greater openness within a society."

As mentioned above, most of the general theory on IT was
developed before modern internet services—email, Usenet
newsgroups, and the World Wide Web—were widespread or
even available. Should internet technologies be considered
any different from other high-tech forms of global
communication? Many observers do not see a distinction
between different forms of communication, but rather a
synthesis, as print media, cable TV, telephone communication,
and computer networks all converge into one giant
information superhighway. Along these lines, Wriston argues
that the strong international support for free speech in print
will prevail in this new information synthesis.
Communications scholar Ithiel de Sola Pool, however, sees a
distinction between the democratic potential of different
communication media. Freedom, he claims, is more likely
when access to communication is more dispersed and widely
available, whereas control is more likely when the means of
communication are concentrated and monopolized.
Christopher Kedzie, in a 1996 study of the internet and
demaocratization, further categorized forms of communication
as multidirectional (many-to-many), unidirectional (one-to-
many), or bidirectional (one-to-one). Multidirectional
communications, of which the internet is an example, may be
inherently conducive to the formation of democratic
institutions, since individuals can both receive from the
masses and broadcast to them. In contrast, unidirectional
communication such as television and radio places
information control in the hands of a few, and bidirectional
communication such as the telephone tends to empower
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everyone without significantly tilting the balance one way or
another.

Kedzie's argument is based primarily on statistics rather than
theory, and he does not explain exactly how interconnectivity
promotes demaocratization, other than pointing out the
inherently pluralistic nature of multidirectional
communication. One idea is suggested, however, with his
reference to the dictator's dilemma and the virtuous circle of
causality. The dictator's dilemma theory holds that a state's
initial opening to capital—either in the form of direct
communications investment, or in general—increases
interconnectivity and thus eventually leads to a more
demaocratic society. This theory in itself does not explain
exactly how the interconnectivity influences democratization,
but various scholars have offered a number of ideas. Nelson
Valdeés, although critical of the internet's democratic potential,
presents a summary of the major theses that support it. One
argument claims that interconnectivity makes the citizens of a
repressive country aware of the political, social, and economic
reality of the outside world, and the fact that their lot could be
improved; it thus encourages a "revolution of rising
expectations.” This assumes, of course, that the internet is
providing information which is not otherwise flowing into the
country. A similar argument holds that the decentralized
nature of the internet and its multidirectional character is itself
a model for democracy.

Just as important as citizens of a closed society catching a
glimpse of the outside world, however, is the outside world
discovering what is happening within a repressive country. If
the internet facilitates the publicizing of human rights abuses
and political repression by an authoritarian regime, other
countries are likely to take notice and exert pressure for
change, making it more difficult for the dictator to continue
with impunity. Also, it is clear that the internet can provide a
base for popular communication within a country, which aids
underground organization activity and strengthens civil
society. A combination of the influences of improved
organization capability and international scrutiny can be seen
in the use of the internet by several dissident or rebellious
groups in recent history. Lawrence Greenberg and Seymour
Goodman, for instance, mention the Zapatistas' use of e-mail
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The fact that
the internet
was built to
withstand a

nuclear
attack makes
it
exceedingly
difficult for
anyone to
censor.

in their 1994 uprising to send orders, agitate the Mexican
government, and publicize their plight to the world media.
Press notes the popular use of the Soviet network Relcom to
circulate uncensored news and information during the 1991
coup attempt.

Despite these arguments for the democratizing potential of
interconnectivity, many political scientists would be skeptical
of the claim that the internet can wrench power from a
dictator who does not want to relinquish it. Nations have
dealt with communications advances since the days of the
telegraph without it seriously undermining their political
control, and they have developed successful means for
regulating telephone, radio, and television communication. Is
the internet really so fundamentally different, or are the
claims for its democratizing potential simply hype
surrounding a new communications medium? Certainly, there
are those technological determinists who prophesy an
information revolution without fully understanding the
political and social realities that they claim will be
revolutionized.

A look at the technology behind the internet, however, shows
that it can indeed be nearly impossible for anyone to police.
Part of the difficulty lies in the structure of the internet itself: a
packet-switching network, with information exchanged by a
set of rules known as Transmission Control Protocol and
Internet Protocol (TCP/IP). Data traveling on the internet is
broken up into packets and sent to its destination via any
number of intermediary network connections, following
whatever path is most convenient at the moment the
information is transmitted. Internet data does not necessarily
follow the same path twice, and if one path is overloaded or
blocked, it can be relatively easily rerouted. The internet has
no central command center and is not "run” from any one
location; it is simply a set of connections between computers
and protocols that computers must follow to exchange that
data with each other. It was explicitly designed that way by
the U.S. Department of Defense to be a decentralized network,
so that an enemy could not incapacitate the entire network by
destroying any one part of it.

The fact that the internet was built to withstand a nuclear
attack makes it exceedingly difficult for anyone to censor. As
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John Gilmore, co-founder of the Electronic Frontier
Foundation, has claimed, "the internet interprets censorship as
damage and routes around it." Most of the efforts at national
censorship spring from a desire to restrict information from
other societies where moral or political standards may be
different, but censorship tools are weak at best, often due to
the very global nature of the internet. Commercially available
software like Surfwatch, or national firewalls built on a similar
concept, can filter out words and phrases in an attempt to
eliminate pornography and political material, but they tend to
cut out too much or too little, and it is expensive to maintain
and update the elaborate system necessary for this type of
censorship. Rather than censor based on the content of
material, some countries are attempting to eliminate all
information coming from a particular nation or from the
outside in general. This is easier to do, since every internet
communication carries an internet protocol address that, like a
telephone country code, identifies its source.

There are, however, ways around this type of control as well.
If users can establish accounts in another country, they may
access these accounts by telnetting, so that the computer that
processes their data is located in another country with looser
regulations. If a website is located in a country to which access
Is blocked, a user can access the information it contains
through mirror sites located in other parts of the globe. An
example of this kind of frustrated national regulation is that of
Germany, which has blocked its citizens' access to certain US-
based holocaust denial sites, yet an internet user who wishes
to view them can use the Great Web Canadianizer, which
copies the offending information to computers in Canada that
the German user can then access without restriction.
Essentially, as lawyer Michael Froomkin has argued, the
internet allows for "regulatory arbitrage": choosing which
rules one wants to have enforced, where the country with the
loosest regulations sets the standard.

If a government is concerned that people might be
circumventing national barriers that it has established to
control information flow, or distributing unwelcome
pornographic or political material, it might try to monitor
individual communications to catch and punish the offenders.
Tracing an e-mail, however, is much more difficult than
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steaming open a letter or tapping a phone line because of the
anonymizing and encrypting tools that are available to almost
any internet user. Theoretically, a government would have to
go to so much trouble to catch a determined internet user that
the effort would be prohibitively expensive and time-
consuming if possible at all. Essentially, argues Froomkin, a
government can restrict access to the internet, but once access
Is granted, there is no way to limit what information can be
sent and received.

Is Regulation a Possibility?

Not all communications scholars are convinced that the
internet is impossible to regulate, however, and neither are a
number of authoritarian governments which have made
strong efforts to censor the material available online. Critics of
the impossibility of regulation point to some real world
examples and theories of their own to counter the argument
that the internet necessarily impinges on national sovereignty.
Greenberg and Goodman have taken this critical stance,
pointing to a number of ways in which governments can
control a global technology through the power they exert
within their territorial borders. The regulatory strategies they
identify fall into two main categories: restriction of access and
censorship. In the first category, a government can control
access to individuals through its licensing of the networks that
provide internet service and can direct the building of
networks from the ground up when little infrastructure
already exists. It is significantly easier for authoritarian
governments in developing countries to control access when
they have always been in charge of the building of networks,
as opposed to trying to exert control over an anarchic
structure that already exists.

In the category of censorship, Greenberg and Goodman point
out a number of ways in which governments can place
pressure on outsiders to stop providing objectionable
material; this is perhaps a tacit acknowledgment of the
difficulty of censoring internally. An authoritarian regime can
threaten to prevent outside firms from doing business in its
own country, a strategy employed by China with respect to
satellite television. Likewise, a country can sue an offending
foreign firm under its own legal system. An example of this is
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the much-publicized case in which Compuserve, an American
internet service provider, was sued in German courts for
allowing that country's citizens access to materials that
violated German law. In terms of domestic monitoring, a
government can set up sting operations in which one party to
an illicit communication collaborates with authorities, or it can
coerce a domestic internet service provider into assisting with
monitoring individual communications.

To support such theories on the possibility or impossibility of
internet regulation, most scholars have looked at cases of
authoritarian governments in Southeast Asia. Almost all
countries, the United States included, have attempted to
regulate the internet to some degree, but most Western
countries are already too connected and have too strong a
tradition of democratic government to allow the strong
crackdown that is possible under authoritarian regimes. The
Southeast Asian countries studied are particularly interesting
cases because each of their governments has a vested interest
in providing up-to-date communications technology to attract
foreign business and investment, but most are also extremely
concerned about the infusions of values and morals that this
connection to the outside world may bring. Most of their
efforts to control the internet have involved what Froomkin
argues is impossible to do effectively: promote domestic
connectivity, monitor internal internet traffic, and censor
material coming from outside by means of a national firewall
system.

For the purposes of comparison and contrast, several
generalizations can be drawn from the cases of Singapore,
China, and Vietnam. China and Singapore have promoted
broad-based domestic connections to their national networks
but have attempted to extensively monitor or censor material.
Both programs are in the developmental stage, so their
effectiveness cannot be conclusively judged. However,
evidence suggests that some unauthorized information passes
through the barriers in both countries. In China and
Singapore, the development of the internet has been primarily
driven by economic concerns.

Vietnam is also responding to economic incentives in its
network development, but it is not promoting informational
isolation as are the other two countries. There are several
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possible reasons for this. One is that Vietnam has long been
isolated against its will and is looking for greater connectivity
to the world through the internet; another is that the country
cannot throw around the economic weight that China and
Singapore can, and it must open up to attract investors rather
than define the terms upon which it will do business. There
appears to be little popular connectivity in the country,
perhaps because the internet infrastructure is still under
development and has been targeted at the business sector,
though another reason to consider is that the government may
not be interested in giving access to potentially subversive
members of society. The possibility of this second case is
significant. If Froomkin is correct in his assessment that a
government can only control the internet by restricting access,
Is there then a solution to the dictator's dilemma—a system of
informational apartheid, in which the dictator allows access
where it is economically beneficial, but restricts it where
politically subversive? This question is essential to the
discussion of the Cuban case.

An Overview of Cuban Networks

In 1983, the National Center for Automated Information
Interchange (CENIAI), which at that time was a subdivision of
the Cuban Academy of Sciences, made the first international
satellite link to Soviet databases via |ASnet, a network for
socialist countries allied with the USSR. CENIAI established
the first domestic network in 1988, primarily for use in the
scientific community. Throughout the 1990s, Cuban networks
developed further with continued emphasis on scientific
access to email and databases, though connections began to
extend to secondary education and the government as well.
By March 1997, Cuba had established 32 large networks
connecting government agencies, universities, research
centers, youth computer clubs, and various other entities.

CENIALI is Cuba's central network, and its largest, and it
serves as a connection point for the other networks within the
country, as well as the gateway to the outside world via the
direct internet connection. The network connects mostly
government agencies and institutions in the hard sciences.
Cuba's science community is also served by CIGBnet,
operated by the Center for Genetic Engineering and
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Biotechnology. CIGBnet was launched in 1991 to connect
Cuba's four major biotechnology research centers; it had over
1500 users as of 1995, and offers services such as email,
database searches, and mailing lists. InfoMed, which was
established in 1993 by the Ministry of Public Health, is a
comprehensive effort to connect members of Cuba's medical
community to each other and to the outside world.

The fourth major network, TinoRed, departs most sharply
from the government-directed model of internet development.
TinoRed is a non-profit Cuban NGO which offers free service
to organizations in the areas of social science, culture, health,
education, and religion. The network links 150 Youth
Computer Clubs located throughout the island, which offer
walk-in centers for relatively unstructured computer use as
well as a number of computer classes. TinoRed is also the
gateway to Red David, which provides networking for a
number of Cuban NGOs. Valdés notes that this subnetwork
has a "highly democratic and participatory subculture." Like
InfoMed, TinoRed has received significant support from
international donors and NGOs such as the Association for
Progressive Communication.

Analysis of the Internet's Social and Political Effects in
Cuba

Given the current status of Cuban networks and the
significant growth that they have experienced in the past
decade, there is little doubt that Cuba has made impressive
gains in internet communications by both developing country
and Latin American standards. Its success is even more
impressive when one considers that all of the major
networking developments have taken place in a period in
which Cuba has had to cope with the loss of Soviet trade and
the tightening of the U.S. embargo. China has consulted with a
Silicon Valley firm in the building of its national networks and
Is making use of the latest technology from Sun Microsystems;
Cuba has been lucky to receive donations of used personal
computers from American humanitarian groups. As in other
developing countries, however, the majority of network
building has been government-led; the Cuban government
has a long history of maintaining tight control over
information. The state has successfully dealt with most other
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forms of potentially subversive communication, from
jamming the Miami-based Radio Marti to filtering printed
news through the official Communist Party newspaper. Is
there any reason to expect that the internet in Cuba will be
any different? Will this new technology have a democratizing
or opening effect that other forms of communication have not?

Critics of technological determinism would argue against this
position for a number of reasons. The government has
maintained a heavy hand in restricting internet access, which
so far has gone almost exclusively to state-approved entities.
While foreign businesses and tourist operations can purchase
accounts on one of the networks, there are no commercial
internet service providers that offer access to individuals, even
if they have dollars to pay for it. Unlike Singapore, Cuba has
no cyber-cafes offering public access to the internet, though
the Youth Computer Clubs do allow some walk-in public
computing. All of the internet traffic leaving the island
currently passes through CENIALI's recently established direct
internet connection, a predicament which would have to
change only if use increased significantly. Some skeptics note
the cost and scarcity of computers and modems in Cuba and
doubt that anyone without government or commercial
connections could obtain the equipment necessary to allow
internet access. With the current status of the domestic
telephone system, others point out, many homes where
dissidents might be based do not even have access to reliable
phone service.

One of the strongest arguments against a potential
democratizing effect of Cuban networks is that the greatest
Cuban presence on the internet is the country's government
itself. When strengthening U.S.-Cuba telecommunications in
the 1992 Cuba Democracy Act, many U.S. policymakers
believed, somewhat naively, that what they were promoting
would be a one-way flow of democratic concepts to Cuba. The
Cuban government, however, had its own plans for
participating in the market of ideas. In mid-1996, Prensa
Latina, the official Cuban news agency, issued a statement
saying that "Cuba, with full access to Internet information and
services, expects to be an active supplier of information and
not just a passive recipient." In response to the proliferation of
anti-Castro propaganda on the Web, the Cuban government
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launched its own official home page, CubaWeb
(http://www.cubaweb.cu), in January of 1996. From this
page, one can read the online version of the official
Communist Party newspaper in five languages, examine the
new Cuban law on foreign investment, check out the home
page of the luxurious Horizontes Hotel, or select a car to rent
for an upcoming trip to the island. Much of the home page
provides useful and unbiased information on everything from
Cuban music to the schedule of events at the Havana
convention center, but the page has its political advantages as
well. In a report on the first anniversary of its online edition,
the Communist Party newspaper Granma International said
that putting news on the internet was "not just a judicious but
a total and primarily political success.” It further notes that
"it's somewhat ironic that the internet, created in the United
States and almost 70% operated from that country, has
become an effective tool for enabling this weekly to bring to
the world what the world wants and is rarely able to know
about Cuba: the truth."

To understand fully Cuban networking in the global context
of the internet, one should examine how the country's
experience compares with those of other authoritarian
regimes. Cuba is unigue when compared to China and
Singapore in that it has consistently pushed toward greater
internet connectivity rather than isolation from the rest of the
world. The country's 1992 connection to Web Networks in
Canada was achieved relatively smoothly and without
opposition on the Cuban side. In the years following, as the
Miami exile community discovered Cuba's connection, there
were increasing numbers of anti-regime messages sent into
Cuba via email; in one case, the U.S. Interests Section in
Havana (the substitute for an American embassy) acquired a
TinoRed account and used it to post information on U.S.
policy toward Cuba. Such incidents fueled the debate over the
internet in Cuba, and they lent support to those in the
government that opposed greater connectivity because of the
increased potential for the spread of subversive ideas.

The debate was brought to a climax in January 1995, when
Cuba was given permission to establish a direct internet
connection. However, there was significant support for the
internet within the government, and Valdés claims that "by
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early 1996, the debate over networking had clearly been
settled in favor of greater connectivity." Decree-Law 209
established a governing structure for the internet that was
divided among five ministries, "in decided contrast to the 1994
attempt by the Ministry of Communication to centralize
control of all facets of networking and telecommunications."
Upon its establishment, the direct internet connection was
described by the Ministry of Foreign Affairs in an
overwhelmingly positive statement:

Cuba is connected...to the Internet, turning into a
reality what had been a dream for so long:
having access to an international patrimony of
knowledge used by some 36 million clients of 160
nations. As a result of the efforts of hundreds of
specialists, Cuba will have access from now on to
some 34,000 data bases of the most ample
spectrum of social, political, economic, scientific,
and sports information.

Such optimistic words were not just the official party line,
either. In a private e-mail sent after the internet connection
was established, Jesus Martinez, director of CENIALI, said that
"after so many days, years, of sacrifice and worry, | have the
great satisfaction of informing you that our beloved Cuba, our
alligator of the Antilles, has been able to be connected to the
Internet as we had desired."

One could argue that Cuba has been able to promote
international connectivity without worrying about extensive
censorship because the government is able to control who
within the country has internet access. In this sense, Cuba may
be a similar case to Vietnam, which has also been developing
its internet connections but has not set up any elaborate
censorship mechanisms. Both countries have been isolated for
years, to a large extent because of similar U.S. embargoes, and
it may be understandable that they are striving to establish
connections with the rest of the world rather than limit them
as China and Singapore have done. Both need to entice
foreign investment and are unable to use economic weight to
force eager investors to deal with limits on free information.
Both are building the internet from the ground up, and both
have the ability to control its growth, at least for the present.
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Through the restriction of internet access to government-
approved entities, it might seem that Cuba has indeed found a
solution to the dictator's dilemma—it appears to be exploiting
the economic benefits of internet access for the government,
business, tourism, and scientific sectors without allowing the
kind of popular connections that might introduce subversive
ideas.

The problem with this kind of argument, however, is that it
presents the dictator's dilemma and its solution in absolute
terms—either the state has complete control over the internet,
or dissidents and subversive agents are using it as a means to
organize underground opposition. U.S. policy toward Cuba,
and its goal of democratization for the country have always
centered around the possibility of subversion: the hope that a
popular upsurge of democratic sentiment will force Castro's
resignation or allow a coalition of dissidents to overthrow
him. The economic embargo against Cuba, the government
support for anti-Castro propaganda on Radio Marti, and the
authorization for improved telecommunications links have all
worked toward this end. The greatest prospects for stable
demaocratization, however, are often found in gradual and non-
violent transfers from authoritarianism, as witnessed in
Argentina and Chile. Wriston, who does not frame the
dictator's dilemna in terms of subversion and dissidence,
suggests that information technology can encourage such
gradual transitions. When a government is faced with a
potential profusion of communications linkages, he says, there
are only two ways it can stay in power. One is to censor
content and restrict access in the familiar pattern; the other is
for the government to "allow its policies to be guided by that
national conversation and so keep the confidence not only of
'the people' but also of the bureaucrats and the army. But a
government that consents to be so guided has become in some
sense, however attenuated, democratic and is likely to keep
moving in that direction.”

There is considerable evidence that Cuba is currently
undergoing a gradual transition in the direction of democracy.
After the demise of the Soviet Union, Cuba, like other former
members of the Soviet Bloc, has been forced to make changes
in its firm control over society. Most noticeable are the
economic developments: the courting of foreign investment,

http://www.stanford.edu/group/sjir/issues/1.1/www.cubalibre.cu/body.html (15 of 21) [3/20/2001 5:32:28 PM]



www.cubalibre.cu? The Internet and its Prospects for a Democratic Society in Cuba

the permission of self-employment, the opening of private
farmers' markets, and the legalization of dollars. There have
also been several hesitant but significant political and
ideological reforms, including the increased freedom of
religion, epitomized by the Pope's visit to the island and the
election of the National Assembly in 1993. Cuba's government
has allowed significant movement toward free speech. Larry
Press says that "as a visitor, one is struck by the willingness of
people on the street to speak openly of politics, and of cultural
liberalization," and he notes the open success in Cuba of a
recent movie, Strawberries and Chocolate, which includes
political criticism and is sympathetic to homosexuality.

Wayne S. Smith, a former foreign service official at the U.S.
embassy in Havana and chief of the city's U.S. Interest Section
from 1979 to 1982, has argued that these changes are
encouraging and that the U.S. should promote further
transformation toward democracy by supporting this gradual
loosening of control rather than an abrupt change that may
never come. The word democracy, when used in the Cuban
context, does necessitate some explanation; Smith envisions
that a multiparty system is at least a decade away, and that a
single non-communist party (similar to Mexico's PRI) is a
more likely intermediate step. Other groups would eventually
be allowed to register as opposition parties, he predicts, and
the system that eventually emerges would most likely
resemble one of the social democracies of Europe. Even with a
single all-incorporating party, however, these changes would
certainly entail greater popular participation—either through a
more open civil society and a corporatist governing structure
which includes previously repressed political opinions in
popular debate, or through elections which act as more than
referenda to rubber-stamp the legitimacy of the current
regime. If gradual changes such as these are the best prospects
for an open, demaocratic society in Cuba, then the internet is
promoting democratization to the extent that it facilitates and
encourages these changes. Evidence supports the argument
that it is indeed doing so, by strengthening the organizational
base for Cuban NGOs, establishing the communications
infrastructure for a future democratic society, and allowing
the rest of the world to focus its eyes on Cuba's transition-in-
progress.
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Prospects for Gradual Change

As mentioned earlier, TinoRed is the gateway to Red David,
which provides internet access for a number of Cuban NGOs.
Gillian Gunn, who has studied NGOs in Cuba, estimates that
there were 2,200 registered NGOs as of February 1995,
including churches, cultural centers, private think tanks, and
branches of international organizations such as the masons
and the Red Cross. Cuban NGOs are officially controlled by
the State Committee on Economic Cooperation (CECE), but
many have obtained significant individuality and freedom as
organizations in an authoritarian country. International
donors are required to obtain permission before giving money
to an NGO, but once CECE has approved the contribution, the
donor works directly with the Cuban NGO on whatever
project is being supported. Some NGOs have been successful
in using international funds, which can be retracted by the
donor, as a bargaining tool with the state. Current U.S. policy
allows for humanitarian donations to Cuban NGOs, and
groups in the United States have supplied them with
everything from vans to computers to medicine. While an
openly subversive group would clearly not be allowed to exist
as an NGO in Cuba, the policy of allowing NGOs to
proliferate inherently strengthens civil society. As the Catholic
bishop of Santiago, Cuba recently put it, "It is important that a
space be created in Cuba, a no man's land where one can do
things without having to declare oneself for or against the
state. The more the no man's land grows, the better. This
strategy would expand that space."

To the extent that NGOs are allowed internet access, the
internet is strengthening civil society and democracy in Cuba.
Communication is one of the biggest challenges for budding
organizations, and the internet makes it easy for them to
disseminate messages. The internet also facilitates
international communication with potential donors and allied
NGOs abroad, strengthening the connections necessary for
funding donations and making it easier to use foreign
organizations as leverage when bargaining with the state.
Gunn has claimed that email is essential to the existence of
Cuba's NGOs, and that it has facilitated much of her research
with them. The service of TinoRed is free to all NGOs in Cuba,
and if the government approves an NGO's existence, it is
unlikely that it would deny that group access to the internet.
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When recently contacted, TinoRed administrators were unable
to provide a current listing of organizations with internet
access, because TinoRed's dial-up connection with Web
Networks recently ended, and the network has not yet been
connected internationally through CENIAI's gateway. Once
TinoRed is fully connected to the internet through this direct
link, there should be significant prospects for proliferation of
access, as NGOs will be enjoying quick and reliable
international email for the first time.

In addition to facilitating the growth of NGOs and civil
society, the spread of the internet in Cuba is laying the
infrastructure—both in physical and human capital—for a
democratic society of the future. Like the empowerment of
NGOs through better communications, this is not a direct
cause of immediate democratization, but it facilitates a
gradual change that has already begun and is likely to
continue in the future. Many developing countries have
experienced difficulty in building and maintaining networks
because of the lack of specialists and sufficient technical
training. However, the internet has not been widely accepted
as a communication form because the population in general is
unfamiliar with computers. Cuba, with its strong emphasis on
technological education and research, will be much more
equipped to deal with these challenges than will other
developing nations. Castro himself has pledged strong
support for the Youth Computing Clubs, which are providing
a greater base of knowledgeable users for the future. The
government has placed 20,000 computers in secondary
schools, and a reported 100,000 people completed the Youth
Computing Clubs' computer education classes between 1993
and 1996. It is encouraging to think that the next generation of
Cuban leaders, who are growing up in a period of gradual
reform, will be technologically adept enough to use the
internet as they institute change.

In addition to facilitating computer education to build a
knowledgeable user community, the establishment of the
internet in Cuba helps to lay the communications groundwork
for a future democracy. Larry Press cites the popular belief
that open elections will one day be held in Cuba, and he notes
that internet communication will be helpful to parties and
candidates as it has been in other countries. The internet will
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be important to Cuban small businesses in a situation of
loosened economic control, and greater access would allow
them to compete more effectively with the strong foreign
interests that could threaten to dominate a privatized
economy. While the government may have relatively strong
control of the internet now, it is building the technological
infrastructure that is necessary to support a democratic society
that could emerge.

Empowering NGOs and laying communications
infrastructure are primarily domestic effects of network
connectivity in Cuba, despite the fact that they involve
international linkages. One way in which the global nature of
the internet will encourage democratization in Cuba is in the
increased attention that the rest of the world will be able to
pay to a formerly closed society. In the era of the internet, an
interesting phenomenon has emerged in Cuba: independent
journalists. In a state concerned with counter-revolutionary
propaganda, the only news permitted by the government is
disseminated via the "official" press: the Granma and Prensa
Latina. For years, it was virtually impossible for anyone not
adhering to the party line to access printing materials and
circulate an unofficial newspaper or magazine. Now,
however, one can log-on to the CubaNet site based in Miami
(http://www.cubanet.org) and read articles from the
underground journalists of the Independent Press Bureau of
Cuba, the Independent Press Agency of Cuba, CubaPress, and
scores of other agencies around the island. This type of
journalism was made possible by improved
telecommunications between the U.S. and Cuba in 1994, when
Cuban reporters could finally make direct calls to Miami and
Puerto Rico to read their dispatches to colleagues who would
then transcribe them by hand. From there, the articles were
posted on the internet or e-mailed to the rest of the world.

Independent journalists attempt to present the real news
underlying the state's official interpretations. Many of their
stories are inherently of an anti-Castro nature, and certainly
would not qualify as unbiased reporting. However, they do
report on subjects that the official press would never consider,
from the treatment of political prisoners to the funeral perks
given to Communist Party officials. The internet news
presented by the underground journalists is obviously not

http://www.stanford.edu/group/sjir/issues/1.1/www.cubalibre.cu/body.html (19 of 21) [3/20/2001 5:32:29 PM]



www.cubalibre.cu? The Internet and its Prospects for a Democratic Society in Cuba

read widely by the Cuban public, so it is unlikely that it will
foment serious opposition to the government on the home
front. As mentioned earlier, however, attempting to promote
subversion from inside is probably not Cuba's best prospect
for a stable process of democratization.

Meanwhile, underground reporting by the independent press
encourages the government's reluctant loosening of political
control. Elise Ackerman notes that independent journalists are
unlikely to provoke Castro's overthrow, but they could be a
catalyst for change in other ways; with the world reading
independent news on the internet, the Cuban government
knows that its actions are in the spotlight, and that it must
watch its step. Foreign investors and foreign governments are
usually wary of dealing with regimes condemned for human
rights violations, so the government has had to temper its
repression of the independent press. Whereas in the past it
would have simply imprisoned the dissidents, it is now
resorting to psychological deterrence, such as organizing
groups of state sympathizers to harass underground
journalists at their bureaus and their homes. While this kind of
repression is disturbing, it is far from imprisonment without
trial, and despite the government's efforts, the message of
independent journalists has been transmitted to the outside
world. Admittedly, the existence of the independent press in
Cuba is not a direct product of internet access within the
country. It is, however, related to improved
telecommunications. The pressure that the underground
journalists’ world audience is able to place on the Cuban
government is a consequence of the global nature of the
internet.

Conclusion

The three examples detailed above show ways that the
presence of the internet in Cuba is contributing to, and should
be able to promote, a more open and demaocratic society. To be
sure, the gradual transition is not as dramatic as the ideal
scenario envisioned by the technological determinist, in which
an infusion of democratic ideas from the far reaches of the
Web foments the popular opposition necessary to topple a
repressive regime. The technological determinist's scenario
has not, however, occurred anywhere in the world to date. In
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many transitions, such as the 1991 dissolution of the Soviet
Union, improved internet communications plays a role, but
always within the context of other social and political factors.
In Cuba, these factors suggest that the best prospects for
democracy are to facilitate the changes that have begun to
occur.

Cuba is a unique case when compared to many other
authoritarian societies dealing with the expansion of the
internet. While China has attempted to isolate itself from the
outside world, Cuba has consistently pushed for greater
international connectivity, and as Singapore has sought to
wire every home and business in the country, Cuba has
restricted internal access. Some might argue that a strategy of
restricted access and international connection for government-
approved entities may be a solution to the dictator's dilemma
for Cuba. Although the internet has not led to a significant
increase in subversive activity within Cuba, framing the
argument in terms of subversion ignores the point that Cuba's
best prospects for stable democracy may be gradual change
rather than violent upheaval. The evidence presented in this
paper has shown that the internet is facilitating Cuba's
gradual transition toward a more open and democratic society
by empowering NGOs, laying the groundwork for future
democracy, and allowing the world to watch Cuba closely
during its transition. In these ways, the internet is helping to
turn the virtuous circle that will result in both greater
interconnectivity and greater democracy in the future.

The internet has historic potential for the spread of democracy
throughout the world, more so perhaps than any other
communications technology since the invention of the
printing press. Hopefully, the influence of this new
technology will continue to promote the gradual shift toward
democracy and openness in Cuba. One day, as a modern-day
Jose Marti might have envisioned, www.cubalibre.cu will be a
reality.
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National Economy

Ties to USSR caused a 35%
contraction in economy.

Growth rate was about 5% in 2000.

Tourism has increased in
importance as the main source of
foreign capital.

New Banking system introduced for
further capital development.
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Banking System

Law Decree 172 reformed the
banking system in May of 1997.

Currently 17 foreign banks in
operation.

330 Cuban Corporations have online
banking services available to them

Number of ATMs expected to
increase at the end of this year from

Slide 8 of 22



8 O % T Y

Government Regulation

1992 Cuba-Canada Email link
established

1993 US embassy sent out mass
emails to Cuba, caused antifidel
block installed

January 1995, CENIAI is granted class
b license by InterNIC.

June 1996, Law decree 209 passed
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Technological Capacity

Manually switched analog
telephones

“High-speed” access limited by all of
Cuba sharing one 64 kbps link

One Cuban portal -cubaweb.cu
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Outside Restrictions

Cuba’s Internet link is a 64kbps Sprint
satellite link

CIA quashes projects to upgrade link
(Qwest 40 gbps, WilTel 2.5 gbps nixed)

Cuba may not import computers with
more than 24.8 MTOPS

China, a nuclear power, may import
computers with 12,300 MTOPS
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Computers Unaffordable

Computer costs $1500
ISP charge: $675 a month, US dollars
Average Cuban salary: $10, in pesos

Government restricts ownership of
computers

Most software pirated, downloaded
at 1200 bps from local bulletin
boards

Slide 12 of 22



Educational Opportunities

Traditional Emphasis on Education at
all levels

Eight universities offer degrees in
information technology
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Educational Opportunities

What are Youth Computing Clubs?

m Owned and operated by the Cuban
Communist government

m Students range in age from 4 -40
m Not always easy to getinto
m There are restrictions
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Labor Market

State sector dominates the Cuban
economy

7% High-tech jobs
Income and Purchasing Power

Software and Hardware
Manufacturing

Silicon Calle
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Labor Market Data by

Sector

Trans/Comm
%

Construction
10%

Commerce

Agriculture
2086
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Labor Market

Labor Strengths

m The Cuban population is one of the
most educated amongst developing
nations

m Labor costs are lower than for most
software developing countries

m Cuba is already recognized as a leader
in biotechnology
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Labor Market

Labor Weaknesses

m Lack of IT growth in the domestic
marketplace

m IT professionals frequently find few
opportunities

m Training/IT infrastructure based on
obsolete technology
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Foreign Investment

Allowed by Cuba since 1982

Most investments
m Tourism

m Medicine

= Food Production
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Dollars in Cuba

Dollar legalized in 1992
One third of workers paid in dollars

Vegetable oil, meat, milk, shampoo,
washing machines, sporting goods,
watches, ice cream, pizza, computers only
available with dollars

Peso officially non-convertible, although
Cadeca skims money from locals

Slide 20 of 22




Cuban Telecom

In shambles, mostly remnants from 1930s
and 40s

Parts unavailable since fall of Soviet Union
Mexico’s Grupo Domo bought 49% stake

Faced pressure from US - directors
unable to enter US

Ran out of money after giving $745m
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Cuban Telecom

Italy’s Stet bought remnant of stake,
29.99%

Modernization on track

65% of Havana’s telephones to be
digital by end of 2001, 92% by 2004

Fiber-optic network links
government ministries

Slide 22 of 22




Cuban Telecom
. Italy’s Stet bought remnant of stake, 29.99%
. Modernization on track

. 65% of Havana’s telephones to be digital by end of
2001, 92% by 2004

. Fiber-optic network links government ministries
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Cuban Telecom

. In shambles, mostly remnants from 1930s and 40s
. Parts unavailable since fall of Soviet Union

. Mexico’s Grupo Domo bought 49% stake

. Faced pressure from US - directors unable to enter
US

. Ran out of money after giving $745m
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Dollars in Cuba
. Dollar legalized in 1992
. One third of workers paid in dollars

. Vegetable oil, meat, milk, shampoo, washing
machines, sporting goods, watches, ice cream,
pizza, computers only available with dollars

. Peso officially non-convertible, although Cadeca
skims money from locals
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Foreign Investment

. Allowed by Cuba since 1982

. Most investments

. Tourism
. Medicine
. Food Production

Previous dlide Next slide Back to first slide View graphic version




Labor Market

. Labor Weaknesses

. Lack of IT growth in the domestic marketplace
. IT professionals frequently find few opportunities
. Traning/IT infrastructure based on obsol ete technology
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View graphic version




Labor Market

. Labor Strengths

. The Cuban population is one of the most educated amongst devel oping nations
. Labor costs are lower than for most software developing countries
. Cubaisaready recognized as aleader in biotechnology
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Labor Market Data by Sector
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Labor Market

. State sector dominates the Cuban economy
. 7% High-tech jobs

. Income and Purchasing Power

. Software and Hardware Manufacturing

. Silicon Calle
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Educational Opportunities

. What are Youth Computing Clubs?

. Owned and operated by the Cuban Communist government
. Studentsrangein age from 4 — 40

. Not always easy to get into

. There arerestrictions
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Educational Opportunities

. Traditional Emphasis on Education at all levels

. Eight universities offer degrees in information
technology
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Computers Unaffordable

. Computer costs $1500

. ISP charge: $675 a month, US dollars

. Average Cuban salary: $10, in pesos

. Government restricts ownership of computers

. Most software pirated, downloaded at 1200 bps
from local bulletin boards
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Outside Restrictions

. Cuba’s Internet link is a 64kbps Sprint satellite link

. CIA gquashes projects to upgrade link (Qwest 40
gbps, WilTel 2.5 gbps nixed)

. Cuba may not import computers with more than
24.8 MTOPS

. China, a nuclear power, may import computers with
12,300 MTOPS
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Technological Capacity

. Manually switched analog telephones

. “High-speed” access limited by all of Cuba sharing
one 64 kbps link

. One Cuban portal — cubaweb.cu
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Government Regulation

. 1992 Cuba-Canada Email link established

. 1993 US embassy sent out mass emails to Cuba,
caused anti fidel block installed

. January 1995, CENIAI is granted class b license by
InterNIC.

. June 1996, Law decree 209 passed

. Requiresalicense for internet access.
. Calsfor Interministerial Regulatory Group
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Banking System

. Law Decree 172 reformed the banking system in
May of 1997.

. Currently 17 foreign banks in operation.

. 330 Cuban Corporations have online banking
services available to them

. Number of ATMs expected to increase at the end of
this year from 57 to 100 in Havanna
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National Economy

. Ties to USSR caused a 35% contraction in
economy.

. Growth rate was about 5% in 2000.

. Tourism has increased in importance as the main
source of foreign capital.

. New Banking system introduced for further capital
development.
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Age Demographics

Previous dide Next dide Back to first dlide View graphic version




Cuba Overview
. Island population — 11,142,000
. GDP $18.6 billion

. Internet access since 1992

. Age demographics
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Cubans with Web Access
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Cubans with E-mail
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Introduction

. WIill the Internet foster democratization in Cuba?

. What challenges of access and development does
Cuba face?

. Does Cuba have any advantages over other Latin
American countries, or other developing nations?
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Cuba and the Internet

The Dictator’s Dilemma
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A Closer Look at Cuba and the
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Project Questions

* How has the US embargo stifled the growth of the
Internet in Cuba?

e Will the Internet foster democratization in Cuba?

 Does Cuba have any advantages over other Latin
American countries, or other developing nations?

e What does the future hold for Internet
development in Cuba?
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USA/Cuba Infomed Project

* We're not lazy; chosen before we knew
David Wald was coming
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No hardware bottleneck

« David said that getting hardware 1s not a
problem

+ Ex: Mayo Clinic offers to donate 1,800
computers, they ship 500

« Has export license to ship Pentium
computers up to 166 MHz
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Hardware power increasing

Donated computers become more powerful
over time

No longer ship XTs and 286s
Last 386s shipped in Sept. (spare parts)

Ship only matched 486s (ecase of
administration)

Now focus on Pentiums
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License 1ssues

> 166MHz computers have already been
donated

Licenses have not been a problem

Original Pentium license was approved
without difficulty

200 MHz license pending
Don’t ask for more than they need
Acquiring each license takes 45-60 days
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Shipping

Use 40-foot cargo containers

Share space with medical supplies and
scientific journals

Ships that dock in Cuba cannot return to
U.S. for six months

Transfer in Canada or Mexico lengthens
journey and tightens ship date

 Intensive labor required to meet ship date
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Volunteer labor bottleneck

Ex: 325 picces of routers, switches, hubs
donated by 3Com in October

41 racks of equipment
South Bay to Oakland
Then up a stairway

150 hours to secure for
shipping
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Volunteer labor bottleneck

« Every computer needs to be configured and
tested
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Volunteer labor bottleneck

150 hours was provided by three volunteers
in two weeks

Capitalizing on large donations requires lots
of labor on short notice

Can’t hire temporary labor - budget only
$15,000 per year

Side note: You could hire a lot of workers
with that money in Cuba
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Communications

Cuba’s internal infrastructure 1s not as

awful as 1t used to be
1200 bps modems used to be the norm

Infomed now has pressing need for 14.4k
hardware modems

Also needs beefier Internet link - recently
upgraded to 192 kbps

Infomed says this 1s biggest problem
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Operating systems

Infomed all Linux from day one

Valentin Gonzalez, on LinuxWorld:
“Coming to this conference 1s like a
Catholic visiting the Vatican™

Adaptable, not pre-packaged, runs on
slower machines, free

Other networks 1n Cuba were Windows and
NetWare, mostly converted by now
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Software

Cuba has excess of I'T professionals to write
software for internal use

Cuba writes most of their own software,
other software freely available

USA Infomed purchased one software
package for Cuba: Canadian statistical

Other professionals contract with foreign
firms to bring in currency and technology
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Damage during shipment

« 25% of hard drives and monitors fail during
transit

* High hunidity, temperature for extended
periods of time

* Possible solutions: Air-freight hard drives,
wrap monitors in film, send extra hard
drives
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Feasibility

How do computer companies do 1t?

Computer boxes are individually sealed 1n
film before being loaded 1nto shipping
containers

Box stretch wrapper - capacity of 100 an
hour - expensive machine

Molded Styrofoam prevents vibration
damage
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Feasibility(Cont.)

No way around using good packaging
materials

Hard drives expensive to air-ship

Extra hard drives are in short supply, can’t
simply send spares

Hand-wrapping film around boxes, packing
in soft Styrofoam good compromise
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Case Study Two

cubanacan
=] B ] =] L#]
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Tourism Growth in Cuba

* Cuba 1s looking to tourism to keep its
economic recovery afloat

o Cuba's tourism rose from 340,300 1n 1990
to 1.4 mil in 1998, an 1s forecast to reach
1.7 mil 1n 1999, up to 2.5 mil in 2000 and
nearly 7 mil by 2010
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Cubanacan Overview

Largest Cuban company involved in the tourism
industry
— Accounts for 48% of all foreign tourists

Financed by a partnership of private foreign
investors and the government

Has a total of 16 companies which own and
operate various tourism facilities

Have experienced a 42% average annual revenue
growth rate during the past decade
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Cubanacan & Health Tourism

+ Heavily involved in promoting health tourism

— Operate 38 health centers and hotels specialized in
health tourism
» Market of foreigners who pay to receive high-
quality and relatively low-cost medical attention 1n
Cuba

— Cuban medical care in some fields 18 better than in
other Latin American countries

— Cuba 18 earning some $25 million a vear from health
tourism
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Product Life Cycle

Mass Market/
Cubanacan Followers

MNumber /
of i

i

Early Adopters/ /
Pioneers ( End of Life
- il -

customers
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Cubanacan Fmancing

SOURCE

POSITIVES

NEGATIVES

Government

*Government has targeted
tourism as a priority
investiment

Funnels much of new

money back into the travel
industry

s overnment control

Foreign Investmenis

*Provide Fast growth,

know-how, and access to
foreign markets

*Use of internationally
knovwn names

*Reliance on tourism
growth
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What Cubanacan Seeks to
Accomplish

* To maximize hard currency tourism
revenues to help bolster economic recovery

— If Castro controls the circulation of hard
currency, he can consolidate economic control

« To attract foreign capital for joint ventures
in tourism
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Newness Map For Cubanacan

e

cubanacan
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Newness to Market
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How the US Embargo Has
Aftected Cubanacan

» Hotels struggle with the food and supply shortages

— Even with strict conservation measures, supply
difficulties increase the cost and decrease the profits of
Cuban operations

— The items imported can be twice ag expensive as in
other Canbbean locations because Cubang cannot buy
from the closest supplier, the United States

» Have to ship gifts on their site to Canada before it

gets to US
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How the US Embargo Has
Affected Cubanacan (Cont.)

» Prohibits US citizens, corporations or US affiliates
overseas from investing in Cuba

* Blocks Cuba’s access to the U.S. travel market, its
“natural partner”

— If the US embargo against Cuba 1s ever hfted, tourism
and Internet traffic, could pick up considerably

« Will also continue to be left out of the sea cruise
industry
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How Cubanacan Utilizes the
Internet

+ Strengths

— Well Categonized
— Offers many Services (e-mail, car reservations, and

onhne gift shop)
— Site 18 offered in different languages

+ Weaknesses
— Some IT problems
— Lacks professional (spinning graphics, music)
— Mostly informational

* Doezn’t doesn’t allow hotel or airline reservations
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Feasibility

» Positioned itself early in Cuban Tourism

 Cubanacan has established a niche within
Cuban tourism (health, tourism)

« Cubanacan has a large market of interested
tourists

— Exchange rate makes Cuba attractive to
foreigners
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Feasibility (cont.)

* Cuba has tried to overcome US travel
restrictions by catering to the Canadian and
European market

— Canada however, does not have the depth of the
US market

— The distance between Europe and Cuba,

significantly raises the cost of a vacation to
Cuba
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Conclusions

- How has the US embargo stifled the growth of
the Internet in Cuba?

— Business Costs are higher (supplies, hardware, shipping,
tourism growth)

Will the Internet foster democratization in
Cuba?

— Castro 1s fearful of its effects and has increased control,
similar to other media outlets

— Castro has reduced the number of self-emploved

workers from 206,000 1 1996 to less than 150,000
2000
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Conclusions (cont.)

- Does Cuba have any advantages over other Latin

American countries, or other developing nations?

— Highly educated, expanding clags of computer software
engineers, and world-class biotech industry

What does the future hold for Internet development

in Cuba?
— Improved mnfrastructure

— Cubans will seek alternatives to restricted access

— Increased integration mnto key sectors
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Conclusions (cont.)
Does Cuba have any advantages over other Latin

American countries, or other developing nations?

. Highly educated, expanding class of computer software engineers, and world-class biotech industry

What does the future hold for Internet development

In Cuba?

. Improved infrastructure
. Cubanswill seek aternatives to restricted access
. Increased integration into key sectors
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Conclusions
How has the US embargo stifled the growth of

the Internet in Cuba?

« Business Costs are higher (supplies, hardware, shipping, tourism growth)

Will the Internet foster democratization in

Cuba?

. Castroisfearful of its effects and has increased control, similar to other media outlets
. Castro has reduced the number of self-employed workers from 206,000 in 1996 to less than 150,000 in
2000
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Feasibility (cont.)

. Cuba has tried to overcome US travel restrictions
by catering to the Canadian and European market

. Canada however, does not have the depth of the US market
. The distance between Europe and Cuba, significantly raises the cost of avacation to Cuba
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Feasibility
. Positioned itself early in Cuban Tourism

. Cubanacan has established a niche within Cuban
tourism (health, tourism)

. Cubanacan has a large market of interested
tourists

. Exchange rate makes Cuba attractive to foreigners
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How Cubanacan Utilizes the Internet

. Strengths

. Weéll Categorized
. Offers many Services (e-mail, car reservations, and online gift shop)
. Siteisoffered in different languages

. Weaknesses

. Some T problems
. Lacks professional (spinning graphics, music)
. Mostly informational

. Doesn't doesn’t allow hotel or airline reservations
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Home Page

. http://lwww.cubanacan.cu/midi/musica.htmi
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How the US Embargo Has Affected
Cubanacan (Cont.)

. Prohibits US citizens, corporations or US affiliates
overseas from investing in Cuba

. Blocks Cuba’s access to the U.S. travel market, Iits
“natural partner”

. If the US embargo against Cubais ever lifted, tourism and Internet traffic, could pick up considerably

. Will also continue to be left out of the sea cruise
Industry
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How the US Embargo Has Affected
Cubanacan

. Hotels struggle with the food and supply shortages

. Even with strict conservation measures, supply difficulties increase the cost and decrease the profits of

Cuban operations
. Theitemsimported can be twice as expensive asin other Caribbean |ocations because Cubans cannot

buy from the closest supplier, the United States

. Have to ship gifts on their site to Canada before it
gets to US
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Newness Map For Cubanacan

Newness to Market

Newness to Company
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What Cubanacan Seeks to Accomplish

. To maximize hard currency tourism revenues to
help bolster economic recovery

. |If Castro controls the circulation of hard currency, he can consolidate economic control

. To attract foreign capital for joint ventures in
tourism
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Cubanacan Financing
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Product Life Cycle

Early Adopters/
Pioneers

Mass Market/ Followers
End of Life

Time

Number of customers

Cubanacan

Previous dide Next dide

Back tofirst dlide

View graphic version




Cubanacan & Health Tourism

. Heavily involved in promoting health tourism

. Operate 38 health centers and hotels specialized in health tourism

. Market of foreigners who pay to receive high-
guality and relatively low-cost medical attention in
Cuba

. Cuban medical carein some fieldsis better than in other Latin American countries
. Cubais earning some $25 million ayear from health tourism
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Cubanacan Overview

. Largest Cuban company involved in the tourism
Industry

. Accountsfor 48% of all foreign tourists

. Financed by a partnership of private foreign
Investors and the government

. Has a total of 16 companies which own and operate
various tourism facilities

. Have experienced a 42% average annual revenue
growth rate during the past decade
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Tourism Growth in Cuba

. Cuba is looking to tourism to keep its economic
recovery afloat

. Cuba's tourism rose from 340,300 in 1990 to 1.4 mil
In 1998, an is forecast to reach 1.7 mil in 1999, up to
2.5 mil in 2000 and nearly 7 mil by 2010
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Case Study Two
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Feasibility(Cont.)
. No way around using good packaging materials
. Hard drives expensive to air-ship

. Extra hard drives are in short supply, can’t simply
send spares

. Hand-wrapping film around boxes, packing in soft
Styrofoam good compromise
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Feasibility
. How do computer companies do it?

. Computer boxes are individually sealed in film
before being loaded into shipping containers

. Box stretch wrapper - capacity of 100 an hour -
expensive machine

. Molded Styrofoam prevents vibration damage
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Damage during shipment

. 25% of hard drives and monitors fail during transit

. High humidity, temperature for extended periods of
time

. Possible solutions: Air-freight hard drives, wrap
monitors in film, send extra hard drives
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Software

. Cuba has excess of IT professionals to write
software for internal use

. Cuba writes most of their own software, other
software freely available

. USA Infomed purchased one software package for
Cuba: Canadian statistical

. Other professionals contract with foreign firms to
bring in currency and technology
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Operating systems
. Infomed all Linux from day one

. Valentin Gonzalez, on LinuxWorld: “Coming to this
conference is like a Catholic visiting the Vatican”

. Adaptable, not pre-packaged, runs on slower
machines, free

. Other networks in Cuba were Windows and
NetWare, mostly converted by now
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Communications

. Cuba’s internal infrastructure is not as awful as it
used to be

. 1200 bps modems used to be the norm

. Infomed now has pressing need for 14.4k hardware
modems

. Also needs beefier Internet link - recently upgraded
to 192 kbps

. Infomed says this is biggest problem
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Volunteer labor bottleneck

. 150 hours was provided by three volunteers in two
weeks

. Capitalizing on large donations requires lots of
labor on short notice

. Can’t hire temporary labor - budget only $15,000
per year

. Side note: You could hire a lot of workers with that
money in Cuba
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Volunteer labor bottleneck

. Every computer needs to be configured and tested
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Volunteer labor bottleneck

. Ex: 325 pieces of routers, switches, hubs donated
by 3Com in October

. 41 racks of equipment
. South Bay to Oakland
. Then up a stairway

. 150 hours to secure for shipping
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Shipping
. Use 40-foot cargo containers

. Share space with medical supplies and scientific
journals

. Ships that dock in Cuba cannot return to U.S. for
SiX months

. Transfer in Canada or Mexico lengthens journey
and tightens ship date

. Intensive labor required to meet ship date
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License issues

. > 166MHz computers have already been donated
. Licenses have not been a problem

. Original Pentium license was approved without
difficulty

. 200 MHz license pending
. Don’t ask for more than they need

. Acquiring each license takes 45-60 days
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Hardware power increasing

. Donated computers become more powerful over
time

. No longer ship XTs and 286s
. Last 386s shipped in Sept. (spare parts)
. Ship only matched 486s (ease of administration)

. Now focus on Pentiums
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No hardware bottleneck

. David said that getting hardware is not a problem

. Ex: Mayo Clinic offers to donate 1,800 computers,
they ship 500

. Has export license to ship Pentium computers up
to 166 MHz
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USA/Cuba Infomed Project

. We're not lazy; chosen before we knew David Wald
was coming
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Case Study One
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Project Questions

. How has the US embargo stifled the growth of the
Internet in Cuba?

« What does the future hold for Internet development in Cuba?
. Does Cuba have any advantages over other Latin American countries, or other developing nations?

. Will the Internet foster democratization in Cuba?
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The Dictator’s Dilemma

A Closer Look at Cuba and the Internet

Y vette Artiga, Steve Lindholm, Ricardo Martinez
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