Notes

Desktop Strategy Group

Monday, May 12, 2008

Invited Membership: (bold attended)

ITS Client Support (Help Desk): Jason Cowart, Chris Lundin, Chris Rose, Tom Goodrich
ITS Client Support (CRC): Karen Zack, Noah Abrahamson, Jacob Pierce, Shirley Hodges
ITS Client Support (DTL&CR): Edith Marsiske, Debbi Barley, , Linda Pilkin
ITS Shared Apps Svcs (Windows): Ross Wilper, Sean Riordan, Stacy Lee

ITS Shared App Svcs (Desktop): Jim Brown, Tony Silveira, Jay Stamps

ITS Architecture: Bruce Vincent, Scotty Logan

Information Security Office: Andres Tong

Summary Notes:

Update on anti-malware RFP process: 

Sophos visited and presented on May 7 and Symantec is coming Friday, May 16.   Staff who are interested in testing Sophos should contact Chris Rose (crose@stanford.edu). He’ll add you to the sophos-testing@lists mailing list and point you to the download sight on keycode. Our three Sophos reps are on the list, so everyone please be polite with your feedback! 

We want to make sure those departments running the Symantec server are aware we’re evaluating other vendors, and possibly selecting a new one. They would have the option of moving to the new vendor, or staying with Symantec, although they’d have to work with Software Licensing to cut their own deal. Skip Stellhorn from GSB is well aware of the change. Shirley will contact Lee Merrick of ORA and Chris Rose will send a note to our SLAC contacts. Chris Lundin will prepare a note to Campus IT Leaders advising them of our current status.

Bundles

Jacob gave us an update. Dell is cleaning up their Stanford site, and removing unnecessary systems (intended for home use in some cases, too expensive in others, discounts incorrect, etc.).   Working with Purchasing on a Lenovo Campus-Wide-Agreement (CWA) but it’s slow going. Also investigating HP, but the end result is hoped to be two Windows recommended vendors, plus Apple. The expectation would be that buying an approved “bundle” would get you expected levels of support, drive imaging, warranty, etc.

Workstation encryption:

Process should be live as of this weekend. Website and documentation is being revised (and revised and revised). Thank you, Linda. Policy change has now been implemented where the Windows Systems Group (after specific approval by ISO) can be the uber Data Recovery Agents (DRA) when the local DRA is not available.  This will continue to be a spot solution, and not broadly recommended to the entire campus.  The team is running this by Randy Livingston.

Encryption is not yet available for Mac users, and that will go on our “futures” list. http://windows.stanford.edu/Public/Infrastructure/Services/BitLocker.html needs to be updated because we dropped the Key Escrow approach.  

Why Shirley came to the meeting:

Jan Cicero has asked Shirley to take on the leadership of this group, and so she and Chris have met to coordinate that change. Chris will keep lead on the anti-malware evaluation, but going forward Shirley will lead other initiatives along with members of the group.

6 Month Look-Ahead: 

Areas to be addressed in coming months: (in no specific order, yet)

Mac desktop encryption options

Upgrade of OpenAFS client to be able to mount AFS directories (SecureEndpoints, Inc.)

Updating “Minimum Desktop Requirements for Admin Systems”

Rationalizing of “Minimum” page above with our bundles recommendations

Revisit “Supported Operating Systems”: drop Window 2000 due to no security patches without special arrangement with Microsoft ?

Desktop Backups: publicize options to move away from BaRS backups for non-servers

BigFix for Macs – continue to work on issues

Essential Stanford Software: review “Previous Versions” for Mac OS 9 versions. (drop some?)

Publish options, and caveats for remote desktop.

Publish options for virtualization software (VMWare $40, Parallels $80)

Publish recommendations for Service Pack 3 for Windows XP: will go on auto-update in June.

Please send additional suggestions to Chris Lundin (clundin@stanford.edu)

Corrections welcome.

