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Abstract: We propose an optical proof-of-work scheme that feeds data encoded into 
wavelength-division multiplexed modes through a programmable photonic network. We 
verify robustness by modeling network dispersion, allowing for energy-efficient optical al-
ternatives to current cryptocurrency security schemes. 

Introduction

We propose a wavelength-division multiplexed (WDM) scheme for optical hashing and cryptocurrency using an
integrated photonic network platform, which promises to be a cost-effective, energy-efficient competitor in the
current crypto market [1]. The energy consumption is an important factor; for instance, Bitcoin alone is already
estimated to consume 90TWh anually or around 0.4% of the world’s energy1. Our approach relies heavily on
programmable photonic networks of Mach-Zender interferometers (MZIs), which are capable of energy-efficient
unitary matrix-vector multiplication y =Ux, where x represents optical waveguide mode inputs [2], and are used
in photonic neural network accelerators.

Optical Proof-of-Work Proposal

Hybrid electronic-photonic devices that perform nonlinear digital operations and linear optical operations have
been proposed as a way of implementing one-way hash functions [1] (functions that are difficult to invert based on
the image of a random input), which are less efficiently reproduced on a digital computer. One application for such
a scheme is a low-energy optically secured cryptocurrency, a decentralized currency market where transactions are
stored in a chain of blocks (“blockchain”). To earn a share of the market, a cryptocurrency miner can “mine” (add
a new block of transactions) to the blockchain using computational “proof of work.” Proof of work consists of
finding a 256-bitvector representation of the new block using a cryptographic hash function H, such as SHA256 (a
map which converts any set of information into 256-bit numbers and which is infeasible to invert). This function
is repeatedly called through a scheme called “Hashcash” while adjusting a nonce (32-bit pseudorandom number)
in the block until the first K bits in the bitvector are 0. Mining time increases with K since the expected number of
cycles is 2K .

We modify the initial proposal for “optical proof of work” (oPoW) [1], by introducing WDM inputs to perform
multiple matrix-vector products in parallel at many wavelengths as shown in Fig 1(b). Optical PoW employs a
construction called “HeavyHash” [1], which consists of an optical linear transformation Hopt which is essentially
“free” in the analog domain but costly in the digital domain. This function is introduced in between the SHA3-
256 hash calls with the final output vector H(Hopt(H(M))) guaranteed to be pseudorandom. In our new proposal
“WDM HeavyHash,” a phase-encoded bit vector, where a phase shift is applied for bit values of 1 but not 0
(x(λ ) =

√
Pin/N · eibφ(λ )), is fed into a MEMS photonic network in Fig 1(a) of size N, where φ(λ0) = π , Pin is

the input power and the bitvector is the SHA3-256 result split into separate inputs of size N ≤ 256, i.e. b ∈ [0,1]N .
Formally, the MEMS photonic network implementing the device operator U evaluates the wavelength-dependent
y(λ ) =U(λ )x(λ ) entirely in the analog domain. Photodetectors at the end of the network sum contributions at all
wavelengths input into the network or pn = ∑λ |yn(λ )|2; the termination condition is that the output vector pn ≤ tN
for all n≤ K, where tN = B−1(0.5;N−1,1)P, where P is the total output power and B−1 is the inverse incomplete
Beta function at value 0.5. At the central wavelength, this guarantees equal probability of each output bit being
assigned a value either 0 or 1, and we empirically find that this is more or less the case for all other wavelengths.

1According to Cambridge Bitcoin Electricity Consumption Index https://cbeci.org/
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Fig. 1. (a) WDM inputs (red) are sent into a rectangular photonic network (green, example shown for N =
4) and measured at the output side (blue). In photonic proof of work, we might consider a broadband input
generated by 1×N equal splitter followed by a phase-encoded bitstream acting on a frequency comb in each of
N waveguides. This is fed through the photonic chip and the outputs are read as bits according to the condition
pn ≥ tN . (b) Mining optical cryptocurrency modifies proof-of-work by replacing the second SHA256 step
(used in Bitcoin) by a WDM matrix-vector product. We repeat this procedure, modifying the nonce each time
to achieve a new bitvector, until the first K bits are all 0. (c) We use rectangular networks of MZIs where tunable
elements are double slot MEMS phase shifters. (d) Average bit error rate (BER) averaged over 10000 separate
input vectors and random U is more sensitive to wavelength with higher N and plateaus at 0.5 (as expected for
effectively random bit flips).

Results

It is critical to be able to digitally reproduce and verify the analog computation performed by the photonic
network. To establish the physical foundation of our simulation, a photonic network is shown in Fig 1(c) for
N = 4. The network is represented as a rectangular arrangement of MZIs in silicon-on-insulator (SOI) with
MEMS laterally-actuated phase shifters with thin silicon fins approaching a central silicon waveguide (clad in
air) and oxide-clad directional couplers [3]). For each photonic chip performing the proof of work, an exper-
imental dispersion calibration of the photonic network must be performed, which we simulate using numeri-
cal eigenmode solvers. The phase shift dispersion is modeled as a function of gap and wavelength of the form
Θ(logg,λ ) = a0(λ )(logg)2+a1(λ ) logg+a2(λ ), where coefficients am(λ ) follow a 4th order polynomial model.
Assuming phase shift θ0 defined at central wavelength λ0, we determine a phase shift θ at some other wavelength
λ using θ(λ ) = Θ(logg0,λ ) where logg0 = Θ−1(θ0,λ0) is determined by completing the square. For directional
couplers, we model a transmission coefficient of the form cos(θDC(λ )), where θDC is a 2nd order polynomial. We
arrive at an r2 fit metric of 1.0000 to the directional coupler data and 0.9998 to the phase shifter data.

In Fig. 1(d), we evaluate our proposal for optical hashing on networks of size N = 16,32,64,128 and wave-
lengths ranging from 1500 nm to 1620 nm and verify that the matrix-vector products in the hash function evaluated
at densely WDM wavelengths spaced closely (usually about 0.8 nm apart) are sufficiently independent of each
other. In particular, as N increases, bit error (compared to the central wavelength 1550 nm) varies more sharply
as a function of wavelength. This secures our multiplexing approach from attacks that evaluate the matrix vector
product for only a subset of input wavelengths.
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