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algorithms

Estimation-Pruning (EP) Algorithm for Point-to-Point
Travel Cost Minimization in a Non-FIFO Dynamic Network

Keyvan Mohajer, Almir Mutapcic, and Majid Emami

Abstract. This paper presents the estimation-pruning (EP) algorithm for finding the best path (with minimum
cost) from a source to a destination in a dynamic network that does not necessarily obey the first-in-first-out
(FIFO) property. The EP algorithm consists of two steps. The first step is the forward or the estimation step
in which a bound on the traveling cost of each possible path is calculated. The second step is the backward
or the pruning step in which the paths that are unlikely to produce the best route are eliminated. The resulting
network is then expanded in time and is converted to a static network, which is used to find the best route.

Index Terms: dynamic network routing, estimation-pruning algorithm, Dijkstra algorithm, network optimiza-

tion, FIFO property.

I. Introduction

HE problem of finding the best route from a source to a

destination in a weighted network has received a great deal
of attention in the past few decades [1], [2]. This problem arises
in many contexts; for example, data packets traveling through a
computer network and vehicles traveling on a road network would
ideally choose the optimum path according to some predefined
criteria. For the vehicle routing problem, commercially available
tools already exist that allow a user to specify a source and a
destination and receive the corresponding route [3]-[5]. These
tools mainly focus on optimizing the travel time of the route.
In some instances, however, the user may desire to optimize the
travel cost based on other factors such as safety, distance, standard
deviation, avoidance of speed traps, and other considerations.
In fact the cost of each link in the network can be computed
according to a weighted combination of the above factors spec-
ified by the user. The problem gets more complicated once we
start dealing with a dynamic network (a network in which the
link travel costs are time dependent [6]—[8]). Moreover, when
the defined travel cost does not have the FIFO property (defined
below), the situation gets significantly more difficult. This paper
presents a novel algorithm (The Estimation-Pruning Algorithm)
to find a cluster of routes in the network that have the best bound
on their travel cost. This algorithm has very good running time
characteristics.

The next section in this paper describes the nature of non-
FIFO dynamic networks in detail and introduces the idea of time
expansion of a dynamic network. The basic ideas of the estimation
and the pruning steps in the EP algorithm are explained in sections
IIT and IV respectively. Section V presents the EP algorithm itself.
The running time analysis is described in section VI and section
VII provides an extension to the basic EP algorithm of section
V for more accurate results at the expense of longer processing
time using a tuning parameter. Finally the simulation results are
presented in section VIIIL.

The authors are Ph.D. candidates with the Department of Electrical
Engineering, Stanford University, Stanford, CA. Email: {keyvan, almirm,
memami } @stanford.edu
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II. Non-FIFO Dynamic Networks and Time
Expansion

Let G = (V, E) be a directed network, where V =1,2,..., N
is the set of nodes and £ = 1,2,..., M is the set of directed
links. The cost of traveling from node ¢ to node j in a dynamic
network is a function of time and is represented as C;;(t). We
will assume that C;;(t) is a discrete function of time and stays
constant for periods of At. Furthermore, we will assume that there
is at most one link from node 7 to node j, although this is not
required and is only assumed for simplicity of this presentation.
In addition, the time it takes to travel from node ¢ to node j in a
dynamic network is also a function of time and is represented by
T;;(t). The parameter T;;(t) is not necessarily the same as C;;(¢)
since the traveling cost could be a function of traveling time and
other factors.

Consider the simple example of Fig. 1. Assume that the user
can leave node A between times t; and ¢t9 = t1 +3At and would
like to reach node C' with the minimum total traveling cost.

Depending on when the user departs from node A, the cost of
going from node A to node B could be Cyp(t1), Cap(t1 + At),
Cap(t1 + 2At) or Cap(t; + 3At). Similarly, the cost of going
from node A to node C' depends on when the user departs from
node A. The cost of going from node B to node C' depends
on when the user arrives at node B. For instance, If the user
leaves node A at time t; + At, she will get to node B at time
t1+At+Tap(t; +At) and the cost of going from B to C would
be Cpo(t; + At + Tap(t: + At)).

In the process of finding the best route with minimum cost, one
should consider all possibilities. To do this, one can expand the
dynamic network in time by replicating each node to convert it to
a static network. Fig. 2 shows the corresponding time expanded
network of Fig. 1.

In this case, node A has been replicated four times to account
for the fact that the user can leave during four different time
intervals. Note that in each case, the user can arrive at node C'
in two different time slots (depending on which path is chosen).
Therefore, if the user wants to leave node C, the time-expanded
version of Fig. 1 would have 4 x 2 = 8 different replications. The
time expansion technique described in [9] increases the size of the
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Fig. 1.

Sample Network

Fig. 2. Time expanded network

dynamic network by the number of available time intervals. As
At becomes smaller and the number of time intervals becomes
increasingly large, this time expansion becomes intractable.

Intelligent algorithms have been developed to deal with such
problems [9]-[12]. Most of these techniques, however, use the
assumption that the network has the FIFO property. This property
states that if path 1 enters link L with a smaller total cost
compared to the total cost of path 2, then path 1 also leaves
link L with a smaller total cost. This assumption is reasonable
if the traveling cost is the same as the traveling time (hence the
name FIFO). As mentioned above, this is not generally the case.
An example of a non-FIFO problem is that of searching for the
safest route.

The goal of the EP algorithm is to estimate an upper bound
and a lower bound on the total traveling cost of going from the
source to the destination through all possible paths before the
time expansion process (the estimation step), and then eliminate
the paths that are unlikely to have the minimum cost (the pruning
step). The output of the EP algorithm is a small number of
candidate paths, which can be expanded in time in a tractable
manner.

lll. Basic ldeas of the Estimation (Forward)
Step

We will define some new parameters as follows:

C finin(i): The lower bound on the cost of traveling from
source to node ¢
C fimaz(1): The upper bound on the cost of traveling from source
to node

Tinin(i): The lower bound on the time of arrival at node ¢
Tnax(7): The upper bound on the time of arrival at node 1.

Our goal in this step is to find the above parameters for all
the nodes until we reach the destination node. Again, consider
the simple example of Fig. 1. Assume that we already know
Cfmin(A) and Cfa:(A). We also know that T, (A) = ¢4
and T},q.(A) = to = t1 + 3At. We can now estimate the same
parameters for node B as follows:

min{CAB(tT) | Tmin(A) < t; < Tmax(A)}

max{Cap(t5) | Touin(A) < 5 < Trae(A)}

min{Tap(t3) | Tonin(A) < £ < Tonan(A)}
Tfmaz (B) - Tmaw (A)+

max{Tap(t}) | Tmin(A) < t; < Trmaz(A)}

ey
These bounds on the costs and the arrival times may never be
achieved, but they are absolute bounds and are never exceeded.
This example suggests that, after initialization at the source node,
one can proceed node to node toward the destination and calculate
the cost and arrival time bounds on each node. If more than one
branch enter a particular node, the minimum of the lower bounds
and the maximum of the upper bounds are recorded (the latter is
due to the non-FIFO property). This process continues until the
destination node is reached. At this point, we can compute the
bounds on the cost for entering the destination node through the
last link. If & links enter the destination node at the end, we will
have K bounds on the cost and arrival time for each link. We
are now ready to traverse the network backward and prune the
possible paths that have unpromising bounds on their traveling
cost.

IV. Basic Ideas of the Pruning (Backward)
Step

So far, in the forward step, we have been keeping the minimum
of the lower bounds and the maximum of the upper bounds. In the
backward step, we will keep the minimum of the lower bounds
and the minimum of the upper bounds.

We shall define:

Cbyin (i): The lower bound on the cost of traveling from node
¢ to the destination.

Cbynaz(i): The upper bound on the cost of traveling from node
¢ to the destination

These parameters can be updated from node to node in a similar
way as in the forward step. Consider the situation in Fig. 3, where
the destination node D can be reached from any of the K nodes.

For each node entering the destination node, we can calculate:

C fmaz (i) + Chiay(7)
Where, C?

+.in 18 the lower bound on the cost of going from

C’IZTLGZL’ =
source to destination through node i, and C?, ... is the upper bound

on the cost of going from source to destination through node .

ieee.stanford.edu/ecj 5
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Fig. 3.

K nodes entering destination

Fig. 4 shows a possible outcome of what these bounds may look
like for K = 5 nodes entering the destination.

The function of the pruning step should now be clear. Compare
the bounds of node 1 and node 4. Since Cl . < C4. . itis
always better to get to node D through node 1 as opposed to
node 4. This is the best case when the intervals within the bounds
of different nodes do not overlap. In the basic EP algorithm
presented in the next section, the pruning step always chooses
at most two nodes in each stage. These two nodes are the
nodes corresponding to the smallest minimum and the smallest
maximum (which may happen to correspond to the same node).
All other nodes are discarded. In the example of Fig. 4, only nodes
1 and 2 are selected, and this ensures that the final route will have
a cost bounded by C} . and C2,,.. Section VII extends this to

a more generic version of the EP algorithm that allows selecting
the best 2p nodes at each pruning stage. By default, p = 1.

V. The EP Algorithm
A. Definitions

V: List of all the nodes in the network (provided)

Q: List of all the nodes to be processed by the forward step
S Source node

D: Destination node

Tmin(i): Lower bound on the time of arrival at node ¢
Tnaz(7): Upper bound on the time of arrival at node i
C fmin(2): Lower bound on travel cost from S to node %
C finaz(%): Upper bound on travel cost from S to node i
Cbypin(i): Lower bound on travel cost from node i to D
Cbypaq(i): Upper bound on travel cost from node ¢ to D

C}mn Lower bound on cost from .S to D through node i
C¢. ... Upper bound on cost from S to D through node i

C;;(t): Travel cost from node ¢ to node j at time ¢
T;;(t): Travel time from node 7 to node j at time ¢

A(i): List of nodes that are directly linked to from node 4
F(i): List of nodes entering ¢ collected in the forward step
B(i): List of nodes from A(7) kept in the backward step

6 Stanford ECJ, spring 2004

B. Initialization
We initialize some of the above variables as follows:

Q=Y

foreach i in V do
Trin (Z) = 0

end

Tmin(S) = t1 (entered by user)

Tinaz(S) = t2 (entered by user)
Cfmaa: (S) =0
Cbpae (D) =0
F(i)=NULL
B(i) = NULL

C. Forward (Estimation) Step

while D is in Q do
1 = node with the smallest C f,;,, () from Q
remove ¢ from Q
if i = D then
break
end
foreach node j in intersection of A(i) and Q do
add node i to F(j)
if Tpin(7) > Tonin () + min{T5; (t*) |
Tonin (i) < t* < Tynaz(i)} then
Tinin (]) = Tnin (Z) + min{Tij (t*) |
Tonin (1) < t* < Tinaz(4)}
end
if Thaz(J) < Tonae (1) + max{T;;(t*) |
Tinin (i) < t* < Tinaz (i)} then
Tmaw (]) = Tmaw (Z) + maX{Tij (t*) |
Tmln(l) < t* < Tmar(l)}
end
if Cfrnin(j) > C finin (i) + min{C; (t*) |
Tonin (i) < t* < Thas(i)} then
Cfmin(j) = C frmin(i) + min{C;;(t*) |
Tonin (1) < t* < Trnaz (i)}
end

if Cfmaz( ) < Cfmax( ) + maX{Cij (t*) |
Tmzn( ) < t* < Tmaz()} then
Cfma:r( ) Cfmaz( )+ maX{CZ](t*) |
Tmln( ) <ttt < Tmaaj(l)}
end

end
end
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D. Backward (Pruning) Step

£cur7‘ent =NULL
Enea:t =D
while £,,..; # NULL do
Lcurrcnt = Lnezt
Lyext = NULL
foreach node j in Leyrren: do
Cfnm = minie]:(j){cfmin(i) + min{cij (t*) ‘
Tmin (Z) <tr < Tmaw (Z)} + Cbmm(])}
MIN(j) = arg minig;c(j){C’fmm(i) + min{C;; (t*) |
Tmin(z) <t < Tmam(z)} + Cbmzn(])}
CI = min;e 7y {C finaz (1) + max{Cy;(t*) |
Tmln“) <t < Tma:p“)} + Cbmaw(])}
MAX(]) = arg minie]:(j){Cfmaw (Z) + maX{Cij (t*) |
Tmm(z) <t < Tmaac(i)} + Cbmax(])}
end
n = arg minje»ccurrem {C'fnzn}
m = MIN(n)
if Cbppin(m) > Chyyin(n) + min{Cy,, (t*) |
Trnin(m) < t* < Thaz(m)} then
Cbimin(m) = Cbpin(n) + min{Cy,,, (t*) |
Tin(m) < t* < Thae(m)}
end
if Cbpaz(m) > Chpar(n) + max{Cyp,, (t*) |
Tmin(m) <t < Thas (m)} then
Cbpnaa(m) = Cbpaz(n) + max{C\,, (t*) |
Tinin(m) < t* < Thae(m)}
end
add n to B(m)
if m # S then
add m to Lezt
end

n =arg minjeﬁcurmm {anar}
m=MAX(n)
if Cbypin(m) > Chypin(n) + min{Cy,, (t*) |
Tinin(m) < t* < Tra(m)} then
Cbpmin(m) = Chpin(n) + min{Cy,,, (t*) |
Tmin(m) < t* < Tmam (m)}
end
if Cbpaz(m) > Chpar(n) + max{Cyp,, (t*) |
Tinin(m) < t* < Tpae(m)} then
Chmaz(m) = Chpag(n) + max{Cp, (t*) |
Tinin(m) < t* < Trae(m)}
end
if n not already in B(m) then
if m # S AND m is not already in L,..; then
add m to Lept

end
end
end

E. Route Optimization

The best route in the pruned network can now be computed
using the following recursive algorithm:

function Route Optimization
opt_route = NULL

opt_cost = 0o

call Propagate (S, NULL)
output opt_route and opt_cost

function Propagate(node, path)
path = path + node
if node = D then
foreach Tmin(S) <t < T'maz(S) do
find the best cost path
end
if lower cost is achieved then
update opt_route and opt_cost
end

return
en

else
foreach n in B(node) do
call Propagate (n, path)

end
end

VI. Complexity Analysis

The forward step in the EP algorithm has the same complexity
as the Dijkstra algorithm, O(N?) [13]. The number of pruning
iterations is at least equal to the number of nodes on the best path
from the source to the destination. In the worst case, when the
number of nodes in F linearly depends on N (as opposed to a
constant), the pruning step could take at most O(N?). However,
in typical networks the pruning step converges a lot faster than
O(N?).

VII. Extension to the Algorithm

The basic EP algorithm presented in the previous section may
eliminate the most optimal route in the pruning step. An extension
of the EP algorithm could take a parameter p as the input, and
select the best 2p nodes in each stage of the backward step (the
factor of 2 is for the min and max criteria). This parameter is a
tuning parameter that introduces a trade-off between the running
time and the performance of the algorithm.

VIIl. Simulation Results

The EP algorithm discussed in the previous sections has been
implemented in Java for the purpose of concept testing and com-
parison with other methods. The main performance benchmark in
the following simulation results is the Dijkstra algorithm adopted
to compute optimal costs for static approximations of a dynamic
network. The first approximation uses minimum cost across all the
time bins as the link cost and we refer to this implementation as
MINp 4. The second approximation uses the average cost across
all the time bins as the link cost and we refer to it as AVGpa.
After running M INp4 and AV Gp 4, the actual dynamic cost of
their output route is calculated by traversing the dynamic network
along these routes. In addition, the absolute minimum cost route
for the given dynamic network is computed by exhaustive search.

ieee.stanford.edu/ecj 7
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Travel Cost

Fig. 4. Cost bound comparison for different paths

5000

MIN AVG

EP p=1 EPp=2 EPp=3 EP p=4 EP p=5

2500 -

Fig. 5. Route Cost

All algorithms were tested and compared on randomly gener-
ated networks with different setups. The network variables are:
number of nodes, number of links leaving each node, average
travel time and cost on each link, standard deviation for time and
cost of each link, number of time bins, and the neighborhood
size. The neighborhood parameter was introduced to model the
node clusters in the real road networks (e.g., an urban area is
heavily connected within itself, but different areas are sparsely
connected between each other). Higher time and cost values were
also introduced for certain time bins in order to simulate time
characteristics in the real world (e.g., rush hour conditions on the
highways).

A numerical comparison was performed on a sample network
with 1000 nodes, 3 links leaving each node, 100 node neighbor-
hood, 24 time slots (hourly model), and uniformly distributed
times and costs with some additional rush hour penalties at
specified time bins. Obtained results are presented in Table I and
Fig. 5.

The EP algorithm achieves significantly better results than the
Dijkstra algorithms. For realistic road network of this simulation
with rush hour traffic patterns, EP outperforms both Dijkstra
approximations by 35-40%.

The EP routing cost in Table I is very close to the exhaustive
search optimal routing cost even with pruning parameter p = 1
and as p is increased the EP cost rapidly converges to the optimal
cost point.

IX. Conclusion

In this paper we have considered the problem of finding the
best point-to-point route with minimum cost through a non-FIFO

8  Stanford ECJ, spring 2004

TABLE I
SAMPLE RESULTS

[ Algorithm | Achieved Cost
MINp 4 4135.58
AVGpa 4290.27

EP (p=1) 2680.96
EP (p = 2) 2680.96
EP (p = 3) 2597.58
EP (p =4) 2597.58
EP (p =5) 2559.41
EP (p = 6) 2559.41
EP (p=7) 2559.41
Exhaustive Search 2559.41

dynamic network. We introduced a novel algorithm (EP) that
estimates the lower and upper bounds on all the paths through
the network and uses these bounds to prune the paths with higher
costs. The algorithm then finds the optimal route for the pruned
subset of network paths.

The basic ideas of the EP algorithm are presented together
with pseudo-code. The experimental results verified the value
of this new algorithm. The future directions of research include
performance evaluation of the EP algorithm on dynamic networks
of various nature as well as investigation of the real-time and
distributed implementations.
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Real-Time Lens Distortion Correction: 3D Video
Graphics Cards Are Good for More than Games

Michael R. Bax

Abstract. Optical lens systems suffer from non-linear radial distortion. Image-based applications require
distortion compensation for the accurate location, registration and measurement of image features, and a
real-time capability is desirable for interactive systems. A texture-mapping graphics accelerator can use
corresponding meshes of distorted and undistorted nodes along with the dynamic distorted image to render high-
quality distortion-corrected images at video framerates. Mesh generation, an error analysis, and performance
results are presented. The proposed polar-based method is shown to have both more accuracy than a conventional
grid-based approach and greater speed than the traditional method of using the CPU to transform each pixel

individually.

Index Terms: lens distortion, correction, compensation, real-time, texture mapping.

I. Introduction

HE optical lens systems used in imaging equipment ranging

from film cameras to endoscopes suffer from distortion arte-
facts, which detract from the quality of the images produced (see
Fig. 1). In applications such as photogrammetry, computer vision,
and medical imaging, the determination of and compensation for
distortion is required to enable accurate location, measurement
and registration of features in images [1]-[5].

While distortion correction may be applied offline in many
cases, a real-time capability is desirable for systems that must
interact with the environment or with a user in real time. It
is possible to implement radial lens distortion correction at
video framerates on current workstation central processing units
(CPU’s) [6], but correcting full-resolution colour video images in
real time can require more processor power than is available.

In cases where the raw CPU power is not exceeded, the
processor may nevertheless be concurrently required for other
important real-time tasks such as navigation or tracking, making it
impractical to spare much CPU time; distortion correction should
ideally be performed with minimal impact on the CPU load.

Il. Lens Distortion

Infinite series are needed to fully model non-linear lens distor-
tion [1], [2], but in practice it is normally sufficient to model only
the dominant radial distortion (also known as barrel or pincushion
distortion) using a single parameter, «; [3]. This is the model used
here; it is assumed that the value of x; is known.

The radial lens distortion is modelled as

o = ra(1+ K173), (1

where r,, is the correct, undistorted radial distance to a point from
the optical centre of the image, and r is the distorted radius. This
relationship is illustrated in Fig. 2.
Given r,, calculation of r4 requires the solution of this cubic
1

equation. Applying Vieta’s substitution ¢ = w — 35— leads to

The author is with the Image Guidance Laboratories at Stanford. Email:
mbax @stanford.edu.

(b) Undistorted image

Fig. 1. Radial lens distortion: before and after.
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Fig. 2. The radial lens distortion model.
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the quadratic form

3\ 2 Tu 3 1
- —w° — =0 2
(w ) le 27K3 )
and its solution
sl Tu 72 1
— _* _u 3
SR\ Yo Vv o ©)

The value of 4 is found by substituting either of these roots for
w.

lll. Distortion Correction
A. Individual pixel resampling

The direct approach to reversing lens distortion is to resample
the image using the inverse mapping. Simply choosing the closest
integral pixel location for each point (nearest neighbour) results
in poor visual quality, but bilinear interpolation between the four
adjacent pixel values gives a satisfactory result at a reasonable
additional computational cost.

Let f(u) and g(u) denote the value of the pixel at the location
u in the input and output images respectively, and let ug be the
optical image centre. The sampling position in the input image is

therefore
Ug — Up

1+ K1r2

ur = ug + 4

Let A = (A1,As) be the fractional part of the sampling
position, and let uy, = wuy,, + (z,y) denote an adjacent pixel
location. Bilinear interpolation gives

o= Ufy, + Ay (ufm - ufUU)
8= uf, + Ay (ufu - ufm)
glug) =a+ A (B—a). (5)

Pixel-by-pixel resampling at video framerates is accurate but
CPU-intensive. Even a fast processor has little time for other
tasks, and if the image size and/or colour-depth are too large it
will fail to keep up. Faster approaches such as simple linear com-
pensation using image scaling [6] suffer from significant residual
error. Dedicated, special-purpose hardware solves this problem
[8], [9] but is typically inflexible and relatively expensive.

B. Local affine transformation with texture mapping

Inexpensive yet powerful PC 3D video accelerators, or graphics
processing units (GPU’s), have given the workstations the capa-
bility of rendering hundreds of millions of texture-mapped pixels
per second; GPU-based image-processing algorithms can free the
CPU for other tasks.

The GPU accepts one or more images (known as textures),
a list of 3D triangle vertex co-ordinates * = (z,y,z2), and a
corresponding list of 2D texture co-ordinates u = (u,v). The
rendering process computes the displayed position of each vertex,
then interpolates between the corresponding texture co-ordinates
to determine the texture location to sample in order to fill the
pixels in each triangle.

The goal of texture-mapping in a GPU is to warp images fast —
but it can also be used to unwarp distorted images!
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1) Cartesian-based vertex mapping: The straightforward ap-
proach to exploiting the GPU is to tessellate the distorted input
image into a set of triangles in a uniformly-spaced grid [10], [11],
as shown in Fig. 3(a).

The original grid intersection positions become the list of
texture co-ordinates w;, and the distortion-corrected positions
form a list of triangle vertex positions x; for rendering. Following
the one-time calculation of these lists, a stream of distorted images
is fed to the GPU as a sequence of replacement textures.

The trade-off here is accuracy for speed. The vertices are
correctly located, but the interior of each triangle undergoes
an affine transformation. As a result, the interpolated sampling
positions introduce distortion-correction errors in the positions of
input image content within the corrected output image.

The worst-case error may however be reduced by orienting the
triangles in each quadrant to minimise their lengths in the radial
direction, as shown in Fig. 3(b).

2) Polar-based vertex mapping: The lens distortion model
is parametrically polar. Tessellating the distorted image on a
polar basis is a natural fit, facilitating analysis and permitting
straightforward optimisation of the vertex locations: this yields
a more efficient use of triangles and avoids localised peaks in
the error field. It also allows the triangles to be more equilateral
in shape, which for a given triangle area reduces the affine
transformation error.

The approach proposed here is to divide the input image
into concentric annuli and apply a radially affine transform to
approximate the lens distortion correction function. In order to
tessellate the annuli into triangles for rendering, the perimeters
of the rings are broken up into piecewise-linear segments.

If the number of segments (and hence triangles) is constant
for each perimeter, the maximum dimension of the triangles
grows in size as the radial distance increases. In order to offset
this, additional triangles must be introduced. In this method the
additional triangles are introduced along 6 equispaced radius
vectors as shown in Fig. 3(c), reducing the deformation from
equilateral form of the propagated triangles.

As a result, the ith complete annulus from the image centre
adds 61 vertices and 6(2¢—1) triangles; the first n complete annuli
contain 3n(n + 1) + 1 vertices describing 6n? triangles. Note
however that these numbers apply only to circular images such as
those from an endoscope. In general the borders of a rectangular
image will clip much of the outer annuli, and triangles falling
outside the borders of the output image need not be rendered.

The remaining element is the determination of the width of a
given annulus. With a Cartesian-based vertex approach it is simple
to determine the number of triangles; the polar-based case on the
other hand lends itself more directly to minimising the number of
triangles subject to a given goal of maximum distortion-correction
error. This is achieved if each annulus has the greatest width that
does not cause the intra-annulus error to exceed the specified
limit.

3) Analysis: In order to maximise the width of a given annulus
without causing its internal distortion-correction error to exceed
the desired threshold when undergoing affine transformation, the
maximum error within its boundaries must be known.

Consider the ith annulus, with its interior perimeter at the
radius r4, and of radial width wg, in the lens-distorted input
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(a) Simple grid tessellation

(b) Improved grid tessellation

(c) Polar tessellation

Fig. 3. From top to bottom: input image texture co-ordinates; output image vertex co-ordinates; lower-left quadrant of a distortion-corrected output image; lower-left
quadrant of the output image pixel error (black is zero). The input image was divided into a similar number of triangles in each case.

image. A point within this annulus has radius
ra(a) = rq; + qwy, (6)

for some « € [0,1). The correct distortion-free radius for this
point in the output image is therefore

ry(@) = (raq, + qwg,) (1 + k1 (ra, + awdi)Q), @)

but affine transformation of this point results in the actual output
image radius

Fu(a) = (1= a)rg, (14 k174,”)
+ a(rq, +wq,) (1 + Ky (ra, + wdi)Q). (8)
The error is
e(a) = u(a) —ru(a)
= mwg,2a (1 — @) (qwg, + 3rq, +wa,), )
which reaches its maximum where

d
d—e(a) = kiwg,” (3r4, +wa, — 6r¢,0 — 3wy, a*)
a

(10)

giving

2s — 6ry,
Qepax = e le7 5= \/97}21. + wg,rq, + 3wy (11)
Gwdi B i

Substituting o, into (9) gives

2 (s —3rqg)?
o — ( s+3rdl)és7 3rq,) /@1. (12)

This does not have a neat closed-form solution for wq, given
rq, and emay, but it is straightforward to solve numerically.

Unfortunately, the annulus is not transformed monolithically;
if it were simply scaled radially to match the lens-distorted inner
and outer perimeters in the output image, the result in (12)
would be the only error. The annulus is however tessellated into
triangles for rendering, each of which undergoes individual affine
transformation.

Non-radially aligned lines within the triangles are mapped to
straight lines in the output image; exact distortion compensation
would transform them to curves. This introduces another error
component with approximately the same range as e,. Both kinds
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O- Original vertex positions
_o_ After subtracting € nax

Undistorted radius r

Distorted radius 'y

Fig. 4. Vertex position adjustment: the dotted line shows the initial affine ap-
proximation of the non-linear curve, and the dashed line shows the approximation
after reducing the radii of the vertices by emax to cancel tessellation error.

of error are centrifugal, increasing the radii of points in the output
image beyond their corrected values.

These two sources of error have approximately the same range.
The additional error introduced by triangular tessellation may
therefore be counterbalanced by moving the previously-computed
output image vertices a distance of e, ,x towards the image centre,
as illustrated in Fig. 4. This in effect negates the range of e, so
that it tends to cancel the tessellation error component.

IV. Implementation

A C framework using the Microsoft DirectX 9.0 API was
written to compare lens distortion correction using:

« individual pixel resampling by the CPU
« texture-mapped affine transformation by the GPU.

Both methods used bilinear interpolation. A look-up table was
used to optimise CPU-based resampling. Ping-pong frame buffers
in 24-bit packed RGB format were used to simulate an incoming
colour video stream of 640 x 480 pixels (the full scanline
resolution of an NTSC signal, reformatted for square pixels on
a display with a 4:3 aspect-ratio). The display depth was set to
32-bit XRGB format, and a pair of texture maps were used to
allow the display to use one while the other was updated with
incoming video data.

The value of x; was set to 0.2 (scaled for a normalised
maximum inscribed radius of 1 in the input image). This value is
representative of endoscope telescopes such as the 0° Karl Storz
50200 A.

The resolution of the output image was set to 866 x 574. This is
the largest rectangular region that is entirely filled when a 640 x
480 image is distortion-corrected using x; = 0.2 with no loss of
information (1:1 sampling of the centre of the input image and
oversampling elsewhere).

Three increasingly demanding targets for en,.x were chosen:
a maximum desired error of 1, 0.1, and 0.01 pixels respectively.
A triangle mesh was designed using the analysis in section III-
B.3 and those triangles not visible in the output image were
culled. The remaining triangles were totalled and Cartesian-based
meshes were selected to match the number of output image
triangles as closely as possible while constraining the row height
to column width ratio in order to obtain approximately square
cells. The grids were divided into triangles in two ways: using
first the simpler approach with triangles of constant orientation,
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and second the improved orientation of each diagonal to maximise
its angle of intersection with the radius vector.

The pixel error at each output image pixel was determined by
measuring the deviation of the actual sampling position from its
correct ideal location in the input image. Real-time performance
measurements were made on a 900 MHz Intel Pentium III
computer with a 32 MB NVIDIA GeForce2 Go GPU and 512
MB of system RAM, running Microsoft Windows XP. Each test
was run for 40 seconds; the data from the first 10 seconds
was discarded to allow performance stabilisation. Elapsed times
were recorded using a high-resolution hardware counter with sub-
millisecond accuracy.

V. Results

As expected the error-free CPU-based method of individually
resampling each pixel was too slow to keep up with the NTSC
video rate of 30 frames per second when processing this amount
of data (see Table I). The real-time correction of radial lens
distortion in, and the subsequent display of, the equivalent of
a 24-bit colour NTSC video stream demanded more power than
was available from the CPU.

All the texture-mapping methods comfortably exceeded the
video threshold of 30 frames per second. The optimum trade-off
of pixel error against triangle count appears to be in the region
of emax = 0.1; at the lower tolerance of enax = 0.01 pixels the
framerate began to fall.

In each group of meshes with similar numbers of triangles,
the Cartesian-based vertex mapping with improved triangle ori-
entation lowered maximum pixel error in the input image by
approximately 20% compared to a simple grid.

Polar-based vertex mapping performed substantially better than
either of the other mapping methods, beating the simple and
improved methods by about 50% and 40% respectively. The
largest measured error was within 20% of the design epax in
each case, improving significantly for higher values of e, ax.

VI. Conclusion

If using a simple Cartesian-based tessellation, a useful im-
provement in accuracy can be easily achieved through a simple
layout optimisation. If still greater accuracy is required, polar-
based tessellation can more than double the improvement made
by the Cartesian-based optimisation.

The GPU tested here is not a recent model, yet the texture-
mapping methods described in this paper easily surpass the video
threshold of 30 frames per second. This demonstrates a real-time
performance capability on inexpensive, commodity hardware.

Newer GPU’s feature programmable pixel shaders, which could
be used to implement a real-time version of the per-pixel lens
distortion compensation algorithm used on the CPU. Although
there would be no pixel error with this approach, it is not expected
to be as fast as conventional texture-mapping since it cannot be
optimised and implemented directly at the hardware level in a
fixed-function pipeline. In addition, pixel shader programming
imposes an additional layer of complexity and the API’s have yet
to stabilise.

An efficient multi-threaded implementation of the pixel resam-
pling algorithm running on a fast dual-CPU workstation can be
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TABLE I
PERFORMANCE RESULTS FOR THE DISTORTION-CORRECTION METHODS DISCUSSED IN SECTION III. THE CARTESIAN-BASED METHOD IS LISTED FIRST

WITHOUT, AND THEN WITH, QUADRANT-BASED HYPOTENUSE ORIENTATION; THE METHODS ARE GROUPED BY TRIANGLE COUNT.

Design | Number | Maximum RMS Frames

€max of error error Time per
Lens distortion correction method [pixels] | triangles [pixels] [pixels] [ms] second
Individual pixel resampling — — 0 0 168 6
Cartesian-based vertex mapping (simple) — 258 1.888 0.879 26 39
Cartesian-based vertex mapping (improved) — 256 1.495 0.729 26 39
Polar-based vertex mapping 1.00 254 0.902 0.351 26 39
Cartesian-based vertex mapping (simple) — 2026 0.231 0.106 25 39
Cartesian-based vertex mapping (improved) — 2020 0.188 0.088 25 39
Polar-based vertex mapping 0.10 2052 0.105 0.036 25 39
Cartesian-based vertex mapping (simple) — 19494 0.024 0.011 28 36
Cartesian-based vertex mapping (improved) — 19472 0.019 0.009 28 36
Polar-based vertex mapping 0.01 19452 0.012 0.004 28 36

expected to exceed the 30 frames-per-second threshold; this would
however dominate the available CPU time. This is undesirable in
environments where the CPU is simultaneously required for other
tasks.

The bus between the display subsystem and the rest of the
computer system is potentially a secondary bottleneck; since
lens distortion generally compresses the periphery of an image,
transmitting the smaller distorted image over this bus is more
efficient. Although doing so translates to a 38% reduction in
bandwidth for NTSC colour video images with x; = 0.2, AGP
bandwidth is an order of magnitude greater; this is only likely to
be an issue for very large or highly-distorted images.

There are significant additional potential benefits of using the
GPU texture-mapping technique if further manipulation of the
distortion-corrected image is required. Once the input image has
been uploaded into texture memory, the power of the GPU is
available for additional rotation, scaling, translation, masking,
blending and other operations with very little to no additional
load. In applications such as augmented reality, virtual endoscopy,
and other areas where the GPU either already is or can be used to
project or composite images from multiple sources, lens distortion
correction comes as a virtually resource-free bonus.
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Using Self-Consistent Naive-Bayes to Detect Masquerades

Kwong H. Yung

Abstract. To gain access to account privileges, an intruder masguerades as the proper account user. This paper
proposes a new strategy for detecting masquerades in a multiuser system. To detect masquerading sessions,
one profile of command usage is built from the sessions of the proper user, and a second profile is built
from the sessions of the remaining known users. The sequence of the commands in the sessions is reduced
to a histogram of commands, and the naive-Bayes classifier is used to decide the identity of new incoming
sessions. The standard naive-Bayes classifier is extended to take advantage of information from new unidentified
sessions. On the basis of the current profiles, a newly presented session is first assigned a probability of
being a masguerading session, and then the profiles are updated to reflect the new session. As prescribed
by the expectation-maximization algorithm, this procedure is iterated until the probabilities and the profiles
are consistent. Experiments on a standard artificial dataset demonstrate that this self-consistent naive-Bayes
classifier beats the previous best-performing detector and reduces the missing-alarm rate by 40%.

Index Terms: naive-Bayes classifier, self-consistent update, expectation-maximization algorithm, semisuper-

vised learning; masgquerade detection, anomaly detection, intrusion detection.

I. Introduction

HIS paper presents a simple technique for identifying mas-

querading sessions in a multiuser system. Profiles of proper
and intruding behavior are built on the sessions of known users.
As new, unidentified sessions are presented, the profiles are
adjusted to reflect the credibility of these new sessions. Based
on the expectation-maximization algorithm, the proposed self-
consistent naive-Bayes classifier markedly improves detection
rates.

A. Motivation

Unauthorized users behave differently from proper users. To
detect intruders, behaviors of proper users are recorded and
deviant behaviors are flagged. Typically, each user account is
assigned to a single proper user with a specified role. Hence,
future sessions under that user account can be compared against
the recorded profile of the proper user. This approach to detecting
masquerades is called anomaly detection.

More generally, intrusion detection is amenable to two com-
plementary approaches, misuse detection and anomaly detection.
Misuse detection trains on examples of illicit behavior; anomaly
detection trains on examples of proper behavior. Because exam-
ples of intrusions are generally rare and novel attacks cannot be
anticipated, anomaly detection is typically more flexible. In the
context of masquerade detection, anomaly detection is especially
appropriate because each user account is created with an assigned
proper user, whose behavior must not deviate far from the
designated role.

B. Previous Approaches

The reference dataset used in this study has been studied by
many researchers. Schonlau and his colleagues [8] presented
the dataset in full detail and reviewed six techniques used to
analyze the dataset. Maxion and Townsend [6] later achieved
better results by using the naive-Bayes classifier with updating,
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which serves as the basis for comparison. Yung [10] markedly
improved detection rates but relied on confirmed updates. This
paper aso substantially improves over [6] and achieves results
competitive with [10].

Both Maxion and Townsend [6] and Schonlau and his col-
leagues [8] tried to correct for the nonstationarity of user behavior
by updating the user profiles. In [8], detectors with updating
had fewer false adarms and generally outperformed the versions
without updating. In [6], the naive-Bayes classifier with updating
performed uniformly better than the naive-Bayes classifier with-
out updating, by a wide margin.

The results of [6] and [8] demonstrate clearly that updating
the detector produced significant improvements by lowering the
number of false alarms. As new sessions are presented to the
detector, the detector must classify the new sessions and aso
update the profile with these new sessions. In both [6] and [8],
the detector considers each new session separately in sequence
and must decide immediately how to classify the new session.
Once the detector decides that the new session is proper, the
detector then updates the profile of the proper user to include the
new session, as if the new session had been part of the training
Set.

C. Early Limitations

There are at least two limitations to the updating scheme used
in [6] and [8]. Principaly, the detector must make a concrete
decision whether to update the proper profile with the new
session. In many cases, the judgment of a session is not always
clear. Yet the detector is forced to make a binary decision before
the detector can continue, because future decisions depend on the
decision for the current case.

Furthermore, al future decisions depend on the past decisions,
but the converse does not hold. In principle, the detector can
defer the decision on the current session until additional new
sessions from a later stage are studied. Yet in both [6] and [8],
the detector is forced to make an immediate, greedy decision
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for each new session, without considering the information from
future cases. Scores for previous sessions cannot be revised as
new sessions are encountered. Hindsight cannot improve the
detector’s performance on earlier sessions, because backtracking
is not allowed.

D. New Strategy

Without a concrete optimality criterion, there is no basis on
which to judge the performance of the greedy sequential strategy.
In general, however, the best greedy strategy is not always the best
strategy overall. By ignoring strategies that involve backtracking,
the greedy search may fail to make decisions most consistent with
the entire dataset.

This paper presents an alternative strategy for identifying
masquerading sessions. To start, an optimality criterion is defined
by specifying a concrete objective function. Moreover, each new
session is assigned a score indicating how likely that session is a
masquerading session. Instead of a binary decision, the detector
assigns to the new session a probability between 0 and 1. This
new session is then used to update the detector in a nonbinary
fashion. The technique presented in this paper is an extension
of the naive Bayes classifier used in [6] and will be called the
self-consistent naive-Bayes classifier.

E. Outline of Paper

Following this introduction, Section |1 provides a brief back-
ground on the standard naive-Bayes classifier used for detect-
ing masquerading sessions. Section |11 then explains the EM-
algorithm used in the self-consistent naive-Bayes classifier. Sec-
tion IV presents results of experiments on a standard artificial
dataset. Section V discusses the advantages of the self-consistent
naive-Bayes classifier as well as potential for future work. Finally,
Section VI summarizes this paper’'s main conclusions.

Il. Background

The self-consistent naive-Bayes classifier is an extension of
the usual naive-Bayes classifier. Basically, the EM-algorithm is
used to assign probabilities to new unidentified sessions. By
incorporating a new session in a nonbinary fashion, the strategy
for updating the profile is no longer greedy but rather optimizes
the log-likelihood function of an underlying probabilistic model.
The details the probabilistic model are explained in Section I11.
There the formalism of the EM-algorithm is used to generate a
procedure for maximizing the log-likelihood in the presence of
incomplete data.

Although the self-consistent naive-Bayes classifier is a signifi-
cant step beyond the simple naive-Bayes classifier used by Max-
ion and Townsend [6], three elements introduced there still apply
here: the classification formulation, the bag-of-words model, and
the naive-Bayes classifier. These three strategies are not unique to
detecting masguerading sessions, but rather they appear in the far
more general context of intrusion detection and text classification.
Below, a brief review of the three elements appears in the context
of identifying masguerading sessions.

A. Classification Formulation

Asin much of intrusion detection, examples of normal behavior
are plentiful, but intrusions themselves are rare. In the context of
detecting masguerading sessions, many examples of proper ses-
sions are available. In the training data, however, no masquerading
sessions are known. Moreover, masquerading sessions in the test
data are expected to be rare.

Naturally, proper sessions in the training data are used to build
the profile of proper sessions. To create a profile for masquerading
sessions, the sessions of other known users in the training data
are used. For the dataset of [8], this approach is particularly
appropriate, because the artificially created masguerading sessions
do indeed come from known users excluded from the training set.

Each new session is compared against the profiles of the proper
sessions and against the masquerading sessions. The anomaly-
detection problem has been reformulated as a classification prob-
lem over the proper class and the artificialy created intruder
class. This reformulation alows many powerful techniques of
classification theory to be used on the anomaly-detection problem.

Even in a more general context of anomaly detection, the
profile of the proper sessions is not defined only by the proper
sessions, but also by the sessions of other users. The extent of the
proper profile in feature space is most naturally defined through
both the proper cases and the intruder cases. So the classification
formulation is potentially useful even for other anomaly-detection
problems.

B. Bag-of-Words Model

The so-called bag-of-words model is perhaps the most widely
used model for documents in information retrieval. A text docu-
ment can be reduced to a bag of words, by ignoring the sequence
information and only counting the number of occurrences of each
word. For classification of text documents, this simple model
often performs better than more complicated models involving
seguence information.

Lee C = {1,2,...,C} be the set of al possible com-
mands. User session number s is simply a finite sequence ¢, =
(Cs1,Cs2y - -+ Csky - - - 5 Csz, ) OFf cCOMmands. In other words, session
number s of length z, is identified with a sequence ¢; € C#=. In
the bag-of-words model, the sequence information is ignored. So
¢s is reduced from the sequence (csi) into the multi-set {c, }

As demonstrated in [6], the bag-of-words model outperforms
many more complicated models attempting to take advantage of
the sequence information. In particular, the techniquesreviewed in
[8] and earlier techniques based on a Markov model of command
sequences achieved worse results.

C. Naive-Bayes Classifier

In the field of text classification, the simple naive-Bayes
classifier is perhaps the most widely studied classifier, used in
conjunction with the bag-of-words model for documents. The
naive-Bayes classifier is the Bayes-rule classifier for the bag-
of-words model, under the typical uniform loss function for
misclassification.

Supposethat each user has a distinct pattern of command usage.
Let ¢, denote the sequence of commands in session number s.
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By Bayes inversion formula, the posterior probability P(u|cs) of
user u given the sequence c¢; is

P(U‘CS) — P(C\JU)P(U) x

Ples) ™)

P(cs|u)P(u),
where P(u) is the prior probability for user w, and P(cs|u) is
the probahility that the sequence ¢, was generated by user u. In
practice, ¢, is assigned to the user uy = argmax {P(cs|u)P(u) :
u=1,2,...,U}, among U different users. In other words, the
session ¢, is assigned to the user uy who most likely generated
that session.

In the naive-Bayes model, each command is assumed to be cho-
sen independently of the other commands. User « has probability
pue Of choosing command ¢. Because each command is chosen
independently, the probability P(cs|u), that user w produced
the sequence c¢; = (¢s1,Cs2, -« Csky - - - 5 Cs2z,) OF cOmMmands in
session number s, is simply

Zg C
H P ek|u H Pucs, = szzc’
k=1 c=1

where ng. = >/ 1;..,—. is the total count of command c in
Session s.

@

P(cslu) =

lll. Theory

The ssimple naive-Bayes classifier is typically built on atraining
set of labeled documents. Nigam and his colleagues [7] demon-
strated that classification accuracy can be improved significantly
by incorporating labeled as well as unlabeled documents in the
training set. The agorithm for training this new naive-Bayes
classifier can be derived from the formalism of the EM-algorithm.

This section continues the development of the probabilistic
model introduced in Section Il. First, the maximum-likelihood
formalism is used to estimate the model parameters necessary for
implementing the naive-Bayes classifier. Then the complete log-
likelihood is introduced to incorporate new unidentified sessions.
Finally, an iterative hill-climbing procedure for optimizing the
log-likelihood is generated from the EM-algorithm.

A. Maximum-Likelihood Estimation

In Section I, the bag-of-words model for documents was in-
troduced. The session was defined to be a sequence of commands
chosen independently from the set of possible commands. Then
the naive-Bayes classifier was derived from the simple Bayes
inversion formula. In practice, the parameters of the probabilistic
model must be estimated from the data itself.

From now on, only two distinct classes of sessions are consid-
ered, the proper class and the masquerading class. The indicator
variable 15 = 1 exactly when session s is a masquerading session.
Let 1 — e and € be the prior probabilities that a session is proper
and masguerading, respectively. Moreover, let p. and p!, be the
probability of command ¢ in a proper and masguerading session,
respectively.
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B. Likelihood from Test Sessions

The log-likelihood L, of a test session s is simply, up to an
additive constant

c
Ly = (1—-15)(log(l—¢€)+ Znsc logp.) +
c=1
c
1s(loge + Znsc log pl.) (3)

c=1
where n, is the total count of command ¢ in session s.
Assuming that all test sessions are generated independently of
each other, the cumulative log-likelihood L! after ¢ test sessions
is, up to an additive constant

1= YL @
s=1
c
= w' log(l—¢€)+ Z n'  logp. +
c=1
log €+ Z n'f . logpl, 5)
where
t
wh = Y (1-1,), (6)
s=1
t
s=1
t
nz-c - Z (1 - 1s)nsca (8)
s=1
t
nic = Z 1snse. 9
s=1

Here w!, and w/{ = ¢t—w’,_ are the cumulative numbers of proper
and masquerading sessions, respectively; nf . and n'f_ are the
cumulative counts of command ¢ amongst proper sessions and
masquerading sessions, respectively, in the ¢ total observed test
sessions.

C. Likelihood from Training Sessions

Now let nic denote thetotal count of command ¢ among proper
sessions in the training set. Likewise, let n'Y, denote the total
count of command ¢ among masquerading sessionsin the training
set. Letting » denote a session in the training set,

ngc = Z (1-1,) nn,n+C Z 1, M.

T

Assuming that the sessions in the training set are generated

independently, the log-likelihood L‘}r of the proper and mas-
querading sessions in the training set is
C C

= Z n. logp. + Z n'Y, logp..

c=1 c=1

(10)

(11)

This log-likelihood Lﬂ is useful for providing initial estimates of
p. and p’, but provides no information about e.
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D. Posterior Likelihood

Rare classes and rare commands may not be properly reflected
in the training set. To avoid zero estimates, smoothing is typically
applied to the maximum-likelihood estimators. This smoothing
can aso be motivated by shrinkage estimation under Dirichlet
priors on the parameters ¢, p., and p...

Here the parameters ¢, p., and p/, are drawn from known
prior distributions with fixed parameters, and a simple standard
Bayesian analysis is applied. Suppose that

(1-e€¢€ ~ Betas,pg), (12)
p ~ Dirichlet(a), (13)
p’ ~ Dirichlet(a), (14)

where o, o, 3, and 3 are taken to be known fixed constants
specified in advance. Then the cumulative posterior log-likelihood
Lt is, up to an additive constant

L' = (B-1+w')log(l—e)+
c
Z (e — 1+ n?rc + nic) log p. +
((:;/1— 14+ w)loge+
i (o, = 1+ 02, +nl,)logpl. (15)
c=1

Here w', wl, n' ., and n/[_, defined in Equations 6-9, are
cumulative quantities determined by the ¢ available test sessions;
nY. and n'Y,, defined in Equation 10, are the fixed quantities
determined by the training sessions.

E. Shrinkage Estimators
Equation 15 gives the cumulative posterior log-likelihood Lt
after observing ¢ test sessions, in addition to the training sessions.
Shrinkage estimators are just the maximum-likelihood estimators
calculated from the posterior log-likelihood L!. So cumulative
shrinkage estimators ¢, pt and p!! for €, p. and p/, after t > 0

sessions are
o B —1+w

= 16
¢ = T (16)
R ac—1+n8%, +nl,
pi = C - 0 - PG (17)
szl (o =1+ ny, + ”+v>
N4 o O/C_l—’—nigc—’—nic (18)
‘ Somy () = 14+ nf, +nlt,)

F. Complete Log-Likelihood

Initially, the training set is used to build the naive-Bayes
classifier. As a new unidentified session is presented to the
classifier, that new session is scored by the classifier and used
to update the classifier. This scoring and updating procedure is
repeated until convergence. As each new session is presented, the
classifier is updated in a self-consistent manner.

For a session s in the training set, the identity is known.
Specifically, 1, = 0 for a proper session, and 1, = 1 for a
masquerading session in the training set. For a new unidentified
session, 1, is amissing variable that must be estimated from the
available data.

G. EM-Algorithm for Naive-Bayes Model

The EM-algorithm [1] is an iterative procedure used to cal-
culate the maximum-likelihood estimator from the complete log-
likelihood. Each iteration of the EM-algorithm includes two steps,
the expectation step and the maximization step.

In the expectation step, the indicators 1, are replaced by
their expectations, calculated from the current estimates of model
parameters. In the maximization step, the new estimates of the
model parameters are calculated by maximizing the expected log-
likelihood. For each stage ¢, these two-steps are repeated through
multiple iterations until convergence. Below the iterations of the
EM-algorithm during a fixed stage ¢ are described.

Let 0' = (€', pt,pt) denote the estimate of 6 = (e, p.,pl.) a
stage ¢, after observing the first ¢ test sessions. For each known
session r in the training set, 1,. is a known constant. So nS’rC and
n/Q. of Equation 10 remain fixed even as 6" changes.

For each unidentified test session s = 1,2, ..., t, the expecta-
tion step estimates E[15|cs; 0] = P(15 = 1|cs; 6%) viathe Bayes
inversion formula as

P(ls = 1;9t)P(CS|15 = 1;9t)

P(1ls = 1|eg: 6Y) = 19
(L = 1fes: 0") o6 . (19
where
P(cs;ﬁt) = P(1, :O;@t)P(CSHS :O;Ht)—i-
P(1; = 1;0")P(cs|15 = 1;6). (20)

For the expectation step of the current iteration, the estimate 6¢
from the maximization step of the previous iteration is used for
ot

The maximization step calculates updated estimate 6% of the
parameter 6%, The usual cumulative shrinkage estimators of
Equations 16-18 are used. However, the counts w’,, w’f, n’_.,
and n/l, are now no longer known constants but rather are
random variables. These random variables are replaced by their
estimates from the expectation step above. In other words, the
maximization step of the current iteration uses the estimates from
the expectation step of the current iteration.

H. Sequential Processing of Sessions

Table | shows abstractly how the self-consistent update is used
to process the incoming stream of test sessions. The algorithm
processes in separate stages each new unidentified test session in
sequence, from the first incoming session to the last incoming
session. At stage t after sessions s = 1,2,...,t have arrived,
the EM-algorithm is run until convergence. In other words, at
each stage t, multiple iterations of the expectation step and
maximization step occur.

At the end of each stage, new consistent scores and models
found after the EM-algorithm converges. These consistent scores
and models are kept for each stage and used as the starting
point for the next stage. For example, the opening iteration of
the EM-algorithm for stage ¢t + 1 uses the closing values of the
final iteration of the EM-algorithm in stage ¢. Estimates from the
training set are used to initialize the very first iteration of the
EM-algorithm at stage 1, after the first new test session arrives.
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TABLE |
SELF-CONSISTENT UPDATE APPLIED TO SEQUENCE OF TEST SESSIONS.

e Inputs:

— Target user u. Cut-off threshold & not necessary.
— Initial training set R of identified sessions from al users.
— Streamed sequence S of new unidentified test sessions for user .
« Build initial classifier model 0 = (2, $°, ') for user u by using training
st R.
e Loop over each new sessiont = 1,2,...,S in test sequence S:
— Start initiad §* = gt~
— Repeat until consistency:
* E-step: Use Bayes inversion formula to calculate new scores
P(1s = 1|cs; 6%), for s = 1,2,..., ¢, under current 9*.
* M-step: Update model 0, using new scores.
* Keep new model 6% of stage ¢ from current iteration for the next
iteration.

— Keep new scores for sessions 1,2, ..., ¢t under score set t.
e Outputs:

— Classifier model 6° for target user w built on training set R and
updated by the sequence S of sessions.

— Multiple score sets, ¢ = 1,2,...,S. Score set ¢ contains scores of
test sessions s = 1,2,...,t, updated based on information from all
sessons s = 1,2,...,t observed at stage ¢.

I. Interpretation of Self-Consistency

From the computational perspective, the EM-algorithm allows
the unidentified test sessions to be used. Since each new test
session’s identity is unknown, using that test session to update
the profile blindly is risky. Instead, the EM-algorithm imputes a
best guess on the identity of the unidentified session. This best
guess acts as a placeholder and allows sequentia classification to
continue.

By imputing a probabilistic score for the identity of each
unidentified test session, the EM-algorithm makes full use of the
information in the unlabeled test sessions. In essence, the EM-
algorithm improves masquerade detection by carefully incorpo-
rating the unlabeled test data in a meaningful way.

J. Multistep Paradigm and Backtracking

The multistep update is not as obvious as the one-step update
but is indeed more intuitively appealing and logically sound.
Because concept drift is unavoidable in masquerade detection,
the detection rate depends not only on the underlying model but
also the update scheme. The careful choice of update scheme is
critical for the ongoing detection of masquerades. As a specific
example of the multistep update, the self-consistent update based
on the EM-algorithm has a firm statistical foundation and offers
concrete optimality properties.

The backtracking in the multistep update naturally requires
more computational effort. Additionally, because new scores are
assigned to all previous sessions as each new session arrives in
each successive stage, different modes of evaluation are possible.

IV. Results

The technique proposed in this paper is tested on a standard
dataset previousy analyzed by other authors using different
techniques. The dataset contains command logs from 50 users on
a UNIX multiuser system. First a brief overview of the reference
dataset is provided. Then the experiments performed are described
in detail. Finally, the results are compared with [6].
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Users as intruders.
51 52 70

Sessions recorded for 50+20 users total.

User1 User2 User3 User 50
Training
Sessions
01—50

//’(

\
Testing

Sessions
51—150

v \

Fig. 1. Splicing of sessions.

A. Reference Dataset

The dataset contains sequences of actual user commands,
divided into artificial sessions of 100 commands each. For privacy
reasons, the command logs were stripped of the command options
and arguments, leaving only the commands themselves. Each
original recording was declared to be free of intrusions. To create
masquerading sessions, blocks of sessions from foreign users
were spliced into the test set. This process of creating artificial
masquerading sessions is illustrated in Figure 1. All intrusions
appear only in discrete session units.

Originally command data was collected over atotal of 70 users.
From these 70 users, 20 users were selected at random to serve as
intruders, as shown in Figure 1. Their sessions appear in the final
dataset only as masquerading sessions for the 50 known users.

The first 50 sessions of the 50 users are declared to be free of
intruders. These 50 sessions for the 50 users constitute the training
set. The remaining 100 sessions for each of the 50 users form the
test set. Sessions from the 20 excluded users were injected into
the test portions of the 50 known users. The extra sessions in the
test portions are then removed, leaving just 100 test sessions for
each of the 50 known users.

To avoid artificially optimistic results, the following details
of the data creation were not used as part of the classification
procedures proposed in this report. Essentially, once an intruder
has broken into a user account, he is likely to return on the very
next session. In creating the reference dataset, a proper session
is followed by a masguerading session with 0.01 probability.
A masgquerading session is followed by another masquerading
session from the same intruder with 0.80 probability. A chain
of masquerading sessions is taken from that intruder’s log in a
contiguous sequence. The exact details of this random splicing
process are described in full by Schonlau and his colleagues [8].

B. Experimental Design

The details for one single experiment are described below.
The example shows how masquerading sessions on User 12 were
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detected. For other users, the same analysis applies.

The full training set was divided into two classes. The proper
class consisted of 50 sessions for User 12. The masquerade class
consisted of the 50 sessions for each of the other 49 users. So
the masguerade class was built on a total of 2450 sessions.

The test set for user 12 had 100 sessions, al purportedly proper
sessions. The classifier for user 12 was then run against each of
the 100 sessions in a sequential fashion. As a new session is
added, the scores of the previous sessions are also updated. At
the end of the 100 sessions, the final set of al 100 scores were
recorded.

The ROC curve for user 12 was generated by thresholding
against the final set of scores, after all test sessions were presented
sequentialy. In this case, a session’s score is the probability that
the session was generated from the proper profile. Therefore,
sessions with lower scores were flagged before sessions with
higher scores.

C. Classifier Settings

A sdf-consistent naive-Bayes classifier was built for each
individual user. The algorithm is outlined in Subsections 111-G
and I11-H. The initial naive-Bayeswas built on the training set. As
each new session is presented, that new session is first scored by
the previous classifier. Afterwards, al the unidentified sessions are
used to construct the self-consistent naive-Bayes. This procedure
is repeated for each new session.

In the full self-consistent naive-Bayes classifier presented in
Section |11, the fraction e of masguerading sessions was adjusted
in each iteration. In the results presented here, the fraction ¢ =
0.50 was held fixed and was not estimated as part of the EM-
algorithm. Keeping the prior weight (1—e, €) fixed at (0.50, 0.50)
alowed for faster convergence and did not adversely affect the
final results.

For each new session, the EM-algorithm was used to adjust
the fractions p. and p... The Dirichlet parameters a,. = 1.01 and
o, = 1.01 for al ¢ € C were chosen to match the parameters used
in [6]. The EM-algorithm was iterated until the change between
iteration i and i + 1, measured by the quantity ||p¢+1) — p(® |2 +
|[p'0+Y) — ' |? averaged over the total number of estimated
parameters, was |ess than some tolerance, set to be 2.2x 10716, In
practice, the algorithm was not sensitive to the precise tolerance.

D. Composite ROC Curves

A separate classifier was created for each user and used to
score that user’s test sessions. The scores of test sessions from
one user can be compared because those scores were assigned
by that user's classifier. However, scores from different users
cannot easily be compared because those scores are assigned from
different classifiers.

To evaluate a strategy’s success over the entire dataset of 50
users, a composite ROC curve can be useful. There are several
common ways to integrate the individual 50 ROC curves into one
single curve, but all methods are at best arbitrary.

In this paper, the scores from the 50 different classifiers
were taken at face value. The 5000 total test sessions from
the 50 user were sorted, and sessions with the lowest scores
were flagged first. Because the scores were probability values,

ROC users 01--50
1 T T T

T
— self-consistent
one-step discrete

missing—alarm rate
o I o =4 o o o
w ~ o o ~ oo ©
T
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~

f

0 Il Il Il Il Il Il Il Il Il
0 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
false-alarm rate

Fig. 2. ROC curve over users 01-50, less than 0.10 false-alarm rate.

this global thresholding strategy has some merit. This method
for constructing the composite ROC curve was aso used in
[6] and [8]. Because the same methodology was used in these
previous papers, the composite ROC curves can be meaningfully
compared.

E. Experimental Results

Two ROC curves are used to compare the self-consistent naive-
Bayes classifier to the one-step discrete adaptive naive-Bayes
classifier of [6]. These curves together demonstrate that the self-
consistent naive-Bayes classifier offers significant improvements.
All results reported here are based on offline evaluation, after
al the test sessions have been presented sequentially. Online
evaluation and deferral strategies are discussed in a separate paper.

Figure 2 shows in fine detail the composite ROC curves of
al 50 users, for false-alarm rate 0.00-0.10. Indeed, the self-
consistent naive-Bayes outperforms the adaptive naive-Bayes uni-
formly for all but the small portion of false-alarm rate 0.00-0.01.
In particular, for false-alarm rate 0.013, the self-consistent naive-
Bayes reduces the missing-alarm rate of the adaptive naive-Bayes
by 40%.

Figure 3 shows the ROC curve for user 12 alone. As noted by
the other authors[6], [8], user 12 is a challenging case because the
masquerading sessions in the test set appear similar to the proper
sessions. On user 12, the adaptive naive-Bayes performs worse
than random guessing, but self-consistent naive-Bayes encounters
little difficulty. In fact, the 50 ROC curves over each individual
user show that self-consistent naive-Bayes typically outperforms
adaptive naive-Bayes.

V. Discussion

The self-consistent naive-Bayes classifier outperformsthe adap-
tive naive-Bayes classifier in al practical circumstances, where
only low fase-dlarm rates can be tolerated. For false-alarm
rate 0.013, the self-consistent naive-Bayes classifier lowers the
missing-alarm rate by 40%.
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Fig. 3. ROC curve user 12

A. Parallel User Sessions

In a more realistic scenario, all 50 users would generate new
sessionsin parallel. In such a situation, changes to one user would
affect other users directly. Because self-consistent naive-Bayes
can change scores of earlier sessions as well as later sessions, the
self-consistent naive-Bayes will benefit most from the additional
information of other users. Although the adaptive naive-Bayes can
use the additional information, only later sessions benefit because
scores of earlier sessions cannot be changed.

B. Long-Term Scenario

Unlike the adaptive naive-Bayes, the self-consistent naive-
Bayesis not forced to make a binary decision as each new session
is presented. This advantage will become more dramatic as the
number of users and the number of sessions increase. As the
classifier learns from more cases, mistakes from earlier decisions
are propagated onwards and magnified. Because the adaptive
naive-Bayes is forced to make a binary decision immediately,
it is also more likely to make errors. In a long-term scenario,
the improvements of the self-consistent naive-Bayes classifier are
expected to become far more pronounced.

C. Computation Time

Although the self-consistent naive-Bayes classifier offers a
great number of advantages, more computation is required. The
iterative procedure used to calculate the probabilities and to
update the profile must be run until convergence. This additional
effort allows the self-consistent naive-Bayes classifier to assign
scores in a nongreedy fashion. Naturally, searching through the
space of models requires more effort than the simple greedy
approach.

In practice, convergence is often quick because most sessions
have probability scores at the extremes, near O or 1. In the context
of sequential presentation, only one single session is presented at
a time. Computing the score of a single session requires little

20  Stanford ECJ, spring 2004

additional effort. Moreover, the set of scores from one stage can
be used as the starting point to calculate scores for the next
stage. This incremental updating approach relieves the potential
computational burden.

D. Nonstationary User Behavior

For some users, the sessions in the test set differ significantly
from the sessions in the training set. Because user behavior
changes unpredictably with time, a detector based on the old
behavior uncovered in the training set can raise false alarms.
This high rate of false alarms can render any detector impractical,
because there are not enough resources to investigate these cases.

In certain real world applications, however, identifying changed
behavior may well be useful because a proper user can misuse his
own account privileges for deviant and illicit purposes [5]. If the
detector is asked to detect all large deviations in behavior, then
flagging unusual sessions from the proper user is acceptable. This
redefinition is especially useful to prevent a user from abusing his
own privileges.

E. Future Directions

The iterative nature of the EM-algorithm is quite intuitive. In
fact, many instantiations [2]—{4], [9] of the EM-algorithm existed
well before the general EM-algorithm was formulated in [1].
Moreover, the self-consistency paradigm can be applied even to
classifiers not based on a likelihood model. A self-consistent
version can be constructed for potentially any classifier, in the
same way that a classifier can be updated by including the tested
instance as part of the modified training set.

The naive-Bayes classifier relies only on command freguencies.
As a user’s behavior changes over time, the profile built from
past sessions become outdated. An exponential-weighing process
can be applied to counts from past sessions. For the naive-Bayes
classifier, this reweighting of countsis especially ssmple. Such an
extension becomes even more valuable in redistic scenarios, in
which the classifier is used in a sequential context over a long
period of time.

VI. Summary

In previous approaches to detecting masguerading sessions, the
detector was forced to make a binary decision about the identity
of a new session. The self-consistent naive-Bayes does not make
a binary decision but rather estimates the probability of a session
being a masguerading session. Moreover, past decisions can be
adjusted to accommodate newer sessions. Experiments prove that
this sensible extension markedly improves over more restrictive
adaptive approaches, by reducing the missing-alarm rate by 40%.

The self-consistent naive-Bayes classifier extends the usual
naive-Bayes classifier by taking advantage of information from
unlabeled instances. New instance are assigned probabilistic la-
bels, and then the profiles are updated in accordance with the
assigned probabilities of the new instances. This procedure is
iterated until convergence to a final set of probabilities which
are consistent with the updated profile.

By its very nature, the self-consistent naive-Bayes classifier
is adaptive to the new sessions. Moreover, information from
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new sessions is also used to adjust scores of previous new
sessions. In this way, the scores of sessions are assigned in a self-
consistent manner. As a specific instance of the EM-algorithm,
the self-consistent naive-Bayes classifier finds a model optimal
with respect to its likelihood given the available data
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Compact Optical Mirrors with Broadband Polarization-
Insensitive Reflectivity using Coupled Photonic Crystal Slabs

Wonjoo Suh, Virginie Lousse, and Shanhui Fan

Abstract. It was recently demonstrated that a photonic crystal slab can function as a mirror for externally
incident light with near-complete reflectivity over a broad wavelength range for transverse magnetic (TM)
polarized light. We propose a coupled photonic crystal structure that enables broadband reflection over a
sizeable angular range for both transverse electric (TE) and TM polarized light. We expect such mirror to play
important roles in optical devices where polarization independent high reflectivity is needed.

Index Terms: Guided Resonance, Optical Filters, Sensors, Photonic Crystals.

IELECTRIC optical mirrors with near 100% reflectivity
play important roles in optical devices including filters,
sensors, switches, and laser structures. The conventional way
of obtaining high-reflectivity dielectric mirrors for applications
including optical Micro-Electrical-Mechanical-Systems (MEMYS)
is to use multi-layer films, since metalic mirrors are extremely
lossy at optical frequencies. Also, in opticad MEMS research,
reducing the displacement of mechanical tuning is of great interest
since such reduction directly increases the response speed and
decreases the actuation force. However, the multilayer nature
makes it hard to combine these devices with MEM S technology
for sensors and tunable filters applications, since up to 100
dielectric layers is often required for extremely high reflectivity.
In this paper, we demonstrate that broad-band near 100%
reflection for normally incident light can be obtained by using a
two dielectric layers of photonic crystal slabs. The spectral func-
tion of the proposed structure provides a wide angular range of
reflection for both TE and TM polarizations, which is of practical
importance when dealing with finite beam sizes. When the beam
size is finite, unlike plane waves there are a range of angular
components in the incident beam and therefore it is crucial that
high reflection for a wide range of angular components is created
for various applications.

A photonic crystal slab, which is a building block for our
structure, consists of a square lattice of air holes in a high-
dielectric film as shown in Figure 1. The operating mechanism
of the proposed structure is a guided resonance [1]-{3]. A guided
resonance mode in a photonic crystal dab is excited by externally
incident light. A typical spatial distribution of the power density in
electric fields for a guided resonance mode is shown in Figure 2.

From Figure 2(b), which shows the vertical slice of the power
distribution, we can clearly see that the majority of the power
is concentrated inside the photonic crystal slab. Although the
resonances are strongly confined within the slab, the periodic
index contrast provides the phase matching mechanisms that
alow these modes to couple into radiation modes and possess
afinite lifetime. The interaction between these guided resonance
modes and the external radiation givesriseto interesting reflection
and transmission properties. The resonance frequency and the

The authors are with the Department of Electrical Engineering at Stanford
University. Email: wjsuh@stanford.edu
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Fig. 1. Schematic of a photonic crystal slab consisting of a sguare lattice of air
holes in a high-dielectric film. The arrow represents the direction of the incident
light.

Fig. 2. Spatia distribution of the power in electric fields on (a) a horizontal
slice and (b) a vertical slice for normally incident light.

lifetime of the guided resonance are determined by the structure
of the photonic crystal, and therefore we can design the desired
reflection and transmission properties by engineering the photonic
crystal structure, i.e., the radius of the airholes, the thickness
of the photonic crystal slabs and the dielectric constant of the
photonic crystal slab.

It has recently been shown that when in a photonic crysta
slab with dielectric constant of 12, a thickness of 0.55a, and
radius of air holes of 0.4a, where « is the lattice constant, we
can obtain a broadband reflection of over 99% [4]. Also, it
has been reported that the filter function has a wide angular
dependency for TM polarization near 0.53(c/a) [5]. However,
broadband reflection with a wide angular range is not created
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for TE polarized light near 0.53(c/a) for this structure. For TE
polarization, near 100% reflection with a wide angular range is
rather created near 0.45(c/a). Therefore, if we design the second
dab to have near 100% reflection with a wide angular range
near 0.53(c/a) for TE polarization, we would be able to create
near 100% reflection for a wide angular range for both TE and
TM polarized light by coupling two different photonic crystal
slabs that compensate each other. This can be theoretically shown
using the transfer-matrix formalism. When we define » and ¢ as
the reflection and transmission coefficient of a single photonic
crystal dab, the transfer matrix 1" for a single slab reduces to the
following form [6]:

R (b %
r-(FE F) (5 ) o
t t t t

When there are two photonic crystal slabs separated by a
displacement of h, the total transfer matrix becomes:

e~ rzrike+j¢ T;e_j¢ Tik€+j¢
trts taty trts taty
— 1t2 1 12 1
Ttotal rie % roeti® 7"17“;67”’ etid ) (2)

tltz tito tlt; ti1to

where ¢ = “h is the phase shift that the wave acquires as
it propageates through the air cavity that two photonic crystal
dabs are forming. Also, r1, t; and ro, to are the reflection and
transmission coefficients of the first and second photonic crystal
dlabs, respectively. From the transfer matrix of the total system,
we can extract the total transmitted power density of the coupled
dlab structure as follows:

t1ta]?
Ir172]? 4 2|r17a| cos {arg(rﬁg)} +1

©)

|ttotal |2 -

From Eqg. (3), we can clearly see that when the transmission
through either of the two dabs is zero, the total transmission
is zero and hence we obtain near 100% reflection.

As aphysical redlization of the theoretical analysis, using afirst
principles finite-difference time-domain (FDTD) simulation [7],
we consider the two slab structure schematically shown in Fig-
ure 3. The first slab has a dielectric constant of 12, radius of
0.4a and thickness of 0.55a. From Figure 4, we can see that near
frequency 0.45(c/a), where we have the first resonant reflection,
the reflection spectrum has a wide angular range of reflection for
TE polarized light, whereas near frequency 0.53(c/a), where we
have the second resonant reflection, the reflection spectrum has a
wide angular range of reflection for TM polarized light.

Using this information, we design the second slab such that it
would completely compensate for the angular dependency of the
reflectivity in the first slab. This can be done by shifting the first
resonance, which creates a wide angular range of reflection for TE
polarized light, to frequency 0.53(¢/a). By choosing a radius of
0.35q and a thickness of 0.2a, with the same dielectric constant as
the first slab, we obtain a wide angular range of reflection for TE
polarized light near frequency 0.53(c/a). When we couple these
two different photonic crystal slabs, we indeed create near 100%
reflection for a wide angular range for both TE and TM polarized
light as shown in Figure 5. Two different slabs compensate each

Fig. 3. Schematic of a photonic crysta filter consisting of two coupled photonic
crystal slabs. The arrow represents the direction of the incident light. The first
slab has a dielectric constant of 12, radius of 0.4a and thickness of 0.55a. On
the other hand, the second slab has the same dielectric constant as the first slab,
but has a radius of 0.35¢ and a thickness of 0.2a.
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Fig. 4. Transmission spectrum for various incident angles through a photonic
crystal dlab with dielectric constant of 12, radius 0.4a where a is the lattice
constant, and thickness 0.55a. (8) shows the transmission when incident light
has TE polarization and (b) shows the transmission when incident light has TM
polarization. Both in (&) and (b), solid line is the transmission upon normally
incident light, while the dashed line is with incident angle 1¥ near frequency
0.53(c/a).
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Fig. 5. Transmission spectrum for coupled photonic crystal slabs. The first slab
has a dielectric constant of 12, a radius of 0.4a, where « is the lattice constant,
and a thickness of 0.55a. The second slab has the same dielectric constant as the
first slab, with a radius 0.35¢ and thickness of 0.2a. The solid line is for normal
incident light, the dashed line is for TM polarization, and the dash-dotted line is
for TE polarization with incident angle 11° near frequency 0.53(c/a).

other to give near 100% reflection for an angular range up to 11°
for both TE and TM polarized light as predicted in the theory.

As final remarks, the photonic crystal slab mirror, which con-
sists of only two single dielectric layers, is far more compact than
traditional multi-layer film structures commonly used, where the
use of up to 100 dielectric layersis often required to accomplish a
Q-factor of afew thousandswith a desired line shape. In addition,
such a structure represents an attractive application of photonic
crystal structures, as the structure functions with a relatively
large optical aperture, and does not suffer from the insertion loss
problems that often limit the practical use of 2-D photonic crystal
waveguides. We therefore expect these novel and compact devices
to be useful in optical communication systems.

This work was supported by the US Army Research Laborato-
ries under Contract No. DAAD17-02-C-0101. The computational
time was provided by the NSF National Resource Allocation
Committee (NRAC), and the IBM-SUR program.
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information systems

Rate-Distortion Optimized Video Streaming with Rich Acknowledgments
Jacob Chakareski

Abstract. We consider an unconventional procedure for communicating to the server the receipt of media packets for
Internet video streaming. Instead of separately acknowledging each media packet as it arrives, we periodically send to the
server a single acknowledgment packet, denoted rich acknowledgment, that contains information about all media packets
that have arrived at the client by the time the rich acknowledgment is sent. We investigate rate-distortion optimized sender-
driven streaming that employs rich acknowledgments. Performance gains of up to 1.3 dB for streaming packetized video
content are observed over rate-distortion optimized sender-driven systems that employ conventional acknowledgments.

Index Terms: rate-distortion optimization, video streaming, media communication and networking, rich acknowledgments.

|. Introduction

E consider the problem of rate-distortion optimized video stream-
Wing from a server to a client over a lossy packet network using
rich feedback from the client. Packets may be lost in the network
due to congestion or erasures. In addition, packets arriving late are
also considered lost. Currently, in sender-driven transmission schemes
employed for streaming media the client replies with an acknowledgment
packet whenever a media packet arrives. The purpose of the acknowl-
edgment packet is to inform the server that the client has received the
corresponding media packet and that the server does not need to consider
retransmitting that media packet again.

Media packets

[ >

Client

Rich acknowledgement ( t,)

Received packets:
1,5,12,..,33
By time: t,

- )

Streaming on demand using rich acknowledgments.

Buffer

Time tk

Fig. 1.

In the present work, we employ an unconventional procedure for
communicating to the server the receipt of media packets. Instead of
separately acknowledging each media packet as it arrives, we periodically
send to the server a single acknowledgment packet, denoted henceforth
rich acknowledgment, that contains information about all media packets
that have arrived at the client by the time the rich acknowledgment is
sent. This information in essence reflects the current state of the client’s
buffer, i.e., which packets have been received by the client thus far. The
proposed scenario of streaming with rich acknowledgments is illustrated
in Figure 1.

It should be noted that the concept of rich acknowledgments is not
new and has been introduced in the networking community under the
name of vector acknowledgments. However, to the best of our knowledge
rich acknowledgments have not been explored yet in media streaming.
The purpose of vector acknowledgments is to allow a TCP sender
to perform selective retransmission of lost data packets, which is not
provided by the acknowledgment scheme employed by TCP, called
cumulative ack (CACK) [1]. In essence, vector acks are binary maps
that describe the correctly received or missing data in the receiver’s

The author is with the Information Systems Laboratory at Stanford. E-mail:
cakarz@stanford.edu

buffer and have been adopted into several proposed feedback schemes
[2—4]. In addition, vector acknowledgements have been included as an
option in the recently proposed Datagram Congestion Control Protocol
(DCCP) [5], which implements a congestion-controlled, unreliable flow
of datagrams suitable for use by applications such as streaming media,
Internet telephony and on-line games. Another alternative for providing
selective retransmission in TCP is the selective ack option (SACK) [6],
which allows a receiver to communicate simultaneously the identities of
several contiguous blocks of successfully received data.

The contributions of this paper can be summarized as follows. First,
it introduces the concept of rich feedback, i.e., rich acknowledgments
in streaming of packetized media. Second, it provides a framework
for rate-distortion optimized scheduling of the packet transmissions that
employs rich acknowledgments as a feedback scheme. Rate-Distortion
Optimized (RaDiO) packet scheduling is one of the latest advances in
media streaming. In this approach, the media server or the client is
equipped with a rate-distortion optimization framework for scheduling
the packet transmissions such that a constraint on the average transmis-
sion rate is met while minimizing at the same time the average end-
to-end distortion. In [7-9] the authors have introduced a framework for
distortion-rate optimized scheduling of the transmissions of packetized
media and applied it to the scenario of sender-driven streaming. In
[10] the authors have employed this framework to study the scenario
of receiver-driven transmission over best-effort networks. Rate-distortion
optimized streaming over lossy packet networks to wireless clients, again
in a sender-driven scenario, has been studied in [11-13]. In addition, in
[14,15] a streaming system is introduced, called RaDiO Edge, centered
around a proxy server, located at the edge of the backbone network,
and equipped with a RaDiO packet scheduling procedure and a hybrid
receiver/sender driven transmission. Finally, in [16] the authors present
a framework for rate-distortion optimized sender-driven streaming with
path diversity, while in [17] the authors consider rate-distortion optimized
receiver-driven streaming with server diversity. All these works have
demonstrated a substantial improvement in performance over current
state of the art solutions.

Media packets are typically characterized by different deadlines,
importances and interdependencies. Using this information and the
framework presented in this paper, the sender is able to transmit its
media packets based on the rich acknowledgments it receives in a rate-
distortion optimized way, that is, minimizing the expected end-to-end
distortion subject to a constraint on the expected transmission rate. Such a
rate-distortion optimized transmission algorithm, or transmission policy,
results in unequal error protection provided to different portions of the
media stream.

We present the major ideas in our paper as follows. In Section II,
we define our abstractions of the encoding, packetization, and commu-
nication processes. In Section III, we explain the proposed protocol or
algorithm for streaming packetized media that employs rich acknowl-
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edgments as a feedback scheme. Next, in Section IV we show how the
entire media presentation can be transmitted in a rate-distortion optimized
way, using as a building block an algorithm for rate-distortion optimized
transmission of a single media packet. This algorithm is the subject of
Section V. In Section VI, we report our experimental results. Finally,
concluding remarks are provided in Section VII.

Il. Source and Channel Characterizations
A. Media Source Model

In a streaming media system, the encoded data are packetized into
data units and are stored in a file on a media server. All of the data units
in the presentation have interdependencies, which can be expressed by
a directed acyclic graph. Associated with each data unit [ is a size B, a
decoding time tprs,, a set of data units N, C”) and an importance Adl(ll).
Specifically, the size B; is the size of the data unit in bytes. tprg, is
the delivery deadline by which data unit / must arrive at the client, or be
too late to be usefully decoded. Packets containing data units that arrive
after the data units’ delivery deadlines are discarded. Finally, N, 1 is the
set of data units that the receiver considers for error concealment in case
data unit [ is not decodable by the receiver on time, while Adl(ll), for
€ ./\/'C(l>, is the reduction in reconstruction error (distortion) for the
media presentation if data unit [ is not decodable and is concealed with
data unit /; that is received and decoded on time.

B. Packet Loss Probabilities

The forward and the backward channel on a network path between a
server and a client are characterized as independent time-invariant packet
erasure channels with random delay. Hence, they are completely specified
with the probabilities of packet loss e and ep, and the probability
densities of the transmission delay pr and pg, respectively. This means
that if the media server sends a packet on the forward channel at time ¢,
then the packet is lost with probability € . However, if the packet is not
lost, then it arrives at the client at time ¢, where the forward trip time
FTT =t —t is randomly drawn according to the probability density
pr. Therefore, we let P{FTT > 7} = er + (1 —er) [~ pr(t)dt
denote the probability that a packet transmitted by the server at time
t does not arrive at the client application by time ¢ 4 7, whether it is
lost in the network or simply delayed by more than 7. Then similarly,
P{BTT > 7} = ep+(1—e€p) [ pp(t)dt denotes the probability that
a rich acknowledgment packet transmitted by the client at time ¢ does
not arrive at the server by time ¢ + 7, whether it is lost in the network
or simply delayed by more than 7.

[ll. Media Communication using Rich
Acknowledgments

A media session starts when a client requests a presentation from
the media server. Once the request packet is received, the media server
starts sending packets with data units from the presentation at discrete
transmission opportunities %;,ti+1,.... Note that the transmission de-
cisions regarding when and how often each of the data units will be
sent to the client are completely determined by the server’s transmission
policy. The client periodically monitors the status of its buffer at every t;
and returns to the server this information via a single acknowledgment
packet, i.e., a rich acknowledgment. The buffer information basically
informs the server what data units have arrived at the client by the time
(t;) the rich acknowledgment was transmitted. Based on this information
and the optimization framework presented in the next section, the server
then dynamically decides at every transmission opportunity ¢; what is
at that moment the best transmission policy for every data unit in the
presentation.
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Note that in practice the server computes a sliding window of data
units W; at every t;. Only the data units from W, are considered for
transmission at t;. Therefore, at every t¢; the client needs to send to
the server information on the arrival status only for the data units in
W;. In essence, this information comprises a binary vector 7% of length
w;, where r§- = 1(0) means that the j™ data unit from W; has (not)
arrived at the client by ¢; and w; is the length of the window W; in data
units. Then, from the time stamp ¢; of a received rich acknowledgment
the server can recompute the transmission window at that point (¢;) and
thus can easily determine to which data units the information in 7 refers
to. Finally, note that the client needs to know how the server computes
its transmission window at every ¢;. This knowledge can be provided to
the client by the server at the beginning of the streaming session or it is
simply fixed and known ahead of time.

IV. Rate-distortion optimized policy selection

Suppose there are L data units in the media presentation. Let m; € 11
be the transmission policy for data unit [ € {1,...,L} and let m =
(m1,...,7L) be the vector of transmission policies for all L data units.
IT is a family of policies defined precisely in the next section.

Any given policy vector 7 induces an expected distortion D(7r) and an
expected transmission rate R(7r) for the media presentation. We seek the
policy vector 7r that minimizes D(7) subject to a constraint on R(7r).
This can be achieved by minimizing the Lagrangian D(7) + AR(7) for
some Lagrange multiplier A > 0, thus achieving a point on the lower
convex hull of the set of all achievable distortion-rate pairs.

We now compute expressions for R(w) and D(w). The expected
transmission rate R(7) is the sum of the expected number of bytes
transmitted for each data unit [ € {1,...,L}, R(w) = Y, Bip(m),
where B is the number of bytes in data unit [ and p(m;) is the expected
number of transmitted bytes per source byte (under policy 7;), called the
expected cost. The expected distortion D(7) can be expressed in terms
of the probability e(m;) that data unit [ does not arrive at the receiver
on time (under policy m;), called the expected error. We borrow the
expression for D(m) from [16]

Do=>" > ad™ [ (-e(m)) x

U ent® JEA()

I |- 1II

l2€C(l,ly) I3€A(l2)\A(l1)

D(w) =

(1 — e(my)) Q)

where Dy is the expected reconstruction error for the presentation if no
data units are received. A(l1) is the set of ancestors of /1, including ;.
C(l,11) is the set of data units j € Nc(l) : j > [y that are not mutual
descendants, i.e., for j,k € C(l,11) : j ¢ D(k),k ¢ D(j), where D(j)
is the set of descendants of data unit j. “\” denotes the operator “set
difference”.

Finding a policy vector 7 that minimizes the expected Lagrangian
J(m) = D(m)+AR(x), for A > 0, is difficult since the terms involving
the individual policies 7; in J(7r) are not independent. Therefore, we
employ an iterative descent algorithm, called Iterative Sensitivity Adjust-
ment (ISA), in which we minimize the objective function J(71,...,7L)
one variable at a time while keeping the other variables constant, until
convergence [7]. It can be shown that the optimal individual policies at
iteration n, for n = 1,2,..., are given by

ﬂ—l(") = arg min Sl(n>e(7rz) + ABp(m), @
™

where S;”) = le et Sﬁlin) - S{lgn) = Slﬂn) — Sf(n> can be
regarded as the sensitivity to losing data unit [, i.e., the amount by which
the expected distortion will increase if data unit [ cannot be recovered
at the client, given the current transmission policies for the other data
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units. Note that differently from [7], the sensitivity here consists of
two nonnegative terms Sz+ ™) and Sl_("). The first term increases the
sensitivity associated with data unit [ in case [ is in the ancestor set of
data unit /5 used for concealment of a data unit /1. On the other hand,
the second term reduces the sensitivity associated with [ in case [ is not
in the ancestor set of [>. This result is intuitive and allows us to better
model the situations where data unit [ is irrelevant for concealment of
another data unit. Expressions for S;rJ(I") and S;ﬁm are easily obtained
from (1) by grouping terms.

The minimization (2) is now simple, since each data unit [ can be
considered in isolation. Indeed the optimal transmission policy ;' € II
for data unit [ minimizes the “per data unit” Lagrangian e(m;) + X\ p(m;),
where X' = AB;/ Sl("). In the next section, we show how to find 7* for
the family of transmission policies II corresponding to sender-driven
streaming with rich acknowledgments.

V. Computing the Optimal Transmission Policy

For transmitting a single data unit on the forward channel, we assume
that there are N discrete transmission opportunities to,t1,...,tN—1
prior to the data unit’s delivery deadline ¢{prs at which the server
considers transmitting a packet for the data unit. The server need not
transmit a packet at every transmission opportunity. The server does not
transmit any packets after a rich acknowledgment is received confirming
the receipt of the data unit at the client. In addition, as explained in
Section 11, the client sends a rich acknowledgment packet to the server
on the backward channel at every ¢; notifying the server about the state
of its buffer, i.e., which data units have arrived at the client by ¢;. Note
that at the same time this also informs the server which data units have
not arrived at the client by t;. Therefore, the information provided by
a received rich acknowledgment is much richer than that provided by a
received conventional acknowledgment.

At each transmission opportunity ¢;, ¢ = 0,1,..., N — 1, the server
takes an action a;, where a; = 1 if the server sends a packet and a; = 0
otherwise. Then, at the next transmission opportunity t;+1, the server
makes an observation o;, where o; is the set of rich acknowledgments
received by the server in the interval (¢;,t;+1]. For example, o; =
{NAK(t1), ACK (t3)} means that during the interval (¢;, t;+1], the rich
acknowledgment sent at ¢y arrived at the server informing that the data
unit has not been received by the client by ¢1 (NAK(t1)) and that
the rich acknowledgment sent at ¢3 arrived at the server informing that
the data unit has been received by the client by t3 (ACK (t3)). Note
that for the purposes of our algorithm it is irrelevant for the server to
distinguish the transmission times of the rich acknowledgments received
within (¢;, t;+1] confirming that the data unit has arrived at the client by
their respective transmission times. As explained above, once the server
receives a confirmation that the data unit has arrived at the client, it stops
sending any packets afterwards, regardless of the transmission times of
the rich acknowledgments that brought that confirmation. Therefore, we
drop the timing notation on these rich acknowledgments and simply use
ACK to denote the event that at least one rich acknowledgment has
been received confirming the receipt of the data unit due to previous
transmissions. In addition, we denote the event 0; = {NAK (t1), ACK}
simply as 0o; = ACK since receiving any NAKs together with at
least one ACK will not affect the transmission actions that the server
considers afterwards. Again, as we explained earlier, the server does
not transmit any packets with the data unit after an ACK has been
received, regardless of any number of NAKs that have also arrived during
(i, ti+1]. Finally, we denote the event o, = {NAK(t1), NAK(t3)}
simply as o, = NAK (t3) since not receiving the data unit by ¢3 implies
that the data unit was certainly not received by t;. In other words, we
denote the events o;, when multiple NAKSs are received as an observation,
using only the most recently sent NAK.

The history, or the sequence of action-observation pairs (ag,00) ©
(a1,01) o -+- o (ai,0;) leading up to time ¢;41, determines the state
qi+1 at time ¢;41, as illustrated in Figure 2. Therefore, a state represents
uniquely this sequence of action-observation pairs. If the final observation
o0; includes an ACK, then ¢;+1 is a final state. In addition, any state at
time ty = tprs is a final state. Final states in Figure 2 are indicated
by double circles.

initial
state

Fig. 2. State space for a Markov decision process.

The action a; taken at a non-final state g; determines the transition
probability P(g;+1|qi,a;) to the next state g;+i. Formally, a policy
m is a mapping ¢ +— a from non-final states to actions. Thus any
policy 7 induces a Markov tree with transition probabilities between
states Pr(qi+1|q:) = P(qi+1|qi, 7(¢:)), and consequently also induces a
probability distribution on final states. Let ¢ be a final state with history
(ao,00) o (a1,01) 0 -+- 0 (ap—1,0r—1), and let giy1 = q; o (as,0:),
i = 1,...,F — 1, be the sequence of states leading up to gr. Then
gr has probability Pr(qgr) = Hf:ol Pr(gi+1]g:), transmission cost
pr(qr) = Zf:ol ai, and error €x(qr) = 0 if op_1 contains an ACK
and otherwise e (qr) is equal to the probability that none of the packets
transmitted under policy 7 results in successful decoding by time ¢ prs,
given gr. For example, if gr is the second state from the top at time
tprs in Figure 2, then a packet with the data unit was sent at every
transmission opportunity ¢o,t1,...,tn—1 and no rich acknowledgments
were received. In that case, ex(qr) = [[ X' P{FTT > tprs — t;}.
Therefore, II is a collection of all possible trees in the state space
described in Figure 2.

We can now express the expected cost and error for the Markov
tree induced by policy m: p(m) = Expx(qr) = 3_,,. Pr(qr)p=(ar),
€(m) = Erex(qr) = 32, Pr(qr)ex(qr). As stated earlier we are in-
terested in finding the policy 7™ that minimizes the expected Lagrangian
cost

J(m) = e(m) + Np(r) =Y Prlgr)Jx(ar), 3)

where J(qr) = €x(qr) + N pr(qr). We compute * using a dynamic
programming [18-21] algorithm as follows. Let
ex(qr) + N px(qr)
if g; is final (i = F),
Y ais P(@inlai m(q:)) Jx (qiva)
otherwise

Jx(qi) =

be the expected Lagrangian of all paths through ¢; (under 7). Then let
ex(qr) + N p=(qr)
if ¢; is final (i = F),
ming, 3 P(git1]gi, ai)J" (git1)
otherwise.

I (a:) = @

By induction, J*(¢;) < Jx(g;) for all ¢; and all 7, with equality if
T =", where

™" (qi) = argmin > Pgita]gi, ai) I (giv1) Q)

qi+1
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for all non-final states ¢;. Thus the optimal policy (minimizing (3)) can

be computed efficiently using (4) and (5).
Next, we provide the actual expressions for ex(qr),p~(qr) and
P(qi+1|gi, a:) used in the equations above. As given before, the trans-

mission cost pr(qr) = Zf:ol a;. Now, if no NAKs have been received
along the path that leads to g in the state space from Figure 2, then the
transmission error is ex(qr) = [1,. ..y P{FTT > tprs—ti}. On the
other hand, if at least one NAK has been received, then the transmission
error is

(&4 (CIF) = H

1:1<g, a;=1

< I

i:3<i, a;=1

P{FTT >tprs — t¢|FTT >t — tz‘}
P{FTT >tprs — ti},

where j € {1,...,N — 1} is the index of the most recently sent
NAK that has arrived at the server, i.e., NAK (t;). Finally, we need to
differentiate 4 possible cases for the transition probability P(qi+1|¢i, @:)-
As mentioned earlier, (ao,00) o (a1,01) 0 -- 0 (ai, 0;) is the history, or
the sequence of action-observation pairs that leads to state g;+1 at time

ti+1. Then, we can have
(a) no NAK received along the path that leads to ¢;, i.e., NAK &

U;;B o0, and no NAK received in (¢;,ti41], i.e., NAK ¢ o;
P(qi+1lqi,ai) = H P{BTT > ti+1 — t;|BTT > t; — t;}, (6)
1=1

(b) no NAK received along the path that leads to g;, i.e., NAK &

U’Zl 0; and at least one NAK received during (t;,ti+1], i.e.
NJAK € 0;

P(qi+1|qi,ai) = P{ti —tp < BTT < tijy1 — tk,‘BTT >t — tk}

1
X H P{BTT >tip1 — tl‘BTT >t — tl}

1>k
x [ P{FTT >tx —t}, 7
l: 1<k, a;=1

(c) at least one NAK received along the path that leads to g¢;, i.e.,
NAK € U;;E 0; and no NAK received during (¢;,ti+1], i.e.,
NAK Q 0;

P(qi+1|qi,ai) = H P{BTT > tip1 — tl‘BTT >t — tl}, 8)
I1>j

(d) at least one NAK received along the path that leads to ¢, i.e.,
NAK € U;;}) o; and at least one NAK received during (¢;, ti+1],
ie., NAK € o;

P(qit1lgi,a;) = P{t; —ti < BTT < tj11 — t,|BTT > t; —ty}

i
X H P{BTT > t'H—l — tl|BTT >t — tl}

>k
x [[ P{FTT >ty —u|FTT >t; —t;}, (9)
1 I<k, a;=1

where j in (8) and (9) is the index of the most recently sent NAK
received up to t;, i.e, NAK(t;) € Ji_, o;. Similarly, k in (7) and (9)
is the index of the most recently sent NAK received during (¢;, ti+1],
ie., NAK(ty) € o;. Note that in (9), it necessarily holds j < k and
P{FTT >ty 7tl‘FTT >ty 7151} = P{FTT >ty 7tl} for j <.

VI. Experimental Results

Here, we investigate the end-to-end distortion-rate performance for
streaming packetized video content using different algorithms. The
videos used in the experiments are two-layer SNR scalable represen-
tations of the image sequences Foreman and Mother and Daughter,
henceforth denoted MaD. Using H.263+ [22] 130 frames of QCIF
Foreman have been encoded into a base layer and an enhancement layer
with corresponding rates of 32 and 64 Kbps. Similarly, 130 frames of
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QCIF MaD have been encoded into two layers with rates 32 and 69
Kbps, respectively. For both videos the frame rate is 10 fps and the size
of the Group of Pictures (GOP) is 10 frames, consisting of an I frame
followed by 9 consecutive P frames. Two RaDiO streaming systems
are employed in the experiments. Conv. ACK is a system that performs
RaDiO scheduling using conventional acknowledgments [7-9]. Rich ACK
is the system presented in this work, which also performs RaDiO packet
scheduling, but using rich acknowledgments. The Lagrange multiplier
A is fixed for the entire presentation for both systems. Performance is
measured in terms of the luminance peak signal-to-noise ratio (Y-PSNR)
in dB of the end-to-end perceptual distortion, averaged over the duration
of the video clip, as a function of the average transmission rate (Kbps) on
the forward channel. In the experiments we use 7' = 100 ms as the time
interval between transmission opportunities and 600 ms for the playback
delay.

The forward and the backward channel on the network path between
the server and the client are specified as follows. Packets transmitted
on these channels are dropped at random, with a drop rate er = e =
e = 10 %. Those packets that are not dropped receive a random delay,
where for the forward and the backward delay densities pr and pp we
use identical shifted Gamma distributions with parameters (n,«) and
right shift x, where n = 2 nodes, 1/a = 25 ms, and x = 50 ms for a
mean delay of k +n/a = 100 ms and standard dev. \/n/a ~ 35 ms.
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Fig. 3. Rich vs. Conv. ACKs for streaming Foreman.

It can be seen from Figure 3 that given the selected simulation parame-
ters using rich acknowledgments can improve performance for streaming
Foreman. Rich ACK performs consistently better than Conv. ACK over all
transmission rates under consideration. The performance gains reach up
to 1.3 dB for a transmission rate of 70 Kbps, or equivalently, transmission
rate savings of 27 % are observed for the given PSNR of 29.9 dB. The
difference in performance between the two systems is due to the fact that
rich acknowledgments can make up for losses of individual acknowledg-
ment packets in the Conv. ACK system, as shown next. In addition, they
also provide the server with a much richer knowledge of the state of
the client’s buffer than that provided by conventional acknowledgments,
as explained on the beginning of Section V. Consequently, the server is
able to exploit this information to its benefit and therefore to provide
e mmn .nced performance over a rate-distortion optimized system that
only employs conventional acknowledgment packets. In essence, the
transmission policies computed based on the knowledge provided by
rich acknowledgments are more efficient in a rate-distortion sense than
those computed based on conventional acknowledgments.

We observe a similar situation for streaming MaD as seen from
Figure 4. RichACK outperforms Conv. ACK over the whole range of
available transmission rates. The performance gains in this case reach up
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Fig. 4. Rich vs. Conv. ACKs for streaming MaD.

to 0.9 dB for transmission rate of 70 Kbps, or equivalently, transmission
rate savings of 22.2 % are observed for the given PSNR of 34.3 dB.
Note, however, that the performance gains in this case are not as large
as those for Foreman. This is due to the nature of the sequence MaD,
which exhibits comparably less motion than Foreman. Therefore, the
drop in quality incurred by a lost or late packet is not as significant for
MaD as is for Foreman since error concealment can be performed more
successfully in the case of the former.

Next, we compare the efficiencies of the two streaming systems in
terms of the transmission rate on the forward channel, as the packet
loss rate increases on the backward channel and remains fixed on the
forward channel. The forward and backward delay densities pr and
pp are specified with the following parameter values: n = 1 node,
1/a = 25 ms, and k = 20 ms for a mean delay of k+n/a = 50 ms and
standard deviation \/n/« ~ 25 ms. Figure 5 shows the Y-PSNR for the
Foreman sequence as a function of the transmission rate on the forward
channel, when ez = 0%, 5%, 10%, and 15%, while ez = 10%. It can
be seen that as the backward channel degrades, the transmission rate on
the forward channel of Rich ACK remains approximately constant (for
any given Y-PSNR), while the transmission rate of Conv. ACK increases.
Thus the gap between them, which is essentially zero when ep = 0%,
increases as the packet loss rate on the backward channel increases. This
is because as the backward channel degrades, Conv. ACK increasingly and
unnecessarily retransmits information over the forward channel, due to
loss of acknowledgment packets on the backward channel. Note that
RichACK avoids this by acknowledging every arriving media packet
multiple times by consecutive rich acknowledgments.

We find that the performance of both Rich ACK and Conv. ACK can
be accurately predicted from the distortion-rate function of the source
and the values of er and eg. When the number of retransmission
opportunities before the playout deadline is sufficiently large, both
systems transmit close to channel capacity. As is well known [23], the
capacity of an erasure channel with erasure probability € is 1 —e. Thus an
optimal system transmits 1/(1—e¢) channel packets for every data unit. In
particular, since Conv. ACK continues to transmit packets until it receives
an acknowledgment, which it receives with probability (1 —er)(1—e€g)
for each transmitted packet, then Conv. ACK transmits on average 1/[(1—
er)(1—ep)] packets per data unit over the forward channel. On the other
hand, Rich ACK transmits on average only 1/[(1 —er)(1 — €% )] packets
per data unit on the forward channel, where K is the number of rich
acknowledgments sent after the data unit arrives at the client. Note that
for the range of values for e g considered here, this can be approximately
written as 1/(1 — ep) even for very small values of K. Therefore, rich
acknowledgments essentially cancel out the effect of packet loss on the
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Fig. 5. Y-PSNR (dB) vs. Transmission rate (Kbps) for streaming Foreman.

backward channel.

To confirm that these factors accurately predict performance, we
normalize the transmission rates on the forward channel for all the graphs
in Figure 5 with 1/[(1—eFr)(1—eg)] for Conv. ACK and with 1/(1—¢F)
for RichACK and we plot them (in gray) in Figure 6, along with the
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Fig. 6. Y-PSNR (dB) vs. Normalized transmission rate (Kbps) for Foreman.
distortion-rate function of the source (in bold). It can be seen that all
graphs lie essentially on top of the distortion-rate function for the source,
meaning that we can effectively synthesize the graphs in Figure 5 by
multiplying the rate-distortion function by the appropriate factors for
Conv. ACK and Rich ACK.

Finally, we study the transmission rates of acknowledgments for both
systems which simply comprise the amount of acknowledgment data
sent to the client during a streaming session. In the case of Conv. ACK
each acknowledgment packet contains only a header and no payload.
On the other hand, a rich acknowledgment packet sent at transmission
opportunity ¢; consists of both a header and a payload of size w; bits,
where w; is the number of data units in the transmission window of
the server at t;, as explained in Section III. In our experiments, the
header size in both systems is set to 320 bits. In Figure 7, we show the
transmission rates of Conv. ACK and Rich ACK on the backward channel
as a function of the transmission rate on the forward channel. It can
be seen that for transmission rates greater than 40 Kbps, the rate of
acknowledgments for Conv. ACK becomes larger than the corresponding
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rate for RichACK. For example, for transmission rates of 80 Kbps,
RichACK saves 50 % of the bandwidth on the backward channel.
Furthermore, note that the range of transmission rates > 40 Kbps is
also the range over which Rich ACK provides the most significant
improvement in Y-PSNR performance, as shown in Figure 3.

We observed analogous results regarding the efficiencies of the two
streaming systems for streaming MaD, as a function of the packet loss
rate on the backward channel, and also in terms of the transmission rates
of acknowledgements. These results are not included here due to space
constraints. Nonetheless, the same discussion and conclusions that were
exposed above for the case of Foreman also apply for MaD.

VIIl. Conclusions

We have presented a system for rate-distortion optimized sender-
driven streaming of packetized media with rich acknowledgments. The
system consists of two major components. A feedback scheme that
periodically returns to the sender a single acknowledgment packet,
called rich acknowledgment, that informs the sender of the state of
the receiver’s buffer at the time when the rich acknowledgment was
transmitted. The second component of our system is an optimization
framework that enables the sender to optimize in a rate-distortion sense
its transmission policies based on the knowledge provided by received
rich acknowledgments and on the knowledge of the media source and the
communication channels. The computation of the optimal policies is done
using a Markov decision tree with finite horizon IV, associated with the
transmission scenario under consideration. The proposed system provides
significant gains in performance over rate-distortion optimized systems
that employ conventional acknowledgements as a feedback scheme. Our
experimental results demonstrate that the proposed framework performs
favorably over a large range of conditions considered for the feedback
(backward) channel. The gains in performance increase as the packet
loss rate on the backward channel increases. An additional advantage
of streaming with rich acknowledgments is that it provides significant
savings in transmission bandwidth on the backward channel. Finally, it
was also shown that the performance of the proposed system is quite
insensitive to variations in the quality of the feedback channel. This can
be exploited to reduce the frequency of ack packets in order to conserve
bandwidth or energy, which can be extremely useful for two classes
of networks: networks with asymmetric links where the relative cost of
sending an ack is higher and wireless sensor networks that have stringent
power constraints.
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communications

Frequency Coordination in the
Amateur Radio Emergency Service

Leif J. Harcke, Kenneth S. Dueker, and David B. Leeson

Abstract. The selection of a new frequency for disaster communications use by the Stanford University
community is examined in detail. Allocating frequencies in a voluntary radio service is constrained by band
overcrowding, limited receiver selectivity, and small or non-existent budgets for regiona coordination efforts.
When presented with the challenge, individuals from the student radio club and the electrical engineering
department developed a three phase plan to model, test, and deploy the use of a new narrowband VHF FM
simplex channel. Computer modeling of the radio propagation environment in the San Francisco Bay Area
identified several candidate frequencies for further study. Passive monitoring eliminated some of the initial
choices by highlighting those exhibiting co-channel interference. An extended period of testing resulted in the
final selection of anew channel. The frequency selected at the completion of the study has been in continual use
since the fall of 2002 with no reports of co- or adjacent channel interference, demonstrating the effectiveness

of the exercise.

I. Introduction

ANY people are familiar with the commercial radio

services defined and regulated by the Federal Commu-
nications Commission. These include broadcast television and
radio, and mobile telephone, data, and paging systems. Less well
known radio services include land-mobile voice and data services
used by construction firms, taxis, and delivery companies, and
local government emergency services such as police, fire, and
ambulance. The amateur radio service is often unnoticed among
the above popular services, since amateur license grantees are
primarily individuals, not corporations or civil agencies. The
amateur service is defined by Title 47, Part 97 of the Code of
Federal Regulations as having several fundamental purposes. The
first principle listed in 47CFR97 is:

(8 Recognition and enhancement of the value of the amateur
service to the public as a voluntary noncommercial com-
munication service, particularly with respect to providing
emergency communications [1].

Local and regional emergency communication networks are
often overstressed and fail during large disastrous events. Several
days after the onset of a disaster, temporary networks may
be deployed by the Federa Emergency Management Agency
(FEMA) or the National Guard to restore lost capacity. But
local networks typically fail in the first few hours following a
disaster, and the absence of communications capability for 24 to
48 hours can lead to unnecessary loss of life and/or increased
damage to property. The causes of network failure include power
outages exceeding equipment backup battery lifetimes, broken or
downed wires, and overloading due to heavy traffic demands.
A more subtle failure mechanism is the inability of emergency
services from disparate locales to operate on the same frequency
due to regulatory restrictions on co-channel operation which then
become implemented in hardware. More succinctly, town A's fire

Manuscript received April 18, 2004; revised May 17, 2004. L.J. Harcke and
D.B. Leeson are with the Space, Telecommunications, and Radioscience Lab-
oratory of the Electrical Engineering Department, Stanford University, Stanford,
CA 94305. Email: {1lharcke|leeson}@stanford.edu K.S. Dueker iswith
PowerFlare Corp., Palo Alto, CA 94301. Email: kdueker@epowerflare.com

company radios can't talk to town B’s fire company radios when
both towns respond to a large regional emergency.

Cédlular telephone networks, while seemingly ideal for intera-
gency communications, suffer from the fact that the network is
designed to support one-to-one traffic, not one-to-many traffic
necessary for deploying forces. Public safety communications
generally uses a combination of point-to-point systems as well
as “dispatch” radio systems, in which everyone on the network
can hear the prime transmitting user. This avoids the need for
relaying of messages and the corresponding possibility for misin-
terpretation. Civilian users tend to overload the cellular network
beyond its statistical capabilities with welfare traffic. Even so-
called push-to-talk cellular services do not provide true handset
to handset capability. Both handsets must have access to usable
base stations to make the connection.

Since the amateur service is composed of licensed individuals,
they are often “first responders’ in the event of a disaster, and
are in the unique position provide local, regional, and national
communications capabilities for the first crucial hours when
communication networks fail and until backup systems can be
installed and brought on-line. Once main networks are restored,
amateur service operations are usually continued in support of
volunteer relief agencies such as the Red Cross which do not
maintain their own networks. This paper is primarily concerned
with emergency communication planning in the amateur service
for the Stanford campus, which is located in the San Francisco
Bay Area of the state of Cadlifornia (Figure 1). The area is
made up of nine large counties surrounding the bay and hosts
a population of approximately 5.6 million people in the San
Francisco—Oakland—San Jose extended metropolitan areas. The
topography varies from sea level to near 1200 meters, and is
a challenge for both broadcast service and land-mobile radio
communications.

Two major disasters in the late 1980's and early 1990's, the
1989 Loma Prieta earthquake and the 1991 Oakland Hills fires,
caused the cities and counties of the Bay Area to extensively
review their emergency contingency plans. Though there are many
aspects to city and county emergency planning, one overriding
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San Francisco Bay Area topographic map. The Stanford University campus is located at the southwest corner of the bay near the town of Palo Alto.

Significant mountain ranges (850m) lie several kilometers to the south and west of the campus, while hilly terrain (150-250m) is common in the immediate vicinity

(Image credit: U.S. Geologica Survey).

concern after the Oakland Hills fires was the inability of emer-
gency services from different counties to communicate at the
scene of the incident. This eventually led to the establishment of
a Cdlifornia state-wide emergency communications plan which
aspires to provide seamless inter-operation of communication
networks at local, regional, and state levels.

The California Office of Emergency Services sponsors a one-
day, state-wide emergency drill annually, while county and city
emergency services drill more frequently on their own schedules.
The amateur radio service participates in the annual state wide
drill with other agencies, and drills independently at other times.
Typical amateur service drills in the Bay Area are carried out
weekly at the city level, monthly in support of regional hospitals,
and quarterly on a county-wide basis. Most civil authorities rec-
ognize the capabilities of the amateur radio service, and amateur
radio stations are installed in many city and county emergency
operations centers. In some California counties, amateur radio
service volunteers are categorized as “emergency responders,”
issued identification, and become unpaid employees of the county
when activated for drills or real emergencies. In case of injury,
these volunteers are covered by workman’s compensation laws
when deployed in hazardous situations.

Technical standards in both the civil services and the amateur
radio service tend to follow a lowest common denominator
approach. Though digital voice technologies provide increased ca-
pacity in commercial radio networks, disparate budget allocations
between various city and county governments mean that the base-
line communication capability for inter-operation is narrowband
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frequency modulation (FM) on the VHF and UHF radio bands.
For example, Alameda County upgraded its communications
facilities to a county-wide 800 MHz digital trunking system after
the Oakland Hills fires, while Santa Clara County continues to
use analog FM for most public safety radio services. An umbrella
organization, the Association of Public-Safety Communications
Officials — International, Inc. sponsors Project 25 in conjunction
with the telecommunications industry as a migration path to all-
digital communications in the public emergency network [2], but
nationwide deployment of the technology is many years in the
future. The amateur radio service mirrors the public networks in
the adoption of narrowband FM modulation for its baseline local
and regional networks. The selectivity of equipment produced
for the amateur service tends to be lower than radios produced
for government emergency services, which limits the re-use of
adjacent-channel frequencies.

Frequency allocation is handled quite differently in the civil
and amateur radio services. City, county, and state agencies are
permanently allocated frequency channels for their operations by
the FCC. In the amateur radio service, frequency bands are iden-
tified, but no explicit channelization or alocations are imposed
by the FCC. Because of the wide range of band alocations
from shortwave through microwave, operating frequency choice
in the amateur service is mainly a technology choice based upon
propagation considerations, modulation formats, and equipment
capabilities, rather than a regulatory choice. All frequency co-
ordination of both automated retransmission (repeater) stations
and point to point (smplex) stations is on a voluntary basis by
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self-organized authorities. When disputes arise, the FCC usually
defers to the decision of the local or national amateur frequency
coordinating authority [3], [4]. The availability of inexpensive
portable equipment and the good propagation characteristics over
hilly terrain make the 147 MHz VHF amateur radio band quite
popular as well as a site of frequent contention. The subject of the
remainder of this paper is frequency coordination of a new VHF
simplex channel for Stanford amateur radio emergency service
use. The planning, modeling and testing which led to this new
coordination took place in August of 2002, and the frequency has
been used regularly for drill purposes since the fall of that year.

Il. Radio Emergency Services at Stanford

The Stanford University campus is located at the north end
of Santa Clara County directly on the border with San Mateo
County. The populations of these two counties are 1.6 million
and 700 thousand people, respectively. The core Stanford campus
is 8 square kilometers in area and houses 14 thousand residents
[5]. The daytime population swells to over 20 thousand due to
student and staff commuters. The Stanford University Amateur
Radio Emergency Service isincluded in the university emergency
response plan. Specific facilities maintained for use by amateur
service volunteers include a 450 MHz FM voice repeater at 30m
elevation on campus to provide local coverage, and a 1300 MHz
repeater at 850m elevation approximately 8 kilometers from
campus to provide regional coverage. One 147 MHz simplex
channel is identified for local tactical use.

A decade after the Oakland Hills fires, the attacks on New
York and Washington, D.C. in September 2001 prompted an
additional review of local Bay Area emergency planning. On the
university campus, the Stanford Campus Residential Leaseholders
[6], the homeowners association, undertook a major overhaul
of their emergency plan in conjunction with the campus police
and fire services. As part of the review, the need for a tactical
radio communications facility was identified. Two candidate radio
services were proposed to meet this need, the family radio service
(FRS) and the amateur radio service. The family radio service
was created in the mid 1990's by the FCC for recreational use
and is part of the FCC's Citizens Band services. FRS uses 1/2
watt narrowband FM transmissions in the 460 MHz band. Ground
testing with typical FRS hand-held units revealed that the terrain
and vegetation of the campus (the Stanford sports team mascot
is the Tree) prevented FRS radios from providing the needed
coverage. Testing with 147 MHz amateur service hand-held radios
with 5 watt capacity provided coverage that was acceptable. An
additional advantage of the amateur service is the ability to use
much higher transmit power levels for base station radios if
necessary. Though amateur licensees may use up to 1.5 kilowatts,
voice FM base stations in the 147 MHz amateur service typically
use 50 to 100 watts. The disadvantage of using the amateur
service for this system isthat radio operators need to pass the FCC
license examination, whereas FRS and citizens band systems may
be operated without a license. In the end, the technical benefits
of the amateur service outweighed the regulatory hurdles, and a
core group of radio operators were trained and licensed.

The additional loading which the residential civil defense
program would place on the existing Stanford amateur radio

emergency service frequencies led to an overhaul of the existing
frequency alocations. Up to that time, the 440 MHz on-campus
repeater served as the prime communication channel for regular
drills, with a fall back plan to operate on the repeater fre-
guency in simplex mode if the repeater, which does have battery
backup, went down for other reasons. The existing 147 MHz
simplex channel had been underutilized for many years, and in
the meantime, the national frequency coordination authority had
reallocated the band segment containing the Stanford frequency
for space satellite to Earth station links [3]. Periodic review of the
voluntary amateur band plans results in reallocation of existing
frequencies. Though in an emergency, amateurs may forgo any
voluntary band plans and operate on any frequency as needed, the
presence of weekly and quarterly drill traffic on a satellite band
would not be proper. Another solution would have been to drill
on a secondary channel, and switch to the prime channel in the
satellite band for actual emergencies. There is a strong desire to
drill on the frequencies which will be used in an actual emergency,
so that operators will have radios pre-programmed and configured,
and won't have to remember new procedures when under the
stress of an actual deployment. It was decided that the Stanford
University Amateur Radio Emergency Service should seek a
new permanent 147 MHz simplex channel for regular drills and
emergency use. Simplex frequencies in the amateur service are
designated as first come first serve. In the amateur emergency
service, channels are typicaly chosen by reviewing a chart of
frequencies claimed for use by surrounding towns, and picking a
channel in a somewhat ad hoc fashion. Use of the channel during
regiona drill exercises will then reveal conflicts with other users.
It is up to the users of simplex channels to resolve co-channel and
adjacent channel interference issues with other users. Wishing to
minimize potential conflicts from the start, the Stanford amateur
radio emergency service approached the university’s student radio
club and the electrical engineering department for technical advice
on selection of a new VHF simplex channel.

lll. Planning and Propagation Modeling

Taking into account the budget (nil) and time constraints (one
month) for channel selection, a three phase plan for project
completion was developed. Phase one involved using public
domain software and databases to model the VHF propagation
environment of the Bay Area and identify the best candidate
frequencies for Stanford operations. Phase two involved passive
monitoring of selected frequencies during co-channel user’s drills
to reject poor candidates. Phase three involved use of the best
candidate frequency for regular weekly drills, with the goal of
identifying real conflicts with co- and adjacent channel users. At
the end of the trial period, the candidate frequency would be
presented to the amateur radio emergency service coordinators
for Santa Clara and San Mateo counties for official adoption.

From the outset of phase one, it was recognized that a simple
free-space propagation model would not accurately represent the
radio environment of the Bay Area, and that the effects of terrain
should be included in the modeling and selection process. As
mentioned in the introduction, the topography variation is quite
significant, and shadowing effects can allow frequency re-use over
shorter spatial scales than free-space considerations alone would
indicate (Figure 2).
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Fig. 2. Terrain effects on VHF radio propagation. The mountain prevents line
of sight propagation from point A to point B. Knife-edge diffraction over the
mountain allows station A to communicate with station B. Point C lies in the
terrain shadow of station A. Different response teams located at points A and C
may operate co-channel without experiencing interference.

Propagation modeling that includes terrain effects is a FCC
requirement for radio transmission facility licensing in the broad-
cast, business, and public safety radio bands. There are several
commercialy available software packages which help radio en-
gineers site new towers for broadcast and other radio services,
but the costs of these packages can be prohibitive for regular
use in the amateur service, where funding sources are limited.
Many regional amateur frequency coordinating authorities em-
ploy propagation models when reviewing applications for fixed
repeater stations [4]. The most common model employed for
terrain modeling in the land-mobile radio services is the irregular
terrain model (ITM) developed in the late 1960's by the U.S.
Department of Commerce [7]. The model combines both physical
considerations such as knife edge diffraction and empirical data
such as tropospheric propagation loss over typical path lengths.
The computerized version of the model is also known as the
Longley-Rice model after its primary developers at the National
Bureau of Standards. Since the FCC requires the use of Longley-
Rice for some radio service sitings, most commercial companies
supplying propagation modeling software include ITM as a base-
line mode, and develop a value-added product by incorporating
graphical user interfaces and terrain database integration into their
packages. The bare bones model is available in Fortran source
code form from the Department of Commerce (C++ source is
available as of November 2003) [8].

The irregular terrain model can be operated in two modes, area
prediction mode and point to point mode. As the current study
is concerned with co-channel and adjacent channel interference
from other cities in the Bay Area, the point to point mode was
used. Using ITM in point to point mode requires severa inputs,
including the frequency of operation, the distance between the
radio terminals, the height of the transmitting antennas, ground
conductivity, atmosphere refractivity, and a digital topography
profile along the line between the terminas (Figure 3). Though
no explicit channelization of the amateur service radio bands is
required by the FCC, due to population density and repeater
stations, the 147 MHz simplex band in the Bay Area is ef-
fectively divided into twenty six 15 kHz channels. To promote
coordination, frequency usage by city and county are maintained
in an on-line database by the amateur radio emergency service
[9]. The physical location of each city or county radio facility
was taken to be the latitude and longitude coordinates reported
in the master U.S. Geological Survey catalog of place names
[10]. An average antenna height of 10 meters above local terrain
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Fig. 3. Digita terrain profile. This data set, showing elevation above sea level in
meters between the Stanford campus and the neighboring town of Portola Valley,
demonstrates the challenging local propagation environment.

was assumed, based on typical amateur base station installations.
Average to poor ground conductivity and sea-level atmosphere
were assumed. The GLOBE digital topography database from
the National Geophysical Data Center at 1km postings was used
for terrain profiles [11]. The interface between ITM and GLOBE
was provided by the Institute for Telecommunication Sciences of
the U.S. Department of Commerce [8].

Programming for the model proceeded as follows. Since ITM
was available only as Fortran source with a command line
interface, and the input data existed in a number of disparate
databases, a driver program was written in Perl to extract needed
information from the databases, run the propagation model, and
sort and format the results for printing. All databases were queried
to produce the needed input datain flat, comma separated variable
(CsV) filesin standard ASCII encoding. Since the computational
requirements for ITM are quite low by modern standards, a brute
force search of the parameter space was employed. The driver
program looped over al 26 possible frequencies for simplex
operation, and computed and stored the path loss from each town
using that frequency to Stanford. These results were then sorted in
oder of predicted attenuation and written to disk in fixed column,
tabular format. The programming effort resulted in 100 lines of
Fortran and 150 lines of Perl. Program execution time was less
than two seconds on a 450 MHz Pentium Il processor running
version 2.4 of the Linux operating system.

Several conclusions can be drawn from viewing the output of
the program (Table 1). First, the major source of path loss is
the 1/d? component of the standard Friis free-space transmission
formula where d is the distance to the remote city. Second, the
ranking does not follow the 1/d? law exactly, since the terrain
loss can be significant even over short distances. Compare the
nearby city of La Honda, located 15km away in the Santa Cruz
mountains, to San Rafael, located 70km away at the north end of
the bay. The La Honda frequency would be a better choice than
the San Rafael frequency for co-channel operation, since the total
attenuation of asigna arriving from LaHonda is greater than that
of asigna arriving from San Rafael. The 500m elevation change
of the intervening terrain between Stanford and La Honda causes
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TABLE |
PREDICTED ATTENUATION FOR VHF BAND RADIO SIGNALS

Space Ht.  Terrn. Total
Freq. Location Dist. Loss Chg. Loss Loss
(MH2) (km) (dB) (m) (dB) (dB)
146580 Los Gatos 278 1047 50 435 1482
146.520 LaHonda 15.1 99.4 507 48.3 1477
146.490 Millbrae 275 104.6 68 40.2 14438
147.420 San Rafael 69.0 1126 65 317 1443
146.565 Oakland 43.3 108.5 22 31.8 1403
146.550  San Francisco 451 1089 46 266 1354
146.460  Cupertino 16.4 100.1 24 343 1343
146.505 S. San Francisco 33.3 106.3 32 20.7 1270
147510 Santa Clara 20.3 101.9 34 244 1263
147570  Foster City 175 100.7 31 242 1249

17 dB greater attenuation than the terrain between Stanford and
San Rafael. The choice of La Honda over San Rafael may seem
counterintuitive to those who only consider free-space loss, but
it demonstrates the utility of including terrain modeling.

Some additional manual interpretation of the model output
was necessary, as the program does not completely capture the
dynamics of amateur radio service simplex operation in the
Bay Area. The top program choice, 146.58 MHz, was aready
allocated to a digital packet radio service. The second program
choice, 146.52 MHz, is designated by the national frequency
coordination authority as a nation-wide hailing frequency [3].
The fourth program choice, 147.42 MHz, had the town of Los
Altos Hills, only 3 kilometers from the campus, as an adjacent
channel user, and was rejected on the basis of the frequency
selectivity characteristics of radios manufactured for use in the
amateur service. This left two choices in the top five, 146.49 and
146.565 MHz, which were identified as candidates for phase two
passive monitoring.

IV. Theory into Practice

Phase two passive monitoring took place during the first two
weeks of August 2002. The primary base station for Stanford
amateur radio emergency service operations is located at 30m
elevation on campus. As part of the emergency communications
plan, this facility may call upon a high frequency (3 to 30 MHZz)
radio facility in the hills behind campus at 150 meters elevation
for state-wide relaying of traffic. Testing was carried out at the
secondary facility since the facilities must be able to communicate
via the tactical VHF simplex frequency in the event of an
emergency. Passive monitoring of the 146.565 Oakland amateur
radio emergency service weekly drill traffic led to the conclusion
that co-channel operation would result in significant interference,
as Oakland is essentially a straight shot across the bay from
Stanford. Monitoring of the 146.49 MHz Millbrae frequency
revealed that co-channel operation would be possible without
significant interference.

In late August and early September 2002, phase three of the
plan was put into action, and regular weekly Stanford drills
commenced on 146.49 MHz. This new VHF tactical frequency
was aso used during quarterly regional drills. No significant
co-channel or adjacent channel interference was reported over
the next few months of drill operations, and in January 2003
the frequency choice was presented to regional amateur radio
emergency service officials for formal adoption.

Several weaknesses in the use of the irregular terrain propaga
tion model were identified by the testing phase. First, since alarge
number of Bay Area cities are located on the edge of the bay, line-
of-sight over water propagation should be accounted for in the
model by changing the ground conductivity when the majority of
the signa path is determined to be over water. It should be noted
that the model prediction worked well for the actual frequency
chosen at the end of the study, since the propagation path from
Stanford to Millbrae is over land. Second, the Bay Area terrain
is quite variable, which can require cities to use antenna supports
which exceed the 10m assumption in the model in order to “see
over” neighboring hills. The databases could be augmented by
polling city radio officers to obtain actual antenna heights. Third,
1km postings are almost too coarse for this type of work. An
additional enhancement to the model would be the use of finer
resol ution topographic data. Public domain digital elevation maps
at 30m postings are available from the U.S. Geological Survey,
and could be incorporated into a future upgrade to the software.
Many commercial packages make use of these 30m data sets.

Propagation modeling is a great aid for planning purposes,
but occasionally co- or adjacent interference occurs in the red
world and must be dealt with. An effective technical solution if
the interference is not too strong is the use of the continuous-
tone coded squelch system (CTCSS). This system mixes a low
frequency (60 to 250 Hz) tone into the audio of the transmitting
station. The receiver squelch is set to open only when the proper
tone is present on the demodulated audio. CTCSS encoders
and decoders are standard issue on both family radio service
and amateur radio service equipment. The system is effective
in alowing moderate channel re-use while maintaining back
compatibility with unequipped radios. The Stanford amateur radio
emergency service routinely drills using this tone feature, so that
operators are trained and ready if interference becomes an issue
during an actual deployment.

V. Conclusions

In this paper, the role that the amateur radio service plays in
augmenting civil authority communication networks in times of
disaster has been highlighted. The San Francisco Bay Area has
heightened sensitivity to the need for disaster communications
due to its large population and experiences with the 1989 Loma
Prieta earthquake and 1991 Oakland Hillsfires. In the wake of the
2001 terror attacks on the east coast, the Stanford homeowners
association reviewed its tactical communication requirements and
requested the assistance of the student radio club and the electrical
engineering department in meeting its communication needs.
Preliminary ground tests in the 460 MHz UHF band determined
the inability of the family radio service (FRS) to provide coverage
of the campus area. Further testing found that equipment designed
for the amateur radio service could provide the needed coverage
due to higher power transmitters and use of VHF frequencies
which have better propagation characteristics across the heavily
vegetated campus. The required licensing and training of com-
munity members as amateur radio service operators was not seen
as an impediment to the adoption of the amateur radio service
for this need.

Freguency coordination in a voluntary radio service can be
simplified by defining a three phase plan which makes use
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of modeling, passive monitoring, and active testing to identify
usable channels. Computer modeling of the radio propagation
environment selects the best candidate frequencies and greatly
reduces the number of channels which must be monitored during
on-air testing. The availability of public domain terrain propa-
gation models and geographic databases allows volunteers in the
amateur service to use the same engineering tools as professionals
to complete a frequency utilization study. Terrain shadowing
effects permit co-channel operations that free-space propagation
considerations alone would discount. Passive monitoring of can-
didate frequencies will eliminate those with significant co-channel
interference. An active testing phase is necessary to identify
conflicts with co- or adjacent channel users before the final
adoption of the best candidate channel can take place.

Adoption of this plan for the voluntary coordination of a
new VHF simplex frequency for Stanford University emergency
communications needs has been a success. The plan was executed
on time and within budget constraints. The frequency selected
at the completion of the study has been in continual use since
the fall of 2002 with no reports of co- or adjacent channel
interference, demonstrating the effectiveness of the exercise. The
methodologies used in this study can be readily applied by other
groups in the amateur radio service, and the lessons learned can
be extended to other radio services.
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communications

Capacity of Fading Broadcast Channels with

Quality-of-Service Constraints
Chris T. K. Ng

Abstract. For wireless fading broadcast channels, different capacity configurations such as ergodic, outage,
minimum rate, or limited-jitter can be represented by atriplet of quality-of-service parameters from each user:
maximum rate, minimum rate, and shortage probability. For each fading state, the channel capacity is obtained
from evaluating a finite set of possible extreme points. Optimal power alocation strategy across fading states
is shown to be water-filling with rates determined by the effective noise of the corresponding fading states,
then combined with constant rate power alocation. Shortage capacity can be similarly obtained by removing
the minimum rate constraints when the system is in one of the shortage fading states.

Index Terms: Broadcast channels, capacity region, quality-of-service constraints, fading channels.

I. Introduction

UPPORTING real-time, multiuser, and heterogeneous traffic

such as combinations of multimedia, data, and control sig-
nals over wireless communication channels has been an active
research topic. In multiuser wireless communications, a broadcast
channel refersto atransmitter sending independent information to
multiple users simultaneoudly, as in the downlink communication
from a base station to a group of mobile terminal users. The
received signal strength fluctuates randomly over time due to
scattering, and the constructive and destructive interference of
the transmitted signal. This effect of time-varying received signa
strength is called fading. For instance, in a favorable fading state
when the received signa strength is high, data can be sent at a
high rate using little transmit power. On the contrary, in a fading
state when signal strength is low, data transmission rate suffers,
or it requires large transmit power to boost the transmission
rate to an acceptable level. Different applications have different
tolerance against such random channel fluctuations. Hence in
addition to an average transmission rate, quality-of-service (QoS)
parameters such as delay bound, minimum throughput, maximum
jitters or outage percentage can be used to fully specify the
communications requirements of an application. For example,
file downloads might require high average transmission rates, but
otherwise have no delay constraints. On the other hand, voice-
streaming applications need only moderate average rates, yet
impose stringent delay constraint requirements.

The capacity of a channel determines the maximum rate data
can be sent to the receiver with arbitrarily small probability of
error. Ergodic capacity is the long term average transmission rate
over all fading states. Outage capacity is likewise defined, with
the additional requirement that the transmitter has to maintain
a constant rate, except for a given fraction of time when trans-
mission is allowed to be suspended (typically during unfavorable
fading states). As a special case, zero-outage capacity alows no
transmission suspension, and thus requires a constant rate at all
times. Finally, minimum rate capacity is the average rate achieved
with the constraint that a given minimum rate for each user has

The author is a PhD student in the Department of Electrica Engineering at
Stanford. Email: Chris.Ng@stanford.edu

to be maintained over all fading states.

While capacity for fading broadcast channels with different
constraints are known: ergodic capacity [1], [2], outage capac-
ity [3], and minimum rate capacity [4], this analysis focuses on
the scenario where each user is able to specify a set of parameters
that represents the QoS requirements on the channel. The user
specifies a maximum rate needed by the applications, a minimum
rate required, and a shortage probability over which the minimum
rate stipulation might be waived. Effectively, when in shortage,
the system resorts to a best-service resource provisioning scheme,
in which minimum rates are no longer guaranteed. Similar to [3],
thereis also a system-wide parameter to specify whether common
shortage mode, where all users declare shortage simultaneously,
or independent shortage mode, where users declare shortage
separately, is used.

This model is motivated by the desire to support heterogeneous
applications with different QoS reguirements over a common
wireless channel. For example, delay-insensitive applications such
as batch file transfers seek to maximize ergodic capacity with
little QoS constraints. On the other hand, an adaptive audio/video
streaming application would operate with a minimum rate needed
for legible communication up to a maximum rate in which
the source content is encoded. Any rate above this maximum
does not provide additional utility. Whereas for wireless control
applications, a fixed rate (therefore fixed delay) is much more
desirable than raw capacity, hence the user would wish to set the
minimum rate the same as the maximum rate to eliminate jitters.

The QoS requirement parameters are explained in Section II.
Next, Section |11 presents the discrete-time memoryless broadcast
channel system model used in the analysis. Section IV considers
the scenario where the broadcast channel is static (i.e., no
fading), while Section V extends the analysis results for a fading
channel. Effects of shortage on capacity and power allocation
is investigated in Section VI. Numerical results are presented in
Section V11, and conclusions follow in Section VIII.

II. Quality-of-Service Constraints

Each user will specify the QoS requirements in a triplet of
maximum rate R™, minimum rate k™, and shortage probability g.
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Let (R}, R}, q;) be the QoS parameters given by user j, with
0 < R} < R"and 0 < ¢g; < 1. Specifying a maximum
rate means user j derives no additional utility beyond the rate
R}". The maximum rate may represent system bottlenecks (e.g.,
limited encoder/decoder processing rate, buffer access speed) such
that even if additional power is available, the system still cannot
transmit to the user at a higher rate.

On the other hand, setting a minimum rate with shortage
probability means user j must receive rate equal to or above R}
with probability 1 — ¢;. With the remainder probability ¢;, the
system can declare shortage and the minimum rate is no longer
guaranteed. Shortage capacity differs from outage capacity [3] in
that when system is in shortage, while it is short of providing
a minimum rate guarantee, transmission might still take place at
a lower rate. Whereas when system is in outage, transmission is
suspended completely. If transmission power is set to zero when
system is in shortage, then shortage capacity reduces to outage
capacity.

Besides the QoS requirements triplet (R}, R”, ;) from each
user, a system-wide parameter shortage mode is also to be
specified. In common shortage mode, al users are required to
declare shortage simultaneously, whereas independent shortage
mode alows each user to have different shortage fading states.
Naturally, if common shortage is specified, it is assumed that ¢;’s
of all usersarethe same: ¢; = ... = qu = q.

The QoS parameters can be set to represent a variety of
channel capacity configurations. For example, having a minimum
rate of zero and maximum rate of infinity leads to the ergodic
capacity, while setting minimum rate the same as maximum rate
represents zero-outage capacity. Different capacity configurations
represented by the QoS parameters are shown in Table I.

Capacity Configuration QoS Parameters

Ergodic [1], [2] (R™,R"™,q) = (00,0,0)
Zero-outage [3] R™ =R",q=0

Minimum rate [4] (R™,R"™,q) = (00, "min, 0)
Outage [3] R™ = R"™, q = pout
Limited-jitter R™ — R™ = rjitter

TABLE |
CHANNEL CAPACITY CONFIGURATIONS REPRESENTED BY QOS PARAMETERS.

At first, it might not be intuitive how having a maximum
rate parameter would represent a constraint to the system. Since
a capacity region encompasses al achievable rates, it would
appear that the maximum rate requirements would simply crop
the portion of the capacity region that is beyond the respective
maximum rates. However, since the maximum rate constraint
limits the transmission rate in every fading state (instead of
limiting the average transmission rate), it effectively restricts the
transmitter from taking advantage of favorable fading states to
transmit at high data rates when noise levels are low.

For example, Fig. 1 shows the ergodic, zero-outage, and
minimum rate capacity regions of a two-user fading broadcast
channel. The minimum rate requirements are R and Ry, for
user 1 and user 2, respectively. As described in [4], the minimum
rates have to lie within the zero-outage capacity region; otherwise,
the requirements are not achievable. Compared to the ergodic
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capacity, imposing minimum rate constraints can only reduce the
capacity region. In Fig. 2, it shows the QoS constraint capacity
region for the same fading broadcast channel. The minimum rate
congtraints R} and Ry are the same, but in this case there is
also a maximum rate constraint R7* for user 1. The maximum
rate constraint R}" lies completely outside the ergodic region.
However, since capacity is the average rate over all fading states,
without the constraint it is possible for the transmitter to send to
user 1 at rate higher than R in some fading states. The maximum
rate constraint imposes a limit on the transmission rate under
those scenarios, and therefore has the effect of further reducing
the capacity region.

R2
A

Ergodic

User 2

y

R R1
User 1

Fig. 1. Ergodic, zero-outage, and minimum rate capacity regions.

R2
A
Ergodic
Q\
o)
QoS Constraint
Ry
> R1
Ry Ry
User 1

Fig. 2. Ergodic, zero-outage, and QoS constraint capacity regions.
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lll. System Model

The analysis adopts the same system model as defined in [2]—
[4]. It assumes a discrete-time flat-fading Gaussian broadcast
channel, with perfect channel state information at the transmitter
and at al receivers. The transmitter varies its transmit power
(thus controlling the transmission rate) under an average power
constraint, and superposition coding with successive decoding [5]
is used.

At each time instance ¢, the transmitter sends a signal X (i)
with power p; (i) to user j over bandwidth B. The average total
transmission power over time cannot exceed P. To characterize
the channel, let v; be the noise density of user j's channel, and

g; (@) its time-varying channel gain at time i. Then combine
the channel gain and noise density to form the time-varying
noise density n; (i) = v;/g,(i); sincen; (i) incorporates the time-
varying channel state, it will also be referred to as a fading state.
Signalsto all M users are sent simultaneously, hence the received
signal for user j becomes

M
Yi(i) = > X(d) + 2(0) )
k=1

where z;(i) is a Gaussian random variable with zero mean and
variancen,; (i) B. It is assumed that the noise density vector n(i) =
(n1(),..., nar(2)) are known to the transmitter and all receivers
at each time instance i.

Using superposition coding with successive decoding, the rate
for user j at fading state n is

L) ) @)
njB + Zi:l pz(n) 1[7'LJ > 77,1]

where 1[-] is the indicator function. Since B is simply a constant
scaling factor, it can be assumed to be 1 without loss of generality.
This analysis will focus on the case where the channel has two
users (M = 2).

Rj(n) = Blog (1 +

V. Additive White Gaussian Noise Channel

First consider an additive white Gaussian noise (AWGN)
channel wherethereis no fading. Inthis case, n1, n2 are constants
with respect to time. Furthermore, assume ny > n; (user 2 has
noisier channel); in the case of n; > no, the derivation remains
valid with the subscripts 1, 2 reversed. Let user 1 and user 2
has QoS requirements (R}", R}, 0) and (R3", RY,0), respectively
(since channel has no fading, set shortage probability ¢; and ¢
to 0). To determine channel capacity, it is needed to maximize the
achievable rates subject to the total power and QoS constraints:

max p log (1 + p_1> + po log <1 + P2 >
P1,P2 ny p1+n2

SubjeCttOZp1 +p2§P7( ;n’ ?,O),( gn’ 370)

©)

where p; is the power alocated to user 1, and p, the power
allocated to user 2. The proportion factors p; and s alow
achievable rates of user 1 and user 2 to be weighted differently;
0 <p <1,and py =1 — py. For instance, pq = pe = 1/2
corresponds to the case when the metric of interest is the sum-
rate Ry + R2, and both users' rates are weighted equally. Note
that from the definition 1 # 0 and us # 0: Thisis to simplify

the boundary conditions in the maximization; as each factor can
be arbitrarily close to zero, no generality is lost.

The channel capacity is afunction of (p1, p2), the noise density
vector n = (nq,ns2), and the total available power P. In an
AWGN channel, n is known and remains constant. Suppose total
power P is available for transmission, then the problem is to find
out how to optimally divide up P between the two users; i.e.,
what is pj and p3? Let the function F4 (P, n) denote this optimal
power allocation between the two users. Given P and n, F4(+)
returns the optimal pj and p3, which can then be substituted
back in (3) to obtain the capacity achieved under optimal power
allocation. Therefore, the optimal power allocation function is

(p1,p3) = Fa(P,n), 4

and the respective achieved capacity is
Rc(P,n) = max R((p1,p2), P, n) ©)
= R(Fa(P,n), P,n). (6)

Note that R((p1,p2), P,n) represents an achievable rate with
some power allocation p; and p.. When the power alocation is
optimal, capacity is therefore achieved and is denoted by R (+).
Since power alocation is already determined, Rq(-) is only a
function of P and n.

Successive decoding allows user 1 to subtract out the signal
power of user 2. Therefore, user 1 is not affected by user 2. To
user 2, however, user 1's signal power p; is effectively noise. For
user 2 to maintain a constant rate R%", as derived in [4], its power
p2 needs to be accordingly increased whenever p; is increased:

p2 = (e = D)py + ny(e™ —1). O
Likewise, if a constant rate of R% is to be maintained:
p2 = (™ = 1)p1 +no(e™ —1). 8

For convenience, define the following constants:

PM™ A (e 1)
Pr A (e —1)
G 2 P 1
Gn2eft? — 1

Py & G (P + n2)

Then the constraints of (3) can be expressed in terms of the
following five inequalities:

p1+p2< P (9)
p1 < P" (10)
p1 > Py (11)
P2 < G(p1 +n2) (12)
p2 > Gn(p1 +n2) (13)

Note that all of the constraints are linear in py, p2. Let Q denote
the region over p;, po where all constraints are met. Since P > 0
and 0 < R} < R for each user j = 1,2, it implies P/ > Py,
G > G, and P > Pg'. These conditions lead to a contiguous
and closed region €2 on the p;-p, plane, as shown in Fig. 3. Let
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Fig. 3. QoS constraints on power alocation for user 1, 2.

the lines ¢p, Cpr, Cn,, a, and £y, denote the boundaries of
Q, which correspond, respectively, to constraints (9)—(13) with
equality being taken, as summarized in Table |1 below.

Line  Constraint  Constraint Type

b 9 total average power

5y (20) maximum rate for user 1

N, (12) minimum rate for user 1

Cary (12) maximum rate for user 2

N, (13) minimum rate for user 2
TABLE Il

CONSTRAINT BOUNDARIES.

An extreme point is defined by the intersection of two bound-
aries. Note that a point (p1,p2) can be represented as a vector
P = p1i+p2j, Wherei, j are unit vectorsin the py, po directions,
respectively. Six extreme points My, N1, M2, N, X and Y are
of particular interest; their definitions are tabulated in Table I11.

Point  Intersection  Constraint Type

M1 Ly, Uar, maximum rate for user 1
N1 Ly, UN, minimum rate for user 1
Mo Lr, Uy maximum rate for user 2
No Ly, UN, minimum rate for user 2

minimum rate for both users
minimum rate for both users

TABLE Il
CONSTRAINT BOUNDARY EXTREME POINTS.

X oty €hrs
Y Ny s ENy

The channel achievable rate function

R(p) = p1 log <1+ p—1> + iz log <1+ b2 ) . (1
n1 + no

b1

being differentiable everywhere, is differentiable on the closed
region ). Therefore, R(p) must take on an absolute maximum
on 2, which can be found as follows:
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1

2)

3)

4)

First calculate the the gradient of R(p):
OR OR
VR(p) = -—(p)i+ ~—(p)] 15
(p) apl(p)l ap2(p)J (15)

_ ( Hi H2p2 ) ;
pi+n1 (p1+n2)(p1+p2 +n2)
M2 .
+P1 +p2+n2 I (16)
The gradient, defined everywhere, is never 0. In particular,
since py > 0, its j-component will always be positive.
Therefore, the maximum point of R(p) is on one of the
boundaries of (.
Consider the boundaries ¢;;, and ¢y,. Define unit vectors
Um, Un, respectively, to have the same directions as /,y,,
Iy, (in the increasing p1-p2 polarity):

i+Gnj

Uy = ————, (17
(Gm)?2+1

S 5 €% (18)
(Gn)2+1

The directional derivatives of R(p) with respective to uy,
and u,,, respectively, are given by the dot products:

Ry, (P) =VR(p) um (19)

_ 1 H1 7 (20)
(Gn)?+1p1+mne2

Ry, (p) = VR(p) - un (21)

- (22)

- M1
V(G211 +ns

Since both R, (p) and R, (p) are always positive, R(p)
is monotonically increasing in the directions of u,, and u,.
Therefore, if the maximum point lies on ¢y, or ¢y, it has
to be one of the extreme points My, N2, or X.

Next consider the boundaries ¢;;, and ¢,. Both of them
are parallel to the p, axis, hence the derivative of R(p) in
the direction of j is

R;j(p) = VR(p) -] (23)
- M (24)
p1+Dp2 + N2
Similarly, since the directional derivative R;(p) is dways
positive, R(p) is monotonically increasing in the direction
of j. Therefore, if the maximum point lies on ¢, or £y,
it has to be one of the extreme points My or Nj.
If the maximum point does not lie on ¢y, Ny, Car,, OF
{n,, then it has to be on the boundary ¢ within the open
interval between points M; and M. Denote such point
as T. Then optimization (3) reduces to a standard one-
dimensional maximization problem. The derivative of the
channel capacity along /7 with respect to p; is

R (1)) = (1 = p2)pr + png — poma
dp1 (p1 +n1)(p1 +n2)

Since ny > ny, the derivative is always positive for p; >
2. In such case Ry,.(p1) is monotonically increasing in the

(25
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direction of p;, so My or Ny are the possible maximum
points rather than T. For p1 < pe, T is given by

T — <M1n2 — Hany p_ Hing — ,u2n1) '
M2 — 1 M2 — p1
5) Finally, when available total power equals the minimum
power requirement P = P + P3'. All of the above
operating points close in to meet at the minimum rate
extreme point Y.

Therefore, there are only seven potential maximum point
candidates: My, N¢, M5, Ny, T, X and Y. Thus the maximum
of R(p) can be obtained by evaluating the candidate points that
lie on the boundaries of €2, and choose the one that yields the
largest valug, i.e.,

F4(P,n) =v suchthat R(v) > R(V')V v # v,
where v, v € {Ml, N1, My, N3, T, X, Y} noQ.
The coordinates of the possible maximum points are presented

in Table 1V. To evaluate the channel capacity at the possible
maximum points, substitute the coordinates into (14) to obtain:

(26)

(27)

p-Pp
R(M1) = pz log <1 + m) + i RY? (28)
1
P — P/
RNy = ptos (14 5 ) 4By (29
1
P —Gnun m
R(Mz2) = p1 log <1 + m) + po Ry (30)
P —Gun n
R(N2) = p1log <1 + m) + po Ry (31
P — Homny —pin2
R(T) = pglog | 1 + —(—"—12
(T) = p2log ( 2y — m))
i log <1 N w) 32)
(11 — p2)m
R(X) = mR" + p2 Ry (33)
R(Y) = 1 RY + p2 Ry (34)

Then the channel capacity associated with the optimal power
dlocation is

Rc(P,n) = R(Fa(P,n), P,n), (35

which is given by one of the equations in (28)—(34).

V. Fading Channel

In this section, zero-shortage capacity of a fading channel
will be studied. Effects of shortage are analyzed in Section VI.
For a given total power P(n) and noise density n, optimally
alocating the power between the users is solved in Section 1V;
the power allocation between user 1 and user 2 is given by (27)
and the capacity achieved is the maximum of (28)—(34). Hence,
the remaining step is to determine the optimal power alocation
across fading states n.

In a fading channel, ny, ne are random variables with known
joint probability distribution. Consider based on the noise density
vector n = (nq, ne), the total power P(n) can be varied. Partition
the noise density vector into states {Sm,, SNy, SMa» SN2, ST,
Sx, Sy}, where S, corresponds to the values of n that results

in the channel capacity taking on maximum at v for a given total
power P, i.e.,
nesS, if Fo(P,n) =v,
where v € {Ml, N1, M3, Ny, T, X, Y}
Therefore, the channel capacity for a given noise density state S,
and total power P is given by (28)—(34). For states Sx and Sv,

the channel has constant rates. For the other states, the channel
capacity has the following form:

(36)

P(“)TB> D, @)

where A, By, C, and D, are parameters specific to the noise
density state S,. The values of these parameters are tabulated in
Table V.

To find the optimal power alocation strategy for each n, i.e.,
to determine P(n), it is needed to maximize the following:

Rc(P(n),n) = Ay log <1 +

wax Fn [R((p1(n), p2(n)), P(n), n)] (38)
g5
En {,ul log <1 + p1n(1r1) + p2log (1 + %)}
subject to: E,[P(n)] < P, (39)

where p1(n) + p2(n) < P(n).
For Sx and Sy, power alocation is dictated by the maximum
and minimum rates:
Px(n) = P" + Py
Py(n) =P+ P}

(40)
(41)

where Px(n), Py (n) are the power alocation strategy for states
Sx, Sy, respectively. For the other states, substitute (37) in (38)

to obtain:
P(n)—- B
max Ej, {Av log <1 + %) + DV]

P(n) (42)

IN <
ol

subject to: E,[P(n)]
Using Lagrangian method, form

J(P(n)) = Ay log <1 + %‘73‘/ + Dv)

— A(En[P()] - P), (43)

then set 52 to zero to obtain:

P(n)
AL —(C, — By) A +>C, - B,
P(n)z{o x e (44)

where

1 is the water-filling level. Define effective noise
ni(n1,ng) = Cy — By. The values of A, and n}, for each state
are summarized in Table VI. Notice that states Sy, Sy, and
St al have A, = ps and the same effective noise n, = no.

Therefore, there are only three water-filling equations:

1
Paiy Ny T(0) = [pi2 5 = 2]t (45)
1
P, (n) = L/“X = (Gm + 1)y + Grna |4 (46)
1
Pry(n) = [pay = (Gn + 1)n1 + G|+ (47)
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Point p1 p2 Constraint Type
M; P P—Pm™ maximum rate for user 1
N1 P P— PP minimum. rate for user 1
M2 g (P — Gmn2) G?,:il (P +n2)  maximum rate for user 2
N, o7 (P — Gnna) %(P +mn2)  minimum rate for user 2
Himg —pomng _ p2mi—ping
T pTee— P prE=— total average power
X P Py maximum rate for both users
Y P P} minimum rate for both users
TABLE IV
POSSIBLE MAXIMUM POINTS.
Sate AV BV Cv Dv
Sm;  pe2 P P + ng pa RY
SNy 2 P Pl" +ng pRY
SM2 M1 Gmna (G"L + 1)77/1 LLQR%”
SN2 1 Gnna (Gn —+ 1)1’L1 ,LLQR;
H2m] —pin2 K2 _ H2mi —p1n2
St K2 M1 =2 H1— 2 (nl n2) pa log (1 + (h1—p2)ny )
TABLE V
RATE FUNCTION PARAMETERS FOR EACH NOISE DENSITY STATE.
Sate Ay nk(n1,n2) Py(n1)
Sm; M2 na \
SNy p2 n2
Sm, 1 (Gm+1)ny — Gmna
SN2 M1 (Gn + 1)77/1 — Gpna
ST no no PM2 (nl)
TABLE VI

WATER-FILLING PARAMETERS FOR EACH NOISE DENSITY STATE.

Next, it is needed to determine which power allocation equation
to use for a given fading state n. Consider the power alocation
P, (n) in the direction n; for each state. Effective noise of states
SMm,» SN,, St does not depend on n4, so alocated power is
simply the constant M2§ —ng, Whereas states Syg, and Sn, have
linear power allocation with slopes, respectively, —(G,, + 1) and
—(Gy, + 1), asillustrated in Fig. 4.

Observe that as given in Table IV, as n; increases, T moves
from N5 towards Ms; therefore, in the direction of increasing
ny the states can only appear in this order: {Sn,, ST, SMm.}-
Coupled with the fact that slope of Py, ;. m(n1) > slope of
Pn,(n1) > dlope of P, (ng) with respect to nq, the water-
filling power alocation can be represented compactly by

Pw (I‘l) = min{maX{PNz (Il), PM1,N1,T(H)}7 P, (Il)} (48)

Alternatively, in the direction of ns, increasing no, while keeping
ny fixed implies the state occurrence order {Sm,, Sn,} and
{SM,, SN, }. With slope of Py, (n2) > slope of Py, (n2), and
slope of P, (n2) > slope of P, (n2), it leads to the same
conclusion. Finally, combine with the maximum and minimum

rate constraints, the optimal power alocation strategy is:
P*(n) = min{max{Py (n), Py(n)}, Px(n)}. (49)

The water-filling level % can be determined by choosing the
maximum water-filling level alowed by the average total power
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~

P, Ny 1(121)

Pw(nl)
PN2 (nl)

ni

Fig. 4. Power alocation for each noise density state Sy in the direction of n1,
with the combined water-filling power alocation Py (n1) shown in bold.

constraint:

A= A" such thet max En[P(n,A")] <P, (50)

and the channel capacity achieved is ssimply the weighted average
of the capacity over the fading states:

R = En[R(P"(n))].

Thisisillustrated in Fig. 5, where the dashed line denotes a lower
water-filling level than the one in bold.

(51)

VI. Shortage Probability

A. Common Shortage

In the common shortage mode, when the system declares
shortage for a certain fading state n, the minimum rate constraints
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Py, Ny, 1(11)

P*(n1)

_________

= 71

Fig. 5.  Water-filling combined with constant rate power allocation. The dashed
line denotes a lower water-filling level than the one in bold.

for al M users are removed. Naturally, al users have the same
shortage probability . Effectively, this is same optimization
problem as before with minimum rates R} = 0 Vj = 1,..., M.
Therefore, similar procedures from Section 1V can be used to
deduce the optimal power allocation.

1) First calculate the zero-shortage power allocation function
as previously derived. Write P*(n,\) to denote power
alocation in terms of its water-filling level A\, and P*(n)
when ) is determined by the average total power constraint
(50).

2) Repeat the same calculations with the minimum rate con-
straints removed, i.e,, set R} = 0 Vj; denote such power
alocation function obtained as P (n, \,), and when the
water-filling level ). is determined, as P (n).

3) Select the set of shortage fading states Q to contain the
fading states n that results in maximum power savings
while not exceeding the specified shortage probability ¢:

max n;gp*(n) — P¥(n) such that r;QPr(n) <q (52)

4) Asshown in Fig. 6, the final shortage capacity power allo-
cation strategy Po(n) is obtained from combining P*(n, \)
and PX(n,\,) over their respective associated domain of

n.
n¢Q,
neo.

X P*(n, A
PQ(na /\7)\z> = { P*En )\1)

Thewater-filling levels A\, A, need to be recalculated to satisfy the
average total power constraint (50). However, since the removal
of minimum rate constraints represents a discontinuous change of
channel capacity with respective to n, the water-filling levels A
and )\, areindependent. After constraint (50) is applied, there still
is an extra degree of freedom over division of power between A
and ). Unfortunately, as A and A\, have no closed form analytic
expressions, standard optimization techniques cannot be applied.
Notwithstanding, in practice when the shortage probability ¢
specified is small, A, is often zero. Thisis because small ¢ limits
Q to only contain fading states with large noise density n, over
which the optimal power alocation strategy simply is to suspend

(53)

Py, Ny ,1(001)

PNz
] =

ny ¢ Q

n1€Q

Fig. 6. Power allocation with shortage probability.

transmission. In this case shortage capacity reduces to outage
capacity.

B. Independent Shortage

In independent shortage mode, each user specifies a shortage
probability ¢;, j = 1,..., M, over which the minimum rate
constraint for that user is not guaranteed, i.e., R = 0. Calculating
the optimal power alocation for independent shortage capacity is
similar to that of common shortage. However, it is needed to
compare the zero-shortage power allocation function to that of
each of the 2M — 1 permutations of different users in shortage.
Moreover, it is needed to divide the power among the 2™ — 1
water-filling levels. As described in Section VI-A, as there is no
closed form expression for the channel capacity, standard opti-
mization techniques cannot be readily applied. Further research
work is needed to devise the optimal power alocation strategy
for this scenario.

VIl. Numerical Simulations

In this section simulation results are presented. In all plots it
is assumed that the average total transmission power P is 10mW,
and the channel has a bandwidth B of 100kHz. In Fig. 7, the fad-
ing state distribution is: (n, B, naB) = (1 x 10~*mW, 1mW) with
probability 1/2, and (ny B, naB) = (ImMW, 1 x 10~*mW) with
probability 1/2. The channel has a large 40dB SNR fluctuation
between the fading states for each user. As expected, imposing a
minimum rate constraint of 300kbps for each of the users reduces
the capacity region. If each user also specifies a maximum rate
constraint of 1200kbps, capacity region is further reduced. Note
that the 1200kbps maximum rate actually lies outside of the
ergodic capacity region. However, it still represents alimitation on
the system since the transmitter can no longer send at arbitrarily
high rates (within transmit power constraint) in a favorable fading
state.

In Fig. 8, the channel has the fading distribution: (n1 B, nyB)
= (0.001mW, 0.1mW) with probability 1/2, and (n1B, n2B)
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= (0.1mW, 0.001mW) with probability 1/2. In this case, the
channel has arelatively smaller 20dB fluctuation in SNR between
the fading states for each user. Therefore, imposing a minimum
rate of 300kbps does not reduce the capacity region drastically.
In fact, unlike the previous scenario, specifying a maximum
rate constraint of 1200kbps for each user does not reduce the
minimum rate capacity. It implies that even without the maximum
rate constraint, in every fading state the transmission rate for
each user does not exceed 1200kbps, thus having the maximum
rate constraint does not represent any additional limitation to the
transmitter. When a more restrictive maximum rate of 900kbpsis
imposed, it can be observed that only then the capacity region is
reduced moderately.

1200

T
= Ergodic Capacity

= = Min Rate=300kps

= Q0S=(1200kps,300kps,0)
—— Zero-Outage

1000

R2 (kbps)
@
3
3

400

0 . . . .
0 200 400 600 800 1000 1200
R1 (Kbps)

Fig. 7. Capacity regions of a symmetric two-user fading broadcast channel, with
40dB SNR difference between fading states.

1200

T T
= Ergodic Capacity

= = Min Rate=300kps

= Q0S=(1200kps,300kps,0)
++ Q0S=(900kps,300kps,0)
—— Zero-Outage H

1000

800

R2 (kbps)
@
3
3

400

.
0 200 400 600 800 1000 1200
R1 (Kbps)

Fig. 8. Capacity regions of a symmetric two-user fading broadcast channel, with
20dB SNR difference between fading states.

VIIl. Conclusion

In this analysis it has been shown that a variety of channel
capacity configurations, e.g., ergodic, outage, minimum rate,
limited-jitter, or a heterogeneous combination of them, can be
represented by a triplet of QoS parameters from each user. Opti-
mal power allocation between the users can be readily determined
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by evaluating afinite set of possible extreme points. The resulting
channel capacity with respect to total power is either constant,
or has a common form that is logarithmically proportional to
the total power relative to an effective noise. This common
capacity expression alows power allocation across fading states
to be optimized, which is shown to be water-filling with rates
determined by the effective noise of the corresponding fading
states, then combined with constant rate power allocation. Finally,
it is shown that shortage capacity can be similarly obtained by
removing the minimum rate constraints when the system is in
one of the shortage fading states. Therefore, the QoS parameter
model provides a unifying framework in which channel capacity
configurations with heterogeneous requirements from different
users can be analyzed to obtain the respective channel capacity
and optimal power allocation strategy.

Acknowledgment

The author would like to thank Prof. A. Goldsmith and Nihar
Jindal for helpful discussions on the topic.

References

[1] D. Hughes-Hartog, “The capacity of the degraded spectral gaussian broadcast
channel,” Ph.D. dissertation, Stanford University, 1975.

[2] L. Li and A. J. Goldsmith, “Capacity and optimal resource alocation for
fading broadcast channels—Part |: Ergodic capacity,” |EEE Transactions on
Information Theory, vol. 47, no. 3, pp. 1083-1102, March 2001.

[3] ——, “Capacity and optima resource alocation for fading broadcast
channels—Part 1I: Outage capacity,” IEEE Transactions on Information
Theory, val. 47, no. 3, pp. 1103-1127, March 2001.

[4] N. Jinda and A. Goldsmith, “Capacity and optimal power alocation for
fading broadcast channels with minimum rates,” in Proceedings of IEEE
Globecom, November 2001, pp. 1292-1296.

[5] T. M. Cover and J. A. Thomas, Elements of Information Theory. Wiley-
Interscience, 1991.



ieee.stanford.edu/ecj 45









ieee.stanford.edu/ecj



