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ABSTRACT

The Global Navigation Satellite System (GNSS) is vulnerable to Radio Frequency Interference (RFI) due to the low-powered
nature of its signals. Spoofing is a type of RFI which sends GNSS-like signals to receivers making them believe they are at a
false location. Recently, due to the conflicts taking place in Eastern Europe and the Middle East, there has been an increase
in spoofing attacks that often also affect civilians far away from war zones. Although spoofing detection and characterization
methodologies have been developed in the past, the previous lack of real-world spoofing data has limited studies to lab-based
experiments or large-scale outdoor testing campaigns, both in artificial interference environments. While these artificial data are
useful during the development process, real-world data are needed to understand the spoofing techniques used in uncontrolled
environments. This paper analyzes GNSS data collected from the southeast Mediterranean Sea during the Summer of 2024
using two u-blox FOP receivers, one of the L1/L2 model and one of the L1/L5 model. The study’s goals are two fold: First to
demonstrate the utility of low-cost GNSS receivers for detecting and characterizing spoofing. Second to assess the effectiveness
of various previously developed spoofing detection techniques on a real-world dataset.



I. INTRODUCTION

The Global Navigation Satellite System (GNSS) is vulnerable to Radio Frequency Interference (RFI) due to the low powered
nature of its signals. RFI can take the form of jamming, in which the GNSS frequencies are overwhelmed with unwanted power
or spoofing in which “fake” GNSS signal are transmitted. In the case of jamming, the added signals/noise prevents receivers
from locking the GNSS satellite signals, resulting in loss of position and timing information. In the case of spoofing, the fake
GNSS signals provide false measurements to a receiver, leading to an incorrect “spoofed” position solution. It is common for
jamming and spoofing to be used alongside each other, with jamming ensuring that real satellite system can’t be tracked while
fake “spoofed” signals are being transmitted.

Recently, due to the conflicts taking place in eastern Europe and the Middle East there has been an increase in jamming and
spoofing attacks that often also affect civilians far away from war zones Gebrekidan (2023). Most of the effects on civilian
users are considered “collateral,” meaning the interference was not targeting them but occurred because they were operating
within the affected area. The surge in RFI events highlights the need to develop detection and characterization techniques that
can provide early GNSS integrity warnings to users. This is especially important for safety of life applications such as aviation,
which rely on GPS for critical flight procedures.

The Stanford GPS lab is developing a low-cost GNSS RFI monitoring system, which utilizes a commercial off the shelf (COTS)
receiver to both detect and characterize interference events. Previous work has focused on the development of monitoring
metrics from jamming in both a lab-based environment and real open sky data from across the world Kriezis et al. (2024b).
In this paper, low-cost COTS receivers are used to analyze a real-world spoofing event, to evaluate the effectiveness of various
metrics in detecting and characterizing spoofing.

Similar to the dynamics in cybersecurity, spoofing threats continue to evolve alongside advancements in technology and
improvements in mitigation techniques. This creates a continuous feedback loop, where progress in spoofing drives the
development of countermeasures, and vice versa. The challenge with developing anti-spoofing techniques is that until recently
there was a lack of real-world spoofing data, resulting in most developments taking place in controlled environments. While
these environments allow for experimentation with different spoofing techniques, they are limited to artificial scenarios. The
use of real-world data is fundamental to ensure that detection and characterization techniques developed are effective and can
be relied upon when deployed in the field.

II. REAL WORLD RFI EVENT

The dataset of the RFI event analyzed in this paper was collected during the summer of 2024 in the Southeast Mediterranean
Sea region is which both jamming and spoofing are widespread. Two u-blox FOP receivers were installed in a vessel executing
a route to the port of Haifa in Israel. One of the receivers operated in the L1/L2 frequency and the second one in the L1/L5
providing information across the entire GNSS frequency band in L-band. The planned route of the ship is shown in Figure 1.
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Figure 1: Ship Route.

Previous studies have evaluated jamming environments and proposed methods to classify interference in three levels based on



the received power and availability of satellites Kriezis et al. (2024a). While jamming was experienced in intervals throughout
the ship’s route, it intensified when the coast was reached. About 10km from the Israeli coast, spoofing was first observed with
the position jumping to the Beirut airport in Lebanon. Figure 2 shows the position of the ship, color coded based on the three
jamming thresholds, green for no interference, yellow for increased received power (jamming indicator) and red for loss of many
GNSS satellites. The jamming levels in Figure 2 correspond to GPS L1, however, it is important to note that jamming is also
observed in the L2 frequency across all GNSS center frequencies.
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Figure 2: L1/L2 receiver position solution, marked with GPS L1 RFI flags.

Contrary to the effect on the L1 and L2 frequencies, the L5 frequency band does not experience interference in either the form
of jamming or spoofing. Thus, GPS L5 and Galileo E5a are used as the base line “ground truth” in this paper.

III. SPOOFING DETECTION

Spoofing techniques can be divided into three main categories, meaconing/re-broadcast, simulators and advanced spoofing
which incorporates a combination of a simulator and the use of live signals. Meaconing/rebroadcasting is the simplest form of
spoofing in which a GNSS signal is received and re-transmitted without any additions or changes. The main limitation of this
technique is that the spoofed location is fixed and corresponds to the location of receiving antenna for the system retransmitting
the observed GNSS signals. Simulators have the ability to transmit fake signals corresponding to any location on Earth providing
increased flexibility, however, their isolation from the true GNSS signals and their broadcast data, make such spoofers easier
to detect. Advanced spoofing combines the two previous techniques, providing both the flexibility of a simulator and real time
data from the GNSS signals, allowing such spoofers the ability to incorporate any signal updates such as the true ephemeris and
any navigation message authentication information.

There are multiple spoofing detection methodologies that have been studied in previous papers, each focusing on a different
feature of the signal. It is important to note that since spoofing takes different forms, there is not a single methodology that
covers all scenarios. Spoofing detection methodologies for a single receiver system can be classified in four main categories
based on the metric they rely on: position solution, signal power, signal information and signal consistency.

1. Position Solution

The position solution can be used in spoofing detection by tracking unrealistic movements of a particular receiver. In the simplest
form of a stationary receiver, the knowledge of the true position allows for the detection of any significant deviation. For moving
platforms, position estimators and filtering techniques can be employed to track abnormal movement. While this technique can
be effective when there is a large difference between the spoofed and a true positions, in some scenarios of targeted spoofing,
the position can slowly deviate staying within the nominal expected movement envelop of a moving platform.

In the Southeast Mediterranean Sea case, spoofing is widespread and results in a large deviation between the real and spoofed
position. Thus, the position solution can very effectively be used for spoofing detecting by observing the position shifting by
kilometers in a matter of seconds. Figure 3 shows the latitude of the position solution from the L.1/L.2 receiver as a function of



time, with 7am being the point in which spoofing is causing the position shift.
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Figure 3: Latitude from PVT solution of the L1/L2 receiver.

The L1/L5 receiver produces an unaffected position solution due to the lack of interference in the LS band. By comparing the
solutions from the L1/L2 and L1/L5 receiver as seen in Figure 4, the spoofing discrepancy can be observed.
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Figure 4: Latitude from PVT solution of the L1/L2 and L1/L5 receivers.

The large distance between the spoofed and real location as well as the fact that the Beirut Airport (spoofed location) is not
within the line of site to the receiver, eliminates meaconing from the likely spoofing technique. A simulator spoofer is much
more likely causing the position solution to shift to Beirut Airport.

2. Signal Power

Received signal power methodologies focus on detecting unusual behavior in the signal power. GNSS signals are emitted at a
constant power, but the received power changes based on the location of the satellite in the sky. Spoofing signals can’t always



match the expected power pattern of the satellite as received by the user’s antenna, especially when a wide area is targeted,
leading to detectable power anomalies. Specifically, the AGC of a receiver and the C/NO of satellites has been used in past
studies as metrics to detect power anomalies Akos (2012) Nielsen et al. (2012).

In the RFI event analyzed in this paper, spoofing is detectable through power monitoring. The AGC is not useful for detecting
the onset of spoofing, as jamming has saturated it before spoofing starts. C/NO values on the other hand provide valuable insights
for the presence of spoofing. In the case of the L1/L2 receiver, as seen in Figure 5, before 7am that spoofing begins, the GPS
L1 and GPS L2 signals have a similar C/NO value, while after it starts there is a clear difference. This effect could have been
nominal behavior if only the GPS L2 signal was jammed, however, in our case both bands experience similar level of jamming.
In addition, before spoofing begins, the C/NO changes based on the elevation angle while after it starts the C/NO is at a constant
value.

50 - 140

i I

( ' 30

45+

35

1
N
o

N
o
Elevation

25 -

o

20 -

——L1CI/NO
L2 C/NO

L Elevation
I L I I I

| | 1 1 |
02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
Date & Time

Figure 5: C/NO value of GPS L1 and GPS L2 over time.

For the case of the L1/L5 receiver, a similar strategy can be employed. In the left side of Figure 6, the two signals can be
seen at the time jamming intensifies. The L5 signals remains unchanged as no interference is observed in that band. The L1
signal C/NO reduces as the vessel moves closer to the jammer. When the two signals are re-acquired the C/NO value are similar,
indicating spoofing in the L1 frequency as such a high C/NO is not possible under a powerful jamming condition.

3. Signal Information Verification

The navigation message of GNSS signals includes ephemeris information with the orbital elements of each satellite in the
constellation. The ephemeris information are essential in computing a user’s location and the GPS ephemerides are updated
every two hours to account for a satellite’s orbital drift. One spoofing strategy is the modification of ephemeris information to
represent satellites at a different orbital location, resulting in a new “spoofed” user position. To evaluate the integrity of the
ephemeris information received by the user in the Southeast Mediterranean Sea case, the navigation files from the receiver were
compared with the true navigation files. The satellite orbital information of both the L1/L2 and L1/L5 receiver were found to be
identical with the exception of one satellite in L1/L2 receiver. However, the single satellite anomaly takes place for only a few
hours and occurs hours after the spoofing began, indicating it is not correlated. Thus, modification of ephemeris is eliminated
as a possible spoofing detection technique for the RFI event under investigation. The IODE (Issue of Data Ephemeris) acts as a
version stamp for the ephemeris information. In the case of simple simulator spoofing, IODE values and ephemerous updates
are not identical to the real signals, resulting in IODE being a useful spoofing detection metric. In the dataset analyzed, both
the IODE values and the time in which the ephemeris updates occurred was compared with the true values. The findings were
two-fold: the IODEs were correct, and most of the updates occurred within 18 seconds of the real signal. The consistency of
ephemeris, IODE and update times, indicate that the spoofing technique used has a real-time GNSS feed and the ability to make
updates to the ephemeris in real time. The existence of such advanced spoofing capability should be taken into account when
GNSS receiver are tested against spoofing in controlled environments.
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Figure 6: C/NO value of GPS L1 and GPS L5 over time.

4. Signal Consistency

The fourth member of the spoofing metric categories is signal consistency, which can be evaluated though a series of signal
characteristics such as the doppler shift, pseudorange residual and clock drift Jiaxun et al. (2018) Hwang and McGraw (2014)
Liu et al. (2018). The signals characteristics have a predictable behavior which can be observed over time to determine potential
anomalies. The doppler shift and the pseudorange residuals are dependent on the satellite position relative to the user. The
doppler shift decreases as the satellite moves closer to the user until it passes overhead after which it starts increasing again.
Similarly, the pseudorange of the satellite is smallest overhead and increase as it moves toward the horizon.

Figure 7 presents the doppler measurements from the L1/L5 receiver, at a time in which spoofing takes place. The doppler
measurements are compared between the GPS L1 signal (spoofed) and the GPS L5 signal (true) to determine any discrepancies.
At a large scale, the two curves match and their inflection points are in the same time step. Therefore, we infer that the spoofing
technique used does not change the signal’s doppler shift. However, there are anomalies observed in the GPS L5 doppler shift
that require further examination.
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Figure 7: Doppler measurement of GPS L1 signal (spoofed) and GPS L5 signal (not spoofed).



Pseudorange residuals are an estimate of the distance between the satellite and the users. It takes into account errors in both the
satellite and user clock, as well as the atmospheric delays. While the distance of the satellite changes as it moves in the sky, the
pattern is predictable. Figure 8 shows the pseudorange residual for space vehicle 27 at the time spoofing begins.
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Figure 8: Pseudorange residual of SV 27 at the time spoofing begins.

The pseudorange value of both GPS L1 and GPS L5 jumps by 2267 km in a matter of seconds, indicating the presence of
spoofing. A change in the pseudorange can be attributed to multiple factors, including signal, satellite or user clock tampering,
and changes in the ephemeris. The presence of a pseudorange anomaly in the L5 signal, which does not experience RFI,
indicates a change in the receiver clock bias.

IV. SPOOFING DETECTION EVALUATION

Detection algorithms have been developed by researchers, government agencies and companies for both jamming and spoofing
detection. While the ones developed by companies are usually proprietary, academia and civilian government agencies make
them open. One of the public algorithms that can be used for RFI detection is specified in the Dual-Frequency Multi-Constellation
(DFMC) Satellite Based Augmentation System (SBAS) Minimum Operational Performance Standards (MOPS) which is used by
aviation receivers EUROCAE (2019). The MOPS algorithm was implemented using the ship dataset to evaluate its effectiveness
in detecting the spoofing taking place. The algorithm uses two main parameters, the C/NO values and the number of tracked
satellites to determine the presence of RFI. The MOPS algorithm had an accuracy rate of 94%, with 4% false positives when
evaluated on GPS L1 signal of the L1/L5 receiver for the duration of the spoofing. It is noted that a threshold of 27 dB-Hz
was used to determine the availability of each satellite. The high accuracy of the L1/L5 receiver was further evaluated and was
found to be coincidental. The detection was primarily based on the available satellite metric which is triggered when fewer than
five satellites are tracked. The receiver seems to be rejecting certain GPS L1 signals, likely due to inconsistency with the L5
pseudorange. When MOPS is implemented on the L1/L.2 receiver, the accuracy drops to under 13% as no signals are rejected
and the number of available satellites is more than five.

1. Metric Evaluation

The spoofing detection metrics outlined in this paper were evaluated for their effectiveness in the Southeast Mediterranean Sea
RFI event. The GPS L5 signals was used to establish the ground truth with each metric being assessed under two cases, a cold
start and over time. In the first case the receiver is assumed to be turned on while a spoofing event is taking place. In the second
case the receiver is recording before spoofing begins, capturing the transition.

Table 1 presents the nine metrics and algorithms and evaluates them as either useful, not useful and N/A against the type of
spoofing encountered in our dataset. N/A is used for cases in which the particular type of spoofing is not taking place in the
dataset analyzed. Not useful is assigned to metrics that were not able to detect spoofing and useful to the ones that were able to
detect spoofing.



Table 1: Interference Event Categorization

Metric Cold Start Over Time
Position Solution Not Useful Useful
AGC Not Useful Not Useful
C/NO Useful Useful
Ephemeris Check N/A N/A
Doppler Not Useful Not Useful
Pseudorange Residual Not Useful Useful
Clock Drift Not Useful Useful
MOPS Algorithm Partially Useful* | Partially Useful*

* The MOPS algorithm is partially useful for the L1/L5 receiver, however, for L1/L2 receivers it is an ineffective spoofing
indicator.

C/NO values and the MOPS algorithm (partially) were the only metrics that could detect spoofing in a cold start condition.
Small advancements to the spoofing technique implemented, such as the “targeted” adjustment of power could make detection
significantly more difficult. In the case the receiver is monitoring the signals before spoofing begins, there is a wider selection of
metrics. However, most metrics rely on detecting an anomaly at the instance spoofing begins, reducing their overall reliability.
The combination of multiple metrics can be an effective counter measure to the weaknesses of each metric.

V. SPOOFING CHARACTERIZATION BY PSEUDORANGE ANALYSIS

The anomaly observed in the pseudorange of both the L1 and L5 frequency can be used to further characterize a spoofing attack.
This can be achieved by analyzing and comparing the pseudorange equation components of both the “spoofed” GPS L1 signal
and “real” GPS LS5 signals . The pseudorange residual is given by:

p = Hfsat_fuserH — Bs+0b, +¢€ (1)

where:
* ||Zsat — Zuser||: Distance between satellite and user
¢ B,: Satellite clock bias
e b,: User clock bias
* ¢: Errors, including tropospheric delay

When spoofing is present, the following general equation holds:

Pspoofed = Hfspoofed sat fspoofed position” - Bsspmfed + buspmfed + ”fspoofer - fuser” +Tq +V 2)

where:
* || % spoofed sat — Lspooted position |: Distance between spoofed satellite position and spoofed user position
spoorea - SPOOfEd satellite clock bias
* bugpooa: Spoofed user clock bias
* || Zspoofer — Zuser||: Distance between the spoofer and the user
* 74: Spoofer time delay
* v: Errors, including tropospheric delay

Depending on the scenario, the spoofed quantities in equation 2 may or may not be equal to the corresponding unspoofed ones
in equation 1. The component of the pseudorange causing the anomaly is determined as follows: we compare each spoofed and
unspoofed component independently and attribute the anomaly to the components that are not equal.

Based on the analysis in section 3 for the GPS L1 signal, the satellite ephemeris (satellite location and satellite clock) was
determined to be unaffected by the spoofing attack. In addition, the spoofed location is constant at the Beirut airport through the



attack. This information allows for equation 2 to be re-written as for the GPS L1 pseudorange as measured during the spoofing
attack:

PGPS L1 = ||fsat — TReirut Airport” — B, + bu,pm,yed + ||fspoofer - fuser” + T4+ VvV 3)

For the GPS L5 signal that also experiences a change in the pseudorange even through there is no jamming and spoofing taking
place at that frequency. Therefore, the anomaly can be attributed to changes in the receiver clock that is shared among the L1
and L5 frequencies. Equation 1 can be modified to account for the tampered receiver clock:

PGPS L5 = Hfsat - fuser” - Bs + buspoored + € (4)

where:

L) : Incorporates the receiver clock bias and the clock spoofing induced by the GPS L1 signal

Uspoofed *

Solving for the user clock bias bu_spoofed and examining the value over time, spoofing anomalies can be detected. Figure 9
shows the clock bias term of the GPS L5 signal over a period of 24 hours. The term has an expected constant drift, however, at
the time spoofing is introduced at 7am the clock is experiencing an anomalous behavior jumping the equivalent of 2400km, a
similar to the pseudorange change.
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Figure 9: GPS L5 spoofed user clock bias.

Using equation 4, the spoofed receiver clock bias can be calculated. Equation 3 can be re-written using the spoofed receiver
clock to solve for Hfspoofer — Zyser|| + T4, see equation 5. Due to the large distance between the true and spoofed position the
equation can be simplified by removing the errors € and v.

Hfspoofer - fuser” + Tq = PGPS L1 — Hfsat — TBeirut Airport” — B, + buspoo{ed (5)

Equation 5 can be used to interpret the relationship between the user and the spoofer. A value with a constant drift, similar to a
clock bias drift would mean that the relative distance between the spoofer and the user is constant. Different interpretations can
be made for moving and stationary platforms and/or receiver. When applying equation 5 to the Southeast Mediterranean Sea
dataset, the results don’t have a particular trend. This can be attributed to a moving spoofer, unstable spoofing delay or noise in
the data due to blended position solutions with both real and spoofed data. With a lack of information regarding the behavior
of the spoofer to draw a clear conclusion, results were not included in this paper.



VI. CONCLUSION

This study presents a real world RFI event in which both jamming and spoofing are present. The collected data from two u-blox
low-cost receivers are analyzed to characterize the spoofing attack and determine the effectiveness of spoofing detection metrics.
Spoofing is an evolving threat and as a result there is no one set of metrics that detects all spoofing attacks.

The RFI event investigated was determined to be a form of advanced spoofing in which simulated signals are updated in real time
based on true GNSS signals. As a result, spoofing detection techniques such as ephemeris checks were deemed not effective.
On the other hand, the C/NO values proved to be a particular useful tool due to the unusually high power of the spoofers. This
is likely an effect of wide area spoofing where the signal power is not adjusted for a specific target. As an additional step, the
MOPS RFI detection algorithm was implemented to determine its effectiveness in detecting spoofing. While an accuracy of
94%% was observed for the L1/L5 receiver, it was determined to be coincidental and receiver dependent. Thus, the MOPS was
determined to be ineffective detection method for most cases.

Anomalies in the pseudorange and clock errors were observed and deemed to be useful when a receiver’s monitored signals
over time. The metrics were also used to further characterize the spoofer with partial success in the real world RFI event
investigated. Future work will implement the spoofing characterization methodology in controlled environments where the
spoofing technique is known.
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