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ABSTRACT
The growing dependence of critical and safety-of-life systems on GNSS makes the ability to rapidly detect and localize the
presence of GNSS interference events increasingly important. Ground-based GNSS jammer detection can be used to detect
local interference sources. However, this approach is limited by line of sight (LOS) and hence applying it to large areas is
costly in both time and money. A complementary technique is to use airborne GNSS receiver data as provided by Automatic
Dependent Surveillance—Broadcast (ADS-B). As these receivers are at altitude, their LOSs can cover a wide ground area. The
drawback to this method is that ADS-B was not designed for this purpose and the messages contain limited information for the
assessment of radio frequency interference (RFI). This paper develops and demonstrates an algorithm for real-time detection
and localization of GNSS interference sources using ADS-B. We implement and demonstrate this capability using recorded
ADS-B transmissions from known interference events.

This paper demonstrates detection of an interference source within few minutes of the onset of transmission and identification
of the location within small degrees of error in latitude and longitude. The algorithm does not require prior knowledge about
the interference source, it only assumes the source has omnidirectional radiation with continuous transmission. The algorithm
generates a probability map for possible locations of the RFI source. This information can then yield the most likely information
of the interference source including location and transmitted power.

This paper tested the algorithm on a recent interference event that occurred around Denver International Airport (KDEN). This
incident resulted in multiple aircraft reporting loss of transponder function and ADS-B issues within 30 NM of KDEN. The
tested result showed fast detection and identification of the interference threat.

I. INTRODUCTION AND BACKGROUND
ADS-B is a surveillance system that consists of aircraft based transmitters that broadcasts the GNSS derived position on Mode-S
Extended Squitter (Mode S ES) on the 1090 MHz frequency band. There are also ground stations that support reception of
ADS-B transmissions for air traffic control. The primary airborne position message is broadcast every 0.4 – 0.6 sec and can be
received by other aircraft and ground stations. ADS-B is already widely in use by commercial aircraft in Europe and the U.S.A.
by 2020 [1]. Therefore, the ubiquity and openness of ADS-B provides us widespread GNSS information.

ADS-B messages only provide basic information such as position or velocity, they do not contain information from the GNSS
receiver such as carrier to noise ratio (C/No). However, ADS-B messages have some built-in parameters which indicate the
integrity and accuracy levels of the reported GNSS measurements. We could infer information about GNSS reception from
those parameters. RTCA DO-260B [2] specifies the standards for ADS-B avionics. It states that if no new GNSS position data
is received within 2 seconds of the previous data update, the ADS-B transmitting subsystem will clear all but the altitude and
status subfields of the airborne position message. The position message could continue to be broadcast based on other navigation
systems, but the value of integrity and accuracy parameters should drop. Therefore, we can expect to observe a loss of airborne
position and/or a decrement in reported integrity and accuracy level as the aircraft enters the area impacted by interference.




