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ABSTRACT

In our previous work, we described a test statistic and a method to determine GNSS protection levels using dual
antennas under spoofing conditions. We evaluated these protection levels with real GNSS measurements affected by
actual spoofing events. The test statistic is easy to compute and appears to be quite sensitive to the presence of
spoofing. The method to compute a protection level (which accounts for all possible capture hypotheses), represented,
to our knowledge, the first attempt to rigorously evaluate integrity in the presence of spoofing. However, the method
as described in [6] was very computationally expensive and it does not fully exploit the properties of the carrier phase
measurements.

To address these points, in this work we generalize the method to unknown platform orientations, we reduce the
computational power associated to the protection level calculation, and we show the potential of integer nature of the
ambiguities to improve the power of the detection test.

INTRODUCTION

The use of at least two or more antennas to detect GNSS spoofing was identified as a powerful solution early on, and
a few studies have shown very good results, at least against single emitter spoofing ([1], [2], [3], [4], [5], [6], [7]). In
its simplest version, the method consists on computing the difference between the position solutions from each
antenna. If it is inconsistent with the known distance between the receivers (or with the vector between the two, if the
orientation is known through other sensors), for example if the distance is close to zero, it is likely that the receivers
are tracking a spoofed signal. For aviation, this solution is of particular interest because many aircraft are already
equipped with multiple GNSS antennas (although they are still not integrated such that their combined use is
straightforward).

Multiple-antenna methods have been demonstrated to be very effective in individual scenarios, but there has been
much less attention on its limitations, like for example its dependence on the multiple antenna geometry, the
measurement noise, the GNSS geometry, and on the assumptions about the effect of the spoofing signals (in particular,
the set of effectively spoofed signals). For applications with stringent integrity and continuity requirements, these
limitations must be understood and evaluated.

In [8] we described a test statistic and a method to determine GNSS protection levels using multiple antennas under
spoofing conditions. We evaluated these protection levels with real GNSS measurements affected by actual spoofing
events. The test statistic is easy to compute and appears to be quite sensitive to the presence of spoofing. The method
to compute a protection level (which accounts for all possible capture hypotheses), represented, to our knowledge, the
first attempt to rigorously evaluate integrity in the presence of spoofing. These protection levels could help evaluate
the potential of multiple-antenna set-ups to detect the effect of GNSS spoofing. However, the method as described in
[8] was very computationally expensive and it does not fully exploit the properties of the carrier phase measurements.
To address these points, in this work we:

1) Generalize the method to unknown platform orientations.



2) Reduce the computational power associated to the protection level calculation. This reduction is obtained by
demonstrating that the worst case non-centrality parameter only needs to be computed once per spoofing
hypothesis. This greatly improves on [8], because there we needed to compute the worst case for each
possible user bias error.

3) Evaluate the potential of extending the method to carrier phase measurements. In [8], the inputs to the test
statistic were the carrier-smoothed code measurements. We show the potential of integer nature of the
ambiguities to improve the power of the detection test

We test the proposed approach on real data collected in the Jammertest event held in Norway in September 2024.

MEASUREMENT MODEL
We recall the measurement model and the notations as described in [8].

The real measurements are modelled as follows

T = g0 X+ gl Vi) +y + 8L (code) (1)
~(i )T )T i i
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where
x is the position of the receiver at antenna 0
V() is the vector from antenna 0 to antenna &

t) is the clock for receiver &
s((,?) is the measurement noise in the code

9((,?) is the measurement noise in the carrier

g((,?) is the line-of-sight vector from i to &

For this paper, we are assuming a single emitter. The spoofed measurements can therefore be modeled as
)7((1'()) = g((l?)rx UV e+ g((,i)) +b") )
where

u is the line-of-sight vector to the spoofer

b®is the bias induced by the spoofer (expressed as a difference with a real measurement with respect to a reference
position)

The phase measurement can be modified in an identical manner. In the rest of the paper, we will omit it. For the
experimental results, we used code smoothed measurements, which for our purposes, can be modeled like the code
measurements.

We can combine the notations as follows
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6 = 1if measurement from antenna k to satellite i is spoofed. In this paper, we will be assuming that the vector

between the two antennas is known. We adjust the measurements so that they are referenced to antenna 0. We have
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We write
T
(u—-g) Vi) =v(Tk)u—g,.Tv(k) (5)
In matrix form, we have
X
y:GL}rA(Vu—Hwa)H (6)
where
T
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G L. 0 0
G=| : 0 -. 0 |are the lines of sight from each of the antennas and receiver clock states
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A= diag(A( k)) , A( = diag(é‘((,?)) is the diagonal matrix that sets which measurements are spoofed
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In the rest of the paper, we will only consider the case with two antennas. The notations are then simpler. With p=2,

0
Vo =0, v:v(l),H:{G}wehave
1

x
y=G[J+A(thu—Hv+Fb)+g (7

where 7 =[len0 L, ]T.



DETECTION STATISTIC

We use the weighted sum of squared residuals [8]. It can be computed as follows

r=y"Py (®)
with
P=w-WG(G'WG) G'W ©)
where the matrix W is the inverse of the covariance of the noise affecting the measurements in each antenna.
The structure of this covariance is:

W—] _ Ccom + CO Ccam 10
e C,,+C (10
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where C.,n 1s the covariance of the errors that are common to both antennas and C;, C; are the covariance of the other
errors (multipath and receiver noise). We used error models from aviation standards.

Under nominal conditions (Hy), T follows a chi-square distribution with p(n — 1) — 3 degrees of freedom (with one
constellation). In this paper, p = 2.

Under spoofed conditions (H;), T follows a non-central chi-square with a non-centrality parameter A defined by
A(bu)=(Ab+f) P(Ab+ f) (11)
where
A=AF
f= A(hvru —Hv)

In both cases, we are assuming that the measurement noise is conservatively characterized by the assumed covariance
W-!. Note that there will be many spoofed hypotheses, each corresponding to a different set of spoofed measurements.

The detection threshold can be determined by the required probability of false alert under nominal conditions.

DETECTION STATISTIC WITH UNKNOWN PLATFORM ORIENTATION

One of the biggest limitations of our previous work was the assumption that the platform orientation was known. In
this paragraph, we describe how to generalize the method to the case where it is not.

The detection statistic is constructed by referencing the measurements to one antenna (antenna 0)
y(v)zjz—Hv (12)
For an assumed platform orientation defined by the vector v*, the expression for the detection statistics is given by
1(vV)=(5-av) P(3-m) (13)
Since the orientation is not known, we minimize the above expression with respect to v'. This is equivalent to

estimating the direction of the vector (we will assume that the distance between the antennas d is known with very
high accuracy).



The new detection statistic is given by
Z.min = ‘r‘p‘g}r(v )

We describe an efficient method to solve this optimization problem below.

We want to solve the problem
min(j— ') P(5-HY')
subject to |V*| =d
This is equivalent to
min % x'Ox—q'x

Subject to |x| =1

where
Q=d’H"PH
q=dH" Py
1 *
xX=—v
d

(14)
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The optimization problem can be solved using a Lagrange multiplier p to account for the constraint. At the extrema,

we have
(O+ul)x=4q

We invert the above equation

)c:(Q+yl)fl q

The parameter u is then determined by using the constraint on the norm of x

b =" (Q+ul) " (Q+ I} g =1

To solve this equation, we first compute the singular value decomposition of the matrix Q
0=U"DU
We have
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where a =U"gq

The equation to solve is therefore
" 2

— =] (22)
i=1 (di + ,u)

The above equation is solved for u numerically. There are at most six extrema, which can be computed using a half-
interval search. We compute all of the extrema and keep the one corresponding to the global minimum.

A simpler alternative would be to discretize the space of possible orientations. This approach would make sense in
for example if the range of orientations can be constrained by other sensors.

In any case, at the end of this procedure, we have a test statistic that follows a distribution for which the probability
of exceeding the threshold is bounded by a chi squared distribution.
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Figure 1. Detection statistic normalized by detection threshold for both the known orientation case and the unknown
orientation cases (top). Normalized position error for both receivers (bottom). The test statistic always detects the
presence of large position errors (data collected at Jammertest on September 11, 2024 in Norway).
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Figure 2. Detail from previous two figures corresponding to an instance of (almost) full capture).

Figures 1 and 2 show the detection statistic applied to the data collected at Jammertest, September 2024 with the set
up described [8] (two antennas separated by about 20 m). Periods of no interference alternated with periods of
spoofing often preceded by jamming. The detection statistic always detects the presence of spoofing and large position
errors. Figure 3 shows the detection statistic is plotted against the normalized position error (same data).
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Figure 3. Detection test statistic against the normalized position error for the same data. (a)shows the nominal data
(to show that the test statistic is well below the threshold and that the normalized error is within the expected range).
(b) shows all the data within the shown range. For this data set, the test statistic always detects the errors caused by
the spoofer.



WORST CASE EFFECT OF SPOOFING WITH UNKNOWN ORIENTATION

In [8], we showed that under a spoofing hypothesis, the detection statistic follows a non-central chi-square distribution.
(The minimization across orientations will modify the resulting distribution. In this paper, we will ignore this effect
and leave it to future work to account for the minimization in the statistic). The non-centrality parameter can be
written as follows

ﬂ(ﬂ)=%(ﬁ—ﬁo ¥+ 23)

RAY

Where

[ is the user fault bias caused by the spoofed signals

A =f"(P-POP) f

By=s"(1-0P)f

0=AB (BT A"PAB) B’ A’

B, = Ker(PA)
B; completes B into a basis. B; can be determined by computing Ker(BzT ) .

We note that o is the standard deviation of the solution separation statistic corresponding to a fault described by

matrix AB, .

This equation, which was not in [8], is key because it enables the computation of a lower bound of the non-
centrality parameter that is independent of the user error . This can be achieved by minimizing A,and maximizing

8ol -
The minimization A, over all possible spoofing lines of sight and all possible orientations can be written as
. T 2
min|E-v—hv'y] (24)
Subject to |v|=d and |u|=1
where
1
E=W?(P-PQOP)AH
1
hy =W?*(P—PQP)Ah
The above problem is equivalent to

mjr1|E-v—05h0|2 (25)



Subject to |v|=d and |a| <1
Let us solve the problem for a fixed a. That is

l’ﬁgl|E . v—ah0|2 (26)

This is formally the same problem as in the section on the minimization of the detection statistic over all orientations,
which is described in the previous section. However, here we need to solve for a range of values of @. The vector
corresponding to the minimum will be given by

v=a(EE+ul) E'h 27)

The Lagrange multiplier u is determined using the constraint on the norm of v. Note that the diagonalization of E" E
only needs to be performed once.

The maximization of | ﬂ0| can be cast in the same way and solved using the same tools. We note however that for

many capture hypotheses we have £, =0.

At the end of this step, we obtain a lower bound for the non-centrality parameter

2 (B) == (B 4 29)

S8

where 1" =minA and B, = max S, .
0 0 0 0

The most important improvement with respect to [8] is the fact that a lower bound of 4 is computed for all spoofer
orientations and all platform orientations, which both makes the technique more applicable (by not requiring an external
measurement for the platform orientation) and more feasible (by reducing the computation needed to determine the
non-centrality parameter to one per hypothesis).

SIMPLIFYING THE PROTECTION LEVEL CALCULATION

In [8], we described the evaluation of the integrity risk (in one coordinate, and for one spoofing hypothesis) as

mgxP(HMI | B) (29)

where [ is the user error bias and

P(HMI | B)=P(s,,

>L,r<T|p) (30)
We therefore needed to compute the numerical maximum over all the values of the bias .

Here we simplify the approach by exploiting the fact that

user

>Lr<T|4.B)<P(¢

A < 4, implies P(|s,,, >Lr<T|4,p) (31)



Using Equation (29), we have

4 <A(B) and A(B)<—=(B-A) (32)
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Using (33) and (34), we get two lower bounds for the PHMI

P&, > L <T| A(B). B) < P(|,| > LT <T | 4. B) (33)
and
ﬁZ
P(|e,.|> L <T|A(B).B)< P( Eer|> L= By 7 <T |2 ,ﬁj (34)
O-SS
We further simplify (35) as follows
P& | > LT <T| 4, B) < P(z<T| 4,) (35)

. . . Dy . 1
The upper bound in Equation (36) is formally identical to a RAIM problem with slope — . We can therefore use
o

S8

standard RAIM techniques to compute an upper bound of the integrity risk [ 10], which we will not repeat here.

The upper bound (37) is independent of the user bias 5, which makes it very simple to evaluate. Both lower bounds
are shown in Figure 4 (for a given capture hypothesis).
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Figure 4. Lower bounds on the non-centrality parameter used to reduce the computational load in PL computation.
The lower bound corresponding to the red line is easy to compute because the contribution will be independent of the
user bias. The lower bound corresponding to the black line can be computed using RAIM techniques. The figure
corresponds to a partial capture.



EXPLOITING CARRIER PHASE MEASUREMENTS

Spoofing conditions have distinctive signatures on the carrier phase measurements that can be exploited to detect it
[1],[6], [7], [11]. Previous work has shown that it is possible and practical to conservatively bound the probability of
not detecting a complete capture [11]. It is much harder to design tests that will detect partial capture and to ensure
that the probability of false alert is not excessive.

It may be possible to adapt the approach described for the code measurements for carrier phase. However, it is going
to involve the solution of multiple integer least squares problems, which is likely to be complex, both in computational
terms and for the derivation of a probability of missed detection. Instead, we choose an approach based on double
differences, which preserves the integer nature of the biases introduced by the carrier phase ambiguity.

Let us consider only the pairs of measurements assumed to be captured by the spoofer. Under the complete capture
hypothesis, we have (for the unadjusted measurements)

Vo =Gx+Fb+t,+&,+ AN,

¥, =Gx+ W u+Fb+t +¢& + AN, (36)
The single difference between the two antennas is

yi—yo=Wutt,—t,+&-¢g+A(N,—N,) (37)
We now form a double difference by choosing one reference measurement (indexed by 7).

z=g —go—(el,i—goﬁi)+ﬂ(N2 -N, —(Nz’,.—NlJ.)) (38)

We can see that the double difference will be zero modulo the wavelength A (note that we are re-using this symbol in
this section). Under nominal conditions, the same measurement is

ZZHV—lhI.V+€1—80—(6‘],.—80‘1.)-1-1]\/ (39)
where N=N,—-N,—(N,,-N,,)

Under nominal conditions, the double difference will have a bias, which we can correct using the estimated baseline
orientation.

Figure 5 shows the bias -corrected double differences before and after a period of spoofing (data collected at
Jammertest, September 2024 with the set up described [8]).
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Figure 5. Bias corrected double differences in cycles during a period of spoofing (full capture) until epoch 778,
followed by a nominal situation. As expected, the bias-corrected doubls differences are close to zero un nominal
conditions

SUMMARY

This paper extends the work that we started in [8], where we described a detection test and a method to determine
GNSS protection levels using dual antennas under spoofing conditions. We evaluated these protection levels with real
GNSS measurements affected by actual spoofing events. The detection test is easy to compute and appears to be quite
sensitive to the presence of spoofing. However, the method described in [8] was computationally expensive and did
not fully exploit the properties of the carrier phase measurements.

To address these points, in this work we generalize the method to unknown platform orientations, we reduce the
computational power associated with the protection level calculation, and we show the potential of using carrier phase
measurements to improve the power of the detection test.
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