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High-Assurance Vehicle of the Future:
Built from Synthesized Components

Synthesis of attack
Source: resilient control
www.tech
systems
vibes.com Y
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Integration of 3
synthesized and <I__
handwritten code

A US automaker’s cars have 1-2
complete computers.
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Specification languages:  ¢#*
function, environment, -

hardware, resources

A US automaker's cars have 30-100
real-time controllers.

Source: Honda Source: www.roogio.com

Research Challenges

Scaling

Proof engineering
Attack/fault response
V&V of complete system

Integration of
control systems and
operating systems

Managing time:
> synchrony, asynchrony,
concurrency

Synthesis of
operating systems code

Specialization of
reusable components

Key:
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~ Security research in the UT Radionavigation
Laboratory is concerned with field attacks:
attacks on the physical fields (e.g.,
electromagnetic, acoustic, pressure, etc.)
measured by system sensors — especially
navigation system sensors.




key technology for drilling
and production

* In deepest waters, only
GNSS and acoustic
navigation sensors are
practical

* The usual 3-system
redundancy is waived so
long as there are multiple
DGPS receivers

Deepwater Horizon (~2009)

Vulnerable to a coordinated attack against GNSS and acoustic sensors



 defenses are of little use to the civilian

community:

e Details of military protection schemes are classified

* Military defenses typically assume a trusted and
trained user base willing to submit to onerous security
protocols

 Fundamentally new technologies enable field attacks
with which military has little experience (e.g.,
software-defined radio)

The civilian community will need to develop novel
solutions to its own unique threats
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Crashing is easier than control

A.J. Kerns, D.P. Shepard, J.A. Bhatti, T.E. Humphreys,
"Unmanned Aircraft Capture and Control via GPS Spoofing,” Journal of Field Robotics, submitted.
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LMX 420 Navigation System
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at the ship is following, then the spoofer can
employ a saturating PD controller to covertly force
the ship to track a reference cross-track position

y (true) y (spoof)

S
>

y (reference)
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be providing proof of location or time to a
skeptical second party. This problem scales
differently than attacks against non-
complicit PNT sensing: A single rogue actor
with an inexpensive receiver network (“Dr.
No”) could sell forged GNSS-based proofs of
location and time to thousands of
subscribers. Such subversion may not even
be illegal ...




Use case 1:

Legitimate employee
attempts to log into
corporate finance
system from office

in Sunnyvale, Calif.,
using work computer
at 11 a.m.PST.

Upon access to risk-based authentication system:

The risk-based authentication solution checks the attempt for:

UserID 4 Device + Location 4+ IP + Usage 4 Login
Password  Fingerprint Address Context Trends
PIN

LA £ A2 A A A

Entered The company- Oneofthe Legitimate Corporate  During
issued laptop company finance working hours
and in line locations in system and from 8 a.m.to
with pattern ~ Sunnyvale, inlinewith 5 p.m.PSTand
Calif.,, and in pattern in line with
line with pattern
pattern

Fail

Result:
Risk score assigned to attempt: Very Low

Criticality: Corporate Finance: High || Risk Threshold: Low

Outcome: Pass. User gets access to corporate finance system.




City-level: Where do you live?

Wimgeree

nnnnn

_Cell-level: What are your
daily patterns?

Coarse GPS/WiFi-level:
On what street are you travelling?

Decimeter-level:
Are you driving unusually today?



aill AT&T = 10:35 PM

Q Search or Address

()

A2,
£ A
S




il AT&T = 10:35 PM

Directions




«ll AT&T = 10:35 PM

C} Search Directions




North (m)

CDGPS-Computed Relative Antenna Position

-3.65

-3.75

-3.85

; . 1 :-‘ > :\“.‘ ';:‘ ) ) \ - 1 »
: g A : - ¥ », ~ = . -
y 4 - . b 3
b 2 y N N y 3 =
s = _: . ,{\lﬁ",, 5
\ N, W y sl f
14 - s \m‘? . 4 / X == 4

Nobember 2013: The University of Texas Radionavigation Lab
achieves cm-accurate CDGPS positioning via smartphone antenna.
Note that large backplane helps but may not be necessary. Many

challenges remain, but this first result has profound significance.
B O T U PRl R 8w . S i
1.45 15 1.55 16 1.65 1.7 1.75 1.8
East (m)




THE UNIVERSITY OF TEXAS AT AUSTIN
RADIONAVIGATION LABORATORY



radionavlab.ae.utexas.edu



United States Government Accountability Office

GAO Report to Congressional Requesters

November 2013 GPS DISRUPTIONS

Efforts to Assess
Risks to Critical

Infrastructure and
Coordinate Agency
Actions Should Be

Enhanced

GAO-14-15



VULNERABILITIES

Spoofing and
Jamming a Drone

A hijacker can exploit security weaknesses in radio trans- - it
missions used to pilot a drone. Sending false signals or Goasmission
jamming legitimate ones can divert the drone’s flight path
and send it crashing into the ground. Security researchers
have demonstrated potential scenarios for foul play,
shown here with the Schiebel Camcopter drone.

Transponder signals

Spoofing and

jamming
The operator of a drone directs A transmissions
its movement using radio 1 T
signals from a ground station, \
but these control signals can b
be jammed.

Control signals

Transmissions from a tran-
sponder that warn other flights
. of an aircraft’s presence can be
Spoofi | P
POCIG SgReS spoofed or blocked.
Jamming noise

Spoofing

A handheld electronic controller can

forge signals from GPS satellites or tran-

. sponders that identify an aircraft. Spoof-
J:!mmmg : ing can overpower these transmissions
Z:Ssemm*:f:;ﬂ:ﬂ ; and cause a drone to veer off course or

2 E— i come dangerously close to other air-
signals for piloting a drone. The craft craft. As a countermeasure, signals can
can be programmed to return to be fwith a diital si
ahome base ifa control signal s died'mmmgriz:s:n:g:?nr;in
Jar_rmgd.bmnosaxsfaaotysdmm But this technology is years away from
exists if both GPS and a control being deployed—and alternatives that
signal are obstructed. do not use encryption are unproved.

Wesson and Humphreys, Scientific American, Nov. 2013



the WROD only for convenience. So long as the
target’s approximate position is known, the attacker

can be miles away.

Won’t there be a discrepancy between the
gyrocompass heading and the GPS-produced Course
Over Ground? Yes, but a subtle spoofer can make a
small heading offset look like the effect of an ocean
current.
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check between radar returns and objects on the
ECDIS? Quite possibly. This cross-check is a valuable
defense. But it’s not much use in the open seas,
and, sadly, maritime radar can be spoofed too.

But | could simply use a sextant and a clock to
determine my location, true? Yes, but what’s sinister
about GPS deception is that you probably won’t
know you’re being spoofed. And a sextant isn’t
accurate to better than a few nm. And do you
remember how to work it?



