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“rou;ne$UAS$opera;ons$will$not$require$the$crea;on$of$a$new$$
special$airspace,$or$modifica;on$of$exis;ng$special$use$airspace”$



Autonomous&Control&System&Security$

The$general$concept$of$secure$control$covers$any$manipula;on$of$$
y$and$u$(e.g,$decep;on$and$DoS$aUacks),$but$almost$all$research$is$

focused$on$a2acks$on$the$communica4ons$and$computer$networks.$



DARPA’s$$60M$HACMS$program$is$focused$on$high[assurance$
code$and$network$protocols,$but$what$about$the$sensors?$



Security&research&in&the&UT&RadionavigaGon&

Laboratory&is&concerned&with&field%a'acks:%%
aJacks&on&the&physical&fields&(e.g.,&

electromagneGc,&acousGc,&pressure,&etc.)&

measured&by&system&sensors&–&especially&

naviga0on%system%sensors.&



Example:&Deep&water&drilling&

Deepwater$Horizon$(~2009)$

•  Dynamic$posi;oning$is$a$
key$technology$for$drilling$
and$produc;on$

•  In$deepest$waters,$only$
GNSS$and$acous;c$
naviga;on$sensors$are$
prac;cal$

•  The$usual$3[system$
redundancy$is$waived$so$
long$as$there$are$mul;ple$
DGPS$receivers$

Vulnerable$to$a$coordinated$aUack$against$GNSS$and$acous;c$sensors$



•  Details$of$military$protec;on$schemes$are$classified$

•  Military$defenses$typically$assume$a$trusted$and$
trained$user$base$willing$to$submit$to$onerous$security$
protocols$$

•  Fundamentally$new$technologies$enable$field$aUacks$
with$which$military$has$liUle$experience$(e.g.,$
socware[defined$radio)$

DecepGon&and&DoS&field&aJacks&have&a&long&

history&in&navigaGon&warfare,&but&military&

defenses&are&of&liJle&use&to&the&civilian&

community:&

The$civilian$community$will$need$to$develop$novel$
$solu;ons$to$its$own$unique$threats$



UAV&GPS&Spoofing&AJack&







D.P.$Shepard,$J.A.$Bhaf,$T.E.$Humphreys,$A.A.$Fansler,$"Evalua;on$of$Smart$Grid$and$Civilian$UAV$Vulnerability$to$GPS$Spoofing$AUacks,"$Proc.$ION$GNSS,$Nashville,$TN,$2012.$



PLL$

DLL$

Results$from$live$tests$ Allowable$Doppler$uncertainty$

Ironically,$commercial$receivers’$robustness$makes$
them$easier$to$covertly$capture$

Covert&GNSS&Receiver&Capture&



Stable$covert$post[captue$UAV$control$is$possible$provided$
the$spoofer$can$learn$the$target’s$flight$paUern$

Covert&PostUCapture&UAV&Control&



Crashing$is$easier$than$control$
A.J.$Kerns,$D.P.$Shepard,$J.A.$Bhaf,$T.E.$Humphreys,$$
"Unmanned$Aircrac$Capture$and$Control$via$GPS$Spoofing,“$Journal$of$Field$Robo;cs,$submiUed.$

























Covert&PostUCapture&Ship&Control&

If$the$spoofer$has$an$es;mate$of$the$rhumb$line$
that$the$ship$is$following,$then$the$spoofer$can$
employ$a$satura;ng$PD$controller$to$covertly$force$
the$ship$to$track$a$reference$cross[track$posi;on$

y$(spoof)$y$(true)$

1/s$P$ 1/s$

y$(reference)$

sat$ [K$

[C$



Stable$covert$post[captue$ship$control$is$possible$provided$
the$spoofer$can$es;mate$the$ship’s$rhumb$line$

Own$ship$
es;mate$

Truth$

No$alarms$triggered$by$Chi[square[type$test$

Covert&PostUCapture&Ship&Control&





Civil&GNSS&Spoofing&Defenses&

Cryptographic$ Non[Cryptographic$
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J/N&Sensing&

(Ward,&ScoJ,&UC&Boulder,&Calgary)&

SSSC&or&NMA&on&WAAS&

(ScoJ,&UT)&

SingleUAntenna&SpaGal&CorrelaGon&

(Cornell,&Calgary)&

SSSC&on&L1C&

(ScoJ)&

CorrelaGon&Anomaly&Defense&

(UT,&TENCAP,&Ledvina,&Torino)&

Sensor&Diversity&Defense&

(DARPA,&BAE,&UT,&GLA)&

NMA&on&L2C,&L5,&or&L1C&

(UT,&MITRE,&ScoJ,&GPSD)&

P(Y)&CrossUCorrelaGon&

(Stanford,&Cornell)&
MulGUElement&Antenna&Defense&

(Keys,&Montgomery,&DLR,&Stanford)&

Mobility&Trace&Analysis&

(UT)&



The&greatest&challenge&in&PNT&security&will&

be&providing&proof%of%loca0on%or%0me%to&a&
skepGcal&second&party.&&This&problem&scales%
differently&than&aJacks&against&nonU
complicit&PNT&sensing:&&A&single&rogue&actor&

with&an&inexpensive&receiver&network&(“Dr.&

No”)&could&sell&forged&GNSSUbased&proofs&of&

locaGon&and&Gme&to&thousands&of&

subscribers.&&Such&subversion&may&not&even&

be&illegal&...&&&&&&&



Beyond&the&Password:&&

RiskUBased&User&AuthenGcaGon:&

Trustworthy$proof$of$loca;on$is$central$to$$
risk[based$user$authen;ca;on$$

Graphic$courtesy$DeloiUe/WSJ$



Cell[level:$$What$are$your$$
$$$$$$$$$$$$$$$$$$$$daily$paUerns?$

City[level:$$Where$do$you$live?$

Coarse$GPS/WiFi[level:$
On$what$street$are$you$travelling?$

Decimeter[level:$
Are$you$driving$unusually$today?$

Mobility&Trace&Analysis&









Nobember$2013:$The$University$of$Texas$Radionaviga;on$Lab$$
achieves$cm[accurate$CDGPS$posi;oning$via$smartphone$antenna.$$
Note$that$large$backplane$helps$but$may$not$be$necessary.$$Many$
challenges$remain,$but$this$first$result$has$profound$significance.$$$$$





radionavlab.ae.utexas.edu&



“[D]ue$to$resource$constraints$and$other$reasons,$the$[DHS$and$DOT]$
$have$made$limited$progress$in$mee;ng$[NSPD[39],$and$many$tasks$$
remain$incomplete,$including$iden;fying$GPS$backup$requirements$$
and$determining$suitability$of$backup$capabili;es.”$$$
“[O]verall,$the$requirements$of$NSPD[39$remain$unfulfilled.”$



Wesson$and$Humphreys,$Scien4fic$American,$Nov.$2013$



•  Does$the$a2acker$have$to$be$aboard$the$target$
vessel?$$No.$We$launched$the$aUack$from$onboard$
the$WROD$only$for$convenience.$$So$long$as$the$
target’s$approximate$posi;on$is$known,$the$aUacker$
can$be$miles$away.$

•  Won’t$there$be$a$discrepancy$between$the$

gyrocompass$heading$and$the$GPSKproduced$Course$

Over$Ground?$$Yes,$but$a$subtle$spoofer$can$make$a$
small$heading$offset$look$like$the$effect$of$an$ocean$
current.$

QuesGons&on&Marine&Spoofing&&(1/2)$



•  Wouldn’t$GPS$decep4on$be$revealed$by$a$consistency$

check$between$radar$returns$and$objects$on$the$

ECDIS?$$Quite$possibly.$$This$cross[check$is$a$valuable$
defense.$$But$it’s$not$much$use$in$the$open$seas,$
and,$sadly,$mari;me$radar$can$be$spoofed$too.$

•  But$I$could$simply$use$a$sextant$and$a$clock$to$

determine$my$loca4on,$true?$$Yes,$but$what’s$sinister$
about$GPS$decep;on$is$that$you$probably$won’t$
know$you’re$being$spoofed.$$And$a$sextant$isn’t$
accurate$to$beUer$than$a$few$nm.$$And$do$you$
remember$how$to$work$it?$

QuesGons&on&Marine&Spoofing&&(2/2)$


